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Zusammenfassung

Das Aufzeichnen der Internetaktivitat ist mit der VerknUpfung personlicher Daten zu einer Schlussel-
ressource fur viele kostenpflichtige und kostenfreie Dienste im Web geworden. Diese Dienste sind zum
einen Webanwendungen, wie beispielsweise die von Google bereitgestellten Karten/Navigation oder
Websuche, die taglich kostenlos verwendet werden. Zum anderen sind es alle Webseiten, die meist
kostenlos Nachrichten oder allgemeine Informationen zu verschiedenen Themen bereitstellen. Durch
das Aufrufen und die Nutzung dieser Webdienste werden alle Informationen, die im Webdienst ve-
rarbeitet werden, an den Dienstanbieter weitergeben. Dies umfasst nicht nur die im Benutzerkonto
des Webdienstes gespeicherte Profildaten wie Name oder Adresse, sondern auch die Aktivitat mit dem
Webdienst wie das anklicken von Links oder die Verweildauer.

Dariber hinaus gibt es jedoch auch unzahlige Drittparteien, welche zumeist im Hintergrund in die
Webdienste eingebunden sind und das Benutzerverhalten der kompletten Webaktivitét - Webseiten tGber-
greifend - mitspeichern sowie auswerten. Der Einsatz verschiedener, in der Regel fir den Benutzer
verborgener Techniken, dient dazu das Online-Verhalten der Benutzer genau zu verfolgen und viele sen-
sible Daten zu sammeln. Dieses Verhalten wird als Web-Tracking bezeichnet und wird hauptsachlich
von Werbeunternehmen genutzt. Die gesammelten Daten sind oft personenbezogen und eine wertvolle
Ressourcen der Unternehmen, um Beispielsweise passend zum Benutzerprofil personalisierte Werbung
schalten zu kénnen. Mit der Nutzung dieser personenbezogenen Daten entstehen aber auch weitre-
ichendere Auswirkungen, welche sich unter anderem in Preisanpassungen fur Benutzer mit speziellen
Profilattributen, wie der Nutzung von teuren Endgeraten, widerspiegeln.

Ziel dieser Arbeit ist es die Privatsphare der Nutzer im Internet zu steigern und die Nutzerverfolgung
von Web-Tracking signifikant zu reduzieren. Dabei stellen sich vier Herausforderungen, die jeweils einen
Forschungsschwerpunkt dieser Arbeit bilden: (1) Systematische Analyse und Einordnung eingesetzter
Tracking-Techniken, (2) Untersuchung vorhandener Schutzmechanismen und deren Schwachstellen,
(3) Konzeption einer Referenzarchitektur zum Schutz vor Web-Tracking und (4) Entwurf einer au-
tomatisierten Testumgebungen unter Realbedingungen, um die Reduzierung von Web-Tracking in den
entwickelten SchutzmafRnahmen zu untersuchen. Jeder dieser Forschungsschwerpunkte stellt neue
Beitrage bereit, um einheitlich das Ubergeordnete Ziel zu erreichen: der Entwicklung von Schutzmal3-
nahmen gegen die Preisgabe sensibler Benutzerdaten im Internet.

Der erste wissenschaftliche Beitrag dieser Dissertation ist eine umfassende Evaluation eingesetzter
Web-Tracking Techniken und Methoden, sowie deren Gefahren, Risiken und Implikationen fur die
Privatsphéare der Internetnutzer. Die Evaluation beinhaltet zusatzlich die Untersuchung vorhandener
Tracking-Schutzmechanismen und deren Schwachstellen. Die gewonnenen Erkenntnisse sind mal3ge-
blich fur die in dieser Arbeit neu entwickelten Anséatze und verbessern den bisherigen nicht hinreichend
gewahrleisteten Schutz vor Web-Tracking.

Der zweite wissenschaftliche Beitrag ist die Entwicklung einer robusten Klassifizierung von Web-
Tracking, der Entwurf einer effizienten Architektur zur Langzeituntersuchung von Web-Tracking sowie
einer interaktiven Visualisierung des Auftreten von Web-Tracking im Internet. Dabei basiert der neue
Klassifizierungsansatz, um Tracking zu identifizieren, auf der Entropie Messung des Informationsgehalts
von Cookies. Die Resultate der Web-Tracking Langzeitstudien sind unter anderem 1.209 identifizierte
Tracking-Domains auf den meistbesuchten Webseiten in Deutschland. Hierbei wurden innerhalb der
Top 25 Webseiten im Durchschnitt 45 Tracking-Elemente pro Webseite gefunden. Der Tracker mit dem
hdchsten Potenzial zum Erstellen eines Benutzerprofils war doubleclick.com, da er 90% der Webseiten
Uberwacht. Die Auswertung des untersuchten Tracking-Netzwerks ergab weiterhin einen detaillierten
Einblick in die Tracking-Technik mithilfe von Weiterleitungslinks. Dabei haben wir 1,2 Millionen HTTP-
Traces von monatelangen Crawls der 50.000 international meistbesuchten Webseiten analysiert. Die
Ergebnisse zeigen, dass 11,6% dieser Webseiten HTTP-Redirects, verborgen in Webseiten-Links, zum
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Tracken verwenden. Dies wird eingesetzt, um den Webseitenverlauf des Benutzers nach dem Klick
durch eine Kette von (Tracking-)Servern umzuleiten, welche in der Regel nicht sichtbar sind, bevor das
beabsichtigte Link-Ziel geladen wird. In diesem Szenario erfasst der Tracker wertvolle Verbindungs-
Metadaten zu Inhalt, Thema oder Benutzerinteressen der Website. Die Visualisierung des Tracking
Okosystem stellen wir in einem interaktiven Open-Source Web-Tool bereit.

Der dritte wissenschaftliche Beitrag dieser Dissertation ist die Konzeption von zwei neuartigen
Schutzmechanismen gegen Web-Tracking und der Aufbau einer automatisierten Simulationsumgebung
unter Realbedingungen, um die Effektivitat der Umsetzungen zu verifizieren. Der Fokus liegt auf den
beiden meist verwendeten Tracking-Verfahren: Cookies (hierbei wird eine eindeutigen 1D auf dem Gerat
des Benutzers gespeichert), sowie Browser-Fingerprinting. Letzteres beschreibt eine Methode zum Sam-
meln einer Vielzahl an Gerateeigenschaften, um den Benutzer eindeutig zu (re- )identifizieren, ohne eine
eindeutige ID auf dem Gerat zu speichern.

Um die Effektivitat der in dieser Arbeit entwickelten Schutzmechanismen vor Web-Tracking zu un-
tersuchen, implementierten und evaluierten wir die Schutzkonzepte direkt im Chromium Browser. Das
Ergebnis zeigt eine erfolgreiche Reduzierung von Web-Tracking um 44%. Zuséatzlich verbessert das in
dieser Arbeit entwickelte Konzept “Site Isolation” den Datenschutz des privaten Browsing-Modus, er-
mdglicht das Setzen eines manuellen Speicher-Zeitlimits von Cookies und schiitzt den Browser gegen
verschiedene Bedrohungen wie CSRF (Cross-Site Request Forgery) oder CORS (Cross-Origin Ressource
Sharing). Site Isolation speichert dabei den Status der lokalen Website in separaten Containern und
kann dadurch diverse Tracking-Methoden wie Cookies, lokalStorage oder redirect tracking verhindern.
Bei der Auswertung von 1,6 Millionen Webseiten haben wir gezeigt, dass der Tracker doubleclick.com das
hdchste Potenzial besitzt, den Nutzer zu verfolgen und auf 25% der 40.000 international meistbesuchten
Webseiten vertreten ist.

SchlieBlich demonstrieren wir in unserem erweiterten Chromium-Browser einen robusten Browser-
Fingerprinting-Schutz. Der Test unseres Prototyps mittels 70.000 Browsersitzungen zeigt, dass unser
Browser den Nutzer vor sogenanntem Browser-Fingerprinting Tracking schitzt. Im Vergleich zu finf
anderen Browser-Fingerprint-Tools erzielte unser Prototyp die besten Ergebnisse und ist der erste
Schutzmechanismus gegen Flash sowie Canvas Fingerprinting.




Abstract

Recording Internet activity and linking it to personal information has become a key resource for many
paid and free web services. These services include web applications such as Google Maps/Navigation
or Search, which are used daily for free. On the other hand, there are websites that provide (mostly
free) news or general information on various topics. By using these web services, all information is
processed by the service provider. This includes not only the profile data stored in the user account of
the web service such as name or address, but also the activities such as clicking links or the duration
of stay. In addition, however, there are also countless third-parties, mostly hidden in the background,
that record and analyze the users’ behavior even across websites. This process is known as web tracking
and is mainly used by advertising companies. The collected data often contains personal data which is a
valuable resource for companies, for example, to provide personalized advertisements according to the
user profile. However, the use of these personal data also results in far-reaching effects, which are among
other things, price adjustments for users with special profile attributes, such as the use of expensive end
devices.

The main goal of this work is to increase the privacy of users on the Internet and to significantly
reduce web tracking. There are four challenges, each of which forms a research focus of this work: (1)
systematic analysis and classification of used tracking techniques, (2) evaluation of existing protection
mechanisms and their weaknesses, (3) designing a reference architecture to prevent web tracking; and
(4) designing an automated test environment under real-world conditions to evaluate the reduction
of web tracking in the developed protection mechanisms. Each of these research topics provides new
contributions to achieve the overall objective: preventing the leakage of privacy sensitive user data on
the web.

The first scientific contribution of this dissertation is a comprehensive evaluation of web tracking
techniques used on the web, as well as their risks, threats and implications for the users’ privacy. The
evaluation also includes the analysis of existing tracking protection mechanisms and their weaknesses.
The insights gained are decisive for the new developed approaches in this work and improve the previ-
ously insufficient protection against web tracking.

The second scientific contribution is the development of a robust classification of web tracking, the
design of an efficient architecture for a long-term study of web tracking and the publication of an inter-
active visualization of the occurrence of web tracking on the Internet. The new classification approach
to identify tracking is based on the entropy measurement of the information content of cookies. The re-
sults of the web tracking long-term studies include 1,209 identified tracking domains on the most visited
websites in Germany. Here, an average of 45 tracking elements per website was found within the top
25 websites. The tracker with the highest potential for creating a user profile was doubleclick.com, as
it monitors 90% of the scanned web pages. The evaluation of the tracking network provided a detailed
insight into the tracking technique using redirect links. In this process, we analyzed 1.2 million HTTP
traces of months long crawls on the 50,000 internationally most visited websites. The results show that
11.6% of these websites use HTTP redirects hidden in web links capable for tracking. This method is
used to redirected the user through a chain of potential tracking servers not visible to the user. In this
scenario, the tracker collects valuable connection meta data about the content, topic or users’ interests
on the website. The visualization of the tracking ecosystem is provided in an interactive open-source
web tool.

The third scientific contribution of this dissertation are the design of two novel protection mechanisms
against web tracking and the development of an automated simulation environment under real condi-
tions to verify the effectiveness of the implementations. Here, we focus is on the two most commonly
used tracking methods: cookies (where a unique ID is stored on the user’s device), as well as browser
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fingerprinting. The latter describes a method for collecting a variety of device properties to uniquely
(re-)identify the user without storing a unique ID on the device.

In order to evaluate the effectiveness of the web tracking protection mechanisms developed in this
work, we implemented and evaluated the protection concepts directly in the Chromium browser. The
result shows a successful reduction of web tracking by 44%. In addition, the concept of "Site Isolation"
developed in this work improves the privacy of the private browsing mode, enables setting a man-
ual cookie timeout limit and protecting the browser against various threats such as Cross-Site Request
Forgery (CSRF) or Cross-Origin Resource Sharing (CORS). Site Isolation stores the status of the local
website in separate containers and can therefore prevent various tracking methods such as cookies,
lokalStorage or redirect tracking. In an additional evaluation of 1.6 million websites we show that the
tracker doubleclick.com has still the highest potential to track the user on 25% of the 40,000 interna-
tionally most visited websites.

Finally, we demonstrate a robust browser fingerprinting protection in our enhanced Chromium
browser. Testing our prototype on 70,000 browsing session, we show that our browser protects against
so called browser fingerprinting tracking. Compared to five other browser fingerprinting tools, our pro-
totype achieved the best results and is the first protection mechanism against Flash as well as Canvas
fingerprinting.
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1 Introduction into Web Tracking

In the today’s digital life we use a wide spectrum of online services, applications and tools. The age of
the Internet of Things comprises a plethora of physical devises that collect and exchange data over the
web. These devises such as computers, laptops, smart phones, smart TVs or smart watches are capable
of browsing the web, using online services, communicate with each other as well as collect personal
data and activities. Due to this interconnectivity of devises and the usage of web services as well as the
exchange of data, users leave a huge digital footprint [1, 2, 3].

Users freely give away a lot of personal data just while browsing the web. This consists not only of the
data which websites the users visit, what content and topics the users are interested in. Moreover, the
data which physical devices and services the users are using or the content they are sharing in Online
Social Networks (OSN) like Facebook?, leaks a lot of privacy sensitive user data to the content provider
as well as the embedded third-party services on the websites [4].

Connecting this data with other information from social media (Facebook Likes) [5, 1, 6], shopping
behavior [7], mobile location information, physical devices [8, 9], search queries [10] and profile in-
formation in web services, more privacy sensitive information can be revealed [11, 12, 13, 14]. This
includes personal problems or desires of users, real names, addresses, political or religious views, as well
as the financial and health status [4, 15].

Depending on the users geographic location (computed using the IP address), the type of purchases,
the devices the user is using and the websites visited, companies may then be able to create a personal
credit score [16] or estimate the risk for health insurance to a disadvantage of the user [17, 18]. More-
over, the loss of anonymity can lead to price discrimination [19, 20], deductibility of private information
[21] or identify theft/fraud.

As we will present in Chapter 3 and 5, our research [22, 23] depicts that user tracking is even more
widespread in today's web then showed by other researchers [24, 25]. We show that third-party
trackers exist on most commercial websites and are able to follow users on 90% of the top 1,634
mostly visited websites in Germany [22] as well as 25% of the global top 40,000 ranked websites
[23]. Our research concludes that trackers are able to easily re-identify a user across the web [26, 24].
The tracking potential of the top trackers such as Google and Facebook is:

= 50% of the top 600 global pages [27],
= 25% of the top 10,000 global pages [28], and
* 10% of the top 1 million global pages [29].

1.1 Web Tracking Methods

In order to give an insight into web tracking, we will first briefly introduce the web tracking methods
and techniques, followed by possible protection mechanisms and tools. A detailed discussion will be
presented in Chapter 2.

It is common practice to use different tracking techniques by embedding third-party elements [13, 28].
This covers not only the web advertisement infrastructure like banners, but also so-called web beacons?
or social media buttons, to gather data on the users’ online behavior as well as privacy sensitive data
[11, 12, 13, 30].

The goal is to establish detailed user profiles, which are then used for more effective targeted advertise-
ments [31, 32, 33, 34], and even if anonymized, they can be reconstructed [35] or easily de-anonymized

https://www.facebook.com
2 Web beacon or web bug, are typically 1x1 pixel images embedded on a website and not visible to the user
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and sold [14, 36, 37, 6]. Moreover, tracking is often invisible or integrated into other features and
services, such as advertising, or the Facebook Like button. In effect, most tracking is performed in the
background without the user’s notice and there is usually no option to opt-out [12, 38]. Even with the
EU’s General Data Protection Regulation (GDPR), which should make the users aware about the general
usage of cookies (introduced in the year 2018), tracking did not drop significantly as research shows
[39, 40, 41].

In contrast to other kinds of user behavior tracking, for example via surveillance cameras or by evalu-
ating the credit card history, web tracking is cheap, mostly automated and not limited to purchases done
by credit card. It is also a lot faster and can be more reliable, especially when data can be linked to
important and persistent online services [42], such as social media like Facebook or e-mail accounts, to
create detailed user profiles [43].

The most common way for any company to track users on the web is by storing a unique identifier on
the client and retrieve it on every page where the tracking code is embedded [44]. Unique identifiers can
be stored for example in cookies, HTMLS5 localStorage, browser cache, and common third-party plug-ins
like Flash or Java [13]. A basic method to save this identifier is by using a HTTP cookie. Any HTTP
request suffices for storing a cookie on the users machine. The so called tracking pixel, a transparent 1:1
pixel sized image, is the traditional, bandwidth-conserving, and high-performance method used in the
wild to set a cookie. Once set, the visitor's browser will request the tracking cookie each time a page is
loaded and the tracking company can re-identify a user on every page that includes this tracking cookie.

Because users started to block or delete cookies, tracking companies started to use JavaScript to iden-
tify users by determining an almost unique browser fingerprint of the users device [30, 45, 46, 8, 47].
This is done by monitoring the mouse position and clicks, interactions with forms [48], retrieving the
list of installed plug-ins or other hardware settings [49, 30]. Plug-ins such as Flash or Java even pro-
vide additional unique data, for example the list of installed fonts, CPU type or clock skew [50]. This
technique is relies on uniquely identifying a browser or device through combined system information
that are retrievable by websites using JavaScript, Java or Flash scripts [51], even without storing a cus-
tom identifier. The differences originate from the various hardware, network, or software configurations
that a user’'s computer may have [45, 49, 52, 53, 54, 55]. This information, also called fingerprinting
features, are again mainly used by companies to track user behavior on the web [30] and to establish
detailed user profiles [24, 35].

As already presented by Mayer [56] and Eckersley [46] in 2009/2010, it was possible to uniquely iden-
tify 94% of 470,161 users by fingerprinting techniques. Further studies [57, 50] revealed the prevalence
of browser fingerprinting in real world applications and showed that more sophisticated fingerprinting
methods exist. Fingerprinters commonly use detailed information, such as system fonts, plug-in ver-
sion numbers, or even differences in graphic rendering engines (using the HTML5 canvas element) as
fingerprinting features [49].

1.2 Web Tracking Defenses

Protecting the privacy of web users against tracking by blocking third-party content has become a cat-
and-mouse game. Continuously evolving tracking methods used by companies make it difficult to block
all third-party content. In the last years many browser add-ons such as Privacy Badger®, Adblock?,
Ghostery® or the Tor browser® were introduced to mitigate web tracking [25]. The capabilities of
those anti-tracking tools differ, but the main functionality is often similar: block third-party connec-
tions on websites in order to stop displaying advertisements and prevent them from storing tracking
elements, such as cookies, on the user’s machine [38]. This includes third-party JavaScripts or other

https://www.eff.org/de/node/73969
https://getadblock.com/
https://www._ghostery.com/
https://www_torproject.org/
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persistent identification elements stored on the user’'s machine. By blocking these third-party elements
no connection to the supplying tracking server is established.

However, blocking third-party content can cause usability or functionality loss on websites if third-
party images, Flash elements or JavaScripts cannot be loaded [38, 58]. Moreover, those anti-tracking
tools are not sufficient to block all cookie based tracking techniques and are detectable by the trackers
[24, 46, 59, 60, 49, 61, 62, 63]. Similar problems have protection tools blocking advanced tracking
techniques such as browser fingerprinting [50, 51, 25, 10] or tracking redirect links, as we show in
this work. Similarly, with the loss of revenue trough ad-blockers not displaying advertising [64], many
websites implement anti ad-blocker scripts, forcing the user to disable their ad-blocker [65, 66, 67] or
use other techniques such as redirect tracking. Further, elements not categorized as trackers will not
be blocked and can still be used for tracking. Also, if legitimate elements are falsely classified (false
positives) as trackers and blocked, web site functionalities may break. The most serious privacy problem
exist in the commercial purpose of such anti-tracking tools, i.e., a third-party can avoid that certain
tracking elements will be blocked (by making a contract) [61, 68], or by the utilization of the gathered
user data [69] to allow building a user web profile.

1.3 Publications and Contributions

This work is based on the following publications:

The in-depth evaluation of redirect tracking and link usage [70] provides the first large scale analysis
in this field, scanning 50,000 Alexa top ranked websites for several months. We extended a scanning
framework with automated user interaction to generate a much more realistic browsing behavior. An-
alyzing 1.2 million redirect traces, we identified redirect tracking on 11.6% of those websites. Further,
we developed an interactive web tool to visualize the tracking ecosystem and its network. Moreover, we
present a redirect tracking network clustering and provide protection strategies against redirect tracking.

Our survey on web tracking [22] presents an extensive list on web tracking techniques and
methods as well as their risks, threats and implications. We also discuss available protection
mechanisms, tools and their weaknesses in protecting the user against web tracking. Moreover, we
designed and imple-mented an automated system to detect, analyze and protect against web
tracking. We evaluated the system in a 16 months long term web tracking study, scanning the top
1,634 mostly visited websites in Germany. In this study we detected 1209 trackers and exported
these tracking domains as blocking list for the Internet Explorer, known as Tracking Protection List. In
addition, we establishing the website www.trackyourtracker.de to visualize our results to the public.

A key contributions of this work are the design, implementation and evaluation of two systems provid-
ing protection mechanisms against web tracking. First, “Site Isolation” [23], which is a system to isolate
the locally stored website state into separate containers. Site Isolation protects the user successfully
against the tracking methods using: cookies, HTML5 localStorage, Index DB, browsing cache, Flash LSO
and redirect tracking. In addition, we implemented an improved privacy feature for private browsing
and added a cookie timeout feature in the browser. Moreover, Site Isolation also adds security features
to protect against CORS, CSRF and click-jacking, cache-timing attacks and rendering engine hijacking
automatically into the browser. In the evaluation on 1.6 million websites we then show that Site Isolation
reduces web tracking by 44%.

Second, “Disguised Chromium Browser” [71], which was the first robust protection mechanism against
Flash and canvas fingerprinting. Within the implementation on to different browser fingerprinting pro-
tection mechanisms, we developed a novel approach preventing canvas fingerprinting. In the evaluation,
compared against five other anti-fingerprinting tools, we show in 70,000 browser sessions that our sys-
tem provides a 99% protection against browser fingerprinting.
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Additional Publications
Not covered in this thesis are the following publications, which were published during the period of
the PhD:

= SecLab: An Innovative Approach to Learn and Understand Current Security and Privacy Issues
Marco Ghiglieri, Martin Stopczynski
In: SIGITE '16 Proceedings of the 17th Annual Conference on Information Technology Education.
Pages 67-72, September 2016. ISBN 978-1-4503-4452-4

= Personal DLP for Facebook
Marco Ghiglieri, Martin Stopczynski, Michael Waidner
In: IEEE: Pervasive Computing and Communications Workshops (PERCOM Workshops), p. 629 -
634, March 2014

< Smart Home Dashboard — Das intelligente Energiemanagement
Martin Stopczynski, Marco Ghiglieri
In: VDE KONGRESS 2012 Smart Grid, VDE Verlag GmbH, November 2012. ISBN 978-3-8007-
3446-7. www.vde-verlag.de/proceedings-de/453446061.html

= CA4PS: colors for privacy settings
Thomas Paul, Martin Stopczynski, Daniel Puscher, Melanie Volkamer, Thorsten Strufe
In:  ACM: Proceedings of the 21st international conference companion on World Wide
Web, vol. WWW ’'12 Companion, p. 585-586, May 2012. ISBN 978-1-4503-1230-1.
doi.acm.org/10.1145/2187980.2188139

= C4PS - Helping Facebookers Manage Their Privacy Settings
Thomas Paul, Martin Stopczynski, Daniel Puscher, Melanie Volkamer, Thorsten Strufe
In: Springer Berlin Heidelberg: Lecture Notes in Computer Science, Social Informatics, no. 7710,
p. 188-201, 2012. ISBN 978-3-642-35385-7

1.4 Outline

In this thesis, we provide a detailed description of the tracking ecosystem and present a comprehensive
web tracking background in Chapter 2. Here, we will first summarize the possible risks, threats and
implications of web tracking. Subsequently, we introduce methods and techniques to track the users’
online behavior. Moreover, we present the protection mechanisms and tools against web tracking as well
as describe their weaknesses.

To get an insight in the tracking practice, we developed a general detection and prevent system for
web tracking covering the most visited German websites. In Chapter 3 we give an overview of the system
architecture and present the findings on our 16 months long term evaluation of web tracking on most
visited German websites.

Throughout our research we identified the usage of redirect links as a tracking method. In Chap-
ter 4 we present the first in-depth study on tracking potential of redirect links, in which trackers use
different HTTP redirect techniques for tracking. Mostly hidden in website links, trackers detour users
“intended” connection (link destination) through a chain of (third-party tracking) servers, before loading
the intended (legitimate) link destination. This enables trackers on each redirected page to circumvent
third-party blocking tools by storing first-party tracking elements on the users machine without notice.
Compared to third-party cookies, trackers use the fact that first-party cookies are almost always enabled
and required by websites to handle sessions. In addition, by using redirect links the trackers can collect
valuable meta data such as the site of origin, the desired destination target, the topic/content the user is
viewing and other information.
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Focusing on user privacy, we give a comprehensive insight in the behavior, patterns and the used
redirect link tracking techniques in the wild. Our dataset is based on full HTTP traces browsing the
top 50,000 websites from the Alexa.com ranking’ over a period of several months. With our advanced
simulated user interaction, we provide a much more realistic user browsing behavior dataset as well as
a broad data collection of tracker interaction as other studies. In this evaluation we point out the most
common redirect trackers currently used, classify them and suggest countermeasures that will help to
protect users from redirect trackers beyond the capabilities of the current privacy protection add-ons.

Moreover, we use tracker classification, taking third-party appearance in the HTML source code into
account, and analyze the information content in cookies leading to realistic tracking classification. We
also compare our results to other tracking classifications such as Easylist and OpenWPM [29] and visu-
alize the performance as well as various tracker behaviors to the user in our interactive web graphs®.
In addition, we analyze the behavior of link usage and tracking in the different browser cookie settings
compared to using an ad-blocking tool.

Because of the privacy concerns as well as tracking risks described in this work, most users do not
approve the collection of privacy sensitive data being collected [72, 73, 74]. Further, the weaknesses
in the available tracking protection mechanisms we discovered, a fundamental goal of this work was to
provide a robust tracking prevention system. Therefore, we implemented and successfully evaluated the
first automatic isolation of the locally stored website state into separate containers in Chapter 5. Our
approach eliminates the ability of trackers to re-identify users across different sites, by isolating HTTP
cookies, HTML5 Web Storage, Indexed DB, and the browsing cache. The so-called Site Isolation was
implemented for the Chromium browser and in addition secures the browser against CORS, CSRF, and
click-jacking attacks, while limiting the impact of cache timing, and rendering engine hijacking. We
evaluated the effectiveness of Site Isolation [23] by visiting 1.6 million pages on over 94,000 distinct
domains and compared the data saved against usual browsing. We show that top trackers collect enough
information to identify billions of users reliably. In contrast, with Site Isolation in place the number of
tracked pages can be reduced by 44%.

Protecting the user against fingerprinting, existing tools rely on simply randomizing system parameters
or blocking and deactivating specific features. Traditional methods lack in usability when browsing
websites, are detectable by the trackers [30, 59, 75, 46, 76, 77], or have flaws making the user still
identifiable. Motivated by those challenges, we implemented and evaluated robust methods protecting
the user against browser fingerprinting in a Disguised Chromium Browser (DCB), presented in Chapter
6. Comparing other anti-fingerprinting tools, our solutions overcome existing flaws through enhanced
protection mechanisms. Instead of disabling or randomizing system and browser parameters like other
tools, we use a large set of real world parameters that are fixed for the entire browsing session and change
automatically for next session. This prevents detectability through unrealistic or constantly changing
system parameters, if a fingerprinter requests a parameter multiple times. In addition, we are the first to
effectively protect against Flash as well as canvas fingerprinting without deactivating these features.

Through an intense study of canvas fingerprinting, we developed a novel and deterministic approach
to prevent canvas fingerprinting based on randomly modifying the canvas element in every browsing
session. It is not based on adding patterns or noise to the original canvas like in other tools. Because
no original (unique) canvas element is returned, the fingerprinter is not able to detect the modification,
therefore is not able to remove/delete any changes and is not able to identify any user uniquely. We show
the effectiveness of the algorithm and demonstrate perfect diversity of every generated canvas element.
In contrast to other anti-fingerprinting tools, we also implemented a new and undetectable protection
mechanism against the retrieval of system fonts via Flash.

Our evaluation against real world fingerprinting tools demonstrates that fingerprinters cannot notice
the presence of our counter-fingerprinting techniques. Since changes are applied inside the browser

7 http://s3.amazonaws.com/alexa-static/top-1m.csv.zip

8 https://tracking.dbvis.de/
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itself and never reveal one’s own system settings, but output other real world parameters, it is hard for
fingerprinters to circumvent or revert those changes, like suggested in [78].

In Chapter 7 we summaries our findings and conclude with future work as well as recommendation
how prevent the leakage of privacy sensitive data on the web.
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2 Web Tracking Background

This chapter presents a detailed evaluation of web tracking as well as its ecosystem and is based on
our publication Web Tracking Report [22]. We will review the fundamentals of web and cross-domain
tracking as well as give an overview on the market and stakeholders. In this chapter, we will point out
the risks, threats and implications of web tracking for the user. Summarizing the possible methods and
techniques to track the users’ online behavior in Section 2.6, we also gather the protection mechanisms
as well as tools against web tracking. Moreover, we will show the weaknesses and drawbacks of the used
protection mechanisms in Section 2.7.

2.1 Beginning of Web Tracking

While browsing the web, it is common practice to monitor the users’ actions. This is legitimate by the
technical perspective of the websites’ owner. Through the request in displaying the website, all content,
even embedded external (third-party) elements, are downloaded from a server and transmitted to the
user. This includes storing cookies, for example to save the users online shopping items in a private cart
through the browsing session. Since the server needs to process the users request, it will track the users
actions. The same tracking can also by done by other (third) parties when the elements are embedded
on the visited website. Embedding third-party elements is done intentionally by the website owner and
can have multiple purposes. Third-party elements are used to implement specific website features like
external guest-books, chats, online social media buttons, libraries for visual effects or embedding content
that does not need to be stored on the own server, like movies, pictures as well as advertisements.

During the history of the web, the industry noticed the rising business market in placing advertisement
on websites. In using the free Internet content users did not pay attention to ads in the beginning. Web-
site owners on the other hand took their chance to reduce operational costs through additional financing
opportunities with advertising. So the general opinion emerged, that the placement of advertisements
seem not to do any or no harm, since nobody needs to look or click on it. However, by embedding third-
party elements such as advertising or other content, the advertiser is able to view, collect and evaluate
various information on the user when visiting the website and automatically downloading the content
[79]. In consequence, this can create privacy threats to the users. Using different mechanisms, discussed
in Section 2.6, third-parties are able to track the users interests in real time across many websites they
are embedded on. We will show in Section 2.2, that the amount of trackers can (re-)identify users on
about 25-90% of websites [28, 27]. Third-party tracking is mostly done in the background and without
the users notice. The user has no idea what kind of data is gathered and has usually no option to opt-
out. The loss of control of gathering privacy sensible information through third-parties is known as web
tracking and is the topic of this work.

2.2 Cross-Domain Tracking

Tracking companies, in the following trackers, have the goal to establish a detailed and accurate user
behavior profile. This is accomplished through the amount of information gathered by following the users
on as many websites as possible. This tracking behavior is called cross-domain tracking, or sometimes
Re-targeting. Here, the tracker is able to connect different user online behavior data such as the topics
and content of websites the user is visiting, in order to create a specific user profile. With this profile it
is possible to identify the users potential interests, political views, financial status and other information
to serve the best fitting advertising [80, 81, 82, 33, 83, 34].

To track users across domains or devices, the tracker needs to re-identify the user. The primitive
method is by using tracking cookies embedded in advertising or hidden as part of the received website
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content, which we will show in Chapter 5. Additional user data can also be bought from other trackers
or shared through ad networks [84, 3]. Tracking techniques and methods will be described in detail in
Section 2.6.
An international study [28] on the top 10,000 websites identified that 46% of the websites contain at
least one tracker, and that Google’s doubleclick tracker is embedded in 25% of those 10,000 websites.
User tracking is not only limited to the Internet. Similar techniques are used on Smart TVs and
Smartphone Apps, but are not part of this work.

2.3 Market and Stakeholders

Web tracking with online advertising is a profitable market. The revenues in online ads, which creates
and uses user tracking information, are immense and reached in 2011 $80 billion US-Dollar in global
spending [85]. In 2018 the digital and mobile advertising sales grew globally to $232 billion, expecting
constant rise to $427 billion by the year 2022 [86]. Digital advertising sales outranked TV ad sales in
2017, reaching a 41% market share (compared to 35% for linear television) [87]. By 2020, the share of
digital advertising will reach nearly 50% in total.

Search advertising remains the largest market in online advertising with 40% (around 56 billion rev-
enue) [88] and its market leader is Google with over 50% [89]. But ad space in social media such as
Facebook and Twitter changed this by the end of 2016. In addition, ZenithOptimedia expects that the
main driver in global online ad spending will be the mobile market, gaining up to 70% market size in
Internet advertising [90].

Ad placement and user tracking is a lucrative market. Many websites make money by placing ads or
tracking elements [91, 63]. Here, users not only get specific content, but also personalized advertising
[92]. Products are more focused on users interests, so the probability rises in making the deal [33].
As an example, when searching for a specific item like sport shoes, it is most likely to see sport shoe
advertising on the next visited websites. This is what companies are willing to invest and pay extra
[93, 94, 38]. According to [95] personalized ads are a factor of 670% more successful. This leads to
a rise of personal utilized ads of 15% [96]. The advantage comparing to TV or print advertising is the
possibility of evaluating the audience and success.

The advertising business created its own ecosystem. With advertising companies and advertising net-
works acting like agents, re-marketing ad-space on many websites. Being able to distribute real time ads
on different platforms from a pool of different ads [97, 15]. Top ranked global ad networks are:

= Google Adsense / Adwords / Doubleclick

Facebook Ads

Baidu

Microsoft Ads

Yahoo / Verizon (AOL)

Twitter

Out of 4 billion Internet users, Facebook for example has a reach of 50% with 2 billion monthly active
users and could increase their advertisers spending to $40 billion (90% of those ads are mobile) [98].
This makes Facebook together with the leader Google covering about 60% of the U.S. ad market revenue
[99].

The US company Rapleaf was known to tie personal data to email addresses, and selling the informa-
tion of a specific attribute such as gender, interests or creditability. Claiming to have 80% of US email
addresses, companies could buy information for an attribute of a users, which is connected to the users
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email address for one cent. Most companies are interested in user information to increase the awareness
of users with similar profiles in order to gain new customers [96]. To satisfy this rising demand [100],
new companies develop more sophisticated methods and techniques in tracking users [72], which will
be presented in Section 2.6.

2.4 Ad-Ecosystem

Displaying advertisements on websites started as basic banners, similar to ads in newspapers or maga-
zines, fitting a specific topic and a user group that might be interested. Later, the ads are matched with
search results targeting specific topics the user was looking for. Next, contextual advertising opened the
field of automatically targeting the topic/context of an website, using search algorithms based on word
meanings, built upon an underlying lexicon called WordNet. Then advertising platforms evolved to adapt
a richer media environment, such as video, audio and mobile networks with geographical information.
Around 2005, new platforms focused on real-time ad displays within pop-ups. Selling the appearance
of ads were they where viewed, depending on the users actual interests. Unlike traditional ad networks,
these ad exchanges need to aggregate multiple ad networks in order to deliver the best matching ad.

This challenge of finding the best match between a given user in a given context and available ads,
is referred to as computational advertising. The best match, however, is not limited to the "relevance”
from the traditional informational retrieval research sense, but also includes the best revenue from the
economic perspective. For instance, in the context of sponsored search, the challenge is to find and
display the best ads from advertisers which suit user’s interest (relevance) as well as generating as much
revenue as possible [101]. Solving this challenge depends on computing power, algorithm design and
available data. Companies like Google with a huge user base, data pool as well as computational power
are therefore in a leading position.
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Figure 2.1: Ad-ecosystem

The general view of the ad-ecosystem is displayed in Figure 2.1, with main participants: User, pub-
lisher, advertiser and ad network. In this ecosystem the advertiser wants his ads to be displayed and is
spending a budget to buy ad space from ad-networks or directly from publishers. A publisher provides
content for the user and ad space to sell in order to gain revenue. The ad networks are bringing both
parties together, serving as matcher for ads and available space on various publishers to reach the best
performance. Using the publishers’ service, users spend time on their website, looking at ads as well as
interacting with them. The critical part is matching the ads by their keywords that are most relevant to
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the user (based on the data gathered), or, if no user data is available, fitting the ad into the websites
content or search query.

In the last years more platforms, services and companies are engaging in the business and provide
new tools to optimize the revenue. Ad networks are becoming a complex structure of various platforms
which contain:

= Demand Side Platforms (DSP): Ad agencies serve advertisers by bidding for their campaigns in
multiple ad networks automatically.

= Supply Side Platforms (SSP): Ad networks serve publishers by registering their ad space in their
ad network.

= Ad Exchanges Services (AES): AES combine multiple ad networks together. When publishers
request ads with a given context to serve users, the AES contacts candidate Ad Networks (ADN) in
real-time for a wider selection of relevant ads.

= Data Management Platforms (DMP): Brokers serve DSP, SSP and AES by providing user profile
data in real-time for better matching (Examples: DoubleClick, Invite Media, AppNexus, Media-
Math).

The emergence of DSP, SSP, AES and DMP is a result of the fact that there are hundreds of ad networks
available on the Internet, which can be a barrier for advertisers as well as publishers when getting
into the online advertising business. Advertisers have to create and maintain campaigns frequently
for better coverage, and analyze data across many platforms for a better impact. Publishers have to
register and compare several ad networks carefully to achieve optimal revenue. The AES came as an
aggregated marketplace of multiple ad networks to help alleviate such problems. Advertisers can create
their campaigns and set desired targeting only once and analyse the performance data stream in a
single place, and publishers can register with AES and collect the optimal profit without any manual
interference [101].

But the borderline between these platforms is becoming less tangible. The DMP collects user data and
sells it anonymously to DSP, SSP, AES as well as advertisers directly in real-time bidding (RTB) for better
matching between ads and users. This technology is usually referred to as behavior targeting. Intuitively,
if a user’s browsing history shows interest in advertisers’ products or services, then advertisers have a
higher chance of securing a transaction by displaying their ads, which results in higher bidding for the
impression. Initially the DMP was a component of other platforms, but now more individual DMPs are
operating alongside analyzing and tracking services [101].

2.5 Risks, Threats and Implications

By the time new web features and technologies were developed, tracking became more sophisticated to
uniquely identify users, their online behavior and the users’ sensitive private data. Users tracking data is
valuable and profitable to create more effective targeted advertisements [31, 32, 33, 34], in particular
when the data can be linked with real world identities including the name, address and other personal
data.

There exist different methods companies use to obtain detailed user data, resulting in various threats
and implications for users that will be presented in this section.

2.5.1 Insecure Data Handling

Threats for users already arise in the insecure handling of their sensitive data by the service provider.
This is the case when private data is stored insecurely, or is sent over insecure channels, not encrypted,
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or encrypted with a weak algorithm or flawed implementation. Here, the data is at risk. For example,
Motorola sent the login data to popular services such as Youtube and Facebook used by the user on the
mobile phone to its own servers [102]. In this scenario the customers’ email addresses were put into URL
parameters of an external http resource. This data could be recorded and evaluated by attackers in the
local network, the Internet Service Provider and various intelligence services. If the data is transmitted
securely, e.g., using state of the art protocols without known weaknesses, tracking companies can still be
attacked directly. These large collections of user data tend to attract external attackers, who routinely
obtain mostly unsecured data sets containing data of millions [103].

2.5.2 Web Services and Social Media

In the recent years many new web services and social media arise. Services such as Facebook.com, Twit-
ter.com, Flickr.com, Pinterest.com, Digg.com and others provide a platform for users to share information,
pictures or thoughts with others. In addition to publishing users uploaded content, these web services
developed interfaces (social media buttons) that can be included on other websites to share (publish)
the websites content in the users own social media account. Using the social button, users can share
website articles, videos or images they saw online with their friends and followers with one click. By
doing so, the content and meta data can be used by the service provider (e.g., Facebook) to derive the
users interests or desires and establish detailed user profiles [104]. This data is then sold indirectly, as a
package of advertising targeted to a specified group of users, e.g., Facebook [105], or sold in anonymized
form, e.g., by Acxiom?® and Nielsen?.

The website embedding those social media buttons on the other hand can get the visitor profile data in
return. Using the personal user data the website can provide personalized ads, which will be rewarded
by the advertising companies with money [92, 106].

Connecting the gathered data from search queries, mobile devices [9] or content published in online
social networks [2, 6] allows revealing further privacy sensitive data [14]. Among others, those include
data on the users real name, address, gender, shopping-behavior or location [15, 4], personal interests,
problems or desires of users, political or religious views, as well as the financial status.

Additional threats exist when attackers maliciously use advertising to distribute various forms of mal-
ware (malvertise) [107, 108, 109].

Search Engines:

All search queries made in popular search engines such as Google.com, Yahoo.com or Bing.com, can be
saved and assigned to a user profile [110]. Is the provider able to connect the search queries to a specific
user while being logged into the account, it is possible to enrich the users’ tracking profiles. With the
knowledge of the website content the user is interested in, the provider can personalize search results
[92, 111, 112]. Moreover, through the identification of users, the provider can place suitable advertising
in real time [91, 111], which is more profitable [94, 113, 114].

E-mail Provider:

E-mail providers have access to the entire e-mail communication, including recipient addresses and
content. Evaluating this content can enable e-mail providers to gather personal data. Google Mail is
an example processing the content of the users e-mails [91, 115], in order to provide topic specific
advertising in the web-based interface.

1
2

http://acxiom.com/data-solutions/
http://www.nielsen.com/us/en/nielsen-solutions/segmentation-strategy.html
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2.5.3 When Third-Party Tracking becomes First-Party

Tracking elements such as cookies are mostly embedded as third-party content, since all elements served
from another domain than the visited website, are considered third-party. All elements served from the
domain active in the opened browser window, are called first-party elements and are mostly not treated
as tracking elements. Hence, it is possible to disable third-party cookies through browser settings or by
using ad-block protection software to limit tracking cookies. Nevertheless, many tracking companies are
able to set their cookies as first-party using various methods:

1. When logged into web services such as Twitter, Facebook or Google, the social media buttons Twitter
Follow, Facbooks Like and Googles +1 embedded on websites will report the visit and consequently
the browsing history to the associated service.

2. Advertisers using pop-up windows or iFrames embedded on websites will set first-party tracking
content through this new window.

3. Using HTTP redirects, a website will redirect users through the trackers website, set a first-party
cookie, and redirect back to the original website, without the users notice.

2.5.4 Information Leakage

In a study [116] conducted in 2011 researchers exposed several methods in which first-party service
providers leak user data to other third-party providers. This includes (1) exposing the e-mail address or
user ID through the referrer header, (2) demographic information (gender, interests, ZIP code) in the
request URI, (3) identifiers in shared cookies, (4) usernames or real names embedded in page titles. As
an example, the following procedure is used:

1. GET http://ad.doubleclick.net/adj. ..
2. Referrer: http://submit.sports.com/...%email=jdoe@email .com
3. Cookie: 1d=35c192bcfe0000b1. ..

Here, the user is visiting the website sports.com. Because the website is embedding an ad provided
from doubleclick, the browser sends a GET request to the doublick.net server (1). As an optional part of
HTTR the sports.com server sends within the referrer header the source URL and adding the logged-in
user profile’s e-mail address in the URL (2). As a response, doubleclick is setting a cookie with a unique
identifier for this user ID (3).

Containing both, the e-mail address as part of the referrer, and the cookie identifier, doubleclick is able
to link both information together and re-identify the user on further visits or other websites containing
doubleclick ads. The researchers identified the leakage of data in 75% of the analyzed websites with this
technique. In a similar study researchers confirm this behavior [12] and present further cases of leaked
sensitive private data like e-mail addresses and real names to third-parties included as a parameter in
the URL.

2.5.5 Buying User Data

The business model of many online companies is gathering and selling user data. For example, websites
conducting user surveys like “Win new iPhone” have affiliations with tracking companies selling the
conducted personal user data. In addition, these websites mostly embeds other third-party tracking
elements. This makes it even easier to associate the user data with the browser history already conducted
by the tracker. Advertising providers like Datalogix.com are buying user identifying information (name,
ZIP code, address, ...) from marketing companies to create detailed user profiles and adjust targeted
advertising [12].
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2.5.6 Web Exploits

Third-parties use web exploits, e.g., cross-site-script vulnerabilities® on embedded websites to collect
users’ IDs or personal data [117]. Examples are: bugs in Firefox’s error object [118], a bug in Google
spreadsheets [119], using a technique called “history stealing” [120, 121], and bugs in Facebook Instant
Personalization partner sites [122]. The mentioned bugs have been fixed by now, but as other exploits
such as history timing [75] or clickjacking [123] attacks exist, and more exploits will be found and used
in the future.

2.5.7 De-Anonymization of Users

Privacy risks of published user datasets are real, even when identifiers such as names or Social Security
Numbers have been removed. Datasets can be de-anonymized by cross-correlating two datasets, like
shown in early 1998 [124], when a discharge hospital database was joined with a public voter database.
An early study [125] showed that only with the data of birth date, gender and ZIP code, it is possible
to uniquely identify 87% of the US population. This leads to a huge privacy threat, whenever a web
service requests detailed personal data, e.g., in the initial registration process. But even without real
user data, a prominent case in 2006 demonstrates that users could be uniquely identified by analyzing
publicly available search queries [36, 37]. This was possible after AOL published 20 million web search
queries with the intention to help academic research. All queries were anonymized by assigning IDs to
the searcher. By evaluating the search queries it was easy to identify specific users, like using this search
query examples: “60 single men” and “dog that urinates on everything” and “landscapers in Lilburn, GA”".
These queries lead to a 62 year old widow who lives in Lilburn, GA., and loves her dogs.

In 2008 researchers [126] uniquely identified 99% of the user by applying a new algorithm on publicly
available Netflix.com prize dataset, containing anonymous movie ratings of 500,000 subscribers. In
contrast to previous work no assumption to a fixed set of quasi-identifier* attributes was made. The new
de-anonimization algorithm used only a small amount of background knowledge about the user. Later,
in 2009, the authors present a de-anonimization framework [128] for social networks and where able to
re-identify 31% of Twitter users by using other social network data, in this case Flickr.

The browsing behavior data that online social networks gather, increases with the amount of their
embedded social media buttons on the web. Many websites use these buttons to encourage interaction
with the website and to improve their marketing. Visiting those websites having the social media buttons
embedded, is sufficient to associate the content with the social media user account [116]. Further,
experiments demonstrate that this data can also be assigned to real users without being logged into
the social network [104]. This de-anonymization technique is very powerful to gain detailed personal
user data. Marketing companies often share or sell “anonymized” survey data with tracking companies,
enabling the re-identification of real users with the already gathered data by the tracker [117] or social
media [129].

In an experiment [130] the authors showed that by crawling public groups in online social networks
such as Facebook or Xing, and cross-referencing the crawled users with their browsing history, 37% of
the users could be de-anonymized.

Another example is the de-anonymization of patient data from a German pharmacy data center [131].
Here the sold data was not sufficient anonymized and easily de-anonymized by the companies that
bought the data for commercial purposes.

https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
4 A quasi-identifier is a set of attributes that, in combination, can be linked with external information to reidentify (or
reduce uncertainty about) all or some of the respondents to whom information refers [127].
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2.5.8 Price Discrimination

Many people might not see it as a threat, if services like Google or Amazon display personalized adver-
tising, since no harm is done by displaying ads. But people will agree that by using this data companies
can modify the displayed content, like the price of a product, will affect everybody.

Researchers found out [20] that depending on the geographic location or the website the user visited
before, the price of a displayed product differs up to 166%. Another study [132] by the Wall Street
Journal confirms that websites such as Staples Inc. displays different prices to users in different locations.
Staples showed a lower price when a rival store was near to the user’s geographical location. Within this
investigation several companies reported to the journalists that their online price modification mirrors
the real world. Local stores usually adjust their prices to account for local demand, competition or store
location. But the examination of Staples’ online pricing also discovered differences depending on the
weighted average income among ZIP Codes, based on Internal Revenue Service data.

Further, the travel agency Orbitz Worldwide Inc. [133] found out, that customers using an Apple Mac
tend to spend 30% more on hotel bookings on their website then Microsoft Windows user. As a result,
they started to advertise more expensive products for users browsing with a Mac. Similar, researchers
found evidence [134] that the type of device (mobile or desktop PC) as well as the browsing history
influenced the price of popular websites such as Home Depot, Hotels.com or Expedia. On Expedia and
Hotels.com a technique marketers call “A/B tests” was used to lead a subset of the users towards more
expensive offers. Depending on the users’ cookies (browser history), the companies divide the users into
different groups A/B/C and display hotels with an average price of $187 for group A and B or $170 a
night for group C. Home Depot on the other hand displayed results on an average price per item of $120
for desktop users, and $230 for mobile users. These examples demonstrate that price discrimination
is present and could be applied according to many other personal data like race, gender or financial
background.

2.5.9 Financial Credibility

Tech startups like Lenddo, Kreditech or Kabbage are companies determining a users’ financial creditability
on data based on Facebook friends, eBay, Amazon or PayPal accounts [16] before lending money. For
example, Lenddo sets the user’s creditability depending on weather the Facebook friends are late paying
back a loan to Lenddo. Users borrowing money from Kabbage even need to grant access to their eBay and
PayPal account. Kabbage states that it can determine the creditworthiness and put money into the user’s
account in just seven minutes. For this, Kreditech is using account data gather from Facebook, eBay and
Amazon.

In Germany, the largest credit ranking company Schufa planed to mine Facebook and other social
networking sites to rate person’s creditworthiness [135]. According to Schufa, the goal was “identifying
and assessing the prospects and threats”. Due to intense public and political critics the idea was never
realized.

2.5.10 Insurance Coverage

Tracking can have a negative affect on insurance rates of customers. Consumer habits derived from
credit card spendings, magazine subscriptions or product surveys as well as the online browsing behavior
reveal a lot about the interests and the lifestyle of users. This data can be used by insurance companies to
estimate the risk of accidents through the users hobbies or getting ill because of an unhealthy life [136].
Through consumer-marketing data, traditionally used for advertising purposes, insurance companies
can for example estimate a person’s risk for illnesses like high blood pressure or depression. This data
is supported by algorithms based on Deloitte’s model [137] assuming that many diseases correlate with
factors such as fast-food diets and low exercise habits.
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Acxiom Corporation, one of the biggest data gathering companies, uses 3 billion data items daily.
Those include detailed online purchases as well as browsing history and connects this data with personal
data collected from online social networks. This data helps to identify potential actions for insurers on
different customers. The largest marketing-database companies in the U.S. including Acxiom, Alliance
Data Systems Corp., Experian, PLC, and Infogroup, claim to have detailed information on more than 100
million U.S. households [137].

2.5.11 Government Surveillance

In the wake of the PRISM [138] scandal in mid 2013, the public was made aware of the extent of Internet
surveillance by intelligence services. Here the Tempora [139] and Upstream [140] projects are able to
spy on a large percentage of Internet traffic and share their findings.

Because of the security features of SSL/TLS [141], the are limits to which data can be evaluated by
the governmental surveillance agencies. Therefore, the data that tracking companies obtain on users
is valuable for government agencies and law enforcement authorities. In 2015, governments of all
countries made 35.365 requests for 68.908 user data on Google [142]. This includes personal data such
as name or address as well as all data obtained by Googles’ products such as service usage, geolocation,
Google Mail content, search history, telephone calls through Google Voice, Youtube videos or chats using
Hangout.

By collecting vast amounts of Internet traffic, including the HTTP meta data and cookies [143], the
agency can analyze the users online activities. Since tracking user behavior is done by unique identifiers
in cookies, governmental surveillance agencies like the NSA and British GCHQ make also use of this
technique [144] evaluating the collected Internet traffic data. According to the documents provided by
Edward Snowden [144], both agencies use Googles specific “PREF” cookie, containing an unique client
identifier. This cookie is usually set by all Google services on the web.

A document provided by The Guardian [145] revealed, that the NSA and GCHQ also evaluated dou-
bleclick tracking cookies, in order to identify users browsing with the Tor browser (see Section 2.7.8)
and switching to normal browsing. Because many Tor browser users seam to not deleting cookies while
browsing with or without the Tor browser, their identity can be easily exposed by matching the cookies
during both browsing sessions.

2.5.12 Positive Aspects of Tracking

There exist also benefits of tracking and the exposure of private data. A study by Beales [146] surveying
12 ad networks in 2009 showed that behavioral targeting increased the percentage of users clicking on
an advert by a factor of 7.7 and more than doubled the conversion rate in comparison to non-targeted
advertising. The study shows that users do find targeted advertising more relevant than completely
random ads. On the other side, not only the advertising companies benefit from making money, the
website owners profit too, being able to provide the services for the users.
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2.6 Web Tracking Techniques

Methods and techniques to track users on the web evolve over time. While there are different forms of
tracking, we divide them in groups: session based, storage based, cache based, fingerprinting and others.

2.6.1 Session Based

IP Address:

The simplest tracking form is based on collecting IP addresses. Every device connected to the Internet
has a valid IP address. However, this form of tracking has its drawbacks. Even if computers need to have
its own IP address to receive data, there exist several cases where the unique user IP address is hidden:
(1) Behind a NAT or proxy in a private or company network. (2) Using a Virtual Private Network (VPN)
or anonymity networks like TOR. (3) Frequently changing IPs on dial-up connections [147]. For those
reasons IP addresses are not sufficient for tracking users.

Session ldentifiers:

Before cookies were introduced in 1994, web services as well as trackers started to pass session identi-
fiers to another website in the URL (GET method) or as a value in a (hidden) field of a web form (POST
method) [148]. This identifier can be any string being able to uniquely identify a user during a single
browsing session. Although these technique can still be used, they are only limited to one session and
one browser [147]. However, the identifier could internally be passed to a third-party or (nowadays)
saved in a cookie.

Document Object Model:

The Document Object Model (DOM) provides another form of tracking [149]. With its access to
the content of web documents, it is also possible to store data in the websites document objects (e.g.,
window.name). Combining multiple values encoded in JSON strings in the window.name property, it will
be resistant to page reloads and is accessible from other domains as well. This gives third-parties the
opportunity to exchange user data without cookies.

2.6.2 Storage Based

HTTP Cookies:

Storing and retrieving persistent data is an efficient method to track users. As our analysis [23, 22]
shows, HTTP cookies® are the by far mostly used tracking method. This still holds, even when browser
vendors nowadays implement options to delete cookies. This popularity is because cookies can be set
automatically on any HTTP request, store up to 4KB data, with minor bandwidth usage and without any
user interaction or user notice. A tracking pixel (also known as web bug or web beacon), a transparent
1 1 pixel sized image, is the traditional, bandwidth-conserving, and high-performance way of doing
it. The steps that happen on the HTTP level are shown in Listing 2.1. Once implemented, the visitor's
browser will request the tracking cookie each time a page is loaded (assuming no caching), getting and
transmitting a (third party) cookie. A website can also set so called session cookies used for example for
web-authentication, but because of a limited lifetime the browser will delete those cookies automatically
after closing.

While cookies are used for other purposes such as storing login session data, shopping carts or user
specific website settings, the challenge is to correctly identify tracking cookies. To actually perform
tracking, the trackers have to be able to re-identify users. They can either use static user data directly,

5 http://tools.ietf.org/html/rfc6265
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# first request

GET /pixel HTTP/1.1

Host: tracker.com

Referer: http://www.some-site.com/

# first response

HTTP/1.1 200 OK

Cache-Control: no-cache

Content-Length: 43

Last-Modified: Thu, 08 Aug 2013 22:07:11 GMT

Date: Fri, 09 Aug 2013 14:03:08 GMT

Set-Cookie: id=74abd0e32dbec5db124fflaa97135bde; Expires=Tue, 19 Jan 2038 3:14:07
GMT

© 0 N o g M W N P

=
N B O

13

14 # following requests

15 GET /pixel HTTP/1.1

16 Host: tracker.com

17 If-Modified-Since: Thu, 08 Aug 2013 22:07:11 GMT
18 Referer: http://www.some-site.com/product/42

19 Cookie: i1d=74abd0e32dbec5db124fflaa97135bde

20
21 # following responses
22 HTTP/1.1 304 Not Modified

Listing 2.1: Tracking pixels on the HTTP level. The server defines a third-party cookie on the first
request that gets sent back by the browses on each subsequent request. The private
information (the visited site) is leaked via the Referer header.

such as the IP address or browser fingerprint, or they have to store a custom identifier and retrieve it
later.

In comparison, non-tracking or session cookies have a fixed expiration time limited to the browser
session or one day. Using this findings the researchers were able to identify tracking cookies by a precision
of 99.4% and recall of 100%.

Nowadays, browser vendors try to prevent tracking by disabling third-party cookies by default. In
addition, there exist many browser extensions such as Ghostery® or AdblockPlus’ and various research
projects trying to detect and prevent cookie tracking [150, 12, 151, 11]. But as our research in Chapter
4 shows, trackers can still set their cookies by redirecting the user to the trackers website, setting a
first-party cookie, and redirecting them back. Similar behavior is possible [13] using pop-up windows
or iFrames, where the tracker will set it is first-party cookies on the users machine. Unfortunately, even
if the awareness of tracking rises, research confirms that only 30% of users delete their cookies within a
month from their acquisition [152].

Cookie Syncing:

Another privacy threat for users exists through cookie syncing between companies [13, 3]. Companies
that are storing a cookie by visiting a domain (e.g., bing.com), pass their cookies also to other domains
(e.g. msn.com and live.com), without the user ever visiting those [12, 56]. The exchange of user infor-
mation and identifiers enables companies such as Microsoft and Google to facilitate targeted ads and real
time advertising across many websites [12, 153].

https://www.ghostery.com

7 https://adblockplus.org

2.6 Web Tracking Techniques 35


https://www.ghostery.com
https://adblockplus.org

Advertising Networks:

Advertising networks like admeld.com cooperate with other trackers to share aggregated user infor-
mation [13]. Through the embedded ads on websites, advertising networks make further requests to
cooperating trackers inside the ad code. The request includes a unique user id and the embedded web-
site URL. This makes it possible for other trackers to track the user across multiple sites, without the
need to set their own cookie.

Adobe Flash Cookies:

Similar to HTTP cookies, Adobe Flash uses Local Shared Objects (LSO) and Remote Shared Objects
(RSO) to store persistent tracking data on the users’ computers [154]. Those objects can store up to
100KB of data, are centrally accessible through different browsers, do not expire by default, and are
even harder to delete [44, 155]. These properties enable a greater tracking potential compared to HTTP
cookies. Additionally, Flash can make us of the LocalConnection object® to communicate between Flash
instances such as SWF files and Flash cookies in normal and even in private browsing mode at the same
time [53].

Microsoft Silverlight and Java:

The competitor Microsoft supports with its product Silverlight a similar Isolated Storage object to track
users [38]. Using the JNLP Persistence-Service [156], also Java provides a method to store tracking data
on the users’ computer. Because of the continuing decreasing usages of those features, the tracking
capabilities are limited.

HTMLS5 localStorage:

HTMLS5 introduced in 2011 a new web storage which was quickly integrated by all browser vendors
and similar used by tracking companies [157, 155]. This browser built in feature is capable to store
up to 5MB data objects per site, until it is deleted by the user or the website, giving it an advantage
over cookies. Although the usage of the HTML5 localStorage feature for tracking seam to be low at
the moment [44, 53] comparing to HTTP cookies, it can be used to reconstruct other deleted tracking
elements [158].

Internet Exporer userData Storage:

A specific Internet Explorer tracking method is possible through the feature userData storage [12].
UserData can store persistent information across sessions. Capable of storing 128KB data it behaves
similar as HTML5 Local Storage. The data structure is more dynamic and has a greater capacity than
cookies®. This feature is not integrated in the newest browser Microsoft Edge.

Web SQL Database:

Web SQL Database'® (which later became HTML5) IndexedDB*! gives another possibility to track users
[57] within built-in browser features. This database storage is comparable to HTML5 Local Storage, and
can be used to save and reconstruct tracking cookies.

Server Log Files:

Visiting a website, the browser connects to a server for downloading the websites’ content. In this
process, the server will store this data, e.g., the IP address, user agent and the requested pages in the
servers log files. As long as this data stays on the server and is not shared with other companies, this
kind of tracking does not untermine the users’ privacy.

8 http://help.adobe.com/en_US/FlashPlatform/reference/actionscript/3/flash/net/LocalConnection.htnl
9 https://msdn.microsoft.com/en-us/library/ms531424(v=vs.85) .aspx

10 http://dev.w3.org/html5/webdatabase

1 http://ww.w3.org/TR/IndexedDB
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2.6.3 Cache Based Tracking

A common practice of tracking companies is to identify a user by obtaining the web browsing history
[44]. This is possible with different cache based techniques. In general, trackers would include a specific
HTML file in the websites’ source code, containing a unique identifier. Once the user visits a website,
an included tracking file will be stored in the browser’s cache. Then, the tracker can determine which
websites have been visited by checking the cache’s tracking file.

Embedded Content Timing Attack:

Websites can use JavaScript to measure the time it takes to display content on websites. Thereby the
script is determining, whether the content such as an image that is placed on a website is downloaded
from the server, or pulled from the browsers cache. When the time to display the images is short, it is an
indication that the image was in the browser cache and the user already visited the website. This timing
attack can be used to check many images, for example the company logos of various websites, to recon-
struct the browsers history of visited websites [159]. Similarly, JavaScript can indirectly cause a DNS
lookup and evaluate the time needed. In case the website has been accessed before, the corresponding
entry will exist in the DNS cache and reduces the lookup time significantly.

HTTP Header:

The HTTP header provides the following fields on the first download of an object: Last-Modified, ETag,
Cache-Control, and Expires. With 81864 bits the ETag (entity Tag) field can be used by trackers to store
a unique identifier [12]. Further, the Last-Modified header can be contain any tracking string (unique
user tracking identifier) and not only a date [44]. In this process, when a user re-visits a website, the
browser sends the If-Modified-Since and If-None-Match headers as a part of the HTTP request. These
headers contain values stored in the Last-Modified and ETag fields from the previously cached document.
Subsequently, the web server checks if the cached copy’s time stamp is valid. If the cached copy is still
valid the server returns a short response with the HTTP 304 Not Modified status. In case it is outdated a
new document is returned [53].

Redirect Cache:

The HTTP status code 301 can be used for tracking in the following setup: A user visits a website
containing a hidden tracking iFrame. The iFrame redirects the user to an URL containing an unique
identifier. This identifying request is cached and used by the browser during the next attempts to access
the website [160].

Authentication Cache:

Grossman [161] showed a method to track users by using the HTTP authentication cache. In doing so,
a JavasScript forces the browser to authenticate to the web server without presenting an authentication
request to the user. Once the browser is authenticated, and after receiving the HTTP status code 401,
the browser will cache the credentials and send it with each subsequent HTTP request.

TLS Sessions:

C tracking technique [162] makes it possible to check if a website was already visited by using the TLS
session resumption cache and TLS/SSL session IDs. The TLS session resumption cache stores TLS/SSL
session IDs and avoids full TLS handshakes by reducing latencies. Those are sent by the server to the
client during the hello message in order to use them when connecting to the host in the future. When a
tracker checks for a list of websites if the session IDs are already present in the cache, it can reconstruct
the users browser history.
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2.6.4 Browser Fingerprinting

Browser fingerprinting refers to a group of techniques to gather all possible device properties in order to
uniquely (re-)identify a user without storing a custom ID and without the users notice. Fingerprinting
scripts embedded on websites use a broad range of technologies such as JavaScript, Flash, HTMLS5, CSS,
ActiveX or HTTP and TCP headers [53, 55] to retrieving those properties. This unique user identification
originates from various hardware, network, or software configurations that a user’s device may have
[45, 49, 52, 53]. This information, also called fingerprinting features, are mainly used by companies to
track user behavior on the web [30] and to establish detailed user profiles [24, 35].

Because tracking is happening in the background, users have no means to know if being tracked.
Since this tracking technique is in-transparent and relatively new, most users are not aware of it, and
therefore not using any protection methods against it. In addition, as our research in Chapter 6 shows,
the protection methods available have various flaws and are not able to protect the user properly against
fingerprinting.

The following list summaries various fingerprinting features used by trackers we gathered in our re-
search:

System information: Device ID, operating system (version, architecture, kernel), screen resolution,
screen height, screen width, color depth, pixel depth, timezone, system fonts, system language,
date and time, CPU type, clock skew, battery status, mouse movement, keyboard layout, accelerom-
eter, multitouch capability, microphone, camera, audio capabilities, printer support.

Browser information: browser version, browser vendor, User Agent, navigator object, installed plug-
ins, preferred and accepted languages, accepted HTTP headers, cookies enabled, supported MIME
types, browser history, do-not-track, HTML canvas element, JavaScript runtime, CSS Features (font
probing, unicode glyphs, display, position, u.a.).

Network information: IP address, Geographic location, TCP timestamps, TCP/IP parameters, proxy-
piercing.

Flash information: version, manufacturer, serverString, language, screenDPI, screenResolutionX, screen-
ResolutionY, getTimezoneOffset, getLocal, XMLSocket, Math.min, Math.max, Externallnter-
face.call, Externallnterface.addCallback, sendAndLoad, URLLoader, navigateToURL, loadMovie,
createUID, getUrl, allowDomain, allowInsecureDomain, loadPolicyFile, URLRequest, LoadVars.

Network Fingerprinting:

Network information can easily be determined by a tracking element embedded on a website and
checked through a HTTP request made to the server. By using the IP address the tracker can calculate
the geo-location. If a computer is inside a local network or proxy, the tracker can use a Flash script to
bypass the proxies in order to discover the real IP address of users [30].

Even when web browsing privacy mechanisms, such as Tor or encrypted tunnels (IPSec, SSL, VPN) are
in place to hide the content of the data transferred, web page fingerprinting is possible. Research has
shown that these defenses do not obscure the size, direction, and timing of packets transmitted between
clients and remote servers exposing the visited website [60, 163].

Proposed defenses, such as traffic morphing [164], randomized pipelining over Tor [165], splitting
individual HTTP requests into multiple partial requests (HTTPOS) [166] try to stop these attacks. As Cai
et al. [76] shows, also these defenses have flaws exposing the visited website. The race between attacks
and defenses continued leaving an open question in a practical deployment, since it requires substantial
changes of Tor or the TCP stack [167, 168, 169, 170, 171, 172, 173, 174, 175, 176, 177, 178].
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System and Browser Fingerprinting:

Researchers showed that using JavaScript and Flash scripts fingerprinters can identify very detailed
system properties [51, 179, 50, 180, 181, 30, 46, 57, 182] such as system fonts or the operating system
architecture. Further, very robust browser features can be retrieved using CSS, JavaScript and HTML5
such as unique graphic card rendering characteristics [49], JavaScript engine or performance [52, 49,
45] or CSS font probing. Researchers [49] identified in HTML5 242 tags, attributes and features in
HTML5 that were suitable for browser identification. A detailed discussion of browser fingerprinting can
be found in Chapter 6.

Smart Phone and Search Query Fingerprinting:

In addition to the browser, more techniques exist to uniquely fingerprint users on smart phones [8].
Kurtz et al. [183, 184] presented a feature list to identify Apple iOS users through their personalized
device configurations and applications. Other researchers use different smart phone sensors like the
camera, microphone, speaker or accelerometers to fingerprint the device [185, 186, 187, 188, 189].

Website fingerprinting can also be extended to fingerprint individual search queries or keywords to
web applications [10]. By augmenting traffic analysis using a two-stage approach with new task-specific
feature sets, a passive network adversary can in many cases even defeat the use of Tor to protect search
engine queries.

2.6.5 Redirect Tracking

Redirects can be used in various scenarios and are mostly utilized to enhance the usability of the web.
For example if a website is either too slow, not valid anymore, or when the content is changing often, the
website can redirect the user to another, valid, new or updated web page. The common use case is when
a URL has moved temporarily or permanently to a new URL. The web server will then send the HTTP
status code 302/303/307 (moved temporarily) or 301/308 (moved permanent). The defined differences
between the two groups of redirect status codes are the cache ability and the request method — see details
in RFC7231%2. It is also common to use client side redirects with HTTP meta refresh, JavaScript or PHR
see the example code in Listing 2.2.

Nowadays, redirects are used for URL shortening or privacy protection by hiding the HTTP referrer
when leaving the website. On the downside, redirects are also being misused for phishing attacks [190,
191, 192, 193] or to deliver malware through drive-by-download attacks [194, 195, 196].

Since several privacy tools and add-ons try to protect web users’ privacy by blocking third-party con-
nections, advertisers use more and more advanced techniques like redirects to place tracking cookies.

As part of a website, redirect link tracking starts with clicking basic text links as depicted in Figure 2.2.
Redirect links can also be set on image or dynamically generated links via JavaScript that suppose to
lead to further content, but actually detour the user over a chain of other (tracking) servers first. While
the appearance of those (redirect) links is exactly the same as other legitimate website links, the user
will not notice the difference and can not prevent the action when following the links.

As seen in Figure 2.2, the website A.com embeds Link 1 and Link 2 inside their website’s content/nav-
igation. By clicking the links, both navigate the user to further content or services like the News or Jobs
page of the website A.com.

When clicking Link 1, the website (server) will directly open the News page of A.com. If the user clicks
Link 2, the server will first connect to the tracking website B.com, then, automatically redirect to another
tracking server (C.com) and finally redirect to the actual Jobs page of A.com. The redirection through a
chain of potential tracking servers makes it possible to store various tracking cookies. In general, those
redirect tracking websites have no content that is rendered (displayed) in the browser. Loading those
connections takes only a few milliseconds, so a normal user will neither notice nor be able to prevent that

12 https://tools.ietf.org/html/rfc7231
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HTML meta refresh:
<meta http-equiv="refresh"” content="1; URL=http://www.x.com/redirect.html">

JavaScript:

<script>
document. location.replace(""http://www.x.com™);
window. location.assign("http://www.x.com");

© ® N o o bh W N P

window. location.href = "http://www.x.com";
10 window. location = "http://www.x.com";
11 </script>
12
13 PHP:
14 <?php

header ("HTTP/1.1 301 Moved Permanently™);
header (*'Location: http://www.x.com™);

header ("Connection: close™);
?>

e
® N o O

Listing 2.2: Client side redirect code using HTML meta refresh, JavaScript and PHP

Website A.com
[A.com | News A.com

<Link 1> Open link — Jobs

Tracking page 1, 2

< Llnk 2 > _>‘87C0” _8?9[(_9_9:[_ Coom ?
/ )4 Tracking +

V:-«v Cookies &%

<a href="a.com/news">Link 1</a>
<a href="b.com/jobs">Link 2</a>

Figure 2.2: Redirect link tracking behavior

other websites are being loaded. During the process of loading the tracker websites, the server can collect
different meta data and use various tracking techniques to be stored on the user’'s machine. Because the
tracking server is being accessed directly (by clicking the link and opening a new connection), first-party
tracking cookies can be stored which is not going to be blocked by anti-tracking tools, as these tools
mostly block third party elements. The tracking information stored inside the cookies can contain data
such as the visited website (A.com) and what element/content was clicked (Link 2 / Jobs). The result is a
much richer user profile compared to basic tracking techniques. There are not many indications for users
to recognize redirect links since they appear and behave like ordinary links. Even checking the status bar
(bottom right corner of the browser) of each link can be misguiding since JavaScript could dynamically
update the link. A real redirect scenario is presented in Figure 2.3. Here, clicking the link Jobsearch on
the the website www.spiegel.de, will open for a few milliseconds different websites in the background of
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the browser using automatic redirects. In addition, tracking cookies are saved on the users’ machine. The
final redirect will open the (legitimate/user intended Jobportal) stellensuche.karriere.spiegel.de website.

Website
Spiegel.de |
< Jobsearch >

http://pubads.g.doubleclick.net/gampad/
clk?id=4539184728\&iu=/6032/Clickcommand

1
'

http://adclick.g.doubleclick.net/pcs/click?xai=AKAQjssTn33j5n8-
gWGUikFv807T6YRmYCIOdpi07513C3eLmyYCYiUGZWGdmD8vxNr5g9
. 9yrH2ubSzKI-VEtEUtQAguR6xYf408e560Sk8ieavzxmpzBrPowuCY-

P e np3XJOkvdEg3SRrGy37ETfthorWBgYD3I7E0i7jH)IZ6EIZprMrAd7quAGS
= GAzPQonBFxLutCzK1ajESzmJLkDr6OQuxIzG5Z0VDkbPvb3LsPG7FjlI97V
y02J0H830aQbZZTG44]\&sig=Cg0ArKISzGN-K9pExBeA\&adurl=http://
ad8.adfarm1.adition.com/redi\%3Fsid\%3D3076401\%26kid\

<

Redirect E %3D1213066\%26hid\%3D3962693
\4
http://stellensuche. @Iﬂ http://ad8.adfarm1.adition.com/redi?sid=
karriere.spiegel.de Red.irect 3076401\&kid=1213066\&bid=3962693

Figure 2.3: Real redirect example when clicking the *Jobsearch’ link at the spiegel.de website

2.6.6 Others

HTTP referrer:

Another way to transmit tracking information about visited websites is through the HTTP referrer
header. The referrer header is attached to outgoing HTTP requests (while following a link) and can be
set optionally by the server to add the current URL. In addition, a tracker could use a JavaScript code
to directly transmit the URL by accessing the document.referrer through the API or send the information
through the GET / POST parameter of a request to the tracker’'s domain [13]. Verizon Wireless for
example injects a special X-UIDH header to every outgoing HTTP request with a temporary 1D [197].
Websites can then track those users and buy personal information directly from Verizon.

Ultrasound Cross-Device Tracking:

This method enables user tracking across multiple devices, such as smartphones, television and com-
puters [198]. Using inaudible sounds (ultrasound) emitted by one device and detected by the micro-
phone of another device only built-in hardware is necessary. Those signals are also called “audio beacons”
and can be embedded into TV commercials or played by browser ads and be detected by mobile apps
running in the background. While the sound can not be heard by the human ear nearby devices can de-
tect it without extra hardware. Then browser cookies can pair a user to multiple devices and keep track
of what TV programs the users watch or how he interacts with the online ads. Researchers discovered
234 Android apps that ask permission to access the smartphone’s microphone in order to incorporate a
particular type ultrasonic beacon [198]. In addition, the researchers found that 4 of the 35 retail stores
they visited in Germany have ultrasonic beacons installed at the entrance. This method is already in use
since 2015 [199].

Combination and recreation:
Yet another sophisticated tracking method combines various tracking techniques. As discussed earlier,
users can delete cookies and prevent tracking. Therefore trackers started to use Flash or JavaScripts
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to duplicate and reconstruct deleted tracking cookies [57, 200]. Later, researcher also presented that
ETags and HTMLS5 localStorage were used to rebuild HTTP cookies [44]. Here, the researchers found
that a popular advertising company KISSmetrics was using this technique to track users on the popular
tv streaming site hulu.com.

Within the evercookie project [158] research demonstrated how to reconstruct a extended list of differ-
ent tracking elements including: HTTP cookies, Flash Local shared Objects, Sliverlight Isolated Storage,
storing cookies in web history, HTTP ETags, storing cookies in web cache, caching in HTTP Authentica-
tion, window.name caching, Internet Explorer userData storage, HTML5 Session Storage, HTML5 local-
Storage, HTML5 Global Storage, HTML5 Database Storage via SQLite, Java JNLP PersistenceService and
even storing cookies in RGB values of auto generating, force-cached PNG'’s using HTML5 Canvas tag to
read pixels (Cookies) back out.

The Tor browser shows other potential tracking options and which are covered by the Tor browser
[201]: HTTP auth, SSL state, OCSP state, site-specific content preferences (including HSTS state),
searchbox and findbox text, the Google WiFi geolocation token and the safe browsing key.

2.7 Tracking Protection Mechanisms and Tools

The market is reacting on the user’s disapproval of online advertising. As research shows [202, 203, 58],
78% of users do not want to see ads on websites. Users are concerned about their loss of privacy through
web tracking which can be seen in the exponential rise ad-blocking tools [204]. From 2010 to 2015 the
usage of ad-blocking tools increased from 21 to 198 million. Including mobile devices, the market has
grown to 615 million ad-blocking devices in 2016 [205].

Over the years, a variety of approaches towards protection of data privacy have been proposed, ranging
from blocking a specific tracking technique to hiding the users information. This section evaluates the
solutions to detect and prevent web tracking. A detailed discussion on protection mechanisms against
browser fingerprinting is provided in Section 6.1.

2.7.1 Clearing Browser Cookies, Cache and History

Although it is a good strategy to impede tracking by deleting all browser/Flash cookies, clear the cache
and history manually within the browser, it has its challenges and drawbacks. Most users are unaware
of these options or do not have the technical knowledge to accomplish this task [38]. Even when users
delete cookies, they forget to clear tracking elements such as Flash cookies, the cache and history as well.
There exist tracking techniques that can re-create deleted cookies, as discussed in Section 2.6.6. Users
need to clear all browser data regular to prevent tracking effectively. To delete Flash cookies, users need
to remember to do it in the Flash Player properties.

As an alternative, users can use tools such as Click & Clean® or BetterPrivacy14 to clear the browser’s
cookies, cache, history, and more tracking elements. The problem with those tool is their limited tracking
protection on selected tracking techniques and the rare usage. If the user is not executing the tools
regularly, tracking is still possible.

2.7.2 Built-In Browser Mechanisms

Although modern web browsers allow to disable third-party cookies, this method does not protect the
user from tracking due to two factors. First, the handling of disabling third-party cookies differs in their
implementation in browsers. When third-party cookies are disabled, Google Chrome for example, only

3 http://ww.hotcleaner.com/clickclean_chrome.html

14 https://addons.mozilla.org/de/firefox/addon/betterprivacy
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prohibits sending third-party cookies back to the tracker, while Firefox prohibits storing and sending
third-party cookies. Second, this implies that all cookies are present in the user’s browser and new first-
party cookies that are set by trackers through other methods such as pop-ups, iFrames or JavaScript, will
still send tracking data [13].

Microsoft was the first browser vendor to implement a feature that was able to block third-party
tracking back in 2011 [206]. The so called Tracking Protection List (TPL) was available for the Internet
Explorer 9-11 and needed to be set up by the user with one or more lists filtering tracking domains (not
provided by Microsoft). In cooperation with Microsoft Germany we implemented an automated system
to create such a list of tracking domains and made it available for public. The work is presented in
Chapter 3.

In 2016, Mozilla Firefox (version 42) enabled ad-blocking by default [207] in the private-browsing
mode (see Section 2.7.3). In cooperation with the tracking protection browser add-on Disconnect?®,
Firefox uses the provided tracking list to block tracking content (including ads, analytic trackers, or
social media buttons such as the Facebook Like button) [208]. After three years of evaluation, Mozilla
finally decided to activate this feature in the default browser mode starting Version 65 beginning 2019
[209].

Similarly, the Opera browser added native ad-blocking in 2016 [210] using the EasyList'® tracking
filter list. With those mechanisms both browsers are able to block content loaded from domains using
predefined URL filter lists in order to stop tracking users across websites.

Apple followed in 2015 and introduced an add-on to manipulate page resources in the Safari browser.
This made it possible for ad-block software to integrate into Safari [211]. With the rising popularity of
tracking protection, Apple announced in 2017 its native Intelligent Tracking Prevention (TP 1.0) [212].
Here, WebKit!” has extended its features to reduce tracking. With blocking third-party cookies by default,
ITP 1.0 reduces cross-site tracking by limiting 3rd party cookies and other website data to be accessed
only for one day and being purged after 30 days. Early 2018 Apple updated the tracking protection to
ITP 1.1 [213] by moving 3rd party tracking cookies in a partitioned space when the domain setting those
cookies was not visited within 24 hours. Trackers were not able to access those cookies or set new onces.
The cookies were deleted after the domain had not been accessed within 30 days. Because people com-
plained that 3rd parties were still able to track the user within the 24 hours limit, Apple introduced ITP
2.0 in summer 2018 [214]. Similar to the proposed cookie partinioning, described in Chapter 5, Apple
removed the 24-hour cookie access window to immediately partition cookies for domains determined
to have tracking abilities. With ITP 2.0 in place, websites now have to request tracking privileges and
users must specifically accept. Furthermore, two additional features are implemented in Apples tracking
detection: Protection Against First Party Bounce Trackers and Protection Against Tracker Collusion. The
first feature is going to detect trackers that have not been used as a third party content provider but
tracks the user through navigational redirects. The technique has been discovered in 2014 (see Section
2.6.5). Chapter 4 provides further details. The tracker collusion detection is described in research as
cookie syndication, see Section 2.6.2. Moreover, with restricting the browser to only load built-in fonts,
not providing detailed browser plug-in information and sharing just general system settings, Apple is
following the similar strategy on limiting browser fingerprinting as we proposed in Section 6.2.1 (many
browsers, one configuration). This will make a Mac look more like everyone else’s Mac. How effective
those features are is yet unclear leaving it a future work for research.

15
16

https://disconnect.me
The EasyList filter lists are sets of rules originally designed for the browser add-on 'Adblock’ to automatically remove
unwanted content such like 3rd party tracking, ads, or other tracking scripts from the Internet. URL: https://easylist.to/

17 WebKit is the web browser engine used by Safari and many other apps on macOS, iOS, and Linux.
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2.7.3 Private Browsing

In 2008, browser vendors implemented a privacy oriented browsing mode known as “Private Browsing”
(or “Incognito”, as used by Google Chrome). In an ordinary browsing session, all stored cookie, cache
or history elements are kept until they are erased manually. Effectively, the private mode behaves like
a separate browser profile. After the private browsing session is terminated, all saved items such as
cookies, cache and history are automatically deleted. The advantage is that tracking elements are deleted
automatically. However, this method has the drawback that tracking is still possible during the entire
private browsing session. Even if the data is deleted after the browsing session, the tracker can still store
cookies and evaluate the browsing behavior within the session [157].

2.7.4 Opt-Out Cookies

Over the years the advertising market noticed the users’ disprove towards ads. On this behalf, many
advertising companies unite in associations such as the Network Advertising Initiative (NAI)!8, Digital
Advertising Alliance (DAA)*°, Interactive Advertising Bureau (1AB)?° or European Advertising Standards
Alliance (EASA)?L. These associations represent the customer’s interests as well as regulatory demands
by governments towards advertising companies.

In order to protect the users rights the associations developed a method to “opt-out” of personalized
cookie tracking [215]. Personalized tracking means the usage of the tracking data gathered through
the users browsing activities. For example, if the user is searching for new sport shoes, visits different
websites providing sport shoes, a tracker can make use of the online behavior to display personalized
advertising of sport shoes. Trough websites like http://www.networkadvertising.org/choices the user can
select all those participating advertising companies to opt-out of personalized advertising. A script will
then set specific cookies for every selected advertising company in the users browser. Within this cookie
a code indicates to the advertiser that the user disapproves the collection of personal information and
does not want to receive personalized advertising. As stated in the regulations [215] the collected
information should be anonymized. However, the advertiser will still be able to serve ads to the users
and and use web tracking cookies to collect user information. Currently, there is no regulation on the
type of collected data, so the user has no knowledge on the mode of operation. In addition, it does
not cover the use of other web tracking technologies that NAI member companies may use to deliver
personalized advertising.

According to a study [216], the usage of opt-out cookies is around 1%. This can be explained by the
minor knowledge about this technique but also because of their associated disadvantages [12]: (1) Opt-
out cookies does not cover all advertising companies. (2) Web tracking and personalized advertising is
not blocked completely. (3) Opt-out cookies have a limited lifetime. (4) Users needs to set and maintain
opt-out cookies manually. (5) If the user deletes the browser cookies, opt-out cookies will also be deleted.
(6) For using opt-out cookies, user needs to activate third-party cookies in the browser which will allow
the storage of other tracking cookies automatically.

2.7.5 Do-Not-Track Header

Researchers [217] developed a HTTP mechanism that should solve the drawbacks of opt-out cookies. The
project was picked up and endorsed by the US Federal Trade Commission (FTC)?? in their privacy report

18 http://ww._networkadvertising.org
19 http://ww.aboutads. info

20 http://ww.iab.net

21 http://ww.easa-alliance.org

22 https://ww.Ftc.gov/
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[218]. The W3C worked on a standardization [219, 220] and soon after browser vendors implemented
the mechanism as “DNT” (Do-Not-Track) header [221], an initiative also supported by the European
commission [222].

If the header is set to DN T : 1 advertising companies have to respect the users’ wish to stop behavior
tracking. This mechanism can be seen as a built-in “opt-out” cookie serving the same purpose. But
still, not all browser implement the feature in a similar way. For example, Mozilla Firefox and Microsoft
Internet Explorer set the DNT header by default to 1, Google Chrome sets the header by default to O
(disabled). Furthermore, there exists neither an standardization nor enforcement on how an advertising
company must response to the received DNT header. Some companies may replace the unique identifier
in their tracking cookies with a generalized ID, preventing user identification. In this case, the companies
can continue collecting the same information but all users would be aggregated. Another advertising
company may respond by by maintaining their method of data collection but alter its usage. Although
DNT should prevent behavior advertising, users’ still have no transparency on how their data is collected
and used.

2.7.6 European Cookie Law

In 2009, the ePricacy directive [223] on the legislation on cookies to regulate the usage of behavioral
cookies was extended. As stated in Article 5(3), website owners are required to inform the user prior to
the storage of cookies and access to information stored on a user’'s machine. In other words, all websites
which embed tracking elements such as third-party cookies, need to inform the user in an appropriate
manner about the usage of cookies.

The ePrivacy directive needs to be enforced by legislation of all European countries but does not
regulate any specific rules or sanctions. Most European countries implemented national legislation in
compliance to the ePrivacy directive, advising website owners to inform users about the usage of cook-
ies.Even with the EU’'s General Data Protection Regulation (GDPR) to notice users about the general
usage of cookies, tracking did not drop significantly as research shows [39, 40, 41]. Probably, because
most users ignore the notice and just accept the terms in oder to get access to the website. Another expla-
nation is, because not all tracking cookies can be deactivated throughout the complex settings provided
to the user.

2.7.7 Tools to Block Trackers

With the rise of tracking awareness of users, the amount of tracking protection tools and browser add-
ons to block ads highly increased [64, 224]. In 2002, the first generation of tools such as Adblock
disabled the display of ads. Soon after, blocking the requests of advertising (tracking) elements was
implemented. The main idea of most ad blocking tools is to block the connection to known tracking
servers by using filter lists of regex-based rules on tracker domain names and rules that refer to tracking
elements on web pages [224]. No (known) ads or other tracking elements such as ads in Youtube videos,
Facebook newsfeed ads or pop-ups will be downloaded or displayed on the website. Popular ad-block
browser extensions are: Adblock Plus?®, AdBlock?* or Ghostery?®. It should be noted that the quality of
ad-blocking tools will always depend on the coverage (amount of known/blocked tracking domains) and
the update interval. However, there is widespread criticism about the usage of such tools to white-list
specific trackers through a monetized system [61], or by the utilization of collected user data [69]. In
this scenario a fee is payed by the advertisers to be removed from the tracking block-list as well as added
to the white-list of “accepted ads” [68]. The accepted ads will then be displayed and used for tracking.

23 https://adblockplus.org

24 https://getadblock.com
25 https://ghostery.com/
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The white-list of acceptable ads has been updated on average every 1.5 days and grew from 9 filters in
2011 to over 5,900 in the Spring of 2015 [225]. The study on 5.000 websites showed that 59% websites
allowed accepted ads. Therewith, using these ad-block tools, users can still be tracked.

Also various research has been done in the field of tracking detection [150, 12, 151, 11], showing
the difficulty of preventing web tracking with third-party tools. Roesner et al. [13] offer a refreshingly
differentiated look into third-party tracking on the web. They classified the different types of tracking and
investigated the top 500 and 500 less popular domains for instances of tracking. Blocking third party
cookies was found to be effective against most trackers, but it is not easy to avoid tracking by major
social networks plug-ins without breaking their functionality completely. To that end, they developed
the ShareMeNot browser extension that strips cookies from the initial requests to these resources, but
allows them if they are clicked. However, this solution is limited to stop tracking of some services like
Twitter.com or Youtube.com, while it does not entirely remove the presence of Facebook and Google. Jang
et al. [226] used information flow analysis to find instances of history stealing and behavior tracking,
i.e., precise recording of mouse movements within websites. They found that 46 sites of the Alexa global
top 50,000 performed history stealing.

Better alternatives are tools such as: Privacy Badger?®, Disconnect, uBlock?’ and uMatrix?®. While
uBlock and Disconnect block trackers mostly by using black-lists, uMatrix uses a more advanced method
to block all (third-party) requests of a website. Those tools cover not only basic tracking elements like
cookies, images or scripts, but also XMLHttpRequest (XHR), Frames, plug-ins and other elements.

Privacy Badger follows the idea of a learning algorithm to identify and block tracking elements through
their appearance while browsing the web. Here, all elements that appear on more than one websites
are categorized as trackers and potentially blocked. In addition to that, the user can manually adjust
the settings and block those tracking elements that have not yet been marked as trackers but are present
on the website. However, the effectiveness of blocking tools is limited due to the lack of usability. If
the tool blocks content that a website needs to display a specific feature, like using Google API?® for
visual effects, the website will not load correctly. In this case, the user needs to adjust the settings or
temporarily disable the blocker, allowing tracking.

In 2016, advertisers estimated a monthly revenue loss between $3.9M and $120K [64] on ten large
publisher sites. With the loss of revenue trough ad-blockers not displaying advertising, many websites
implement anti ad-blocker scripts forcing the user to disable their ad-blocker [65, 66, 67]. Here, the
website tries to detect the absence of known ads and scripts while "bait” ads check whether a fake ad
gets blocked. Alternatively, side channel timing effects are being checked that might occur due to the ad
blocking code.

As a consequence, ad-blockers make increasing use of filters to detect such scripts and circumvent
them. In the last years, the number of filter lists has grown to nearly 2000 [66]. But as resent research
shows [62, 227], however, even advanced tools can not protect against all trackers and exposed the user
to 10-30% of trackers.

Other research suggests, on the other hand, to detect and filter tracking by analyzing ads on their
visual features [228]. But the solution still needs more profound work to solve basic image obfuscation.

2.7.8 Anonymity Networks / IP Hiding

Users seeking for tools to hide their IP address to provide anonymity make use of tools such as Virtual
Private Networks (VPNs), anonymous proxy servers, or Tor? and JanDo3!. Some proxy services can also

%6 https://ww.eff.org/de/node/73969

27 https://github.com/gorhill/uBlock

28 https://github.com/gorhill/uMatrix

29 https://developers.google.com/apis-explorer

30 https://ww.torproject.org

31 https://anonymous-proxy-servers.net/en/jondo.html
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remove cookies and other tracking elements from HTTP requests or are used to bypass censorship [229].
As we describe next, most tracking techniques can not be stopped using a VPN. Furthermore, one needs
to make sure that the proxy service does not save the HTTP requests, since this can directly be used for
behavior tracking.

The Tor Project aims to provide anonymity against network-based surveillance by encrypting and
routing all TCP-based traffic through multiple Tor nodes. It can provide confidentiality against attackers
on the user’'s network, because the data is sent encrypted to the entry node, which re-encrypts the data
and routes it further through the Tor network. Tor also offers “so-called” hidden services, i.e., web
services reachable only via the Tor network providing anonymity and confidentiality for both, client and
server (details how Tor operates can be found online [230]). At this point in time, the Tor browser is
the only browser enabling additional fingerprinting tracking protection features by hiding or disabling
specific browser features and deleting cookies after each session. Unfortunately it has its limitations and
implementation flaws, which are discussed in Section 6.1.

A problem with Tor is, that there is no protection against malicious exit nodes as the servers should
receive the packets just as if the client had sent them directly with a different source address. Threats
are global attackers and leaks by local software. Global attackers can use simple statistics or advanced
techniques [231] to de-anonymize users. Local software, for example by using the File-Transfer-Protocol
in active mode, sends the local IP address as part of the protocol®?. Some BitTorrent clients use this
method, together with UDP33, which is not supported by Tor.

2.7.9 Anonymous Search Engines

As mentioned in Section 2.5.2, search engines can track user behavior. With DuckDuckGo3*, Startpage
Search Engine®®, and Ixquick Search Engine®® a variety of alternative browsers exist claiming not to collect
any private data. In addition, those search engines hide the HTTP referrer header which disallows
websites receiving the used search string.

2.7.10 User Driven (Academic) Advertising Models

Even though users are concerned about their privacy, studies show that about 50% would still be willing
to share personal data with companies in exchange of money [232, 233, 234]. Motivated by these
findings, researchers developed various systems [235] to restructure the distribution of ads. The idea
was to ensure more privacy by stopping tracking, but also keeping ecosystem in which publishers get
paid either by the consumer directly or by advertisers for displaying relevant ads.

The first architecture to provide privacy preserving advertising was proposed by Juels [236] in 2001,
suggesting a client side proxy to manage user profiles and private information retrieval as well as distri-
bution of ads. The usage of mix networks enabled anonymization. The design provided the basis for a
broad range of further research which is detailed in the following. The system Juels proposed was not
designed to retrieving ads in real time, making it impractical in todays web. Aiming to solve the short-
coming of Jules, Riederer et al. [237] proposed a browser plug-in and proxy based network allowing the
user to decide what personal data is shared in order to receiving compensation for it.

With Adnostic, Toubiana et al. [238] proposed an architecture enabling ad targeting without compro-
mising the user privacy to the ad-network. By profiling the user on visited websites, the system decides
within the browser which specific ads, out of a set send by the ad-network, are most relevant to the user’s

32 https://trac.torproject.org/projects/tor/wiki/doc/TorifyHOWTO/FTP

33 https://blog.torproject.org/blog/bittorrent-over-tor- isnt-good- idea
34 https://duckduckgo.com

35 https://startpage.com

36 https://ixquick.com
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interest and be displayed. The profiling is done by categorizing the visited websites on their meta-data
(keywords, description, title) and URL. Accounting in the “charge per click” model remains unchanged
since it is not a privacy violation for the ad-network to know what ad a user clicked. For the “charge per
impression” model, the correct advertiser must be billed without the ad-network learning which ad was
displayed to the user. Here, Adnostic suggests an additively homomorphic encryption and efficient zero
knowledge proofs. Limitations are on the higher network usage, possible attacks as well as the low qual-
ity of user profiling since the information gathered by Adnostic might reflect less personal information
as the ad-networks could gather.

Privad [239] is a similar concept using a sandboxed agent running locally to profile all user activities
and serving most relevant ads sent by an intendant proxy. The proxy is responsible for billing and ad
distribution which is done by encrypted and anonymized connections between the client and ad-broker,
securing the client against tracking as well as attacks. The proxy system is prefetching a set of ads to be
served to the user. The agent will then select most relevant ads based on the local profile. Problems arise
when attackers de-anonimize the user information [35, 37, 36, 14, 6] or the dealer is colluding with the
ad-brocker. In this scenario the user has no control over the shared data.

A different approach is presents by RePriv [240], a system for controlling the release of private infor-
mation within the browser. In contrast to Adnostic and Privad, the system enables the user to decide
which parties may access the various types of data stored inside the browser. Third parties can request
private information through a policy based code, collecting various website information like the topic or
DOM elements. Limiting factors are the overhead for users to get assess to every new services requesting
profile data, higher network timing and the development of data mining policies for ad-companies to
gather the profile data.

ObliviAd [241] presents a novel architecture protecting the privacy of the user by implementing a
secure hardware-based private information retrieval (PIR) protocol for distributing advertisements. For
billing, high-latency mixing of electronic tokens are used without disclosing any information about client
profiles to brokers. The proposed protocol fetches an ad, then the user sends his profile in an encrypted
form to a secure coprocessor that resides on the broker side. Since ObliviAd does not assume any
anonymous channel, the broker may learn the identity of the user, but not the user profile. The secure
coprocessor selects and sends the advertisement in an encrypted form that best fits the user profile ac-
cording to the algorithm specified by the broker, but preventing the broker from learning any information
about the selected advertisement. By the strong security protocol, ObliviAd’'s drawback is its increase in
complexity and deployment. Further, as most of the suggested systems, this approach does not guarantee
protection against fingerprinting.

With the work done in MyTrackingChoices [242], and MyAdChoices [243], researchers propose sys-
tems in which the user can decide which website topics/categories (e.g., health, religion, politics or
finance) are privacy-sensitive to them and should be blocked from tracking. The tools allow users to
specify the categories of websites that are privacy-sensitive and block the trackers present on such web-
sites only. Although the tools elaborate control over ads, they do not prevent a consequent as well as
extensive tracking protection, making tracking still possible to profile the user.

2.7.11 Tracking-Free (Paid) Services

Internet users need to understand that publishers and content creators require compensation for their
services to cover the cost associated with its provision and delivery. Costs, that most people do not see or
are willing to pay when they do not see their benefits [244]. But in todays web the old saying “if you're
not paying, you are the product” holds true in case of publishers using tracking ads to sell user data. In
the following, various tracking-free Internet usage-models will be outlined.

48 2 Web Tracking Background



Subscription Based Plans:

Subscriptions are offered by many services, apps and websites to exclude advertising against payment.
But users do not like to spend time on subscriptions to every new service/website or spend money on a
one time service like reading a news article [244]. This is why it is difficult to get a constant revenue
with this method, which is not practical for most users as well as services.

Micropayment Systems:

Micropayment services like Flattr®’ provide an alternative to subscription-based systems. Flattr was
launched in 2010 and bought by AdBlock Plus owner Eyeo in 2017. Flattr pays content creators au-
tomatically the amount depending on the attention the user is giving to specific content. This is done
using a browser add-on calculating the engagement time and mouse action on a URL (or video/podcast).
The algorithm calculates the payable amount while only transmitting the URL to the service provider.
This keeps all the private data used for the decision on the local device. With a minimum fee of $3 a
month, 90% of the amount gets split up with the content creators that the user is supporting (visiting).
Similarly, with the Google Contributor3® a big advertising player is researching on this concept to reduce
the amount of ads delivered by advertising services. Users registered with this service would have pay a
monthly fee to support the ad free sites. However, so far, only few publishers participate.

Within Browser Models:

The first model was proposed by Mozilla in 2014 when Subscribe2Web®® was introduced to eliminate
the web’s dependency on ad-based financing. The aim was to provide a general web API accessible from
any browser through which users would pay a monthly subscription fee in exchange for accessing ad-free
content. Unfortunately this project was discontinued some time later.

The next was the Brave*® open-source browser (based on Chromium), launched in 2016 with the built-
in feature to strip out all ads and trackers. In 2018, Brave announced an ad replacement and revenue
sharing program with its pay-to-surf business model. Users opting in will then receive ads sold by Brave
in replacement of the ads blocked by the browser. Based on the attention the user spend on sites the
browser automatically calculates the reward, which will be received in BATs (Basic Attention Token).
BATs are a utility token in a new, blockchain-based digital advertising and services platform building on
the Ethereum*! technology. It is used as a unit of account between advertisers, publishers, as well as
users on the BAT platform and can be utilized to directly measure, exchange, and verify attention [245].
The revenue on advertising is shared between publishers (55%), ad partners and users (15% each).
While user targeting is done inside the browser by analyzing the anonymized browsing history, billing is
done using the Zero Knowledge Proof technology Anonize [246]. The concept of Brave is interesting, but
placing own ads in front of the original is being discussed controversially [247].

Ad-Free Browser:

An alternative to Brave is the Chromium-based browser Epic*?, launched in 2013. The features list of
the privacy friendly browser includes: removing all ads and tracking elements, not passing the referrer
header data, using an Chrome user agent string, all search requests through a build-in VPN-proxy ser-
vice, URL auto-suggest and language translation are deactivated on default, automatic selection of SSL
connection and active Do-Not-Track-Header. A major drawback is, that because of blocked third party
elements, various websites will not work with Epic.

37 https://flattr.com

38 https://contributor.google.com/v/beta

39 https://drive.google.com/file/d/0BzwYn5IpP3wtbmhPMEANV1Ayb1k/view

40 https://brave.com/

41 https://www._ethereum.org/: Decentralized platform that runs smart contracts (apps) on a custom built blockchain - a
shared global infrastructure that can move value around and represent the ownership of property.

42 nttps://ww.epicbrowser.com
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Network Level Ad-Blocking:

In 2015 Internet service providers (ISPs) started to block advertising on the network level. The U.K.
mobile carriers EE, Three, O2 and the Caribbean mobile operator Digicel announced to work with the
start-up company Shine to implement network-based ad-blocking features [248]. However, a few months
after the EU net neutrality rules making ISP ad-blocking illegal across the EU end of 2016, Shine switched
their business model into an advertising verification service.

At the moment the open source software Pi-hole*3 is the only real alternative. It is designed to run
on embedded devices with network capability such as the Raspberry Pi**. The linux-based network-level
advertising and tracker blocker acts as a DNS sinkhole for blacklisted domains on a private network. Ads
and trackers are blocked before entering the network. This enables blocking ads also on mobile phones,
smart TVs, third-party apps, and streaming video services. User reports state a 30-60% reduction of
network traffic [249, 250]. So far, the ad industry has not taken any actions against Pi-hole since its
launch in 2015, most likely due to the low number of users.

2.8 Summary

On the enormous amount of web tracking techniques, various privacy protection mechanisms try to re-
duce tracking. However, as we pointed out in this chapter, all of the tracking protection mechanisms
have their weaknesses and are not able to prevent the leakage of privacy sensitive data on the web. With
the risks, threats and implications of web tracking we presented in this chapter, like price discrimina-
tion and de-anonymization of users, there is a need to provide better solutions to reduce tracking and
prevent the leakage of privacy sensitive user data on the web. Motivated by open challenges in various
protection techniques, we developed and evaluated new concepts to stop web tracking, presented in the
next chapters.

4 https://pi-hole.net/
4 raspberrypi.org : A small single-board computer.
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3 Automated System to Detect, Analyze and Protect Against Tracking

In order to understand the tracking ecosystem and to provide tracking protection, we built an automated
system to detect and evaluate tracking elements. In this chapter, we present the system architecture,
mode of operation and experimental setup. We give insights in the usage of different tracking techniques
and evaluate their appearance on websites as well as the privacy implications for users. The results are
shown in Section 3.5.

As already discussed, web tracking protection depends on blocking a broad range of tracking methods,
the known tracking domains, and providing a mechanism to keep this list of blocked domains up-to-date.
Facing these challenges we implemented a system to scan websites for different tracking techniques and
extracted the tracking domains. Moreover, our systems export a public available Tracking-Protection-List
(TPL)?! that can be used as an ad-block-list? for the Internet Explorer (Version 9-10).

Because tracking is mostly done in the background, without the user’s notice, it is crucial to us making
our findings understandable for users. To cover this, we visualized and explained our results on a website
publicly available at https://www.sit.fraunhofer.de/de/track-your-tracker/ as well as in our Web
Tracking Report [22].

3.1 Architecture and Implementation

Our tracking detection system, shown in Figure 3.1, is based on a crawler using the Internet Explorer as
browser to open websites and an analysis algorithm to detect as well as extract the tracking domains.
We choose the Internet Explorer to analyze the tracking elements that are specifically rendered in the
browser's HTML DOM and therefore guaranteed to be blocked by the TPL. The control program of the
crawler is implemented in Java and makes use of a Squid Proxy®, together with an ICAP server? to
capture and filter the HTTP traffic. The data is then stored in a MySQL® database. When compiled to a
JAR file, the system is running on a standard Windows computer connected to the Internet. To analyze
the HTTP traffic the system uses the pre-installed Internet Explorer (MVersion 9-10) to open a predefined
list of websites in an automated manner.

The list of website URLs is extracted in a previous (separate) process using an URL crawler and is
updated every month. This URL list unifies the most frequently visited websites ranked by Alexa (Top
500 websites in Germany®), Netcraft (Top 100 websites in Germany’) and the list of websites obtained
from the Information Community for the Assessment of the Circulation of Media (IVW)2. In order to reduce
crawling time, we only selected the top ranked German websites.

On each website the system randomly opens additional ten internal links® in a new window to scan for
additional tracking elements. While the HTTP traffic is routed through the Squid Proxy and forwarded
to the ICAP server, the tracking detection algorithm analyzes the traffic. The tracking evaluation is done
on the fly and is discussed in detail within Section 3.2.

After analyzing the predefined list of websites, the gathered tracking domains are extracted from the
database into a format that is readable by Internet Explorers integrated feature “Tracking Protection List”

https://blogs.technet_microsoft.com/iede/2011/04/04/tracking-protection-lists-und-ihre-updates/
https://www._microsoft.com/de-de/iegallery

http://www.squid-cache.org

https://tools._ietf.org/html/rfc3507

https://www.mysql .de

http://www.alexa.com/topsites/countries/DE

http://toolbar.netcraft.com/stats/topsites?c=DE

http://ausweisung. ivw-online.de/online

We select only links pointing to the website visited at the moment, in order to detect further tracker embedded within
this website.
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(TPL)°. Then, the TPL file is uploaded to a public server, where users can download and use the list to
block the listed tracking domainst?.

In-Site Links
Extractor

8
Tracking
Detection

Analysis &
TPL Generator

Figure 3.1: Tracking detection and protection system architecture

Mode of Operation:

The mode of operation is depicted in Figure 3.1. The main component (blue), exported as Browser-
Tracker.jar, contains the web crawler scanning the websites, the HTTP traffic processing module, the
tracking detection algorithm and the TPL file generator. In the first step (1), the In-Site Links Extractor
module takes one website at a time from the URL list and opens it in the Internet Explorer (step 2). Then,
by scanning the HTML code of the website, this module generates a random list of up to ten additional
internal links that shall be opened as well as scanned next.

All HTTP requests and responses are processed by the Squid proxy and forwarded to the ICAP server
for further processing (step 3-5). The ICAP server evaluates the HTTP traffic in real-time (steps 5-6). The
Tracking Detection module then uses the built-in metrics to detect tracking elements by analyzing the
HTML website data and the HTTP traffic (steps 5-6). The results are saved in the MySQL database (step
7).

The Analysis and TPL Generator module evaluates all tracking elements and exports the tracking do-
mains into a TPL readable text format (steps 8-9). The TPL file is then uploaded to a public server.

The following steps describes the process in more detail (function names are printed bold):

= URL crawler generates a list of domains to be scanned by the crawler

= BrowserTracker processes the web traffic data (main module)

10 https://blogs.technet.microsoft.com/iede/2011/02/09/ie9-tracking-protection/
11 https://www._sit.fraunhofer.de/tpl/
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The main component (BrowserTracker) is responsible to start the IcapServer, connect to the proxy host
and setup the Squid server con guration. It then opens a database connection using TPLDBCon. Next,
the crawling process is started by opening one website after the other to scan for tracking elements.
Here, the browser now sends all requests to the proxy server, which are relayed to the ICAP server.
Now, various TrackingDetection modules evaluate the traffic data and HTML source code for tracking
elements. All detected trackers are then inserted into a result list and saved using TPLDbCon. The last
crawling step is to click on links, in order to open additional pages until the page limit is reached.

= TplStatistikCode generates a TPL file by reading the data from the DB

3.2 Tracker Classification and Detection Metric

Through the evaluation of the most commonly used tracking techniques in a two month long pre-study;,
we implemented the detection of the following tracking methods:

< HTTP cookies (setCookie header, JavaScript)

Flash LSO

HTML5 Local Storage

Ad images and beacons

Third-party scripts

Third-party iFrames
We classified potential tracking elements as tracking if:

1. Cookie is stored as third-party

2. All other elements:
a) The URL of the element appeared on at least two internal web pages AND
b) The URL of the element was present on at least two other websites (of all scanned domains)

Rule 2.a) and b) exclude elements that are only used on the actual website (internal website elements).

3.3 Long Term Evaluation and Results of Web Tracking on German Websites

We evaluated the HTTP traffic data of 1,634 websites during November 2012 and January 2014. The
goal was to identify and analyze different third-party tracking elements as well as their occurrence in
order to develop efficient protection mechanisms.

The research questions for the evaluation were:

< How many trackers are embedded on websites?

What are the top 25 tracking domains?

How many websites do trackers cover (amount of websites a tracker can re identify the users
browsing on the web)?

Are tracking methods changing over time?
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= What is the usage of different tracking methods?

In this chapter we present our findings on studying the appearance of tracking elements embedded on
websites. First, we summarize significant results. Subsequently, we provide statistics on the appearance
of trackers: We show their capabilities to establish detailed user browsing profiles by the amount of
websites the trackers are embedded on. We give insights on the total amount of websites the trackers
are able to monitor during the entire data collection and a single browsing session. We then turn the
view on the embedding websites, and show how many different tracking elements the websites embed
on average, during the entire crawl or a single browsing session.

3.4 Experimental Setup

During the time of the evaluation (November 2012 - January 2014), the crawling process was manually
started several times a month. In each run, the crawler visited the generated list of websites and addi-
tional 10 random internal pages of each domain. Because of the amount of websites and the network
speed, each run took two to three days to complete. The crawler was executed in the network of TU
Darmstadt with no restriction to the Internet. To prevent dead links, the crawler generated a new list of
websites to be scanned every month.

3.5 Results

In the entire evaluation period we identified 1,209 distinct tracking domains. Among the top 25 websites
with the highest amount of trackers, on average 45 tracking elements were embedded per website.

The tracker with the highest capabilities to establish a browsing profile was doubleclick.com. In a single
crawl, doubleclick.com was able to monitor 971 websites. After the evaluation time, we found out that
the tracker was embedded on 1,463 websites, covering 90% of the scanned websites.

3.5.1 Top Tracker of Entire Evaluation Period

During the 16 months of our experiment we summed up the amount of websites the trackers were able
to monitor the users browsing habits. Figure 3.2 visualizes the top 25 trackers with the highest amount
of websites they are embedded in and therefore can directly monitor the users browsing profile.

Ranked highest, doubleclick.net is embedded on 1,463 websites, covering 90% of the scanned websites
(aggregated websites we visited in entire crawling period) and having the most capabilities to establish
a detailed user browsing profile. The top four trackers are embedded in nearly 70% of websites, and on
average, the top 25 trackers are able to track users on each scanned website.

3.5.2 Top Tracker in a Single Crawl

To show the capabilities of a tracker in monitoring the browser activities during a single browsing session,
we use the data of a single crawl performed in January 2014. Visualized in Figure 3.3, the top trackers
in this crawl are ivwbox.de and doubleclick.net, followed by the tracking companies adition.com and
nuggad.net. While ivwbox.de was embedded on 994 different websites, the average amount of websites
in the top 25 trackers are able to monitor 330 websites during a single browsing session. In this single
crawl from January 2014 we identified in total 633 different trackers. Notice, the amount of trackers
varies from each crawl and depends on the additional 10 randomly selected internal pages, and the time
of day the crawl was performed.
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Figure 3.2: Top 25 trackers of entire evaluation period with the amount of websites they can monitor.
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Figure 3.3: Top 25 tracker in a single crawl from Jan. 2014 with amount of websites being embedded in.
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3.5.3 Highest Tracker Appearance in Di erent Crawls

The tracking potential of a single crawl, and therefore a single browsing session, depends on how many
websites are being visited and the time of day when visiting. To compensate the results of a single crawl
we consolidated different crawls to show the highest amount of websites a tracker was embedded in
during a crawl.

Figure 3.4 shows the highest appearance of trackers taken from different single crawls. The top ranked
tracker ivwbox.de was embedded on 1,110 websites in the crawl of May 2013. Ranked second and third
are the trackers doubleclick.net with 971 websites and adition.com with 741 websites being embedded
on. The high amount of websites that ivwbox.de was embedded in can be explained by the high amount
of websites taken from the ivw-online.de list that have been merged to the crawling list of websites.

In the set of all 1,634 crawled websites, the average amount of trackers embedded in websites was
13.74.
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Figure 3.4: Highest amount of embedded trackers in crawls between November 2012 and January 2014.

3.5.4 Total Amount of Tracking Elements on Websites

Figure 3.5 shows the top 25 websites with the total amount of different tracking elements that are
embedded on their website.

On average the top 25 websites embed 153 different trackers. An interesting fact is that overall more
then half of the top 25 websites belong to online-news media websites. These findings suggest that news
websites tend to embed far more trackers then other websites.

We conclude that many websites use various tracking techniques from different tracking domains.
Alternatively, this indicates that the tracking companies regularly change their tracking domains, and
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therefore appear as a new tracker in our dataset. Since we could not find any evidence that would allow
us to link tracking domains to tracking companies we cannot provide more insight here.
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Figure 3.5: Top 25 websites with di erent tracking elements observed during the entire crawling period.

3.5.5 Amount of Tracking Elements on Websites in a Single Crawl

To show the appearance of tracking elements a user would experience while visiting various websites
during a browsing session, we use the results conducted during a single crawl. Figure 3.6 presents the top
25 websites with the amount of tracking elements that were embedded in a crawl done in January 2014.
In this crawl rp-online.de embedded the highest amount of tracking elements. Note, that according to our
tracking detection algorithm, the results derive from scanning the website with additional 10 internal
pages. The amount of trackers can vary depending on the visited internal pages. For the crawl of January
2014, on average over 50 tracking elements were found in the top 25 websites.

3.5.6 Average Amount of Tracking Elements Embedded on Websites

Figure 3.7 shows the average amount of trackers we found on websites during the entire crawling period.
The top 25 websites embed on average 45 trackers. The average amount of trackers embedded on
websites in a set of 1,643 websites was 8.68.

3.5.7 Maximum Trackers on Websites in Di erent Crawls

Similar to Section 3.5.3, we provide the evaluation of the highest amount of trackers found on websites
during the entire crawling period. For each website we extracted the crawl with the most embedded
tracking elements. The list of top 25 websites embedding trackers is presented in Figure 3.8.
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Figure 3.6: Top 25 websites embedding tracking elements in a single crawl in January 2014.
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