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Abstract

Smart Grids integrate currently isolated power and communications networks,
while introducing several new technologies on the hardware and software sides.
One of the most important ingredients is the potential for demand-response pro-
grams, which offer the possibility of sending instructions to consumers to adapt
their power consumption over a certain period of time. However, high-frequency
data collection exposes consumers’ usage behaviors, leading to security and pri-

vacy challenges for Smart Grids.

In this thesis, three cryptographic schemes are constructed for different demand-
response programs. In the mandatory incentive-based demand-response program,
privacy preservation depends on the power consumption of consumers. An anony-
mous authentication scheme is constructed for overload auditing and privacy preser-
vation. Consumers’ identities are anonymous during normal operation. The oper-
ation center defines an acceptable consumption threshold at times of power short-
age. Consumers must follow the instruction and curtail their power consumption
to meet the threshold. If they do so, the consumers keep their anonymity, while
disobedient consumers, whose power consumption exceeds the threshold, can be
identified. Security analysis demonstrates that the constructed anonymous authen-
tication scheme is secure in a random oracle model. In the voluntary incentive-
based demand-response program, consumers are categorized as either obedient or
disobedient consumers according to their consumption curtailment. Consumers
utilize a homomorphic encryption algorithm to encrypt their usage and report the
ciphertexts to the operation center periodically. At a time of grid instability, the
obedient consumers reduce their consumption and prove their curtailment by us-
ing a range proof. Both the usage reports and the proofs from obedient consumers
concerning their consumption are reported without leaking private information.

In order to achieve the real-time requirement, a security model is proposed and a

1ii



batch verification algorithm is constructed, which is proved to be secure in the de-
fined oracle model. Apart from reward and penalty detection in demand-response
programs, theft detection is also an important requirement in Smart Grids. In order
to achieve theft detection, this thesis employs the dynamic k-times anonymous au-
thentication and blind signatures to create an efficient theft detection mechanism
in the prepaid card system, where consumers pay for their consumption in ad-
vance and obtain credentials. A consumer sends the credentials anonymously and
obtains corresponding credentials during times of consumption. If a thief tries to
send reused credentials to steal electricity, his anonymity will be revoked. Finally,
this thesis proves that the proposed mechanism finds the real identities of power
thieves, without sacrificing the privacy of honest consumers under the random or-

acle model.
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Chapter 1

Introduction

Environmental pollution and the energy crisis are two common concerns in the world. To solve
these two problems, increasing use of renewable energy sources will be required [1]]. However,
traditional electrical grids, supporting one-way power transmission, are at present the only
power supply systems. Their infrastructure and operations have not been changed significantly
over the past century and are no longer fit for current renewable energy resources such as solar
and wind, which are too volatile to control. An extreme example is the total solar eclipse on
March 20th 2015. The German electricity industry was put to the test during the eclipse [2].
Smart Grids are a promising approach for improving infrastructure reliability, saving energy
and reducing CO; emissions. However, these improvements may incur a privacy risk. Privacy
preservation is a challenging task, especially taking security issues into consideration. Hence,
it is essential to solve a plethora of open research questions to find a trade-off between network

security and privacy preservation in Smart Grids.

1.1 Electrical Grids

This section will present some grid concepts, including issues of grid infrastructure.

1.1.1 Traditional Electrical Grids

The traditional electrical grid architecture consists of four domains: generation, transmission,
distribution and the customer, as shown in Figure [I.T] The generation domain generates elec-
tricity via a centralized bulk generator, for which the main sources are fossil fuels or nuclear

energy. Electricity at a high voltage is relayed over a long distance in the transmission domain.
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Figure 1.1: Architecture of Traditional Electrical Grids.

In the distribution domain, the high-voltage electricity is converted into medium-voltage elec-
tricity and distributed to various customers. Customers convert medium-voltage power into
low-voltage power and consume it.

Since fossil fuels can be easily controlled and managed, the infrastructure and operations
have not significantly changed over the last decades. The energy production and distribution
domains are supervised by a centralized operation center, remotely and locally controlling the
power generation, transmission and distribution based on the current demand and peak loads,
thereby minimizing unnecessary power generation. However, in the traditional electrical grid
system, the operation center cannot obtain fine-grained usage data from the customer domain

or provide specific services to individual customers.

1.1.2 Smart Grids

The definition of a Smart Grid was first introduced by the United States Department of Energy
(3]

The Smart Grid is the policy of the United States to support the modernization of the Na-
tion’s electricity transmission and distribution system to maintain a reliable and secure elec-
tricity infrastructure that can meet future demand growth and to achieve each of the following,
which together characterize a Smart Grid: (1) Increased use of digital information. (2) Op-
timal operation. (3) Integration of distributed resources and generation. (4) Development of

energy-efficiency resources. (5) Deployment of smart technologies. (6) Integration of smart



devices. (7) Deployment of advanced electricity storage technologies. (8) Provision to con-
sumers. (9) Development of standards for communication. (10) Identification of unreasonable
barriers.

In order to understand the concept, the traditional architecture of an electrical grid should
be extended. According to the National Institute of Standards and Technology (NIST) [4]], as
shown in Fig. [I.2] seven crucial domains are defined in Smart Grids: bulk generation, trans-
mission, distribution, customer, markets, service provider and operation center. The bulk gen-
eration domain generates electricity from a wide variety of sources via chemical combustion,
nuclear fission, flowing water, wind, solar radiation and geothermal heat. The transmission
domain transmits electricity from the generation domain to the distribution domain over long
distances. Transmission systems are normally designed to operate at high voltage. The dis-
tribution domain distributes electricity to consumers in Smart Grids. The customer domain,
which includes not only households but also factories, companies and data centers, consumes
electricity. In contrast to the traditional customer domain, customers can also generate, store
and manage electricity with the development of renewable resources in Smart Grids. The oper-
ation center manages the flow of electricity and provides communication for all components of
Smart Grids. The market domain manages all of the participants in electricity markets within
Smart Grids. The service provider is an independent third party that provides services to other
domains in Smart Grids. Based on the Smart Grid architecture, a wider range of services can
be offered to customers [5]. That is one of the cornerstones of this new type of electrical grid

since the interchange of information will provide the basis for electricity management.

1.2 Security and Privacy Challenges for Demand Response

The concept of Smart Grids has emerged together with the idea of advanced metering infras-
tructure (AMI), which aims to improve demand-side management and energy efficiency, and
to construct reliable grid protection against malicious sabotage and natural disasters. To realize
this concept, demand-response communication between the operation center and consumers
is necessary in Smart Grids. Demand response is briefly defined as the change in energy
consumption triggered by utility actions in order to gain specific results. According to their
various characteristics, current demand-response products can be categorized as time-based
demand-response programs or incentive-based demand-response programs [6]. A time-based

demand-response program is the most traditional type of demand-response program. A day is
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Figure 1.2: Architecture of Smart Grids.

divided into time segments. Consumers pay different prices depending on the time of day. The
price of power is at its highest during peak hours and at its lowest during off-peak hours. The
prices can be fixed or changed in real time, and consumers react to the fluctuations in power
prices [7].

Time-based demand-response programs are rough demand-response products [8]]. The time
plot is only an approximate projection for electricity generation and consumption. Other is-
sues, such as weather and sports, can also affect the balance between electricity generation
and consumption. For example, electricity generation would be reduced significantly during a
solar eclipse. In contrast to traditional time-based demand-response programs, incentive-based
demand-response programs can be used to control consumption in a more flexible way.

In incentive-based demand-response programs, the operation center provides incentives to
consumers to respond to a request. Incentive-based demand-response programs can be cate-
gorized further as mandatory incentive-based and voluntary incentive-based demand-response
programs. In voluntary incentive-based demand-response programs, the operation center sets
the power price or the rewards according to the time or the energy production. Consumers

voluntarily reduce their energy consumption and enjoy the rewards [9]], as in, e.g., EDRP



(emergency demand-response program) and DLC (district load control). In mandatory pro-
grams [10], e.g. IC (Interruptible/Curtailable) or CAP (capacity market program), the initial
participation in the programs is an opt-in system. In contrast to voluntary incentive-based
demand-response programs, it is mandatory for him to follow dispatched instructions, once a
consumer agrees to participate. The operation center broadcasts consumption instructions to
consumers at times of power shortage, which consumers must follow; otherwise they will be
penalized.

There has been an increase in the number of studies on approaches and technologies from
information and communication technologies (ICT) relating to demand response over the past
few years. Despite that, the open broadcasting of wireless communications and the fine-grained
usage data reports give rise to many novel challenges in Smart Grids, especially with respect to
cybersecurity and privacy preservation for consumers. As network technologies, Smart Grids
are vulnerable to cyberattacks, such as eavesdropping and fake data injection. Untrustworthy
usage data shared in the network can cause pecuniary loss. Even more importantly, the failure
of an electricity grid affects people’s daily lives and businesses. Additionally, usage data should
be interpreted to ensure that various services can be provided to the corresponding consumers.

In comparison to security, the issue of privacy is often overlooked, although it is poten-
tially even more important for consumers. The fine-grained, interpreted usage data record
consumers’ behavior at the same time. This leads to privacy challenges for consumers, as the
consumption information can be used to determine their lifestyles and daily routines, e.g., Fig-
ure[I.3] and may expose the consumer’s sensitive private information [[11]]. Specifically, special
requests are presented with the task of querying usage data for obedient consumers’ rewards,
greedy consumers’ punishments or tax-related activities. Meanwhile, according to the defi-
nition of information privacy given by Westin [12f], fine-grained usage data may expose the

following sensitive information about consumers:

1. Who and Where: Usage reports are from consumers’ households. The location of house-
holds and their owners can be determined from the usage reports if consumers use their

real names to register with the operation center.

2. When: Usage reports from consumers include the usage time. The amount of consump-

tion in a given period of time can easily be seen.

3. What: Based on the timestamp, the consumer’s appliance usage actions can also be

derived from the fine-grained usage reports.
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Figure 1.3: Example-Household Electricity Demand-Response [11]].

Table[I.1]lists possible attackers that may be interested in consumers’ usage data in Smart Grids
[13]]. These severe privacy issues present a strong barrier for consumers to adapt to Smart Grid
systems.

To be able to handle the security and privacy scenarios in a satisfactory way, it is required
that both audits of specific consumers and privacy for consumers can be guaranteed. Apart
from audits and privacy preservation, real-time operation is also an important requirement in
Smart Grids. For one thing, there are usually hundreds, or even thousands of smart meters in a
Smart Grid system. The operation center should check each usage report in order to assess the
validity of the report. Its computational capacity is the bottleneck controlling communication
efficiency. For another, the computational resources at the consumer’s side are very limited.
The consumers need real-time usage instructions from the operation center in order to take

appropriate measures.

1.3 Contributions

Bearing in mind security enhancement and privacy preservation for demand response, this

thesis focuses on the following specific contributions:



Table 1.1: Potential Privacy Impacts from Smart Grid Data.

Entities Purposes
Energy consultants To promote energy conservation
and awareness

Insurance Companies To determine healthcare premiums

Marketers To profile consumers for targeted
advertisements

Law enforcers To identify illegal activity

Landlords To verify lease compliance

Private investigators ~ To monitor specific events
Employers To investigate applicants or to
monitor employees
The press To obtain information on the prominent
Creditors To determine behavior that might
indicate creditworthiness
Criminals To identify high-priced appliances or

identify a time for burglary

1. The thesis analyzes current AMI communication models, and categorizes current privacy
preservation schemes for demand response in Smart Grids. These schemes are based on

the models in order to compare metrics and present options to readers for discussion.

2. A conditionally anonymous authentication scheme has been designed. This anonymous
authentication scheme allows a member to register with a group manager and generates
a credential for the member. The member can generate a signature for a message, such
that even the group manager is not able to find the real identity of an honest member.
However, the source can voluntarily confirm or deny having sent a message. The security

of the anonymous authentication scheme in a random oracle model is demonstrated.

3. Based on the proposed conditionally anonymous authentication scheme, a mandatory
incentive-based demand-response scheme is proposed for overload auditing and privacy
preservation. The scheme can dynamically cloak consumers’ identities depending on
their power usage. During normal operation, smart meters report the consumption in-
formation to the operation center anonymously. If the operation center detects a power

shortage, it broadcasts demand-response instructions to its consumers, and requires them



to adapt their power consumption. The obedient consumers will follow the instruction,
curtail their usage and remain anonymous. Disobedient consumers, who exceed the
given power consumption threshold, (e.g., by continuing to use high-consumption appli-

ances), will, however, be traced.

. This thesis defines a novel security model, called the time-related random oracle model.
Based on the novel model, a batch verification algorithm is constructed. Some time-
consuming operations are unnecessary in the batch verification scheme. A verifier can

validate multiple signers’ signatures in a constant computational time.

. An optimal tree network topology is constructed that minimizes the aggregation time and

realizes an almost real-time power usage report during the demand-response time.

. The thesis presents a privacy-preserving scheme for voluntary incentive-based demand-
response schemes. Proof of knowledge techniques are utilized to achieve anonymous
reward manifestation. Usage data are cloaked using a homomorphic encryption algo-
rithm. Consumers’ privacy is preserved whether they are obedient or not. The obedient
consumer can prove his obedience without revealing his smart meter’s secret information
or recovering his encrypted data. Therefore, both privacy and security are improved in

Smart Grids.

. A prepaid card system based on the dynamic k-time anonymous authentication scheme
is suggested. In the prepaid card system, consumers pay the electricity bill in advance
and obtain credentials from the operation center. When a consumer needs electricity, he
sends blind credentials to the operation center and obtains a corresponding amount of
energy. Therefore, the proposed prepaid card system can achieve privacy preservation

and theft detection without involving a trusted party.

. Finally, the dynamic k-times anonymous authentication scheme is improved and a pre-
paid card system proposed. In the system, the concept of the virtual credential is de-
fined. The values of credentials are sent to the operation center instead of the credentials
themselves. The most important virtue is that the computational time and signature sizes
are constant due to the definition of the virtual credential. Therefore, in the system there

is a trade-off between efficiency and privacy or theft detection.



1.4 Thesis Structure

The remainder of the thesis is organized as follows:

Chapter 2| reviews work related to the approach suggested by this thesis. In Section [2.1]
related cryptosystems are discussed, including anonymous authentication and homomorphic
encryption schemes. Subsequently, various Smart Grid communication models and privacy-
enhancing techniques are analyzed, and current security and privacy preservation techniques
are categorized according to the communication models in Section

Chapter[3|proposes a mandatory incentive-based demand-response scheme. A consumption
model is introduced to explain how the scheme shaves the peak of the electricity consumption.
According to the consumption model, a random oracle model is defined to illustrate the security
requirements in the demand-response scheme. Finally, a conditionally anonymous authentica-
tion scheme is constructed to preserve privacy in the proposed demand-response scheme, and
is formally proved in the random oracle model.

Chapter[d] proposes a voluntary incentive-based demand-response scheme. A system model
analyzes the new requirements in a voluntary demand-response scheme and a novel system
model to explain the scheme is proposed. According to the analyzed new requirements, the
concept of the time-related random oracle model is defined. Following this, a hop-by-hop
aggregation scheme is constructed based on an additive homomorphic encryption algorithm
and a range proof. Finally, the security and performance of the hop-by-hop aggregation is
inspected.

Chapter[5|proposes a prepaid card system. To preserve consumers’ privacy, two anonymous
authentication schemes are constructed. The first scheme can achieve privacy preservation
and theft detection without the involvement of a trusted third party. The concept of a virtual
credential is introduced in the second scheme. Performance analysis demonstrates that the
second scheme solves the energy efficiency problem.

Finally, Chapter [6] concludes the thesis. It summarizes the theoretical contributions, offers
conclusions on the application of the proposed schemes, and discusses their limitations and

possible extensions.
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Chapter 2

Preliminaries and Related Work

The preservation of consumers’ privacy is an open challenge in Smart Grids. Since consumers’
privacy can be breached if their consumption data and their real identities are linked, a wide
range of privacy preservation approaches are studied with respect to Smart Grids. Cryptogra-
phy is one of the cornerstones of security- and privacy-enhancing technologies, including data
confidentiality, integrity, identity authentication, anonymity and so on. Encryption algorithms
and anonymization technologies are basic cryptographic approaches for privacy preservation.
Encryption algorithms conceal real data in reports. Anonymization technologies can cloak
consumers’ real identities. Both can sever the relationship between consumers and their con-
sumption data.

This chapter reviews the preliminaries and the literature relevant to the thesis. Firstly, it
introduces related cryptographic concepts, especially homomorphic encryption algorithms and
anonymous authentication schemes. Secondly, Smart Grid architecture models are described
and the current security and privacy preservation schemes in Smart Grids are categorized on

the basis of these models.
2.1 Cryptography
This research extensively employs cryptography schemes, which are introduced in this section.

2.1.1 Homomorphic Encryption Algorithms

Homomorphic encryption algorithms are encryption algorithms that allow certain computa-

tions to be carried out on ciphertexts, such that the decrypted result of the ciphertext matches
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the computational result of the plaintext. Due to their importance in privacy preservation, ho-
momorphic encryption algorithms are widely studied in academia. Message owners encrypt
messages using homomorphic encryption algorithms. Service providers can carry out calcula-
tions on the encrypted message without being able to understand the content of the message.

Homomorphic encryption algorithms can be categorized as either partially or fully homo-
morphic, depending on the computations that can be achieved. Partially homomorphic encryp-
tion algorithms can usually achieve homomorphism on only one computation. A homomorphic
encryption algorithm Ej, is multiplicative if it satisfies Ey(m; x my) = Ex(m;) X Ex(my) for two
messages m| and my, where k is the secret key. For example, the RSA algorithm is a mul-
tiplicative homomorphic encryption algorithm [14]. A homomorphic encryption algorithm is
additive if it satisfies Ex(m; +ma) = Ex(m) + Ex(my). For example, the ElGamal and Paillier
algorithms are additive homomorphic encryption algorithms [[15} [16]. In contrast to partially
homomorphic encryption algorithms, full homomorphic encryption algorithms achieve homo-
morphism for arbitrary computations, e.g., addition, multiplication, etc. The first full homo-
morphic encryption algorithm was constructed by Gentry based on a lattice [[17]. The algorithm
supports both additive and multiplicative homomorphic operations. In order to achieve a lower
computational cost, some novel full homomorphic encryption algorithms are proposed, based
on the Learning with Errors problem [[18]].

The homomorphic encryption algorithms are based on PKI (public key infrastructure). The
plaintexts are encrypted under the same public key by different senders. Computational ef-
ficiency is an important metric for cryptographic algorithms in practice. Current PKI-based
homomorphic algorithms are inefficient. Yang et al. designed an aggregation homomorphic
encryption algorithm [19]]. In this novel scheme, message senders encrypt messages using
their own key pairs, and the message receiver can decrypt the message by aggregating the ci-
phertexts. The receiver cannot decrypt an individual message. The novel scheme explores new
homomorphic approaches. However, replay attacks are not considered [[19]. Shi et al. [20]
improve [19]] and construct a time series aggregation homomorphic encryption scheme against
replay attacks. In [20]], an untrusted data aggregator could compute the sum statistic for the

time series data.

2.1.2 Anonymous Authentication Schemes

Anonymous authentication schemes cloak the signers’ real identities to preserve the users’

privacy, instead of distorting the users’ messages. An anonymous authentication scheme allows
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signers in the scheme to sign a message without revealing their identities. More importantly,

adversaries cannot determine whether two signatures are issued by the same signer.

Group signatures are important in some anonymous authentication schemes for commu-
nication networks [21]. In group signature schemes, the signers authenticate themselves not
with an individual public key but with a group public key. The members’ identities are hid-
den within the group. However, the anonymity revocation relies on the trustworthiness of the
group manager. Ring signatures, on the other hand, allow a signer to sign a message while re-
maining unconditionally anonymous [22]. Ring signatures can be viewed as a variant of group
signatures without a group manager. In classical ring signature schemes, a signer chooses a
set of independent possible signers and hides his public key in the ring. However, uncondi-
tional anonymity might lead to abuse because malicious signers cannot be identified. In order
to achieve conditional signer identification, Komano et al. propose an anonymous identifica-
tion scheme, named deniable ring signatures [23]. Deniable ring signatures allow all honest
members to cooperate in tracing the origin of disobedient signatures. Based on the security
model introduced in [23], Zeng et al. propose a more efficient ring signature scheme using
the random oracle model [24]]. In ring signature schemes, however, a signer must authenticate
himself using the public keys of all the members. For that reason, the computational and com-
munications complexity of the ring signature is O(g), where ¢ is the number of members in
the ring. In order to reduce computational overheads, Brickell et al. propose direct anonymous
attestation (DAA) [25]]. Similar to group signatures, there is a group manager in these types of
schemes. The group manager helps a signer to sign a commitment using his secret key. Then
the signer signs a message anonymously using the commitment. Therefore, the group manager
can verify the anonymous signature without knowing the commitment. Teranishi proposes a
k-times anonymous authentication (k-TAA) scheme [26], where k is the number of authorized
credentials. In k-TAA, a signer can sign fewer than k credentials for an event. Nguyen uses an
accumulator [27] to construct a dynamic k-TAA, in which service providers can dynamically
assign or revoke clients’ access groups [28]]. Developed by Boneh et al., BBS signature is a
typical oracle-free signature scheme [29]. Au et al. improve BBS signature in BBS+ [30]. The
zero-knowledge proof is computational in BBS+ so that a constant size dynamic k-TAA can be

constructed based on BBS+.
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Figure 2.1: Crypto-Based Privacy-Related Communication Models Classification.

2.2 Security and Privacy Schemes in Smart Grids

2.2.1 Model Taxonomy

As described in Section [I.T] various entities are involved in Smart Grid systems for demand
response. According to Section [2.1] crypto-based privacy-related communication models can
be roughly classified as data encryption or identity anonymity models, as described in Figure
Both data encryption and identity anonymity models can sever the relationship between
consumers’ real identities and their usage data. Experience shows that operation centers do
not need an individual’s usage data. Aggregated data is sufficient for normal operation. The
basic idea of data encryption models is to obfuscate the consumer’s usage data to ensure pri-
vacy. They can be further categorized as secure aggregation models, concealed aggregation
models or noisy aggregation models. In contrast to encryption approaches, a consumer’s iden-
tity is anonymized in anonymity approaches. Adversaries cannot identify the sources of the
usage data. Identity anonymity models can be further categorized as pseudonym models or

anonymous authentication models.

2.2.2 Secure Aggregation

Research on privacy preservation in Smart Grids spans a wide spectrum. One of the most
popular approaches is secure aggregation.

In secure aggregation models, the consumer’s privacy is preserved using a method based
on classical homomorphic encryption algorithms. As shown in Figure smart meters em-
ploy homomorphic algorithms to encrypt usage data and send these data to an aggregator. A
homomorphic encryption algorithm allows computations to be carried out on ciphertext. The
aggregator could be a trusted gateway or a random smart meter. The aggregator compresses the

ciphertext according to its additive homomorphic features, and forwards the compressed data
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Figure 2.2: Smart Grid Model for Secure Aggregation Approaches.

to the operation center. Using the private key, the operation center can obtain accurate com-
pressed usage data. However, the operation center does not know an individual consumer’s
usage data; only the compressed data for the system. Moreover, anonymity is unnecessary
in these approaches. It is difficult to identify specific consumers from usage data in secure
aggregation models. Additionally, a homomorphic encryption algorithm cannot ensure authen-
tication of smart meters’ identities or usage data integrity. However, digital signatures can be
employed to achieve these security functionalities in secure aggregation models. The trusted
authority is responsible for checking the validity of the smart meters and their usage reports.
This causes high communication overheads, so lightweight authentication schemes should be
studied for secure aggregation approaches.

The comparison of other functionalities are depicted in Table 2.1 which includes the pros
and cons of the key technologies employed. Secure aggregation approaches employ homo-
morphic encryption algorithms. Paillier [16], Elgamal [[15] and RLWE [31]] are the three most
common homomorphic encryption algorithms. The Paillier encryption algorithm is based on
the composite residuosity class assumption. The EC-Elgamal algorithm is based on the Diffie-
Hellman assumption. Therefore, the EC-Elgamal encryption scheme is more efficient than
Paillier, while having the same properties. RLWE allows multiplicative and additive opera-

tions to be carried out on ciphertext, but its encryption and decryption algorithm is less efficient
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than other algorithms due to a longer parameter. By means of the homomorphic properties of
Shamir’s Secret Sharing (SSS) scheme [32], ciphertext can be divided into multiple parts. Au-
thentication and integrity are ensured using digital signatures. The most popular digital signa-
ture algorithms are BLS signature [29] and ID-based signature (IBS) [33]], and these algorithms
are used in some secure aggregation models. Some schemes do not consider authentication and
data integrity issues [34} 35, 36] and in these cases the aggregation time is much less than that
of other schemes. Using such a scheme combined with Lewko’s attribute-based encryption
algorithm (Lew) [37]], Ruj et al. are able to realize data control and confidentiality at the same
time [34, 38]].

The secure aggregation model ensures the confidentiality of usage data to preserve con-
sumers’ privacy. In Ruj’s scheme [34, [38]], a gateway acts as the aggregator. Lu et al. [39]
construct a novel batch authentication based on BLS signature, and extend the Paillier encryp-
tion algorithm to multidimensional data in order to reduce the computational overhead [40]]. In
these schemes [34, 38, [39]], a sole trusted authority knows the relationship between the usage
reports and their sources. Inspired by a feature of mesh networks, Li et al. [41] 42]] present
an aggregation tree topology, which covers the entire local neighborhood or any arbitrary set
of designated nodes with minimum overhead. A data package is transmitted via hop-by-hop
communication, which can achieve reduced communication delay. Sui et al. [43]° study the
relationship between the aggregation time and the maximum number of children for each smart
meter and thus optimize the aggregation tree. The optimal-tree-based aggregation scheme re-
duces aggregation time from O(N) to O(logN).

Li et al. [43] construct an identity-based signature algorithm and improve the forward
secrecy and key evolution [44]]. In their scheme, even if an adversary compromises a smart
meter, he can neither obtain the previous usage data nor use the compromised key in the future.
Therefore, both security and privacy issues are improved. Dong et al. [46] and Fu et al.
[47] employ the EC-Elgamal encryption algorithm to realize privacy-preserving aggregation
for AMI communication. In addition, the batch verification in the BLS signature scheme is
utilized to achieve identity authentication and data integrity.

With the development of photovoltaic technologies, some new challenges arise. Li et al.
[35] use the RLWE cryptosystem to obtain both the mean and the variance of consumers’ usage
data for statistical analysis. Liang et al. [48] also employ the RLWE cryptosystem and propose
a usage-based dynamic pricing scheme based on the aggregated variance of usage data. This

scheme utilizes a keyed-hash message authentication code to realize authentication. Rottondi
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Table 2.1: Comparison of Secure Aggregation Model-Based Schemes.

Pros

Cros

Technologies
Ruj et al.(2011)
Paillier& Lew
[34)138]
Lu et al.(2012)
Paillier& BLS
(39,1401
Li et al.(2010)
Paillier& HS
[41]142]
Li et al.(2014)
Paillier& IBS
[43]144]
Sui et al.
Elgamal
(2015) [45]"
Dong et al.
Elgamal
(2014) [406]
Fu et al.
Elgamal& BLS
(2015) [47]
Lietal.
RLWE
(2015) [35]
Liang et al.
RLWE& HMAC
(2013) [48]
Rottondi
SSS
(2013)[49]

Data aggregation
& Access control
Multi-data aggregation
& Batch verification
Tree topology to
improve efficiency
Forward &
backward security
Chinese Remainder
Theorem & optimal tree
Introduce Elgamal

encryption algorithm

Batch verification

Tree topology &
Variance aggregation
Tree topology &

Pricing model

Multi-authorities

Integrity cannot be ensured

& Sole trusted authority

Sole trusted authority

Unreliable

Low efficiency

High efficiency &
Reliability
Integrity cannot be ensured

& Sole trusted authority

Sole trusted authority

Integrity cannot be ensured

& Low efficiency

Low efficiency

Complicated communication
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et al. [49] construct a protocol for allowing the operation center to collect measurement data.
The proposed infrastructure introduces a set of gateways instead of a single gateway to collect
usage data. Smart meters divide their usage data into different parts and send these to different
gateways. Therefore, each gateway only has part of the ciphertext. Because data collection
relies on communication, an optimal algorithm is proposed to minimize the communication

delay.

2.2.3 Concealed Aggregation

In the secure aggregation model, the encrypted usage data are stored by an online trusted au-
thority, which collects usage reports for the operation center. However, the trusted authority
adds communication delay and complexity to the system. In concealed aggregation approaches,
the operation center can obtain usage reports directly from smart meters.

Similar to secure aggregation approaches, concealed aggregation approaches encrypt usage
data to preserve consumers’ privacy and use digital signatures to ensure authentication and
integrity. As shown in Figure [2.3] a fully trusted authority knows all the smart meters’ secret
information. FEither the authority generates the operation center’s decryption key and all the
smart meters’ encryption keys, or all smart meters send their secret information to the authority.
Then the authority computes the decryption key for the operation center. During the data
collection phase, all smart meters encrypt the usage data and send them to the operation center
directly. The operation center is responsible for checking the smart meters’ identities and
usage data integrity. After doing so, the operation center compresses the collected ciphertext
and decrypts the compressed ciphertext with the decryption key. The concealed aggregation
model shares some features with the secure aggregation model described in Subsection
Smart meters encrypt usage data to ensure confidentiality. Anonymity is unnecessary in these
schemes. It is difficult to identify specific consumers for individual incentives from usage data
because the operation center cannot obtain individual data records. The operation center’s
decryption key is derived from all the smart meters’ encryption keys in concealed aggregation
models. A missing usage report can affect the compressed usage data. Data accuracy depends
heavily on the reliability of the system. Therefore, the communications reliability of Smart
Grid systems is an important prerequisite.

Functionalities of the concealed aggregation model-based schemes are compared in Table
[2.2] As for the secure aggregation model, usage data are compressed in the concealed aggre-

gation model. Some variants of homomorphic encryption algorithms are employed. Like the
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Figure 2.3: Smart Grid System Model for Concealed Aggregation Approaches.

Elgamal encryption algorithm, the private stream aggregation scheme (PSA) [20] is also based
on the Diffie-Hellman assumption. In addition, Erkin et al. propose a Paillier-like encryption
algorithm to satisfy the requirements of the concealed aggregation model [50]. The coefficient
matrix (CM) is another popular concealed aggregation approach that is more efficient than PSA
and Paillier encryption algorithms. Concealed data aggregation (CDA) [51] and Walsh code
[52]] are also very efficient since time-consuming exponent operations are unnecessary in these
schemes.

The concealed aggregation model also ensures confidentiality of usage data to preserve
consumers’ privacy. In the schemes proposed by Fan et al. [S3] and Zhang et al. [54], a key
generator distributes all the smart meters’ encryption keys. The secret encryption keys are hid-
den as the exponent, using the PSA approach, in the usage reports. To improve aggregation
time, the scheme proposed by Fan et al. adopts an aggregation tree [41]]. In addition, the pre-
sented scheme improves the batch verification [39] to achieve lower computation cost. Zhang
et al. [54] propose an additive key management mechanism with effective revocation for a
PSA-based concealed aggregation model, where users can automatically update their encryp-
tion keys. This achieves privacy preservation, and forward and backward security at the same
time. Erkin et al. [50]] explore a spatial and temporal concealed aggregation scheme in Smart
Grids. In this scheme, each smart meter generates a set of random numbers and shares them

with all the other peer smart meters. The sum of the usage reports is equal to the sum of the
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Table 2.2: Comparison of Concealed Aggregation Model-Based Schemes.

Technologies Pros Cros

Fan et al.(2014) [53]] PSA Batch verification Low fault tolerance
Zhang et al.(2013) [54]] PSA Forward security Low fault tolerance
Erkin et al.(2012) [50] Paillier Billing management  Shared keys among meters
Biselli et al.(2013) [S5]  Congruence Key refreshment Integrity is not ensured

Kursawe(2011) [56] CM Key refreshment Low fault tolerance

Jia et al.(2014) [S7] CM Multiple shares Complicated data aggregation

Dimitriou(2014)[58] CM Energy selling Integrity is not ensured

Marmol(2011) [59] CDA Fault tolerance Complicated key aggregation

Li et al.(2013) [60] Walsh code Ring topology Only against outsiders

usage data.

In [55]], congruence equations are also employed in usage data distortion protocols for
privacy preservation. Each smart meter generates an encryption key and forwards it to a trusted
authority. The authority performs an aggregation operation and sends the result to the operation
center as a decryption key. During the data collection phase, smart meters employ an additive
modulo operation to generate their usage reports. The operation center recovers the usage
data with the decryption key. These authors also discuss key management using a coordinated
refreshment scheme.

In Kursawe’s scheme [56], a subset of smart meters is selected to act as leaders during the
data aggregation phase. A leader collects all the secret keys from other smart meters. Further,
the proposed scheme incorporates key exchange protocols to ensure the confidentiality of the
secret key. With the development of photovoltaic cells, prosumers can produce energy. Dim-
itriou et al. [58]] employ a coefficient matrix to ensure that the prosumers can sell their surplus
back to the grid without usage data leakage. Jia et al. [S7] focus on combating fraudulent

peer consumers. The smart meter divides the usage data into multiple shares and constructs a
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linear equation using its secret key. The usage data are encrypted into multiple elements. The
aggregator adds the ciphertext in order to obtain the result.

In the concealed aggregation model, however, the operation center requires all usage reports
from smart meters in order to recover the ciphertext. Therefore, the proposed schemes are
sensitive to some types of failure, including private key failure and usage report failure. Any
missing usage report would affect the usage reports of its peers. In contrast to these asymmetric
cryptosystems, Marmol et al. [59] construct a novel concealed aggregation scheme. In the
proposed scheme, the decryption keys are aggregated as well as the usage data. This improves
the reliability of the system and the privacy preservation of the consumers. Li et al. [60]
construct a ring architecture. Smart meters use Walsh code to transmit their usage data to their
neighbors, and a selected smart meter acts as the aggregator. In this scheme, however, the
operation center and all smart meters share the same private key. An important assumption is
that both the operation center and all smart meters are secure. These types of schemes mainly

guard against attackers from outside the Smart Grid system.

2.2.4 Noisy Aggregation

Scheme based on secure aggregation or concealed aggregation models depend on a trusted
authority, which knows either the correspondence between usage reports and their sources or
the decryption key of individual usage reports. Implementation of a trusted authority would be
a challenging task. In the noisy aggregation model, a trusted authority is unnecessary.

Shown as in Figure 2.4] each smart meter generates a random noise, adds it to the usage
data and sends the result directly to the operation center. As in the concealed aggregation
model, data integrity is not considered, but can be ensured using available digital signatures.
There is noise associated with each plaintext. Unlinkability and confidentiality are ensured in
the noisy aggregation model. Anonymity is unnecessary in the model, as a specific consumer
cannot be identified from usage data. In some schemes, a consumer is equipped with a battery.
The battery stores or releases electricity in a way that represents noise in usage reports. Time-
consuming crypto procedures are unnecessary in these schemes, since the noise is generated
randomly. It is easy to achieve real-time usage reports. However, errors remain in the final
results. The operation center cannot obtain accurate usage data without an extra battery.

Functionalities of noise approaches are compared in Table [2.3] Gaussian noise, Gaussian
mixture noise and white noise are the common noise-related approaches. According to the

central limit theorem, the sum of the noise contributions can be approximated by a standard
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Figure 2.4: Smart Grid System Model for Noisy Aggregation Approaches.

normal distribution. The more tolerant the scheme, the larger the confidence interval will be.
If the noise is really independent and the operation center can still obtain accurate usage data,
the scheme will be more practical. Usage deviations may misinform the operation center.
Therefore, battery-based load hiding (BLH) is employed in Smart Grids to store the noise.
Batteries are promising approaches for adding independent noise without misinforming the
operation center, but the implementation of a cheap and large-capacity battery is a challenging
task. Additionally, Engel’s scheme [61] transforms the usage profiles into different levels to
authorize access.

Noise-related approaches also ensure the confidentiality of usage data to preserve privacy.
Bohli et al. [[62]] construct two privacy preservation schemes. The first is a trusted-authority-
based scheme, which is not dissimilar to the schemes described in Subsection[2.2.2] The second
scheme adds Gaussian noise to the original usage data. Wang et al. [63]] use a linear superpo-
sition of Gaussian mixture noise to distort the usage data. Gaussian mixture noise results in
more randomization for an individual smart meter, and at the same time it can achieve smaller
confidence intervals than Gaussian noise. Rottondi et al. [64] propose a privacy-friendly archi-
tecture based on zero-mean white noise. In contrast to Gaussian noise, which follows a normal
distribution, white noise has a constant power spectral density. In order to counter decisional

attacks, a filter is designed in the architecture. The added noise components are independent
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Table 2.3: Comparison of Noisy Aggregation Model-Based Schemes.

Technologies Pros Cros
Bohli et al.(2010) [62] Gaussian Noise High efficiency A certain error
Wang et al.(2012) [63] Gaussian mixture  Higher privacy level A certain error
Rottondi et al.(2013) [64] White Noise Against the decisional A certain error

Barbosa et al.(2015)[65][66]]  Gaussian Noise Multi-privacy levels ~ Manual trade -off

Engel et al.(2013) [61] Wavelet Access control No data accuracy
Sankar et al.(2013) [67]] Gaussian/Markov Privacy evaluation Extra battery
Kalogridis et al.(2011)[68] BLH Selective protection Extra battery
Laforet et al. (2015)[169]] Optimization Smooth Curve Extra battery

of each other since the zero-mean noise value is filtered by a one-way hash function. Barbosa
et al. [65] [66] also add noise to usage data to manage electricity demand according to masked
fine-grained usage reports. The task of managing the trade-off between privacy preservation
and data accuracy is distributed to consumers. Consumers can choose their own privacy levels
in the proposed scheme. In some scenarios, the service providers can obtain knowledge from
usage profiles. Engel [61] builds a hierarchical privacy preservation architecture for data shar-
ing in smart meters. The original data are transformed into different levels, leading to sensitive
data being ignored through multiple transformations. The transformed profiles are encrypted
using different session keys. The operation center can obtain usage profiles at different levels
for different purposes.

For battery-employing noise-based approaches, an important challenge is to analyze the
probability of privacy leakage. Sankar et al. [67]] propose a hidden Markov model for privacy-
preserving meter measurements. A home entirely supplied by a rechargeable battery in a given
time interval can be viewed as a state. The usage report is the sum of the usage data and two
Gaussian processes. Kalogridis et al. [68] introduce a power-mixing algorithm to selectively
protect a set of consumption events. The smart meter calculates the remaining stored energy

and predicts the required power for each appliance. All appliances then decide whether to
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charge or discharge. Laforet et al. [69]] smooth the usage curves to protect privacy information.
They convert the data perturbation into an optimization problem. By using available optimiza-
tion algorithms, smart meters can predict the consumption in the near future and decide the

charging amount.

2.2.5 Pseudonym

In the secure aggregation, concealed aggregation and noisy aggregation models, details of me-
tering data are hidden. In cases of disobedient or even malicious behavior, the operation center
needs those details in order to find the defaulter’s identity. Therefore, pseudonym-based ap-
proaches are introduced to ensure secure communication between the operation center and its
consumers.

In the pseudonym model, a smart meter has two separate identities: a high-frequency iden-
tity and a low-frequency identity. As shown in Figure the trusted authority generates a
pseudonym for high-frequency communication with each smart meter. The smart meter sends
the usage data, together with its pseudonym to the operation center through an anonymity net-
work. The operation center checks the validity of the pseudonym and usage data, but it cannot
identify the source of the usage data. The trusted authority knows the relationship between con-
sumers’ real identities and their pseudonyms. Therefore, the authority can revoke consumers’
privacy if they are malicious.

The operation center only knows the low-frequency identity which is combined with the
consumer’s real identity. The trusted authority is responsible for data integrity, identity au-
thentication and non-repudiation. Anonymity is ensured by the pseudonym. Therefore, the
security of the trusted authority is an important prerequisite. Confidentiality and additional
expensive hardware are unnecessary in these approaches. Smart meters send plaintext directly
to the operation center, which can therefore obtain accurate data. Consumers’ pseudonyms
are usually stable, so their usage unlinkability cannot be preserved. For most pseudonym-
based approaches, the operation center can link usage data to the pseudonyms. Consumers’
usage profiles are available to the operation center. Adversaries may deduce the sources of
the profiles if consumers change frequently in a Smart Grid system. The trusted authority can
periodically refresh the pseudonyms [70]], but that also leads to high communication overheads.

Details of the schemes comparison is described in Table 2.4] The pseudonym model en-
sures the anonymity of consumers to preserve privacy. Efthymoiu et al. [71] propose the basic

ideas of pseudonym approaches. In [[72]], the real identities of smart meters are encrypted by
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Figure 2.5: Smart Grid System Model for Pseudonym Approaches.

a trusted authority to establish a pseudonym for each smart meter. At the same time, usage
data are also encrypted with the operation center’s public key. Upon receiving suspicious mes-
sages, the trusted authority can revoke anonymity using its private key. Steg et al. [[73]] employ
k-anonymity to sever the relationship between consumers and their pseudonyms. The gate-
way generates pseudonyms for its consumers. The pseudonyms are checked by a trusted party,
which can be used to identify the source of suspicious data. A service provider collects tuples
from k gateways and provides k-anonymity. Rottondi et al. [70] propose a data pseudonymiza-
tion protocol for distributed power plants. The proposed protocol relies on a public key encryp-
tion scheme. A smart meter shares the usage data between multiple reports and sends these to a
set of privacy preservation nodes, which pseudonymize consumers’ identities. Another trusted

party updates the key pairs periodically.

2.2.6 Anonymous Authentication

The pseudonym model also introduces a trusted authority to realize privacy preservation. A se-
curity and privacy preservation scheme without a trusted authority is more practical in AMIs.
This feature is suited to anonymous authentication schemes, e.g., blind signatures, ring signa-

tures and other anonymous authentication schemes.
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Table 2.4: Comparison of Pseudonym Model-Based Schemes.

Technologies Pros Cros
Efthymoiu(2010) [[71] - Anony network No technical detail
Chim et al.(2011) [[72] HMAC Traceability Link to the pseudonym
Steg et al.(2012) [73]  k-anonymity For service Multiple communication
Rottondi(2013) [[70] RSA No sole trusted party Complicated key freshing

In the anonymous authentication model, as shown in Figure [2.6] all smart meters generate
their credentials, transform them and send them to the operation center. Identity authentication
and anonymity are the main considerations in anonymous authentication schemes. Therefore,
all anonymous authentication schemes should satisfy these two requirements. The operation
center knows the identities of smart meters but does not know the credential. The operation
center authenticates the transformed credentials and sends them back to the smart meters. Since
the operation center cannot identify the sources of usage reports, confidentiality is unnecessary.
During the data collection phase, as for the pseudonym model, smart meters send plaintexts
directly, and credentials through an anonymity network, to the operation center, which can
check the validity of the usage data via the credentials, but does not know the real identities.

Various anonymous authentication model based approaches are compared in Table [2.5]
Blind signatures (BS) [[74} [75] and ring signatures (RS) are the two most popular kinds of
anonymous authentication schemes. Non-repudiation is also an important requirement in some
schemes. In prepaid systems [76], a reused token and its owner can be identified. In some
incentive-based demand-response schemes [[77]], obedient consumers can prove their obedi-
ence. Some schemes also employ a symmetric key encryption algorithm, e.g., Diffie-Hellman
key exchange protocol (DH) or an asymmetric key encryption algorithm, e.g., RSA, Paillier or
identity-based ring signcryption (ID-RSign.) algorithms.

In blind signature-based schemes, the operation center signs a blind signature without
knowing the content of the message. Finster et al. [78]] propose a pseudonymous smart meter-
ing protocol. Each smart meter keeps an RSA key pair. The public key of an RSA scheme is

authorized as the pseudonym of the smart meter using the RSA blind signature scheme. Besides
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Table 2.5: Comparison of Anonymous Authentication Model-Based Schemes.

Technologies Pros Cros
Finster et al. Anonymous pseudonym  Untraceability &
BS & RSA
(2013) [78] & Confidentiality Link to the pseudo
Chim&Cheung Load monitoring & Credential collision
BS
(2012) [79, 180] Billing management & Energy waste
Dimitriou et al.
BS Theft identification Low efficiency

(2013) [76]

Load monitoring &
Link to the pseudo

Yu et al.(2014) [81]] RS & Paillier
Billing management

ID-RSign. Identity based crypto Variable report size

Kang et al.(2012) [82]

Forward &
Variable report size

Huang et al.(2015) [83] ID-RSA RS
backward Security

Low efficiency

Jeske(2011) [184] RSA Constant report size
Voluntary Link to the pseudo
Gong et al.(2015) [77] BBS+ & IBS
demand-response & Low efficiency
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Figure 2.6: Smart Grid System Model for Anonymous Authentication Approaches.

load monitoring communications, consumers’ billing information also carries their privacy in-
formation. As well as the anonymous pseudonym, usage data can also be signed using blind
signatures. Chim and Cheung et al. [[79, 80] propose a prepaid system, where consumers pay
for energy in advance by buying tokens from the operation center. Each token is signed with a
blind signature. Consumers authenticate themselves using the blinded tokens. The credentials
represent a corresponding amount of electricity. As a result, the operation center knows the
total power usage of the customer, but not the details of the usage profile. To realize double-
spend auditability, Dimitriou et al. [[76] present a taxonomy of solutions for demand-response
programs without relying on a sole trusted party. The basic idea is to distribute the consump-
tion values among two or more collectors. A number of tokens are authorized using a blind
signature scheme, and each token represents a defined amount of energy. Using the tokens,
consumers can exchange energy with the operation center anonymously. However, if a con-
sumer sends a used token, the collector can discover the consumer’s identity via the properties
of the Schnorr signature proof [85]].

Yu et al. [81] propose a pseudonym system for privacy-preserving power billing generation.
Usage reports are encrypted by a Paillier homomorphic cryptosystem and authenticated by a
ring signature. The operation center collects these reports and sums them according to the

pseudonyms. In a predefined time period, e.g., a month, the operation center sends those data
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to the key distribution center, which has the decryption key and recovers the billing information
from aggregated reports. Kang et al. [82] study identity-based ring signcryption and propose
a security framework for communication with consumers. In the proposed scheme, both the
content of the usage reports and the consumers’ identities are preserved. Therefore, consumers
exchange information to trade their contracted power without leaking their privacy. Huang et al.
[83]] enhance the security of identity-based RSA ring signature schemes by providing forward
security. Unlike other forward-secure ring signature schemes, this scheme eliminates the costly
certificate verification process due to the identity-based setting. Once a consumer’s private key
is compromised, all previously generated signatures still remain valid in the scheme. Jeske
[84] constructs an anonymous authentication scheme based on the strong RSA assumption,
and proves it in the random oracle model. During the usage data collection phase, smart meters
prove their validity using a zero-knowledge proof. In contrast to ring signatures, the signature
size in the anonymous authentication scheme is constant. Gong et al. [[77] construct a privacy-
preserving scheme for voluntary incentive-based demand response. During the data collection
phase, the smart meter only employs the pseudonym as the public key of a Schnorr signature
to authenticate its legitimation. If the consumer needs to demonstrate his obedience, he must
reveal his BBS+ signature and usage data. Therefore, in this scheme, obedient consumers’
profiles must be exposed.

Because blind signatures are interactive to ensure the unlinkability of reports, communica-
tion redundancy is needed in these schemes. In the schemes proposed by Chim and Cheung
[[79,180], the number of blind signatures is related to the amount of electricity usage. The com-
putational and communication cost rises with the number of rings in ring signature schemes.
Other anonymous authentication schemes [[77, [84] are variants of oracle-free blind signatures.
Without an oracle, smart meters can transform the blind signature and prove that it is from
the operation center using non-interactive zero-knowledge proof. Therefore, computation and

communication overheads are reduced.
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Chapter 3

Mandatory Incentive-Based
Demand-Response Scheme

This chapter proposes a conditionally anonymous authentication scheme for mandatory incentive-
based demand-response programs in Smart Girds. The proposed scheme preserves consumers’
privacy depending on the power consumption in the presence of a demand response request
from the operation center that defines an acceptable consumption threshold at periods of power
shortage. Consumers must follow the instruction and curtail their consumption to meet the
threshold. By doing so, the consumers who adhere to the operation center’s instructions keep
their anonymity, whilst the disobedient are identified. A formal proof is given to show that
the scheme can satisfy the security requirements in the oracle model. According to the perfor-
mance analysis on the scheme, it can be seen that the communication and computation over-
head is constant in the proposed conditionally anonymous authentication scheme. Therefore,
the scheme is more efficient than current conditionally anonymous authentication schemes for
large groups.

The chapter is organized as follows: Section[3.I]introduces two existing mandatory incentive-
based demand-response programs and the necessity of anonymity in those programs. Section
focuses on the design of a consumption model to illustrate the demand-response program.
Section [3.4] discusses the security model which is later on required for understanding of the
proposed scheme. In Section the proposed scheme which features both anonymity and
identification is explained, while Section [3.6]shows what the scheme can achieve with a given
security requirement. Section [3.7|analyzes the developed scheme focusing on performance and

compares it to prior arts in Section[2.1.2] Finally, the conclusions are made in Section [3.8].
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3.1 Motivational Background

In mandatory schemes, e.g., Interruptible/Curtailable (IC) or Capacity Market Program (CAP)
[86], the initial participation in the programs is an opt-in system. However, once a consumer
participates, it is mandatory for him to follow dispatch instructions. The operation center broad-
casts consumption instructions to consumers at times of power shortage, which consumers
have to follow; otherwise they are penalized. In Chapter[2] the concept of demand response is
briefly described. This section will introduce the two most popular mandatory incentive-based

demand-response programs: Interruptible/curtailable and Capacity market program.

3.1.1 Interruptible/Curtailable

The electricity tariffs are usually lower than normal way in exchange for agreeing to reduce load
during system contingency. If the consumers do not curtail, they will get penalty. Different
to other demand-response programs, the operation center is able to directly implement the
program when necessary [87]].

Typical minimum customer sizes to be eligible for Interruptible/curtailable tariffs range
from 200 kW for the base interruptible program to 3MW which may differ in different situ-
ations and markets. The consumers on these tariffs agree to either curtail a specific block of
electric load or curtail their consumption to a pre-specified level [88]]. Consumers on these tar-
iffs typically must curtail within 30—60 min when being notified by the operation center usually
by means of advanced metering infrastructure (AMI). It should be emphasized that implemen-
tation of demand-response programs depends on the penetration level AMI in the system [87]].
The number of times or hours that a utility can call interruption is capped (not more than 200 h
per year).

Interruptible/curtaiable programs are not suitable for consumers with continuous processes
(e. g., hospital). Incentive tariffs are various in different markets. In California power market
the incentive of the program was 7000 dollars/MW-month on 2001, versus 65 dollars/MW-h as
the power price [89].

3.1.2 Capacity Market Programs

In capacity market programs, consumers commit to providing pre-specified load reductions
when system contingencies arise, and are subject to penalties if they do not curtail when di-

rected. Federal Energy Regulation Commission draws an analogy between the capacity market
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programs and insurances in order to explain it [87]]. Just like an insurance company, consumers
receive guaranteed payments in exchange for being obligated to curtail load. Maybe load cur-
tailments will not be called, but consumers will keep their payments for on call curtailments.
In addition to agreeing to the obligation to curtail, capacity market program eligibility is
based on a demonstration that the reductions are sustainable and achievable. The requirements
to receive capacity payments in New York Independent System Operator (NYISO) are: min-
imum load reductions of 100 kW, minimum four hour reduction, two hour notification, and
to be subject to one test or audit per capability period. These requirements are designed to
ensure that the reductions can be counted upon when they are called. The level of the capacity
payments that have been offered in NYISO and ISO-NE (e.g., 14 dollars / kW-month in 2005)
have contributed to increased consumer interest [90]. Power price was equal to 110 dollars

/MW h in New York and 75 dollars /MWh in New England.

For demand-response programs, disobedient consumers identification is the basic require-
ment. In order to avoid privacy leakage and system instability, a conditionally anonymous
authentication scheme is constructed in this chapter. Anonymity and unlinkability are amongst
the four basic approaches of privacy alongside with pseudonymity and unobserveability [91],
used as solutions to current privacy concern. Anonymity is an approach that preserves con-
sumer privacy by removing the relationship between their real identity and consumption. In
Leu’s study [92], power shortages pose greater threat to electricity infrastructures than over-
supply, so our approach therefore only considers power shortage scenarios. When the power
provider detects a power shortage, it broadcasts demand response instructions to its consumers,
demanding them to adapt their power consumption. Obedient consumers adhere to the instruc-
tions and curtail their usage hence staying anonymous. Disobedient consumers, on the other
hand, may not adhere and would exceed the given power consumption threshold (e.g., by still

using heavy power appliances), thus making them traceable.

3.2 Consumption Model

It can be safely assumed that consumers’ electricity consumption is much higher than the min-
imum requirements, therefore during a period of power shortage, the power provider considers
that it is inappropriate for a consumer to use high-power electrical appliances. To indicate a

power shortage, the provider broadcasts instructions to the consumers. These instructions may
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Figure 3.1: Network Model.

include a consumption threshold for a predicted time interval where a power shortage may oc-
cur. The consumers’ consumption is therefore expected to decrease to a level lower than that
threshold during the power shortage. This section designs a consumption model to illustrate

the relationship between the power provider’s instruction and its electricity generation profile.

3.2.1 Network Model

This subsection formalizes the network model. In contrast to previous trusted third party-based
network models, the network model, which is depicted in Figure [3.1] consists of two entities,

SM and OC.

1. SM: In a district, there usually exists a reasonable number of households, equipped
with smart meters (SMs). A SM is an electricity consumption reporting device present
at each consumer’s site. The SMs anonymize their consumption data and report them
regularly. Consumers do not know the secret knowledge of SMs, which are assumed to
be resistant against tampering. Although SMs are not controlled by their consumers, each
SM corresponds to a single consumer. This model assumes that a disobedient consumer
can be identified via the real identity of the SM. Therefore, there is no discrimination

between a consumer and his SM.
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2. OC: The operation center (OC) is an infrastructure element controlled by the power

provider and is in control of the SMs in a concrete area. It collects and periodically an-
alyzes the consumption data from SMs and broadcasts consumption related instructions
to customers according to the consumption data. The OC’s identity is not cloaked as it
is important for consumers to know who their utility providers are. Hence the OC is a

public entity.

3.2.2 Assumptions

The consumption model is based on the following assumptions.

1.

The consumers’ electricity generation is larger than their basic requirements. It means

that an electricity consumption reduction is possible on consumers’ side.
The number of smart meters is denoted by Ny, which is a fixed value.

t; is an instantaneous time within the interval g <t; <t, of a predicted power shortage

where the operation center sends instructions.

. The individual electricity consumption collected from smart meters at ¢; is denoted by m.

Empirically, individuals’ electricity consumption is independent of each other. Figure[3.2]

_ 1120.49531,”2670.4957”

5 and the distribution of

shows the Erlang distribution function f(m)
number of consumers in a sample period of an European district with 112 smart meters in
the grid. It can be assumed that the number of smart meters follows an Erlang distribution
f(m) regarding their consumption without an instruction. It follows that, the number of

smart meters is given by Nsy = Y% f (m), where the unit of m is I0Wh.

Pgpr denotes the overall consumption monitored by Ny, at ¢; without an instruction from

the operation center. Therefore, without an instruction, all consumers’ consumption

Py = Y Zomf(m).

. In the model, all consumers follow the instruction from the operation center during a

period of power shortage. Consumers who reduce their consumption, shift their con-
sumption to the next time period once they receive an instruction from the operation

center.
The power plant outputs electricity at ¢; is denoted by G;.

The consumption threshold for all consumers at ¢; is denoted by d;.
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3.2.3 Scenario

In this subsection, a scenario is used to prove that there is a valid value d;, which can ensure that
the consumers’ electricity consumption F,, is not larger than the operation center’s electricity
generation G; during a power shortage within the interval fo <t; <#,.

When the operation center broadcasts an instruction (d;,f;), each consumer’s consumption
should not exceed d; at #;. If a consumer’s consumption is not higher than d;, the consumption
would not be detected. The sum of the electricity requirement below the threshold is denoted
as P<g4, where P<g, = Z}fgo mf(m). From assumption (6), consumers whose consumption is
higher than d; will reduce their consumption to d; at #;. This group of consumers is referred
to be as obedient consumers. The total consumption above d; at #; is denoted by P-4, where
Pog = d; Z;;OL di f(m). From the above, the overall consumption during the power shortage
d

go mf(m)+d; ¥  f(m) < G;, which is an inequality.

is given by: Pg, = P<g, +P-g, = ZL m>|d;|

m
The only unknown variable, d; can be derived.

To further illustrate the consumption model, it uses a power shortage within a specified time
interval as follows: The consumers’ original consumption and the power plants’ generation
curves are shown in Table[3.1] from which it can be seen that the renewable electricity genera-
tion decreases after 9:15 AM. The consumers’ electricity consumption is 7800Wh but the gen-

eration is only 6300Wh. Under the operation center’s instruction, the overall consumption dur-
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ing this interval should be less than the generation Pj,, < G;. Because f(m|m > 160Wh) < 1,
f(m) are negligible when m > 160Wh. The threshold value and electricity generation should
satisfy the inequality: 112(y%, 0S8 me ™ 4 g ylo | 058'me P Wiy < 6300Wh. The
unit of m is 10Wh. Based on this inequality, resulting d; is 72.4 Wh. It means that a consumer
whose electricity consumption is larger than 72.4Wh should reduce his consumption below
this value. Therefore the consumers reduce their requirements by 7800Wh-6300Wh=1500Wh
at 9:15 AM. From the earlier assumptions, consumers who postponed the consumption may
want to use their electricity in the next interval. Therefore the predicted consumption (the first
row of Table [3.1)) would be the sum of the current consumption (the second row of Table [3.1))
and the difference from the previous interval (the third row of Table 3.1). Although the gen-
eration is 860Wh larger than the original consumption at 9:45 AM, it has a carry forward of
9000Wh-6070Wh=2930Wh from the previous intervals, therefore it still experiences a power
shortage at 9:45 AM since the generation is still below the predicted consumption shown in row
four of Table[3.1] At 10:15 AM, the generation is 30Wh more than the predicted consumption,
thus there is no consumption threshold is required. From the example, it can be seen that the
power shortage is monitored with the instruction ({72.4, 59.8, 88.3, 77.1} Wh, 9:15 AM -
10:00 AM). The original electricity generation, original electricity consumption and predicted

electricity consumption are depicted in Figure[3.3]

Table 3.1: Profile of Example (Wh).

Time

Original Generation

Original Consumption

Electricity Difference

Predicted Consumption

Threshold Value
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3.3 Preliminaries

In this section, several necessary notation and assumptions for the thesis are listed. Some
standard notation and acronyms are defined in Table 3.2 and will be further explained in detail

in following subsections.

3.3.1 Bilinear Map

The bilinear map is called pairing because it associates pairs of elements from two groups to
yield an element of a third group, e.g., the bilinear map can be used to map a pair of points on
an elliptic curve [93]]. It is also used extensively in this paper. Hence a bilinear map is defined
as follows: Let p be a prime number of size k, G|, G, and G be three groups of order p. In
particular, G| and G, are two additive groups with an efficient computable isomorphism from
G to Gy. Gr is a multiplicative group. P; denotes a generator of G. P> denotes a generator

of G,. A function e : G; X G, — Gr is a bilinear map if it satisfies the following properties:
1. Bilinearity: e(aP;,bP;) = e(P,P,)® for all a,b € Z,, and P € Gy, P, € Gy,

2. Non-degeneracy: e¢(Py,P,) # 1, then e(Py, P,) is a generator of G.
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Table 3.2: Notation.

K security parameter, a random utary integer;
4 a prime number of size K;

G1, G,  two random cyclic additive groups of order p;

Gr a multiplicative group of order p;

7, aring of order p;

P a generator of Gy;

P a generator of Go;

e a bilinear map: ¢ : G| X Gy — Gr;

PK a non-interactive zero-knowledge proof;
H a collision resistant hash function.

3. Computability: e(P;, P») is efficiently computable, for all P, € Gy, P, € G».

3.3.2 Mathematical Assumptions
The mathematical assumptions in this thesis are defined in this subsection.

Definition 3.1 (Elliptic Curve Discrete Logarithm (ECDL) Assumption) There is no prob-
abilistic polynomial time (PPT) algorithm that can compute a number x from a tuple (xPy, Py),
where P, € Gy and x € Z;.

Definition 3.2 (Computational Diffie-Hellman (CDH) Assumption) There is no PPT algo-
rithm that can compute an element xPy from a tuple (Py,P,,xP,), where P; € G|, P, € G, and
X e Z;‘,.

Definition 3.3 (Decisional Diffie-Hellman (DDH) Assumption) There is no PPT algorithm
that can distinguish between a tuple (Py,aPy,bP,I") and a tuple (Py,aP;,bP,,abP;), where
P,I' € Gy anda,b € Z),

Definition 3.4 (¢-Strong Diffie-Hellman (¢-SDH) Assumption) There is no PPT algorithm

that can compute a pair (c, ﬁPl), where ¢ € Z, from a tuple (P1,Py,zPs,...,729P,), where
PeG,PeGyrandz e Z;
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3.4 Security Model

This section defines a security model to explain the security requirements in the proposed

conditionally anonymous authentication scheme.

3.4.1 Definition

The proposed demand-response scheme is based on a conditionally anonymous authentication

scheme. The conditionally anonymous authentication is defined as follows:

Definition 3.5 (Conditionally Anonymous Authentication) The framework of the condition-
ally anonymous authentication scheme is a tuple of probabilistic polynomial time algorithms

below:

e Setup: On the input of a parameter x, the setup algorithm creates the operation center’s

secret key gsk and public key gpk:
(gsk, gpk) < Setup(k);
e Joininggsy: Input the public system parameters and the parameter k, each smart meter,

whose identity is ID ;, employs the joininggsy algorithm to generate its secret key sk ; and

a commitment spk;; for itself.
(skj, spk;) < Joingm (%, gpk), where j =1,...,¢;
e Joiningoc: In the joiningpc algorithm, the operation center checks the above identity
ID; and authorizes the above smart meter’s public key:
pk; < Joinoc(gsk, gpk, spk;, ID;), where j =1,...,q;

e Generation: The report generation algorithm signs a message m and generates a sig-

nature ¢ anonymously with the public system parameters gpk and ID;’s key pair (sk;,
pk;):
(m, o) < Generate(m, gpk, sk;, pk;), where j =1,...,¢;

e Reading: The report reading algorithm determines whether an anonymous signature
(m, o) is valid:

d < Read(m, o, gpk), where d € {Valid, Invalid};
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e Instruction: The instruction generation algorithm signs a message m’ with the operation

center’s key pair (gsk, gpk):

(m',0’) < Imstruct(m’, gsk, gpk);

o Identification: The identification protocol disavows that the signature o is from a con-
crete smart meter ID;, where Invalid means that the process of the protocol is invalid;
True means that the smart meter is not the source of the signature; False means that the

smart meter is the source of the signature:

d < Identify(m, o, gpk, pk;), where d € {Invalid, True, False}.

3.4.2 Security Requirements

Because the operation center traces disobedient consumers according to their consumption re-
ports, some consumers might try to send fake usage reports to misinform the operation center.
It is necessary to create a scheme to ensure security of the electricity infrastructure while guar-
anteeing the obedient consumers’ anonymity in the Smart Grid. The following features, which

will be discussed in detail in Section[3.6] are required.

1. Integrity: The operation center is able to check if the consumption data really origi-
nates from legitimate smart meters without unauthorized modification. Table |1{ denotes
the formal experiment. The oracle Og manages and executes the report generation algo-
rithm Generate, and returns a valid signature. The oracle O; manages and executes the
identification protocol Identify, and determines whether a report is valid. The oracle Oy

manages hash functions of the scheme, and outputs a value for any input.

Definition 3.6 (Integrity) A scheme ensures data integrity, if for any probabilistic poly-
nomial time algorithm A, the probability that the experiment shown in Table|l|returns 1
is negligible.

(a) A challenger € runs the setup and the joining protocols, generates the operation
center and smart meters’ key pairs, and returns their public keys to the algorithm
A.

(b) A can make a polynomial number of queries to the oracles Og, O and Oy. L is the

set of outputs from Og.

(c) A outputs a signature o* for message m*.
Y g g
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Algorithm 1 Experiment on Integrity.

Experiment Integrity 4 (k)
(gsk, gpk) < Setup(k)
{(sk;, spk;)« Joingpm (x, gpk)|1 < j < ¢}
{pk; < Joinoc(gsk, gpk,spk;, ID;)[1 < j<gq}
(m*,0%) < AppmesteC ) (apk, {pkj[1 < j < q})
L={(m;,0)|1 <i<n}
return 1, if
((m*,0*) ¢ L) and
(Read(m*, o, gpk)=Valid)

(d) A returns 1 if the report (c*,m*) does not belong to L, and the reading algorithm

returns Valid for the input (m*, ™).

2. Privacy: No one can identify the real identity of an honest smart meter only using the
signature. For checking privacy, it provides the adversary with the oracles Oj,, and
Oq. If the oracle Oy, is queried with a corrupt smart meter’s identity, it returns the
smart meter’s secret key sk;; otherwise, it simulates the joiningsy algorithm Joingy,
and returns the smart meter’s commitment. The oracle Oq is described in Table [2l The
adversary inputs two random identities ID, and ID;,. The challenger takes he {0,1},
and executes the report generation algorithm, generates and returns a report (m, o) using

sk, and pk;;.

Definition 3.7 (Privacy) A scheme ensures privacy preservation, if for any probabilis-
tic polynomial time algorithm A, the probability that the experiment shown in Table
returns 1 is negligibly close to 1/2.

Algorithm 2 Query Oracle.
Oq(b, gpk,ID;,, ID;,)

10

if b ¢ {0,1}
return Null

else
return (m, o) < Generate(m, gpk, sk;,, pk;,)
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(a) A challenger C runs the setup algorithm, generates the operation center’s key pair

(gsk, gpk) and returns the key pair to the algorithm A.
(b) A can make a polynomial number of queries to the oracles Oq, Ojg,,, O and Oy.

(c) In the challenging phase, A picks two uncorrupted smart meters IDj, ID] and a
message m*, where neither (IDj, m*) nor (ID},m*) was queried. Then A receives
a challenging signature using m* and ID}’s key pair, where bhe{o,1}.

(d) A outputs a guess d € {0,1}.

(e) A returns 1, if @ = b.

Algorithm 3 Experiment on Privacy.
Experiment Privacy 4 (k)

b+ {0,1}
(gsk, gpk) < Setup(x)
~ Joingp (+,-),Generate(-,-,-,)

Identify(-,-,4,-)7Query(£’.7.7.)(gSk’ gpk)

return 1, if (4@ =b)

3. Traceability: According to the consumption data, the anonymity of disobedient con-
sumers must be compulsorily revocable in the Smart Grid. In order to check traceability,
it introduces the oracle Ojy,.. The oracle Oy, simulates the joiningoc algorithm Joinoc,
and returns the smart meter’s public key.

Definition 3.8 (Traceability) A scheme ensures traceability, if for any probabilistic poly-

nomial time algorithm A, the probability that the experiment shown in Table 4| returns 1
is negligible.

(a) A challenger C runs the setup algorithm, generates the operation center’s key pair
and returns the operation center’s public key to A. Then, € runs Joininggy algo-
rithm, generates smart meters’ key pairs and returns the outputs to A.

(b) A can make a polynomial number of queries to the oracles Oy, Og and Oy. L' is
the set of outputs from the oracle Oj,...

(¢) A outputs a signature o* for a message m”*.

(d) A returns 1 if the reading algorithm returns valid for the input (m*,c*). At the
same time, the report (m*,6*) cannot be linked to any public key from the list L’

by the identification protocol.
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Algorithm 4 Experiment on Traceability.

Experiment Traceability 4 (k)
(gsk, gpk) < Setup(x)
{(skj, spkj)« Joingm(x, gpk)| 1 < j < g—1}
. s . Joinoc (gsk, - :

(m*,6", {pk; | 1< j < g —1}) < Aguoct®d(gpk, {skj, spkj | 1< j<q—1})
L= {pk;[1<j<q—1)
return 1, if

(Read(m*, o*, gpk)=Valid) and

(V pk; € L' Identify(m*, 6*, gpk, pk;)=False)

4. Non-frameability: No one can produce an illegitimate signature to frame a legitimate
consumer. Even if the operation center and all other smart meters collude with each
other, they cannot produce a valid illegitimate signature that can be linked to an obedient

smart meter.

Definition 3.9 (Non-frameability) A scheme ensures non-frameability, if for any prob-
abilistic polynomial time algorithm A, the probability that the experiment shown in Table
B returns 1 is negligible.

(a) A challneger C runs the setup algorithm, generates the operation center’s key pair

(gsk, gpk) and returns the key pair to A.

(b) A can make a polynomial number of queries to the oracles Oy, Og and Or. L is

the outputs from the oracle Og.

(c) A outputs a signature ¢* for a message m* and sets of smart meters’ public keys

L= {pk;|1<j<qg—1}

(d) A returns 1 if the report (m*,6*) does not belong to the list L, the report (m*, ™)

passes the reading algorithms, and the report can be linked to a public key in L'.

3.4.3 Zero-Knowledge Proof

The ZKP was firstly proposed by Goldwasser et al. [94]. The demand-response scheme ex-
tensively employs the non-interactive zero-knowledge proof protocol [75]. The purpose of

zero-knowledge proof protocols, denoted by PK {(x) : C = xP} [95]], is designed to help a
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Algorithm 5 Experiment on Non-frameability.

Experiment Non-frameability 4 (k)
(gsk, gpk) < Setup(1¥)
* . Joi ), G ety
(m*, 0%, {pk; | 1 < j < q}) 4 Apgunl MOS0 g5k, gpk)
L={(m,0) |1<i<n)
U= {pk;[1<j<q-1)
return 1, if
((m*,0") £ L);
(Read(m*, o™, gpk) = Valid) and
3 pky (Identify(m*, o™, gpk, sk, pkx) = True)

prover to convince a verifier that he holds some knowledge x, without leaking any informa-
tion about the knowledge during the verification process. The non-interactive zero-knowledge
proof protocol can be transformed into a signature scheme that is secure in the random oracle
model [75]].

3.4.4 The Forking Lemma

The forking lemma informally means that if an attacker can produce an illegitimate but valid
signature, two signatures can be produced to solve the ECDL assumption [96]].

Theorem 3.1 (Lemma 8 of [96)]) If an algorithm A whose input only consists of public data
and queries from the random oracles, can output a valid signature (m*,01,g,02) within time
bound nr, with probability € > Tn/2¥, where n is the number of queries to the random oracles,
there exsits anther probabilistic polynomial time algorithm A’ which has control over A and
produces two valid signatures (m*,01,g,0,) and (m*,01,¢',03) such that g # g in expected

time nly < l6nnrn/e.

3.5 Proposed Scheme

In this section, a detailed description of the demand-response program is given. It refers to two

main parts of the scheme:
1. Anonymous consumption reporting of smart meters to the operation center;

2. Demand-response part, where operation center correlates power requirement with sup-

ply.
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The scheme is described with the aid of Figure [3.4] During the anonymous report part,
the smart meters regularly send consumption reports to the operation center in an anonymized
way. Upon receiving the reports, the operation center confirms the validity of the reports. In the
demand-response part, if the operation center identifies that the power consumption is larger
than the possible production, it defines a threshold instruction (D, T,), where D, is a set of
consumption thresholds {dj,..,d,} and T, is a set of timestamps {1, ...,t,}. At#;(1 <i<n),
all consumers must curtail their power consumption below d;(1 < i < n). If a consumer whose
consumption is larger than the threshold in the predefined time period exists, the operation
center broadcasts an identification order (m*,#*). The smart meters validate the order from the
operation center and check it against the initial instructions for curtailment of consumption,
i.e. whether m* > d; at t* = #;. If the check holds, the smart meters produce disavowal proofs;
otherwise, the order is ignored. This procedure enables the operation center to identify disobe-
dient consumers without compromising the anonymity of obedient consumers. The demand-
response scheme includes the Setup, Report Generation and Report Reading algorithms as well
as the Joining, Instruction Generation and Identification protocols which are discussed in the

following subsections.

3.5.1 Setup

In the demand-response program, a concrete region is managed by a single operation center.
The number of smart meters is large enough for each consumer to cloak his usage behavior.
Each household or company is equipped with a smart meter in the Smart Grid system. The
identity of the smart meter can be linked to the corresponding consumer by the operation center.
Therefore, it is not discriminated between a consumer and his smart meter in the proposed
demand-response program. Both the operation center and the smart meters have calculation

abilities. The operation center executes the setup algorithm to generate its long term key pair:

1. Firstly, on input of x, the bilinear pairing instance generator returns a tuple (p,G,Go,
Gr, Z},e, Pi,P,) as defined in Subsectionm

2. Secondly, the operation center randomly chooses G,H,Q € G and an integer y € Z%,
and computes the part of public key By = YP5.

3. Thirdly, the operation center chooses collision resistant hash functions H;: {0,1}* —
Gl; j‘fz, g‘fID : {0, 1}* — Z;.
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4. Finally, the operation center retains its secret key v and publishes its public key (P, P>, G,
H,Q, Pp) and hash functions J(;, J(; and Hip.

3.5.2 Joining

The joining protocol is carried out between the operation center and each smart meter. The
smart meters are equipped with tamper-resistant black boxes [97, 98]. Each black box holds
a key pair (SK, PK). The operation center has access to the public key PK. Each black box
generates an internal private seed specific to itself. The seed is stored securely within the black
box and is never disclosed or changed, as the black box is assumed to be tamper-resistant.
In addition, a secure public key signature scheme, including a signing algorithm sig and a
verification algorithm ver, has been selected for a smart meter with key pair (SK, PK). Each
smart meter shows its real identity and produces its key pair during this protocol: At first, the
smart meter randomly generates an integer x € Z), as its secret key using its internal seed. Then,
the smart meter computes a commitment C on the value x: C = xP; and generates a signature
o = sig(C||ID). The smart meter sends C||ID as well as its signature o to the operation center.
The commitment C essentially binds the smart meter’s secret key x. Upon receiving C, the
operation center executes the verification algorithm to check the validity of the signature. If
ver(C||ID, o) = valid, the operation center computes the credential @ = Hp(ID), S = ﬁ (C+
Q) and sends the credential S to the smart meter. The smart meter confirms the correctness of
the credential by checking if the equation e(S, 0P, + Pyyp) = ¢(C + Q,P») holds. The smart

meter’s secret key is x, and its public key is (C,S, a).

3.5.3 Report Generation

In order to achieve a real-time usage report, a smart meter runs the report generation algorithm
to produce a legitimate signature as follows: Firstly, by using the knowledge of the secret key
x, the smart meter binds the usage data m and the timestamp ¢ with the element 7. The smart
meter computes a hash value yu = 3(;(m||t) and an element 7 = xu. The smart meter then
proves e(S,0Ps + Pyyp) = e(xPy + Q, P») and T = xp without showing the smart meter’s key
pair (S, a,x). The employed non-interactive zero-knowledge proof is illustrated in the zero-

knowledge proof:
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. €(S, oP +Ppub) = e(xP1 =+ Q,Pz)

PK JRA

The procedure of the proof is formally described below:
1. The smart meter randomly picks integers r, ko, k1, k2, k3 € Z,,.

2. In order to cloak its identity, the smart meter transforms its original credential S into a
temporary one U = S+rH, where r € 7, and hides r into R = rG. Then, the smart meter
generates M1, M,,N and V to blind r, o, x and S respectively: M| = k|G, M, = k,G — k3R,
N=kouandV = e(Py,P,)e(H, Py ) 1e(H,P)2e(U,Py) 5.

3. The smart meter calculates a hash value g = 3, (T||R||M, || M2||N||U ||V || m||t), and hides
the secret key x in sg,  in s; and the credential & in s, and s3. 59 = ko + gx, 51 = k| + g7,

§» = ko +grac and s3 = k3 + gor.

The smart meter shows that both the temporary credential and the element 7" correspond to the
same secret key x and credential o without leaking any information about them. Given two sig-
natures, it is impossible to determine whether they are produced by the same smart meter. Con-
sequently, anonymity is achieved. In the end, the smart meter outputs (7,R, U, g, 50, 51,52, 53,m,1)

as the signature.

3.5.4 Report Reading

After the receipt of the consumption report, the operation center checks the validity of the
timestamp. If it is valid, the operation center executes the report reading algorithm to check
whether the signature does prove the knowledge of the secret key x as well as the knowledge
of the valid credential S.

The operation center firstly computes the hash value p = H (m||¢) and the elements M| =
5s1G—gR, M} =5,G— 53R, N' =sou —gT and V' = e(Py, P»)"e(H, Pyuv)* e(Q, P»)%e(U, Pyup) 8
e(U,P,)"%3¢(H,P,)*. Next, the operation center confirms that g = H, (T || R||M || M5 ||N'||U ||V’
||ml|¢) holds with the hash value. If it holds, the operation center accepts the usage report;

otherwise, the operation center rejects it.
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3.5.5 Instruction Generation

Once the operation center finds that the anticipated power consumption is larger than the pro-
duction, it executes the instruction generation protocol to inform the consumers to decrease
their consumption.

The operation center firstly defines the instruction (D,,T,). If a consumer’s electricity
consumption is above the defined threshold d; € D,,, the consumption must be reduced below
d; at t; € T,. The operation center then generates a valid signature to prove its identity. It
randomly picks ks € Z7, computes W = k4Ps, f = Hao(D,||T,||W||t) and s4 = ks — fy. The
operation center broadcasts the instruction and the signature (D, T,,, 54, f, ) to all smart meters.

Upon receiving the usage instructions, a smart meter checks whether the timestamp and
the instruction are valid and its usage satisfies the instruction. It computes W' = fPyyp, + 4P,
checks whether f = H,(D,||T,||W'||t) and its usage m > d;. If they hold, the smart meter
must reduce their power consumption under d;; otherwise, it just ignores the instruction and

signature.

3.5.6 Identification

After the instruction generation, if the operation center still finds that there exists a valid re-
port (m*,t*), where m* > d; and t* = t;, it executes the identification protocol to identify the
disobedient consumer.

The operation center produces a valid identification order which includes the disobedient
consumer’s report (m*,t*), a timestamp #, and the operation center’s proof. The operation
center randomly picks ks € Z3, and computes X = ksP», [ = Fo(m™*|| X ||t*||t), s5 = ks — 7.
Then, the operation center broadcasts the identification order (m*,t*,1,ss,1) to all smart meters.

After receiving the identification order, a smart meter computes X' = [Pyup + 5P and
checks whether I = H,(m*||X’||t*[|t), m* > d; and t* = ;. If they do not hold, the smart me-
ter ignores the order; otherwise, the smart meter generates a disavowal proof. It computes a
hash value y = 3, (m*||t*) and T’ = xu, randomly picks ks € Z7, and computes A = k¢P; and
B = ket to blind x. The smart meter computes another hash value & = 30, (m*||T'||A||B||C||t*)
and hides the secret key x in s¢ = k¢ — hx. The smart meter sends the proof (ID;, 7", ¢, h,1*) to
the operation center.

Upon receiving of the proof, the operation center checks the validity of the proof. It com-

putes A’ = 5Py +hC and B’ = squ + hT’. The operation center accesses the public key C of
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ID; and checks whether h = JH,(m*||T'||A’||B'||C||¢*) holds. If it holds and T # T", the op-
eration center can determine that the smart meter does not belong to a disobedient consumer;

otherwise, the operation center can determine that ID; is a disobedient consumer.

3.6 Security Analysis

A mandatory incentive-based demand-response program is proposed based on a conditionally
anonymous authentication scheme in this chapter. In this section, the security analysis of the
proposed demand-response program (or the conditionally anonymous authentication scheme)
is stated. Regarding the security requirements proposed in Subsection [3.4.2] the following

theorem is proved.

Theorem 3.2 The demand-response program satisfies the security requirements stated in Sub-
section if the ECDL, DDH and q-SDH assumptions hold in (G, G,).

To prove Theorem [3.2] the analysis is divided into four lemmas: privacy, non-frameability,

traceability, and unforgeability.

3.6.1 Privacy

Lemma 3.1 The proposed demand-response program satisfies Definition if the DDH as-

sumption holds in G| using the random oracle model.

PROOF If there exists a probabilistic polynomial time algorithm A that has a non-negligible
advantage in winning the privacy game, another probabilistic polynomial time algorithm A’,
which can break the DDH assumption, can be constructed. An instance of the DDH assumption
is (Py,aP;,cP;,T'), where a,c € Z; and P;,I" € G;. Its task is to determine whether acP; =T

The algorithm A’ is constructed as follows:

1. A’ initializes the lists of data structure Lip, L,L, and L to be empty. The lists Lip, L;
and L, store the outputs of the oracles Oy, Og¢, and Oy, , respectively. The list L stores
the signature tuples {(m;,0;) | 1 <i <n} of the oracle Og.

2. A’ sets the target uncorrupted smart meter by ID;.

3. According to the setup algorithm, A’ generates the key pair (gsk=y, gpk= (P;,P,,G,H,
Q, Pyp)) for the operation center, and forwards (gsk, gpk) to A. It means that A has the
secret knowledge of the operation center.
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4. A’ simulates oracles as follows:

(a)

(b)

(©

(d)

(e

()

(@

For all queries to the oracle Og¢,, with ID;, A’ checks whether ID ;j 1s in the list Lip.
If it exists, A’ outputs the existing data; otherwise, A’ randomly picks an integer
@, where (o; € Z,) A (@ ¢ Lip), inserts (IDj, ;) into the list Lip, and returns o;
as the hash value.
When A queries the oracle Oy, with a; from the list Lip, if the query related to
ID;, A’ outputs C; = cPy; otherwise, A’ randomly picks an integer x; € Zy. It
ID; is a corrupt smart meter, it outputs x;. If ID; is an uncorrupted smart meter, it
outputs C; = x;P;.
For all queries to the oracle Oy, with the message m;, A’ checks whether m; is in
the list L. If it exists, A’ outputs the existing data; otherwise, A’ randomly picks
an integer y;, where (y; € Z}*,) A (y; ¢ Ly), inserts (m;,y;,y;aPy) into the list L;, and
returns y;aP] as the hash value.
For all queries to the oracle O3, with the message m;, A’ checks whether the mes-
sage m; is in the list L,. If it exists, A’ outputs the existing data; otherwise, A’
randomly picks an integer g;, where (g; € Z,) A (gi ¢ L2), inserts (m;, g;) into the
list L,, and returns g; as the hash value.
When A queries the oracle Og with the message m;, hash value g; and identity
ID,, if j # 1, A’ simulates the generation algorithm with the hash values from
Ly and L,, the secret key x; and the public key C; from the oracle Oy, ; other-
wise, A’ simulates the non-interactive zero-knowledge proof. It randomly chooses
F,80,51,82,83 € Z*%, sets § = ﬁ(cPl + Q), computes o;: T = cy;aP, U =S+ rH,
V = e(P,P,)"e(H,Pyp)" e(H,P)2e(U,Py) ™ e(Q,Poub)%e(U,Poup) %, R = rG,
M, = 51G — giR, M, = 5,G — s3R, N = —g;T + sol, and outputs the signature
o; = (T,R,U,gi,s0,51,52,53). A’ inserts (m;, ID, 0;) into L.
When A queries the oracle Og with a message m; and two smart meters IDj and
ID}, where (m;,ID}) U (m;,ID*) € L, A’ randomly picks b € {0,1}. A’ sets S =
1

H—aﬂ(xl;Pl + Q), and produces the signature (m;, ;) according to the oracle Og. A’

returns the signature.

When A queries the oracle Oy with the hash value g; € Lo, identity ID; and usage
report (m;,0;), if j # 0, A’ simulates the identification protocol with the outputs
from the oracle Oy, ; otherwise, A’ takes an integer s’ € Z%, computes A = s'P; +
8iCj, B=g;T +s'y;aP,. Finally, A’ returns the proof (m;,T,s',A,B).

5. At the challenging phase, A submits a message m* and two uncorrupted smart meters
(ID;;, IDY}), where (m;,ID;) and (m;,ID}) are different from all outputs from L.
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(a) If both (ID§ # ID;) and (ID} #ID; ), A’ outputs failure and terminates the game.

(b) A’ randomly picks b € {0,1}. If ID; =IDy, A’ sets I' = acPy, computes 7 = y*T’
=acy*P, = cl, and R,U,sy,s1,52,53 as computed in the oracle Og, where u =
y*aP; is the output from L;. If ID}; #IDy, A’ sets xli;aPl as I', where xz is IDZ’S
secret key, computes T = y*I" = x}; U, and outputs the challenging signature ¢* as

the generation algorithm.

(c) A finally outputs 4. If 4 = b, then A’ outputs 1. Otherwise, A’ outputs 0.

6. Here, it neglects the probability that ID; ¢ {ID;, ID}}. If ID; € {ID{, ID}}, the success
probability of A is % + €. It implies that the success probability of the A’ is also % +e.
According to above analysis, if € is not negligible and A breaks the privacy game, A’
can solve the DDH problem.

g

3.6.2 Non-frameability

Lemma 3.2 The proposed demand-response program satisfies Definition [3.9if the ECDL as-

sumption holds in G| using the random oracle model.

PROOF If there exists a probabilistic polynomial time algorithm A that has non-negligible
advantage in winning the non-frameability game, another probabilistic polynomial time algo-
rithm A’, which can break the ECDL assumption, can be constructed. An instance of the ECDL
assumption is (Py,C), where x € Z;‘,, Py € Gy and C = xP;. Its task is to output x.

The algorithm A’ is constructed as follows:

1. A’ initializes the lists of data structure Lip,L;,L; and L to be empty. The lists Lip, Ly, L,
store the outputs of the oracles Og,,, Og¢, and Og,, respectively. The list L stores the
signature tuples {(m;,0;) | 1 <i < n} of the oracle Og.

2. A’ chooses k, where 1 <k < gq.

3. According to the setup algorithm, A’ generates the key pair (gsk, gpk) for the operation
center and forwards it to A. It means that A has the secret knowledge of the operation

center.
4. A’ simulates oracles as follows:

(a) For all queries to the oracles Og¢,,, Og¢, or Og,, A’ answers the queries as Lemma

B.1
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(b) For all queries to the oracle Oy, with a smart meter ID}, if it is related to IDy, A’
replies C; otherwise, it randomly chooses x;. If it is a corrupt smart meter, it replies

replies x;. If it is an uncorrupted smart meter, it replies x;P;.

(c) With the outputs of the lists L;, L, and the oracle Oj,,, A queries the oracle Og.
For the oracle Og queries not related to IDy, A’ simulates the generation algorithm
with the hash values from L; and L,, the secret key x;, and outputs the result. For
the oracle Og queries related to IDy, A’ answers the T = xy;P; = y;C and the zero-
knowledge proof part similar to Lemma|[3.1]

(d) For all queries to the oracle Oy, A’ answers the queries as Lemma

5. Finally, if A outputs a report (m*, c*), where the signature 6* = (T*,R*,U*, 8", 5,57, 53,
s3), (m*,0*) ¢ L but it is valid and linked to pky, A’ rewinds the zero-knowledge proof
according to the Theorem and obtains another report (m*,c™), where kj; = k" and

*

oI .
g* # g*. A’ can obtain x; = ;27;9* from the equations s§ = k{j + g*xx and s = k" + 8" xx

as the solution of the ECDL assumption.

O

3.6.3 Traceability

Lemma 3.3 The proposed demand-response program satisfies Definition|3.8|if the ECDL and
q-SDH assumptions hold in (G, G;) using the random oracle model.

PROOF The confirmation protocol includes two parts, the original signature and the confirma-
tion proof.

Firstly, it can be proved that the adversary cannot generate a fake confirmation proof that
can pass the confirmation protocol. For breaking the traceability game, the adversary should
generate a signature 7" which is different to the original signature 7. If A can generate a fake
proof which can pass the confirmation protocol, according to Theorem A’ can generate
two proofs m,T,A,B and m,T*,A*, B*, where A = A* and B = B*. Therefore, it obtains two

equations:
sPL+hC =s"P+h"C 3.1

wrh = T (3.2)

If h # h*, according to Equation the DL assumption (C = xP;, P;) is directly solved.
A’ obtains x = ;l:h‘ because (h—h*)C = (s* —5)P;.
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If h = h*, A’ can get s = s* from Equation[3.1] and s # s* from Equation[3.2] which means
two equations are conflict with each other. In conclusion, the adversary cannot generate a fake
proof to disavow his signature.

Secondly, if there exists a probabilistic polynomial time algorithm A that generates a fake
signature and passes the the reading algorithm, another probabilistic polynomial time algo-
rithm A’, which can break the g-SDH assumption, can be constructed. An instance of the g-
SDH assumption is (y(P'),P’,zP',...,z7P"), where P’ € G, and z € Z%, and v is a computable
isomorphism from G, to G;. Its task is to output the pair (c, ZJ%C y(P)).

The algorithm A’ is constructed as follows:

1. A’ initializes the data structures to be empty as in the proof of Lemma

2. A’ simulates the setup algorithm. It picks 8 € Z*, sets f(z) = Hg;i (z+aj)= Z‘J].;é u;z/,
Py=f(R)P' =L guz P, P = y(Py), Q= Bf(R)W(P') = BL!gu;z/ w(P') and Py =
P =zf(2)P' = Z’;;(l) u ij +1P', and forwards the public key (P, P, Poub, Q) to A.

3. A’ generates a set of random integers {x; | 1 < j < g — 1} € Z, computes C; = x;P| =
xjf(z)y(P’) for all x;, and forwards all pairs (x;,C;) to A. It means that A has the secret

information of a set of SMs.

4. A’ simulates oracles as follows:

(a) A’ generates a set of random elements {a; | 1 < j<g—1} € Z,, as the outputs of
the oracle Oy, for each ID; as depicted in the proof of Lemma

(b) If A queries the oracle Oj,. with a set of identities {ID; | 1 < j <g—1}, A’
computes S; = ﬁa/_(C i+0)= WIV(P’ ), inserts (ID;,S;) to L' and returns
S as the output for ID;.

(c) If A queries the oracle Og with the message m; and identity ID;, A’ simulates the
oracle as the generation algorithm as if the key pair obtained from the oracle Oy,
for ID;.

5. In the end, A generates the report (m*,0*). A’ checks the report. If the report (m*,c*)
can pass the verification algorithm and for each smart meter ID;, where 1 < j <g—1,
Identify(m*, 0", gpk, sk;, pk;)=False, it imples S* = - +la* (x*P; + Q) holds accord-
ing to the correctness of zero-knowledge proof. A’ extracts §* = —L_(x*f(z)w(P") +

z+o*
Bf(2)w(P)).

6. There are two cases according to whether a* € {oy, ..., 01 }:
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e In the first case, there exists o € {aj | 1 < j <g—1}, where o = o™ but S # S*.
With probability q%, A’ computes Sy — §* = —L(x;P; —x*P;). Therefore z is

4o

computable, z = (x; —x*)P; (S —S*)~! — a*. A’ outputs (¥, - y(P')) as the

?ztar

answer and solves the g-SDH problem.

e In the second case, a* ¢ {o; | 1 < j < g—1}. Suppose a(z) is a polynomial of de-
gree ¢—2, and f(z) = (z+o*)a(z) +b, where a(z) = Zz;g viZk. Because a* ¢ {a; |
1<j<g—1},b#0. A computes ﬁ(S* —a(z)(x*+B)y(P)) = Z+1a* y(P).
Therefore, - +1a* y(P') is computable, and ¢ = a*. A’ outputs (o, W(S* -

a(z)(x*+ B)y(P'))) as the answer and solves the g-SDH problem.

O

3.6.4 Integrity

Lemma 3.4 The proposed demand-response program satisfies Definition if it satisfies the

non-frameability game and the traceability game.

PROOF Suppose there exists an algorithm A which can win the integrity game with non-
negligible probability. Another algorithm A’, which can win the non-frameability or trace-
ability game, can be constructed.

The probabilistic polynomial time algorithm A’ is constructed as follows:

1. A’ initializes the list of data structure L to be empty. The list L stores the signature tuples
{(mj,0:) | 1 <i<n} of the oracle Og.

2. A’ generates the operation center’s key pair, according to the setup algorithm.
3. According to the operation center’s public key gpk, A’ generates smart meters’ key pairs.
4. A’ forwards the public parameters gpk and {pk; | 1 < j < g} to A.

5. For all queries to the oracle Og with the message m; and a smart meter’s public key
pkj, A’ uses the key pair (sk;, pk;) to generate the signature o; according to the signing
algorithm, and inserts the report (m;, 0;) into the list L.

e In the first case, there exists a legitimate public key pky € {pk; | 1 < j < g}, such that
True=Identify(m*, 6", gpk, pky).

— If A submits a forgery signature o* for message m*, o* is valid, and True=Identify

(m*,0*, gpk, pky), A’ outputs 6* as the result and wins the non-frameability game.
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e In the second case, for all ID;, False=Identify(m*, ™", gpk, pk;).

1. If A submits a forgery signature o* for a message m*, where o™ is valid, and for
all ID; € L, False=Identify(m*,c*, gpk, pk;), A’ outputs the signature c* as the
result and wins the traceability game.

g

3.6.5 Comparison

From the security analysis, it can be seen that the proposed demand-response program satisfies
all security requirements of Subsection Moreover, the proposed scheme is compared to
previous arts that are described in Section Comparison results are depicted in Table
where privacy is denoted by Priva.; non-frameability is denoted by Non-fra.; traceability is
denoted by Trace.; and data integrity is denoted by Integ..

The description of the privacy preserving Smart Grid schemes has been described in Section
[2.2] Table[3.3|only compares security functionalities of Subsection [3.4.2]and briefly discusses
the reasons. In the secure and concealed aggregation model based schemes, privacy of aggre-
gation schemes depend on a trusted third party, which colludes with the operation center to
link smart meters to their consumption data. The operation center does not know individuals’
consumption so it cannot identify obedient consumers according to the ciphertext.

In the noisy aggregation model based scheme, the noise are added randomly. Therefore,
any other party, including the operation center, cannot expose consumers’ real consumption.
However, this also limits the traceability.

Traceability of pseudonym model based schemes is also based on a trusted authority.
Therefore, obedient consumers’ consumption data can be linked to their sources. Besides that,
consumers’ real identities are encrypted by the trusted authority. The trusted authority is also
able to produce fake identities to frame a consumer.

Since anonymous authentication model based schemes provide unconditional anonymity,

disobedient consumers cannot be identified in those schemes.

3.7 Performance Analysis

In this section, first the signature sizes are discussed. Second, the computational evaluations

are described. Third, the comparison of the demand-response program to other schemes is
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Table 3.3: Comparison of Functionalities.

Non-fra.

Secure Aggregation

Concealed Aggregation

Noisy Aggregation

Pseudonym

Anonymity Authentication

Proposed Scheme

evaluated.

3.7.1 Communication Overhead

First, the communication overhead of usage data reports, in which the smart meters generate
their usage reports and deliver them to the operation center, are analyzed. The usage report
is in the form of m||T||R||U/||g||solls1||s2||s3]|z for a smart meter and its size is |m|+ 3|G| +

51Z;) + |t

, where |m|,|G/,|Zj,| and [¢| are the lengths of the usage data, the length of element
from Gy, the length of element from Zj, and the length of timestamp, respectively. Second, the
communication overhead of the demand-response part, which includes instruction generation
and identification parts, is assessed. If the operation center finds that the power consumption is
too large to provide, it will generate the power usage instruction in the form of my, ||, ||s4 || f||z-
The size of that is |m,|+2|Z}| + |2¢|. If the operation center finds there exists a smart meter,
who does not follow the instruction, it will broadcast the identifying order to all smart meters.
The form of the order is m*||t*||{||ss||t, whose size is [m*|+2|Z}| +2|t|. The form of each

smart meter’s proof is ID||T"||se||4]|*. Tts size is [ID|+|G| +2|Zy| + [¢].
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Table 3.4: Computational Performance.

Party Computational cost Mean Devia.  Inter.
Setup ocC 4G, + Gy, 3748 ms 0.69ms 0.33 ms
Joining ocC Gn 376 ms  0.32ms 0.17ms

SM 2G, +2Gy, 18.74ms 0.35ms 0.17 ms

Report Gene. SM G, +3G.+8Gy, 31.00ms 0.68ms 0.32 ms

Report Read. OC 2G,+4G,.+8G, 48.18 ms 041 ms 0.19 ms

Ins. Gene. OoC Gn 335ms 0.13ms 0.06 ms
SM 2G,, 457ms 0.10ms 0.05 ms
Identification OC 5G,, 11.02ms 0.13ms 0.06 ms
SM 5G, 12.04 ms 0.10ms 0.05 ms

3.7.2 Computational Complexity

Compared with exponentiation G,, multiplication G,, and pairing evaluations G,, the over-
heads of hash evaluations and arithmetic operation are very small [99]. Therefore, only G,,
G, and G, are analyzed. Some bilinear pairings operations are fixed and can be calculated in
advance. For example, the operation center can calculate e(P;, P») in the setup algorithm and
set it as the public key. The computational cost is presented in Table

Based on the computational cost, the scheme is emulated on a Ubuntu 12.04 virtual oper-
ating system with an Intel Core 15-4300U dual core @ 2.60 GHz CPU, using one core and 1
GB of RAM. All results were obtained by running 20 test repetitions for each algorithm and
consumer numbers. The simulation utilizes PBC cryptography libraries [99], which is a free
C library that performs the required mathematical operations underlying pairing-based cryp-
tosystems. To achieve 80-bit security level, similar to existing works [40], the length of G is
set to be 161 bits and p to be 160 bits. In this simulation, the communication overhead and
delay between the operation center and smart meters is neglected. The simulation results are
presented in Table[3.4] where Devia. stands for the standard deviation and Inter. stands for the

95% confidence interval.
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3.7.3 Comparison

Based on the computational performance of the proposed demand-response program described
in Subsection[3.7.2] the variation of computational time and communication overhead for each
usage report in terms of the number of smart meters among the proposed demand-response pro-
gram (PDR), conditionally anonymous ring signature (CRS) [24] and deniable ring signature
(DRS) [23] are compared. CRS and DRS both provide similar security properties. In order to
achieve more accurate simulation environment, different Ubuntu virtual machines are used to
simulate the smart meter and the operation center. The smart meter is simulated on a device
with 798 MHz CPU and 256 MB RAM, which is not significantly different from a real smart
meter. The operation center is simulated on the device with 2.60 GHz CPU and 1GB RAM.
However, it is still assumed that the computational capability from the operation center side is
unlimited. The comparison results are depicted in Figure [3.5] and [3.6] respectively. The 95%
confidence intervals are not visible in both figures. The mean interval sizes for Figure [3.5] are:
PDR 1.01, CRS 0.63, and DRS 0.97. For Figure the mean 95% confidence interval sizes
are: PDR 0.36, CRS 0.33, and DRS 0.33. It can be shown the computational costs for a smart
meter and the operation center are constant in the PDR during the anonymous consumption
reporting part. Whereas, the computational cost for a smart meter and the operation center are
G,+4G,+ Gy, and (4g—1)G, in the CRS and 2G, + 3G, + ¢G,, and 4¢G, in the DRS, where
q is the number of the smart meters in the system. According to the comparison, it is concluded
that the PDR has significant advantages over CRS and DRS in terms of computational cost for
Smart Grid systems.

Next, the signature sizes among the PDR, CRS, and DRS, whose signature sizes are 1283
bits, 161g + 804 bits and 481¢g + 161 bits respectively, are compared. According to Figure [3.7]
the proposed demand-response program reduces the communication overhead in comparison
to CRS and DRS.

According to the analysis above, it can be seen that one of the highlights of the proposed
demand-response program is that the communication overhead and computation complexity
are constant. In the CRS [24]], the traceability is based on the Gap-DL assumption. A smart
meter must use other peer smart meters’ public keys to cloak its identity. This requires that
the smart meter calculates the signature for all smart meters’ public keys. The traceability of
the proposed demand-response program is based on the g-SDH assumption. The smart meter

produces its commitment. Then, the operation center produces the credential to authorize the

60



Time [ms]

Time [ms]

1800

°
1500 | °
°
1200 | o
.
. .
900 |- .
e .
° .
600 | .
b .
° .
300 | .
]
A A A A A A A A A A
0 | | | | | | | | | |
0 4 8 12 16 20 24 28 32 36 40

Number of consumers

4+ PDR ¢+ CRS e DRS

Figure 3.5: Report Generation Computational Cost of the SM.
600 - °
500 -
400 .

300 |-

-0

200 | .

100 |-

A A A A A A A A A

| | | | |
0 4 8 12 16 20 24 28 32 36 40
Number of consumers

4 PDR ¢+ CRS e DRS

Figure 3.6: Report Reading Computational Cost of the OC.

61



20

| °
°
16 .
—_ °
E 12 - °
24
5 [ ]
50
5 81 3
—
°
4+ °
[ ]
2 A A A A A A A A A
0 | | | | | | | | | |
0 4 8 12 16 20 24 28 32 36 40

Number of consumers

~a PDR ¢+ CRS e DRS

Figure 3.7: SM to OC Communication Overhead.

commitment. The report generation part employs non-interaction zero-knowledge proof, which

cloaks the smart meter’s key pair.

3.8 Summary

In this chapter, a novel conditionally anonymous authentication scheme for demand response
management in Smart Grids was presented. It was shown that the scheme provides strong
anonymity and identification against privacy leaking and power overloading. A consumption
model is built to testify a threshold value can be found to vanish the gap between power con-
sumption and generation during power shortage time, where consumers’ power consumption
should be lower than the threshold value. Therefore the operation center is able to identify con-
sumers whose power consumption are contradictory to defined threshold during power short-
age. At the same time, no one is able to identify the real identities of obedient consumers. After
that, a security model formally defines the conditionally anonymous authentication scheme in
the random oracle model. The security analysis proves that the proposed scheme can achieve

privacy, non-frameability, traceability and integrity. From the performance analysis, a key high-
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light of the proposed scheme is its constant convergence time. Compared with the other two
conditionally anonymous ring signatures (CRS and DRS), the proposed scheme significantly

reduces the computational cost and improves communication efficiency.
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Chapter 4

Voluntary Incentive-Based
Demand-Response Scheme

Chapter [3|describes a mandatory incentive-based demand-response scheme, which is based on
a conditionally anonymous authentication scheme. Once a consumer’s usage data is larger than
the predefined threshold, his anonymity would be revoked. Therefore, disobedient consumers’
electricity usage information can be tracked. In a voluntary incentive-based demand-response
scheme, the operation center should identify obedient consumers and reply corresponding re-
wards. Consumption curtailment is voluntary for consumers. It is unfair for obedient con-
sumers if conditionally anonymous authentication schemes are used to track obedient con-
sumers and revoke their anonymity.

In this chapter, privacy preservation is studied in voluntary incentive-based demand-response
programs. Finally, a data aggregation scheme is constructed for voluntary incentive-based
demand-response programs in Smart Grids. In contrast to previous usage data aggregation
schemes, the proposed scheme does not only provide privacy preservation, but also supports
reward audits. At a time of grid instability, obedient consumers follow the instruction from
the operation center and are rewarded for their obedience. Both usage reports and proofs from
obedient consumers concerning their consumption are reported without revealing private infor-
mation.

The chapter is organized as follows: Sectionf4. T|introduces two existing voluntary incentive-
based demand-response programs and the necessity of data aggregation in those programs.
Section constructs a privacy preservation scheme based on conditionally anonymous au-

thentication scheme and discusses the limitations. According to those limitations, Section [4.3|
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focuses on the design of a network model to illustrate the demand-response program. Section
[.4] discusses the security model which is later on required for understanding of the proposed
scheme. In Section [4.5] the proposed scheme which features both confidentiality and reward
audit is explained, while Section shows what the scheme can achieve with a given security
requirements. Section [4.7] analyzes the developed scheme focusing on performance. Finally,

the conclusions are made in Section [4.8]

4.1 Motivational Background

In contrast to mandatory incentive-based demand-response programs, in this chapter, the main
focus lies on voluntary incentive-based demand response programs. Consumers report their us-
age data to the operation center periodically in the voluntary incentive-based demand-response
programs [9]. The operation center collects electricity generation and consumption information
from power plants and consumers. During the consumption and production imbalance, the op-
eration center defines an instruction and advises them to curtail their consumption. Consumers
can get rewards from the operation center if voluntarily follow the instruction and adjust their
consumption. This section introduces two most popular voluntary incentive-based demand-
response programs, EDRP (Emergency Demand Response Program) and DLC (Direct Load
Control).

4.1.1 Emergency Demand Response Programs

EDRP is open to load reduction and on-site generation and pays consumers for foregone energy
usage during system contingency. The consumers have the option, but not the obligation to
reduce their consumption. The level of the payment is typically specified beforehand. The
payments for energy saving may overcompensate for their load reductions. Service providers
are directly paid locational marginal pricing hours for its foregone energy consumption.

Types of EDRP notification are various, e.g., day-ahead advisory, in-day advisory, activa-
tion, immediate activation, extension of an event and early termination of an event [100]. The
email or messages specify the type of notification, duration of the curtailment and additional
information. Take day-ahead notice as an example. The operation center needs electricity

curtailment tomorrow from 10:00 to 11:30. Consumers should respond within one hour by
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logging into the NYISO (New York Independent System Operator) demand response informa-
tion system and entering the load reduction levels expected to be achieved on the system in
each zone.

The participants of EDRP include retail and consumers who can provide load reduction by
curtailing load or by shifting load when called up by the operation center during system contin-
gency. Some wholesale can also participate. NYISO categorizes wholesale market participants
into four classes: load-serving entities, individual retail consumer, curtailment consumer ag-
gregators and end consumers. PJM reported a maximum hourly reduction of 205 MW out of
1,619 MW of emergency demand response resource and 226 MW out of 2,210 MW of eco-
nomic resources. ISO-NE reported a total energy reduction of 66,251 MWh from 472 MW of

demand response resources enrolled in various programs [87]].

4.1.2 Direct Load Control

In contrast to EDRP, DLC using remote appliance controllers allows the operation center to
switch smart appliances off during emergency. Consumers’ smart appliances can be catego-
rized into different levels. The appliances of highest level are usually related to basic life that
cannot be interrupted. Consumers are equipped with a home display to interact with the op-
eration center to convey direct load control information. Consumers can get rewards from the
operation center for allowing him to control over certain level smart appliances. Appliances of
the higher level can be controlled, the more rewards consumers can get.

Compared to mandatory incentive-based demand-response programs, DLC has more flex-
ible strategy and wider suitability. The operation center usually need not too long to start the
control during emergency. According to the report [87], seventy percent of this increase is
attributable to investor-owned utilities’ demand-response programs. For residential customers,
DLC has the largest increase in reported potential peak reduction. For example, Baltimore Gas
and Electric reported a significant increase in its residential direct load control program, from
272 MW of potential peak reduction in 2010 to 763 MW in 2012. Florida continues to have a
large reported potential peak reduction, and Florida’s demand response capability is provided

primarily by operation center’s interruptible load and direct load control programs.

The success of the reward management highly depends on the consumers’ usage data. The

operation center requires enough information from the consumers’ side. However, consumers
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would like to share as little information as possible in order to preserve their privacy. Con-
sisting of usage data collection and reward manifestation, reward management [101] serves
to incite the obedient consumers. Besides the usage reports, the manifested reward of any
consumer may provide an additional clue to privacy adversaries. It is necessary to meet the
potential security requirements of Smart Grids [[102]], such as identity authentication, data in-
tegrity, traceability, privacy preservation and confidentiality. Encrypting the usage data, usu-
ally with homomorphic crypto-systems, privacy protection is essential to the privacy-sensitive
consumers. The trusted party has to validate all smart meters’ identities. Thus, a voluntary
incentive-based demand-response program with high computational efficiency is proposed for
Smart Grids. In the scheme, firstly, anonymity approach based privacy preservation scheme
is studied for voluntary demand-response programs. Its limitations are discussed. Based on
the limitations, a novel system model is designed. Secondly, an additive homomorphic en-
cryption algorithm [20] is improved for usage data aggregation. An off-line trusted third party
distributes the secret information in a secure and reliable way. A tamper-resistant black box is
embedded in each smart meter in order to securely store its secret information [98]]. The smart
meter reports the consumer’s usage data to the operation center. The operation center cannot
recover the individual usage report, but the aggregated usage report from all consumers. There-
fore, the consumer’s privacy is protected. Thirdly, this chapter constructs a batch-verification
signature scheme, which ensures the security of usage reports from smart meters. The novel
signature scheme allows a group of smart meters to periodically upload signed usage reports to
the operation cneter, such that the center is able to validate the reports together at each times-
tamp. The scheme removes time-consuming calculations. Extensive simulation demonstrates
that the constructed scheme is more efficient than existing schemes. Fourthly, the communi-
cation efficiency of network topologies is studied. An optimal aggregation tree topology is
constructed in order to reduce communication redundancy. The aggregation tree minimize the
aggregation time and realize the almost real-time power usage report during consumption re-
porting time. Performance analysis shows that the optimal aggregation tree outperforms other
network topologies. Finally, a novel security model, which is named as time-related random
oracle model is defined. The security analysis provide proofs to show that the scheme achieves
privacy preservation, confidentiality, identity authentication, data integrity and traceability in
the defined oracle model. Based on the proposed system model, homomorphic encryption

algorithm, signature scheme and optimal aggregation tree model, an aggregation scheme is
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constructed for voluntary incentive-based demand-response programs. The range proof is uti-
lized to achieve anonymous reward manifestation. Therefore, both the security and efficiency

are improved in Smart Grids.

4.2 A Privacy Preservation Scheme Based on Conditionally Anony-

mous Authentication Scheme

A conditionally anonymous authentication scheme is proposed for mandatory incentive-based
demand-response programs for Smart Grids in Chapter 3] It is not difficult to convert it to a

privacy preservation scheme for voluntary incentive-based demand-response programs.

4.2.1 Consumption and Security Model

Voluntary privacy preserving demand-response program shares the same network model with
the mandatory one described in Section[3.2] The only difference is that consumption reduction
is more flexible in the voluntary scheme than in the mandatory one. There are only two entities
in a Smart Grid system, the operation center (OC) and smart meters (SM). In contrast to the
threshold in mandatory scheme, the OC defines a reduction proportion. If a consumer follows
the consumption-related instructions and wants to get reward, he has to prove that the previous
anonymous consumption report is from him and the new consumption satisfies the requirement
of the instruction.

For the security model of voluntary privacy preserving demand-response program, the def-

initions of conditionally anonymous authentication is the same as Section [3.4]

4.2.2 Proposed Scheme
The voluntary incentive-based demand-response program consists of two main parts:
1. Anonymous consumption reporting of smart meters to the operation center;

2. Demand-response part, where the operation center correlates power requirement with

supply.

The first part of the scheme is the same as Section [3.5] In the demand-response part, if the
operation center identifies that the power consumption is larger than the generation, it defines a

threshold instruction (D,, T,,), where D,, is a set of curtailment rate {d\,..,d, } and T, is a set of
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timestamps {t1,...,t,}. Att; (1 <i<n), all consumers can curtail their power consumption to
larger than the rate d; (1 <i <n). If a consumer’s new consumption follows the instruction, his
smart meter produces a confirmation proof to prove his previous consumption data m is really

m—

mm" > d; at t;. This procedure enables the

from him, and his new consumption m; satisfies
operation center to identify obedient consumers. The conditionally anonymous authentication
scheme also consists of the Setup, Report Generation, Report Reading algorithms, as well as the
Joining, Instruction Generation and Identification protocols. Setup, Report Generation, Report
Reading algorithms and the Joining protocol are the same as the mandatory one depicted in
Subsection

4.2.2.1 Instruction Generation

Once the operation center finds that the energy consumption is larger than the production,
it executes the instruction generation protocol to advise some consumers to shut down their
appliances:

The operation center first defines the instruction (D, T,). The operation center then em-
ploys the Schnorr signature [85] to generate a valid signature to prove its identity: It randomly
picks k4 € Z%, computes W = kaPs, f = Ho(D,||T,||W||t) and s4 = kg — f7y. At last, the opera-
tion center broadcasts the instructions and the signature (D,, T, 4, f,1) to all smart meters.

Upon receiving the usage instructions, a smart meter checks whether the timestamp and the
instruction are valid. It computes W’ = fPyp, + s4P> , checks whether f = Fy(D,|| T,||W'||).
If they hold, the smart meter informs the consumer to shut down his appliances; otherwise, it

just ignores the instruction and signature.

4.2.2.2 Identification

Once smart meters receive the instruction from the operation center, if the consumers would
like to curtail their consumption by d;, they will execute the voluntary response protocol with
the operation center.

The smart meter should confirm that its current usage data m and the usage data m* satisfy
the demand at the timestamp ¢* € 7,,. The smart meter transforms his previous usage data
m* and timestamp ¢* € T; into a hash value u = 3 (m*||¢*), and hides its secret information
x into element 7’ = xu. The smart meter proves that it has the knowledge of x. The smart
meter randomly picks ks € Z%, and computes A = ksPy, B = ks, h = Ho(m*||T’||A||B||¢*),

s5 = ks — hx. The smart meter sends the proof (m,T’,h,ss, ID) to the operation center.
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Upon receiving the proof, the operation center confirms that the new usage report (m*, o*,
t*, ID) and the curtailment proof (m, T’, h, ss, t, ID) have the same secret information x. The
operation center computes A’ = ssP; + hC, B' = sspt + hT’ and o = H,(ID). The operation
center checks whether ' = H, (m*||T"||A’||B'||t*) and T = T’ hold. If they hold and mem* > d,
the operation center determines that the consumer curtailed his energy consumption, then sends

incentive payments to the consumer for his cooperation.

4.2.3 Discussion on the Anonymous Authentication Based Scheme

Same as the mandatory demand-response program in Section [3.4.2] the voluntary one can
also achieve privacy, non-frameability, traceability and integrity simultaneously. The security
proofs are also the same as security analysis in Subsection 3.6

Communication overhead and computational cost of the scheme are the same as them of
mandatory one, as described in Subsection [3.7|of performance analysis.

Compared to the mandatory demand-response program described in Section [3] condition-
ally anonymous authentication scheme can be applied in voluntary incentive-based demand-
response programs in a more flexible way. In the mandatory incentive-based demand-response
program, consumers have to curtail their consumption to a predefined level. The scheme dis-
criminates against those who have to use heavy power appliances, e.g., large households. In the
voluntary incentive-based demand-response program, power usage instruction is a reasonable
curtailment proportion instead of a fixed value.

Now, let us investigate the impact of the computational cost and communication overhead
in Smart Grids. As discussed in Chapter [2] real-time operation is one of the most important
features for load monitoring in demand-response programs. According to the IETF RFC 4594
Standard [97, [98]], the signaling delay value should be no more than 240 ms. From Table
however, it can be seen that the computational costs of an operation center and a smart
meter are 31ms and 48ms with a 2.60 GHz CPU and 1GB RAM device for each signature,
respectively. However, the computational cost of an operation center is increasing with the
number of smart meters in the system. Of course, the operation center’s computation capability
is usually powerful. The operation center’s computation capability is set 100 times more than
the simulation device. The communication delay exceeds the requirement if the number of
smart meters achieves 438 ms. At the same time, a more power device means more expensive.

Therefore, a more efficient privacy preserving scheme is required in Smart Grids.
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Another challenge in the proposed conditionally anonymous authentication based scheme
is that a consumer has to open the real sources of their consumption reports if he follows
the instruction and wants to get rewards from the operation center. Of course, the operation
center can identify obedient consumers only according to the new data, like in Chapter [3] but
it sacrifices the flexibility of the scheme. The possible privacy leakage poses a major barrier to

the adoption and long-term success of the commercial application of the new system.

4.3 System Model

In this section, a system model is designed to illustrate the communication among entities in
the Smart Grid.

4.3.1 Design Goal

According to the above analysis in Subsection[4.2.3] it can be seen efficiency performance and
security are two important requirements in Smart Grids. Under the aforementioned, a novel
secure and privacy preserving scheme is constructed for voluntary incentive-based demand-

response programs, which satisfy the following goals simultaneously:

1. Efficient Performance: The realization of the Smart Grid system requires meeting the
increasing challenges by the harnessing communication between the operation center
and smart meters. The communication enables a real time protocol that provides coordi-
nated monitoring and control capabilities. This involves processing vast number of data
transactions for analysis and automation. Due to the limited computation resources at
the consumers’ side, a high performance communication protocol capable of providing
fast intelligent local responses is required. The response coordinates with a high level

global analysis in order to prevent or contain rapidly evolving adverser events.

2. Security Requirements: According to the Electric Power Research Institute (EPRI),
one of the emergent requirements facing the smart grid development is related to cyber
security of systems. Cyber security and privacy is a critical issue due to the increasing
potential of cyber attacks and incidents against this critical sector as it becomes more
and more interconnected. Vulnerabilities might allow an attacker to penetrate a network,
gain access to control software, and alter load conditions to destabilize the grid in unpre-

dictable ways. As stated above, the security requirements should be achieved to resist
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Figure 4.1: Network Model.

malicious behaviors, which would lead to fake information injection or consumers’ pri-

vacy leakage.

4.3.2 Entities

In the network model, it is assumed that the usage data is transmitted by the wide area network
(WAN) depicted in Figure .1l The network model consists of four main entities: the offline
trusted third party (TTP), the operation center (OC), the smart meter (SM) and the consumer.
Specially, the communication between SMs and the OC is established by wireless network
technologies. It is assumed that each OC communicates with multiple SMs in a concrete area,

and the number of SMs is large enough for each SM to cloak its usage data.

1. TTP: The TTP is an off-line trusted third party. Therefore, no one can intrude it and
obtain its information through Internet. The TTP generates the secret information for the
OC and all consumers and sends it in a secure way. Since a consumer should also get his

usage data, the consumer and his SM share the same secret information from the TTP.

2. OC: The OC is an infrastructure element that is controlled by the power provider and

is in control of the SMs in a concrete area. It collects and periodically analyzes the
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usage data from SMs in a reliable way. According to the usage data, the OC broadcasts
consumption related instructions to consumers. Since security is the first concern of the
power provider, the OC would not attack the system, modify usage data or forge a fake
SM.

3. SM: The SM is the energy consumption reporting device present at each consumer’s site.
The SM regularly reports its consumer’s energy usage data to the OC. Because each SM
corresponds to a concrete consumer, it is assumed that the obedient consumers can be

confirmed via the real identities of their SMs.

4. Consumer: In contrast to existing work described in Subsection which does not
discriminate the SM and its consumer, the consumer is an active participant in the pro-
posed scheme. The consumer is the owner of the SM. He does not report his usage
information to the OC directly, but confirms his obedience after grid instability times.
Each consumer has his personal devices, e.g., smart phone or computer. During grid
instability, the OC will inform consumers the adjustment amount and corresponding re-
wards. Obedient consumers will adjust their consumption. The consumer does not know
the authentication key of his SM, which is assumed to be resistant against tampering, but
he knows his consumption data and can prove his obedience without leaking his usage

data.

4.3.3 Tree Topologies in Smart Grids

Subsection describes entities in Smart Grids. The communication networks are formed
in different ways. Different network topologies lead to different security models. In this sub-

section, possible network topologies are enumerated for Smart Grids.

1. Star

Star is the most traditional network topology in privacy sensitive Smart Grid systems.
In star network topologies, the operation center establishes a communication link with
each smart meter, and uses it to exclusively collect usage reports from smart meters. The
operation center obtains usage reports from smart meters directly or through a trusted
authority. Smart meters send usage reports in an anonymized way. Either smart meters’
identities or usage data are cloaked. The operation center cannot link usage data to their

smart meters.
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2. Ring/Bus

In the star network topologies based Smart Grid systems, the operation center should
check all smart meters’ usage reports. The computational capability of the operation
center is the bottleneck of the aggregation efficiency. Contrary to star network topolo-
gies, all smart meters are peer nodes in ring network topologies based Smart Grids. Smart
meters connect to exactly two of their neighbors and form an overlay circle. Based on the
feature of the ring topologies, the privacy preserving schemes are usually trusted author-
ity free. In [[103], the smart meters share the same key pair of virtual ring, generated by
the operation center. A random smart meter, which acts as the master smart meter, gen-
erates a token that passes through all the smart meters in the ring. Each smart meter adds
its usage data. When the token arrives back to the master smart meter, the master smart
meter sends the aggregated usage data to the operation center. In [59]], a random smart
meter collects keys of other smart meters, calculates an aggregation key and sends the
key to the operation center. A pseudonym system is built in [78]. In order to anonymize
smart meters’ real identities, each smart meter picks a random peer smart meter and its

peer smart meter forwards the usage data to the operation center.

3. Tree

Inspired by the feature of mesh networks, the data package is transmitted by hop-by-hop
communication. In the tree network topology, the aggregation path covers all smart me-
ters in a concrete area. The spanning tree of the graph, which consists of a subset of
the graph that connects all vertices in a hierarchical structure. A possible framework is
roughed out for secure information aggregation in Smart Grid [43]. Smart meters for-
ward usage data using homomorphic cryptosystems. The operation center decrypts the
aggregation data using its secret key. Tree network topology based aggregation schemes
reduce aggregation time from O(g) to O(logg), where g is the number of smart meters

in the system, so other efficiency sensitive schemes also adopt [53] tree topologies.

4.3.4 Optimal Aggregation Tree

During the hop-by-hop aggregation protocol, each smart meter generates its usage data, en-
crypts it and compresses it to the aggregated usage data. Compared to the bus topology and
the star topology, aggregation tree can achieve less communication delay. However, current

literature do not describe how to construct the aggregation tree. If the communication is not
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clear, the communication efficiency advantage of the tree topology cannot be exhibited because
the bus topology and the star topology can also be viewed as a collection of tree topology with
only one child and two levels tree topology respectively.

Compared with exponent operations, the overhead of hash evaluations and additive opera-
tions is very small [99]. However, all smart meters can perform the encryption in parallel. The
expensive encryption calculations are distributed to all smart meters. Therefore, the computa-
tion time is 7, + kT, where k stands for the number of children, 7}, denotes the homomorphic
computation time, and 7, denotes the authentication and addition operation time. Therefore,
the more children the smart meter has, the more computational time it costs. At the same time,
it is assumed that the communication time 7, between any two neighbor smart meters is con-
stant in the Smart Grid system. The height of the aggregation tree is no less than log, n, as the
number n of smart meters is fixed in the Smart Grid system. The lower the aggregation tree is,
the less computational overhead is required. The hop-by-hop aggregation time is the sum of the
computational cost and the communication overhead. Therefore, it is necessary to determine
the children number & for a smart meter to optimize the aggregation time. It is assumed that the
number of smart meters ¢ is fixed. The data encryption computation of all smart meters can be
calculated in parallel.

According to the performance analysis above, the aggregation time is 7' (k) = T, + (kT, +
T.)log,q. The differentiation of 7'(k) is T (k) = — 2 (kT, + T,.) + 2424 Therefore, the

K2(Ink)? Ink
aggregation time is minimal if k satisfies that kInk —k = %

4.4 Security Model

This section defines a novel security model to explain the security requirements in the proposed

voluntary incentive-based demand-response program.

4.4.1 Range Proof

During the confirmation proof part, this chapter employs a range proof to prove that obedient

consumers did reduce their consumptions without leaking their consumption data.

Definition 4.1 (Range Proof) A range proof with respect to a commitment scheme C is a spe-
cial case of a proof of set membership in which the set x is a continuous sequence of integers
a <x < bwherea,beN.
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The proof allows to prove a committed value lies within an interval [104] [105]]. The proof
consists in proving that 0 < x < a, where P, Q € Gy, r € Z; and x is a committed value with

C =xP+rQ and a = 2! is a predefined integer with length /:

i () 0ol

Boudot [104] constructs an efficient proof protocol to prove the range based on the Strong
RSA assumption. The positive number can be composed as the sum of four squares. Ac-
cording to Fujisaki-Okamoto zero commitment protocol [[106], the verifier can prove the de-
noted zero-knowledge proof. However, Fujisaki-Okamoto protocol is a RSA-based protocol.
Camenisch et al. construct another proof based on the g-Strong Diffie Hellman assumption
[105]. In Camenisch protocol, the verifier picks ¢ € Z;‘, and sends y = cQ, Ag = %Q, ey
A1 =
domly picks by, ...,b;—1 € Z;‘, and computes By = boAy,, ..., Bj—1 = bj_1Ay,_,. Then, the proof

Q in advance. The prover decomposes x into x = xo + ux; + ... + u=1x,_, ran-

can be converted into:

X0
By = -2 0
Xi_1 { 0 c+xo }
PK ro | ,
b {Bi-1 = 550N
{C=xiZpxu'P+rQ}
b1

Finally, the prover and the verifier make the non-interactive zero-knowledge proof.

4.4.2 Definition

The proposed demand-response program is based on a hop-by-hop aggregation scheme. The

hop-by-hop aggregation scheme is defined as follows:
Definition 4.2 (Hop-by-Hop Aggregation) The framework of the hop-by-hop aggregation scheme
is a tuple of probabilistic polynomial time algorithms below:

1. Setup: There are three key generation algorithms: The first one is for the trusted party,

the second is for the operation center, and the last one is for smart meters.

On the input of a parameter k, the KGentrp algorithm creates secret keys a; for the
operation center, smart meters and consumers, where ¢ is the number of smart meters in

the system.
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({aj |0 < j <gq}) < KGenrrp(K);

The KGengc algorithm creates a pair of keys consisting of a secret key gsk, the corre-
sponding public key gpk and a session key ssk between the operation center and smart

meters, based on the parameter k and groups from KGenrrp.
(gsk, gpk, ssk) < KGenopc(x);

Input the parameters k, the secret key gsk of the operation center and a smart meter’s
identity ID;, the operation center employs the KGengy algorithm to generate the smart

meter’s secret key sk ;.

(skj,ID;) +— KGengm (K, gsk, ID;);

. Generate: The report generation algorithm encrypts a message m; and a timestamp # to
a cipher text ¢; and signs it as 9, at a timestamp ¢.

(Cj, 5j,l) — Generate(mj, Skj, SSk,aj,IDj,l);

. Aggregation: The aggregation algorithm determines whether an aggregated ciphertext
under the same timestamp is valid at a timestamp ¢.

d < Aggregate(cy,...,c;,01,...,0, IDy, .....IDy, gpk, 1), where 1 < < g and d €{Valid,
Invalid};

. Decryption: Input the operation center’s secret key ag, the decryption algorithm recov-
ers the aggregated ciphertext L7_, c; to the plain text M = }.7_, m;.

M < Decrypt(ci, ...,cq, a0, gpk, 1), where M = Zji‘:l mj;

. Reading: The reading algorithm determines whether a single report (c;, §;,¢) is valid.
dj < Read(cj,8;,ID;, gpk, t), where d; €{Valid, Invalid};
. Confirmation: The confirmation protocol consists of two algorithms. The proof algo-

rithm allows that an obedient consumer can generate a signature ¢ to prove his consump-

tion curtailment A between consumptions m at ¢ and m’ at ¢'.
o < Prove(c;,c,t,t',A,a;,gpk);
The confirmation algorithm determines whether the proof o is valid.

d+ Conﬁrm(c‘,,cg,t,t’,l, o,gpk), where d € {Valid, Invalid}.
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4.4.3 Time-Related Random Oracle Model

The proposed hop-by-hop aggregation scheme makes an additional assumption that each smart
meter, whose identity is ID;, only generates a usage report at each timestamp ¢. The formal

definition of the model is defined as:

Definition 4.3 (Time-Related Random Oracle Model) A scheme is secure in the time-related
random oracle model if there is no polynomial probability time adversary having more than
negligible advantage in security games of Subsection and in addition, the following con-
straint holds:

VID; €{ID;|1<j<qg}andVt€{t;| 1 <i<n}, where q is the number of all smart me-
ters and n is the number of timestamps of the scheme, a tuple (ID;,t;) must not have appeared

twice in any query.

4.4.4 Security Requirements

The main aim of this chapter is to ensure trustworthiness of the data from both the opera-
tion center and smart meters while ensuring the privacy of legitimate consumers’ habits. The

proposed scheme can satisfy the following security requirements simultaneously:

1. Integrity: The adversary is not able to modify the consumption reports from smart me-
ters. For checking integrity, the adversary is provided with the oracles Og and Oy. The
oracle Og simulates the generation algorithm Generate and returns a valid report. The
oracle Oy manages hash functions of the scheme and outputs a value for any input to a

hash function.
Note: A cannot query usage reports of a smart meter who appears in the challenging

phase during the same timestamp ¢.

Definition 4.4 (Integrity) A scheme can ensure data integrity, if for any probabilistic
polynomial time algorithm A, the probability that the experiment denoted in Table [6]

returns 1 is negligible.

(a) The challenger € runs key generation algorithms and returns the trusted party’s

secret knowledge and the system’s public parameters to the adversary A.

(b) A makes a polynomial number of queries to the oracles Og and Og. L is the list of

outputs from the oracle Og.
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(c) A outputs aset of usage reports L* = (c7,...,c}, 8], ..., §,t*) at the same time stamp
t*,where 1 <[ <gq.
(d) A wins the game, if no output (¢}, 8",¢*) belongs to the list L, but L* can pass the

aggregation algorithm.

Algorithm 6 Experiment on Integrity.

Experiment Integrity 4 (k)
{a; 10 < j < q} < KGenrtrp(K)
(gsk, gpk, ssk) < KGengpc (k)
{(sk;, ID;) <~ KGengswm(k, gsk, ID;) | 1 < j < g}
L e AGentelo) (gpkao, {(ID,a) | 1< < q})
L* = (c},....c],0f,....,8/,t"), where | <[ <gq
L={(c;,6;,1;) |1 <i<n}
return 1, if
(V (cf,87,t*) ¢ L) and
(Aggregate(L*, IDy, ..., ID;, gpk)=Valid)

2. Authentication: The adversary cannot produce a valid signature linked to an illegitimate
smart meter without the help of the operation center. For checking authentication, the
adversary is provided with the oracle Ok, which simulates the smart meter key generation

algorithm Kengy and returns a smart meter’s secret key.

Definition 4.5 (Authentication) Tuble[7|denotes the formal experiment. A scheme can
ensure identity authentication, if for any probabilistic polynomial time algorithm A, the

probability that the experiment returns 1 is negligible.

(a) The challenger C runs key generation algorithm and returns the trusted party’s se-

cret information and the system’s public parameters to the adversary A.

(b) A makes a polynomial number of queries to the oracles Ox, Og and Oy. L is the

list of outputs from Ok.
(c) A outputs a usage report (ID*,c*, 6*,¢%).

(d) A wins the game, if ID* does not belong to the list L, but (ID*, c*, 8, gpk, t*) can

pass the reading algorithm.
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Algorithm 7 Experiment on Authentication.

Experiment Authentication 4 (k)
{a;[0<j < q} < KGenrrp(k)
(gsk, gpk, ssk) «+ KGengc (k)
* * X 4% G EICEICIEN ;
(ID*, ¢, 8%,1%) 4= Argemerie ) (gpk, g, {a; | 0 < j < g})
L= {(sk;,1D;) [ 1</ < g}
return 1, if
(ID* ¢ L) and
3 pk;(Read(c*, 6", ID*, gpk, t*)=Valid)

3. Traceability: The consumer, who does not follow the instructions, cannot produce a
valid proof to cheat the operation center out of rewards. For checking traceability, the
adversary is provided with the oracle Op. Then, the oracle Op simulates the consumers’

proof algorithm Prove and returns a valid confirmation proof.

Definition 4.6 (Traceability) A scheme is traceable, if for any probabilistic polynomial
time algorithm A, the probability that the experiment shown in Table [8| returns 1 is
negligible.

(a) The challenger C runs key generation algorithms and returns the trusted party’s

secret knowledge and the system’s public parameters to the adversary A.

(b) A can make a polynomial number of queries to the oracles Og, Op and Oy. The

list L is the outputs of the oracle Op

(¢) A outputs a proof o™ related to two usage reports at different timestamps (cj-, cf,-* ).

(d) A wins the game, if the outputs do not belong to the list L, but they can pass the

reading algorithm and the confirmation protocol.

Lemma 4.1 (Lemma 1 of [105] ) Suppose the q-SDH assumption holds in (Gy,Gy).
Then, the basic Boneh-Boyen signature scheme is q-secure against an existential forgery

under a weak chosen message attack.

4. Privacy Preservation: The operation center cannot find a consumer’s profile using the
usage reports or confirm proofs from smart meters. For checking privacy, the adversary

is provided with the oracles Oc and Oq. The oracle Oc returns a secret key a;, inputing a
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Algorithm 8 Experiment on Traceability.

Experiment Traceability 4 (k)

({a; 10 < j < q}) « KGenrre(k)

(gsk, gpk, ssk) < KGenpc (k)

{(sk;, IDj)«- KGensym(k, gsk, ID;) | 1 < j < g}

(¢}, 87,87,,1,0%) eASgil?(‘ﬁi‘:_;::.;')<gpk {(ID},a;) [ 1< j<q})

L={(ci,c},8,8i,1;,t!,0:) | 1 <i<n}

return 1, if
((c*,c™,8%,8"™ t*,t'",0*) ¢ L)
(Read(c*, 6", ID, gpk, *)=Valid) and
(Read(c’", 8", ID, gpk, #'*)=Valid) and
(Confirm(c*,c’*,t*,t*, 1, 0*, gpk)=True)

corrupt smart meter’s identity ID ;. The oracle Oq is described in Table E} The adversary
inputs two random messages n1, and m;,. The challenger C takes b € {0,1}, and gen-
erates and returns a usage report (c;, d;,t) using the message m;;, an uncorrupted smart

meter ID;’s key (a;, sk;) and the session key ssk.

Algorithm 9 Query Oracle.

OQuery(lALmjo,mjl ,skj,ssk,a;,ID;,t)
if b¢ {0,1}
return Null;
else
return (c;, ;,1) < Generate(m;, sk, ssk, a;, ID;,1)

Definition 4.7 (Privacy Preservation) A scheme can preserve privacy, if for any proba-
bilistic polynomial time algorithm A, the probability that the experiment shown in Table
returns 1 is negligible close to %

(a) The challenger C runs key generation algorithm, and returns the operation center’s

secret knowledge and the system’s public parameters to the adversary A.

(b) A can make a polynomial number of oracle queries to the oracles Og, Op, Og, Oc

and Oq .
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Algorithm 10 Experiment on Privacy.

Experiment Privacy 4 (k)
b+ {0,1}
({aj]0<j<q}) < KGentrp(k)
(gsk, gpk, ssk) < KGenpc (k)
{(sk;, ID;) +— KGengpm (K, gsk,ID;) | 1 < j < g}
a « Ageneraele ) Provelo ) (oqy opk ag, (ID; | 1< j < q})

return 1, if (@ = b)

(c) In the challenging phase, A picks two messages (my,t) and (m,t) and an uncor-
rupted smart meter ID;, where the tuple (7,ID;) is not queried to the oracle Og.
Then € randomly picks b € {0,1} and generates a usage report using (m;,t) and
sends it to A.

(d) After the challenge, A returns a guess d € {0, 1}.

(e) Areturns 1,if d = b.

5. Confidentiality: The adversary cannot get the aggregated usage data without the help of

the operation center.

Definition 4.8 (Confidentiality) The scheme can achieve confidentiality, if for any prob-
abilistic polynomial time algorithm A, the probability that the experiment shown in Table
returns 1 is negligible close to %

Algorithm 11 Experiment on Confidentiality.

Experiment Confidentiality 4 (%)
b+ {0,1}
({a; 10 < j < q}) « KGenrrp(k)
(gsk, gpk, ssk) <+ KGengpc (k)
{(skj, ID;) <~ KGengm(k, gsk,ID;) |1 < j<gq }

a <_‘AGenerate(»,-7-,~,-,»),Prove( R )(gpk, {ID] | 1<j<gq))

return 1, if (4 = b)

(a) The challenger € runs key generation algorithms, and returns the system’s public

parameters to the adversary A.
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(b) A can make a polynomial number of oracle queries to the oracles Og, Op, Og, Oc

and Oq.

(c) Inthe challenging phase, A picks two sets of messages (mo,...,moq,t) and (my1, ...,
mi4,t), which are not queried to the oracle Og. Then € randomly picks b € {0,1}
and generates all usage reports using (IDy, ..., ID,)’s keys and (m;,, ...,ml;q,t), and

returns usage reports to A.
(d) After the challenge, A returns a guess @ € {0, 1}.

(e) Areturns 1,ifa = b.

4.5 Proposed Scheme

In this section, the detailed description of the demand-response program is given. The scheme

is referred to two parts:

1. Hop-by-hop reporting of smart meters to the operation center;

2. Demand-response part, where the operation center correlates power requirement with

supply.

The scheme is described with the aid of Figure [4.2] During the hop-by-hop reporting part,
the smart meters regularly send consumption reports to the operation center in an aggregation
tree model. The smart meter, whose identity is ID;, generates usage data m; according to its
consumer’s consumption at a timestamp ¢. After that, the smart meter encrypts and signs its
usage data using the homomorphic algorithm, and generates the usage report (c;,6;). The
usage report is transmitted through an aggregation tree model, as shown in Figure To
simplify the description, it is assumed that the smart meter ID; only has two children, which
are denoted by ID; | and ID; . It is not difficult to extend it to multiple children. If ID;
is the leaf child in the aggregation tree model, it directly sends the report to its parent ID ;.
Otherwise, it collects usage reports (Cj_1, Aj_y, t) from its child ID;_; and (Cj_2, Aj_», t)
from its child ID;_,, checks the validity of the reports. If they are valid, ID; compresses C;_1
and Cj_, with ¢;, and A;_; and A;_, with §; respectively. After the compression, if ID; is not
the child of the operation center, it sends (Cj, Aj, t) to its parent. Otherwise, it directly sends

(Cj, Aj, ) to the operation center. Upon the receipt of all usage reports from its children, the
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Figure 4.3: Example of the Aggregation Tree.

operation center checks the validity of those reports and recovers the compressed usage data
Zj’.:  m; of all smart meters from the aggregated usage reports.

In the demand-response part, if the operation center identifies that the power consumption
is larger than the possible production, it defines a reasonable consumption curtailment (A,,, T,,),
where A, is a set of curtailment {A,,...,4,} and 7, is a set of timestamps {71,...,7,}. Atz; (1 <
i < n), any consumer can curtail their power consumption by A;(1 <i < n). If the consumer
is obedient and curtails his consumption to m} at ' € T,, and m; — m& > A € A, he sends
two reports (c;,8;,t) and (¢}, 8},¢') with a zero-knowledge proof to the operation center. The
operation center validates the reports are from the consumer’s smart meter and m; — m’, > A,
and sends rewards to the consumer.

The proposed scheme consists of the following procedures: setup, hop-by-hop aggregation,

secure report and confirmation proof protocols.

4.5.1 Setup

e The trusted party executes the setup algorithm to distribute the session keys for other

parties:
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1. On input of k, the instance generator returns a tuple (p, G, Gy, Gr,Z,, e, Py ,P,) as
defined in Subsection[3.3.11

2. The trusted party randomly selects g encryption keys {ai,a,...,a,} € Z;, for all

consumers.

3. The trusted party computes the operation center’s decryption key ap = —a; — ... —
ag.

4. Finally, the trusted party sends a; to the corresponding consumer and his smart me-
ter ID; and ag to the operation center in a secure way, and publishes (p,G,G»,Gr,
Ly, Pi,P,). A consumer retains his secret key a; for the usage report decryption

and confirmation proof.
e The operation center generates its parameters:

1. The operation center randomly chooses an element: / € Gy, an integers y € Z%, and
hides its secret key ¥ in By, = YP». The operation center computes the session key
Ip as Iy = 7l.

2. The operation center chooses a collision-resistant hash functions 3, : {0,1}* —
Gy; Ha: {0,1} — Z7%; Hi : {0,1}* — yH, where H is the output from K.

3. Consumers should be able to prove their curtailment confirmation to the operation
center. The operation center defines a maximum power curtailment /. The operation
center picks a large integrity / and computes Ay = ﬁ[ forall <k <[l {A;]1<
k <} are the public parameters for consumers’ curtailment proof in the future.

The integer / should be large enough for consumption curtailment.

4. The operation center delivers the session keys Iy and hash function 35 to all smart
meters {ID; | 1 < j < ¢} in a secure way, retains its secret key y and publishes the
public parameters (Py, P>, I, Pyub, {Ax | 1 <k <1}) and the hash functions: H; and
H,.

e Each smart meter is equipped with a tamper-resistant black box [97, 98]]. Each smart

meter produces its key pair during the following steps:

1. Firstly, the smart meter ID; submits its real identity to the operation center. The

operation center uses the identity ID; to derive the smart meter’s secret key Q; =

Y1 (ID)).
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2. Then, the operation center delivers the secret key Q; to ID; in a secure way.

3. Finally, the smart meter ID; retains its secret key Q;, the session key Iy and the

hash function H3. The secret key Q; essentially binds .

4.5.2 Hop-by-Hop Aggregation

In order to achieve the real-time operation and privacy preserving usage report aggregation,
smart meters run the hop-by-hop aggregation protocol to ensure that the operation center ob-

tains the aggregated usage data without learning about the individual usage data as follows:

1. The smart meter ID; generates its consumption m; and the timestamp ¢, computes the
hash values: g = H,(t), H = H, (), Hy = H3(t) and uses them to encrypt the usage data.

It computes ¢; =m;l +a;H.

2. The smart meter signs the encrypted usage data c¢;, and computes §; = gQ; +m;ly +

a;jHy. The smart meter can show that the element §; corresponds to the secret key Q;.

3. If ID; is the leave child, it sends (c;,0;, ID,t) as the usage report to its parent ID . ;

otherwise, it waits for its children’s usage reports.

4. Upon the receipt of the usage reports (Cj_1, Aj_1, IDj_1, t) and (Cj_2, Aj_5, ID; >,
t), the smart meter ID; checks whether the signatures Aj_; and A;_, are from its chil-
dren. ID; checks whether e(Aj_; +Aj_»,P,) = e(g(Hi(IDj—1) + H(ID;—2)) +Cj—1 +
Cj—2,Pyup). If the above equation is valid, ID; compresses its encrypted usage data c;

and signature 6 to C; =c;+Cj_1 +Cj_oand A; = §; + Aj_; + Aj_», respectively.

5. If the smart meter ID; is not a child of the operation center, it sends the usage report
(Cj,Aj,t) to its parent ID;, ;. Then, ID;  returns to Step (1). Otherwise, it sends the

usage report to the operation center.

6. Finally, upon the the receipt of usage reports (Cy—1,A;—1, ID4_1,7) and (C,, Ay, IDy, 1)
from its children ID,_; and ID,, the operation center checks the timestamp ¢, computes
g =H(t), H=J(¢) and validates e(A;—1 + A,, P») = e(g(FH1(IDy—1) + FH 1 (ID,)) +
Cy—1 +Cy, Ppup). If the timestamp and signature are valid, the operation center com-
putes the aggregated cipher text C = C,_1 +C, +aoH = agH + Z;I':l cj= hZ?ZO a;H +

Z;’.: mj = Z?: ,m;I and obtains plaintext 251.: ,m;. Since the total usage is not a large
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number with a regular interval, the computation takes polynomial time using the Pol-
lard’s lambda method [107, [108]].

4.5.3 Secure Report

Besides the operation center, consumers should also obtain their concrete usage data to adjust

their consumption to the operation center’s instruction and prove their obedience in the future.

1. The smart meter ID; generates a usage report as in Subsection and delivers it to its

consumer.

2. After receiving his smart meter’s report (8;,c;,t), the consumer runs the verification
algorithm. He computes g = H»(¢), H = 3, (¢), and checks whether the time stamp 7 is
valid and e(5j,P2) = e(gﬂ'fl (IDj) —I—Cj,Ppub).

3. If the above are valid, the consumer decrypts c¢;. He computes m;P; = c; —a;H and

stores (mj,cj, 8;,t) for his obedience proof.

4.5.4 Confirmation Proof

The confirmation proof protocol is executed by the operation center and consumers. If the

operation center finds grid instability, it will executes the protocol with consumers.

1. Once the operation center finds that the imbalance of the energy generation and con-
sumption, it sends an instruction (A,,7,,7) to all consumers, in order to advise some
consumers to shut down their appliances.

/.
J

att’ € T,. If he finds that his usage data m; at t and the usage data m’, at ¢’ satisfy the

2. After receiving the usage report (A,, T,,t), the consumer obtains real time usage data m

instruction, the consumer asks rewards from the operation center.

3. The consumer computes H = H,(¢) and H' = H,(¢'), and employs the proof of knowl-

edge:
m; cj:mjl+ajH
PK m; : c} =m'jl+a;H
aj mj—m;z/l
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In this case, A is a positive integer. The consumer should prove that m; — m; —A>0.1t

implies there exists an integer k > 0, such that: m; — m’J —A =k

The consumer randomly chooses v € Z,, and computes V = vAy. The proof of knowledge

1s converted into:

mj—m/j Cj:mjl—i—ajH
PK aj |, cg=mil+aH’
\% ’ mj—m’j:l—i-k

k V:ﬁl

The consumer randomly picks 7,s,u € Z;, and computes E = e(V,—sPy)e(l,P,)", F =
sl+uH—H'), f=%,(E,F), zx=s—kf,zy=r—vfandz =u— fa,.

4. The consumer sends (c;,c’;, 8}, 6}, E, F,zx, 2y, 21) to the operation center.

5. After the receipt of the confirmation proof, the operation center firstly checks whether
time stamps ¢ and ¢’ are valid, and whether the confirmation proof is from a valid con-
sumer. The operation center ignores the proof if they are not valid. If they are valid,
the operation center confirms the curtailment m; — m’] < A. The operation center vali-
dates the usage report. It computes g = H»(t), g = Ha(¢'), H = H;(¢) and H' = FH; (1),
and checks whether e(8;,P,) = e(gHa2(ID;) +¢;, Fub) and e(8}, Py) = e(g'Ha(ID;) +
c’j,Ppub). If they are valid, the operation center computes ' = H;(E,F) and checks
whether F = f'c; — f'c’ 424 (H—H') + il — A f'I and E = e(V, Pyu)” e(V, Py) " e(I, P2)*.
If the both equations are valid, the operation center determines that the consumer cur-
tailed his energy consumption, then sends an incentive payment to the consumer for his

obedience.

4.6 Security Analysis

A voluntary incentive-based demand-response program is proposed based on a hop-by-hop ag-
gregation scheme in this chapter. In this section, the security analysis of the proposed demand-
response program (or the hop-by-hop aggregation scheme) is stated. Regarding the security

requirements poposed in Subsection {.4.4] the following theorem is proved.

Theorem 4.1 The proposed demand-response program satisfies the security requirements stated
in Subsection if the ECDL, CDH, DDH and q-SDH assumptions hold in (G, G).
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To prove Theorem [4.1] the analysis is divided into five lemmas: authentication, integrity,

traceability, confidentiality and privacy preservation.

4.6.1 Authentication

Authentication is the operation center’s first concern. The proposed demand-response program
is an identity based scheme. Forgers try to forge a fake but valid identity to misinform the
operation center. As the assumption in Definition 4.5 the operation center is secure in the
authentication game. The authentication of the proposed scheme is based on the CDH assump-
tion. During the key generation algorithm, each smart meter’s public key Q; is binded with its

secret key x;. The following is the proof of the authentication of the scheme.

Lemma 4.2 The proposed demand-response program satisfies Definition if the CDH and
the ECDL assumptions hold in (G, G,) using the time-related random oracle model.

PROOF The authentication of the proposed scheme is based on the ECDL and the CDH as-
sumptions. If there exists a probabilistic polynomial time algorithm A that has non-negligible
advantage in winning the authentication game, another probabilistic polynomial time algorithm
A’, which breaks the the ECDL assumption or the CDH assumption, can be constructed. An
instance of the CDH assumption is (P>, P3,Y), where y € Ly, Py € Gy, P, € Gy, Y = yPs, and
its task is to output yP;.

An algorithm A’ is constructed as follows:

1. A’ initializes the lists of data structure L, L; and L, to be empty. The lists L; and L, store
the outputs of the oracles Oy, and O, respectively. The list L stores the key pairs tuples
{(ID},Q;) | 1 < j < q} of the oracle Ok.

2. According to the setup algorithm, A’ simulates the trusted party, generates session keys
(ao,a1,...,a,) € Z,, and forwards them to A. It means that A has the trusted party’s

secrete knowledge.

3. A’ simulates the operation center. A’ randomly chooses an element 6 € Z*, computes
P =y(P,),I= 6P, and Py, = yP> =Y as the operation center’s public key and forwards
(Pl,Pz,I,Ppub) to A.

4. A’ simulates oracles as follows:

(a) For all queries to the oracle Oy, with a smart meter’s identity 1D, A’ checks
whether ID; is in the list L;. If it exists, A’ outputs the existing data; otherwise, A’
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randomly picks x; € Zy, inserts (IDj,x;) into the list Ly, and replies x;y(P»). For
all queries to the oracle O3, with a timestamp #;, A’ checks whether £ is in the list
L. If it exists, A’ outputs the existing data; otherwise, A’ randomly picks h; € Ly,
inserts (#;,h;, hjy(P,)) into the list Ly, and replies h;y(P,) as the output.

(b) With the list L; from the oracle Og,, A queries the oracle Og. A’ computes O ;=
yx;iy(P,) = x;y(Y). Finally the oracle Ok outputs the result (ID;,Q;) and inserts
(ID},Q;) into the list L.

(c) For all queries to the oracle Oy, with the timestamp 7;, A’ checks whether #; is in
the list L,. If it exists, A’ outputs the existing data; otherwise, A’ randomly picks
8i € Z,,, outputs g; and inserts (t;,8i) to the list L.

(d) With the lists L and L, from the oracles O, and Oy,, a message m;, a timestamp
t; and the smart meter’s identity ID;, A queries the oracle Og. A’ firstly checks
whether (#;, ID;) is in the list L. A’ rejects the query if it is in the list L. Other-
wise, A’ computes ¢; = mOy(P,) + ajhy(P;) and 6; = x;jgiy(Y) +m;Oy(Y) +
a;jhiy(Y). Finally, the oracle Og outputs the result (m;, c;, 8;,1;).

5. If A can output a usage report (c*,6*,ID*,t*), where ID* ¢ L, but the report can pass
the reading algorithm, A’ sets P; as the output of the oracle Oy, with ID*. If there
exists an identity hash collision J; (ID*) = (;(ID;), it means P; = x;P;. The ECDL
problem (P; = xPy, Py) is solved, namely x = x ;. Otherwise, according to Theorem
(the Forking Lemma), A’ obtains another report (m*,c*,8%,¢*). It implies there exists

ht # h*. A’ gets Equation (4.1)):

* + h* * * * g+h*y h* + *
0" —(6")—=(g'yPs+m"OyP +h yPl)_(TP3+Fm OyP, +h*yPy). (4.1)

Finally, A’ can output the required yPs as Equation (4.2):

RS —hx 8T+ (m*ht —h*mT)Oy(Y)
- g*h+_g+h*

yP3 . (4.2)

O

4.6.2 Integrity

Integrity is also the operation center’s concern. Forgers try to modify smart meters’ usage data

to misinform the operation center. The operation center should be noted which data is modified.
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The smart meter proves the usage report using the proposed scheme. Lemma [4.3] proves the
proposed scheme against chosen plaintext attacks under the CDH assumption. Therefore, the

integrity can be ensured during the hop-by-hop aggregation.

Lemma 4.3 The proposed demand-response program satisfies Definition if the CDH as-

sumption holds in (G, Gy) using the time-related random oracle model.

PROOF The integrity of the proposed scheme is based on the CDH assumption. If there exists
a probabilistic polynomial time algorithm A that has non-negligible advantage € in winning the

integrity game, another probabilistic polynomial time algorithm A’ can be constructed, which

_&
1+n

on the oracle Og. An instance of the CDH assumption is (P, P3,Y), where y € 7%, P; € Gy,

has advantage € = in breaking the CDH assumption, where n is the number of queries

P, € Gy, and Y = yP,, and its task is to output yPs.

An algorithm A’ is constructed as follows:

1. A’ initializes the lists of data structure L; and L, to be empty, and simulates the trusted

party algorithms as Lemmal4.2]

2. A’ initializes the list of data structure L to be empty. The list L stores outputs from the

oracle Og.

3. A’ simulates the operation center. A’ randomly chooses two integers ¥, 0 € Z.,, computes
P =y (P),I=06P = 0y(P,) and By, = yP> as the operation center’s public key and
forwards (Py,P>,1, Poyp) to A.

4. A’ simulates the smart meter’s key generation algorithm according to the setup algo-
rithms. A’ randomly chooses x i € Z;‘, for a smart meter ID;, where 1 < j < ¢, com-
putes each smart meter’s secret key Q; = x;yy(P») = x;y(Y), and inserts the tuple
(IDj,x;,xjy(Y)) into the list L;.

5. A’ chooses [, where 1 <[ < gq.

6. A’ simulates oracles as follows:

(a) For all queries to the oracle Og¢, with a timestamp #;, A’ replies values as Lemma

(b) For all queries to the oracle Og;, with a smart meter’s identity ID;, A’ replies x;P;
from the list L;.

93



(c) For all queries to the oracle Og, with a timestamp #;, A’ checks whether # is in
the list Ly of tuple (¢;,h;, H;,b;). If it exists, A’ outputs the existing data. Other-
wise, A’ picks b; € {0, 1} in advantage Pr[b; = 0] = ﬁll, randomly picks A;, where
(hi € Zy,) A (hi ¢ Lp) and computes H; = (1 —b;)Ps + h;Pi. After that, A" adds
(t;,hi, H;,b;) to Ly and replies (H;,t;) as the output.

(d) According to the outputs from the oracles Oy, and Oy, a message m; and the
smart meter’s identity ID;, A queries the oracle Og. If b; =0, A’ reports failure and
terminates the algorithm. Otherwise, namely b; = 1, A’ computes ¢; = m;l +a Hi=
m;OP, + a;h;P; and &; = x;g;yP| + m;OyPi + a;hiyPy = (x;gi +m;60 + a;h;)y(Y).
After that, A’ adds (m;,c;, 8;,;) to the list L and outputs it as the result.

7. Finally, A outputs a set of signatures {(mj-,cj, 6;‘,1*) | 1< j<I}, where (m3,c3, 6;‘,1*) ¢
L but they can pass the aggregation algorithm. If b; = 1, A’ reports failure and terminates
the algorithm. Otherwise, namely b; = 0, A’ gets Equation (4.3):

! I
Y87 =Y (g (V) +mOu(Y) +a;hiy(Y) +ajyPs). (4.3)
=1 =1
A’ outputs the required yP; as Equation (4.4):

Zi‘zl 6; _):égl(xjgi +m*0+a;h;)y(Y)

1
ijlaj

yP = (4.4)

O

4.6.3 Privacy Preservation

Privacy is consumers’ concern. Eavesdroppers can have the operation center and some corrupt
smart meters’ secrete knowledge in the privacy game. It is assumed that at least two smart
meters are not corrupt. After all, ij':o a; = 0. It means that the eavesdropper cannot obtain a
consumer’s usage data without his secret key a;, even the eavesdroppers have the operation cen-
ter’s secret knowledge. The privacy of the proposed scheme is based on the DDH assumption.
It implies that even though an adversary eavesdrops the plaintext c, he still cannot identify the

corresponding contents. The following is the proof of the privacy preservation of the scheme.

Lemma 4.4 The proposed demand-response program satisfies Definition if the DDH as-

sumption holds in G using the time-related random oracle model.
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PROOF If there exists a probabilistic polynomial time algorithm A that breaks the privacy,

another algorithm A’, which can break the DDH assumption, can be constructed. An instance
of the DDH assumption is (Py,aPy,bP,T), where a,b € Z, and P;,T € G;. Its task is to
determine whether T = abP;, where the probability of T = abP;: Pr[T = abP;] = %

1.

A’ initializes the lists of data structure L, L; and L, to be empty. The list L; stores the
outputs of the oracle Og,. The list L, stores the outputs of the oracle Og¢,. The list L
stores the usage reports {(m;,c;, 0;,t;) | 1 <i < n} of the oracle Og.

. A’ simulates the trusted party’s key generation algorithm according to the setup algo-

rithm. A’ randomly chooses ag,{a; | 3 < j < g} € Z, and sends qay to A.

. A’ simulates the operation center’s key generation algorithm according to the setup

algorithm. A’ randomly chooses 7,0 € Z,, P, € G, and computes the public keys
Ppub = YP>,I = 0P and the session key Iy = Y0P,. A’ forwards the secret key 7, the
public keys (P, P2, Py, ) to A. It means the adversary has the secret knowledge of the

operation center.

A’ sets the target uncorrupted smart meters as ID; and ID,.

. A’ simulates the smart meter’s key generation algorithm according to the setup algo-

rithms. A’ selects a set of identities {ID; | 1 < j < g}, randomly chooses x; € Z;, for
each ID;, computes each smart meter’s secret key Q; = x;¥Py, and inserts (ID;,x;) into
the list L;. A’ forwards identities {ID; | 1 < j < g} to A.

. A’ simulates oracles as follows:

(a) For all queries to the oracles Oy, or Og¢, with the timestamp 7;, A’ checks whether
t; is on the list Ly or L,. If it exists, A’ outputs the existing data; otherwise, A’
randomly picks two integers g; and h;, where ((gi,h:) € Zy) A (gi & L1) A (H; =
hibPy ¢ L), returns (g;,t;) or (H;,t;) as the outputs and inserts it into the list L; or
L.

(b) A makes the query to the oracle Oc with an identity ID;. If ID; is a corrupt smart
meter’s identity, A’ replies a;; otherwise, A’ outputs failure.

(c) A makes the query to the oracle Og with (g;, H;,m;), where g;, H; are outputs from
the oracles Og¢, and Og,. If the query is not related to ID; or ID», A’ picks a; € Ly,
produces the ciphertext with a; and answers the ciphertext. If the query is related
to IDy, A’ replies ¢; = m;l +aH; = m;OP, + ;T and &; = g;01 + m;ly + hjaHy =
x18iYP, + m;yOP; + yh,T. If the query is related to ID,, A’ replies ¢; = m;l —
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( 3:3 aj+aop+ a)Hi and 0; = gi01 +mily — h,‘(a() +a+ 2323 aj)Ho, and inserts
(mj,ci, 6,1, ID;) into L.

(d) A makes the query to the oracle Og with two messages (mg,m;) and an identity
ID;, where (mg, ID;) € LA (my, ID;) € L. A’ randomly picks b € {0,1}, and
produces the usage report with m;; according to the oracle Og.

(e) A makes the query to the oracle Op with two outputs (c,¢’) of the same ID; from the
list L. If the query is not related to ID;, A’ produces the confirmation proof with a;
and answers the query; otherwise, A’ picks Ay according to the difference between
the usage data, randomly picks v,zx,zy,24,f € Z,, and computes V = vA;, E =
e(V,yP) e(V,P)) "% e(I,P,)™ and F = fc— fc' +z(h— WP +2,0P, — A fOP;.
A’ replies E, F, zy, 2y, 75 as the output of the query.

7. During the challenging phase, A chooses two messages (o, m;), and sends it and a
new timestamp t* to A’. If (t*, IDy) € L, A’ rejects the challenge; otherwise, A’ flips
a bit b= {0,1}. A’ computes a cipertext c* = myl +aH* = m;0P; +h*T and 6* =
g 01 +myyl +yabh™H = g*Q +m;0yP; + Yh*T, where g* and H* = bh* P are outputs
from the lists L; and L,, respectively. After that, A’ replies (¢*,0*,1%).

8. In the end, A has to return a guess a@ € {0,1}. If 4 = b, A" will return 1, otherwise, A’

returns 0.

9. Here, the probability that b ¢ {0,1} is neglected. The probability of both 7 = abP,

and T # abP, are % If T # abP;, the correctness of the guess is independent on b

due to the randomness of T. Therefore, the success probability of A’ is also % If
T = abP,, it has c = mOP, +abP,. If A can correctly guess b with the probability % + &,
A’ can also obtain the correctly guess whether T = abP; with the probability of % +e.
According to the above two cases, it is concluded that the success probability of A’ is
% X % + % X (% +ée)= % + 5. If € is not negligible, % + £ is not negligibly close to %

either. It means that A’ solves the DDH problem.

O

4.6.4 Confidentiality

Confidentiality is also the operation center’s concern in the Smart Grid. The sum of electricity
consumption data includes trade secret. The operation center would not let its competition to
obtain those data. The confidentiality of the proposed scheme is based on the DDH assump-

tion. Without the operation center’s session key, any other party cannot obtain an individual
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smart meter’s usage data. The operation center recovers plaintext M = Z;’.ZI m; after receiving
c1,...,¢q from smart meters. Since ay is the operation center’s secret key, the adversary cannot

obtain the individual consumer’s data, even if he steals the ciphertexts.

Lemma 4.5 The proposed demand-response program satisfies Definition if the DDH as-

sumption holds in G using the time-related random oracle model.

PROOF The confidentiality of the proposed scheme is based on the DDH assumption. If
there exists a probabilistic polynomial time algorithm A that has non-negligible advantage in
winning the confidentiality game, another probabilistic polynomial time algorithm A’, which
can break the DDH assumption, can be constructed. An instance of the CDH assumption is
(Py,aPy,bP;,T), where a,b € Zy, and P,T € Gy. Its task is to determine whether T = abP;,
where the probability of 7 = ab: Pr[T = abP| = 1.

1. A’ initializes the lists of data structure L, L; and L, to be empty as in Lemma

2. A’ simulates the trusted party’s key generation algorithm according to the setup algo-
rithm. A’ randomly chooses {a; |2 < j < ¢} € Zj,.

3. A’ simulates the operation center’s key generation algorithm and the smart meter’s key

generation algorithm as in Lemma§4.4]
4. A’ sets an uncorrupted smart meter as ID.

5. A’ simulates oracles as in Lemma 4.4l

6. During the challenge phase, A chooses two sets of messages {mo, ...,mq } and {moy, ...,
mg1} and a new timestamp ¢* to A’. If r* € L, A’ rejects the challenge; otherwise, A’
returns (g*, H* = bPy) as the hash value. After that, A’ flips a bit b = {0,1}. A’ com-
putes a usage report C* = }.7_, mpl+(a+ Yi,a)H' =Y, m0P +T + Yi_,a;bP
and A* = g* Z?:l Qj ‘1’2;1':1 mji,yl"i‘ (CH’Z?ZQ aj)YH=g" Z?:l Qj"’Z?:l mjl}e'}/Pl +17.
After that, A’ replies (C*,A*,1*).

7. In the end, A has to return a guess d € {0,1}. If @ = b, A’ will return 1, otherwise, A’

returns 0.

8. Here, the probability that b ¢ {0,1} is neglected. The probability of both 7 = abP; and
T # abP, are % If T # abP, the correctness of the guess is independent with b due to
the randomness of 7. If T = abP,, it means ¢ = Z;’.:] mﬂ;GPl + Z?;z ajbPy +abPy. If
A can correctly guess b with the probability % + ¢, A’ can also obtain the correct guess
whether T = abP; with the probability of % + €. According to the above two cases, it is
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concluded that the success probability of A’ is % + £. If € is not negligible, % + £ isalso
not negligible. It means that A’ solves the DDH problem.

O

4.6.5 Traceability

Traceability is the operation center’s concern. Greedy cheaters would ask rewards that do not
belong to them from the operation center. In the confirmation proof protocol, the obedient
consumer reports his adjustment with the proof of knowledge. The confirmation protocol in-
cludes two parts: the usage reports and the confirmation proof. The following is the proof of

the traceability of the scheme.

Lemma 4.6 The proposed demand-response program satisfies Definition if it satisfies the
authentication scheme and range proof introduced in Subsection

PROOF Suppose there exists an algorithm A which can win the traceability game with non-
negligible probability. Another algorithm A’, which can win the authentication game or break
range proof, can be constructed. The construction of a probabilistic polynomial time algorithm

A’ is as follows:

1. A’ initializes the data structure L to be empty. L stores the confirmation proof from the

oracle Op.

2. A’ generates the trusted party’s secret information {a; | 0 < j < g} according the setup
algorithm, and forwards {a; | 0 < j < g} to A.

3. A’ generates the operation center’s key pair and smart meters’ secret keys according
to the setup algorithm, and forwards the operation center’s public key gpk and a set of
identities {ID; | 1 < j < g} to A.

4. For all queries to the oracle Og with (m;,t;) and ID, A’ uses the tuple (ssk, sk j» ID;) to

generate (c;, 0;,m;,1;) according to the generation algorithm.

5. Finally, A generates a confirmation proof (c*,c’*,8*,8",t*,t'",6*). A’ checks the re-
ports (c*,6*,¢*) and (c’*,8",¢'"). If the both can pass the reading algorithm and Con-
firm(c*, /", t*,¢*, A, 6%, gpk)=True, there are two cases according to the source of the

usage reports:

e In the first case, either the report (c*,8*,¢*) or the report (¢’*,8"*,#'") is not the

query result from Og.
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(a) Because Valid=Read(c*,8*, ID;, gpk, *) or Valid=Read(c’*,8", ID;, gpk,
"), A’ outputs (c*,8*%,¢*) or (¢’*,8"",¢'") as the result and wins the integrity
game.

e In the second case, both the report (c*,8*,¢*) and the report (¢'*,8"",¢'*) are the
query results from Og.

(a) Because Confirm(c*,c’,t*,t* A, 0%, gpk)=True, A’ outputs c* as the result
and break the range proof. This is conflict to Lemma.1] The Boneh-Boyen
signature is formally proved against an existential forgery under a weak chosen

message attack, based on g-SDH assumption.

g

4.7 Performance Analysis

In this section, the computational cost and the communication overhead required by the pro-
posed scheme is analyzed. Then, the proposed demand-response program and some other

popular available key schemes are compared.

4.7.1 Computational Cost

The computational cost of the proposed scheme is discussed in this subsection. The function-
ality of the trusted party is the distribution of the secret information in Smart Grids. Therefore,
only the computational cost of the operation center, consumers and smart meters are analyzed.
Compared to multiplication G, in G or G, and exponentiation G, and pairing evaluation G,
in G, the overheads of hash evaluations and arithmetic operations are very small [99]]. The
cost of multiplication operation m/ is also very small due to the short length of m. The proposed
scheme is emulated on a Ubuntu 12.04 virtual machine with an Intel Core i15-4300U dual core
2.60 GHz CPU using one core and 1 GB of RAM. All results are obtained running 20 test rep-
etitions for each algorithm and consumer numbers. The simulation utilizes PBC cryptography
libraries [99] and MIRACL libraries [109], which are free C libraries that perform the required
mathematical operations underlying pairing-based cryptosystems. To achieve 80-bit security
level, as in previous Chapter |3} the length of G is set to be 161 bits and Z), to be 160 bits.
In this simulation, the communication overhead and delay between the operation center and
the smart meters are neglected. The confirmation proof public parameter k is set to be 1. The

time-consuming bilinear pairings operation e(I,P,) can be calculated in the setup algorithm
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Table 4.1: Computational Performance.

Party Cost Mean  Deviation Interval
Setup ocC (3+k)G 11.49ms  0.15ms  0.05 ms
SM —— —ms —ms -ms
Aggregation  SM (Generation) 3G, 7.70ms 0.24ms  0.12ms
SM (Verification) 2G,+ Gy, 16.81ms  0.32ms 0.11ms
OoC 2G, +2Gy, 19.12ms  0.38ms  0.16 ms
Report Consumer 2G, +2Gy, 192Ims  0.42ms  0.16ms
Confirmation Consumer G,+G.+4G, 23.05ms  0.49ms 0.19ms
OoC 6G,+G,+9G, 74.81ms 1.02ms 0.41ms

and set as the public key. The simulation results are presented in Table .1, where Deviation

stands for the standard deviation and Interval stands for the 95% confidence interval.

4.7.2 Communication Overhead

In this subsection, the communication overhead of usage data reports, in which a smart meter
generates a usage report and delivers it to its parent and consumer, are analyzed. Both usage
reports are in the form of ¢||d]|ID||¢ for a smart meter and its size is 2|G| + [ID| + |¢|, where
|G|, [ID| and |¢| are the lengths of element from G, the identity and the timestamp, respec-
tively. Same as Subsection the length of G, and Z), are set to be 161 bits and 160 bits,
respectively. The length of the usage report is 322 bits besides the identity and timestamp. Sec-
ond, the communication overhead of the confirmation proof is assessed. If a consumer would
like to follow the operation center’s instruction and curtail the consumption, he will gener-
ate a confirmation proof, in the form of c||c’||8||8'||E||F ||zx||zv||zx||ID||#, the size of which is

6|G| +3|Zy| + [ID| + |¢|, whose length is 1446 bits apart from the identity and timestamp.

4.7.3 Comparison

Here, the performances of current secure and privacy preserving approaches are compared.
The comparison is categorized according to the employed cryptosystems. The proposed vol-
untary incentive-based demand-response program consists of a batch verification algorithm, a

homomorphic encryption algorithm and a range proof scheme. The employed homomorphic
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encryption scheme is a concealed aggregation scheme, according to the categorizations in Sub-
section[2.2.3] which has analyzed its functionalities. Smart meters encrypt usage data to ensure
confidentiality. Anonymity is unnecessary in those schemes. The operation center’s decryp-
tion key derives from all smart meters’ encryption keys in concealed aggregation models. A
missing usage report can disturb the compressed usage data. Data accuracy heavily depends
on the reliability of the system. Therefore, the communication reliability of AMI systems is
an important prerequisite. Different to the existing schemes introduced in [2.2.3] the proposed
scheme achieves traceability combined with the range proof.

Besides the homomorphic encryption algorithms, the authentication scheme is also im-
portant for secure Smart Grid systems. From the security analysis, it can be seen that the
proposed demand-response program can achieve authentication and integrity based on the pro-
posed batch verification algorithm, which shares the same functionalities as current popular
public key digital signature schemes under the defined time-related random oracle model. In
existing aggregation schemes, the operation center has to validate all smart meters’ usage re-
ports and decrypt the compressed ciphertext with the decryption key. Computational cost would
increase with the number of received usage reports. The proposed scheme mainly solves that
computation efficiency challenge. Considering computational efficiency, hash-based message
authentication code (HMAC) can also achieve low computation overhead. However, a smart
meter’s ciphertext ¢ in compressed with its peers’ texts. Consumers cannot prove that the
ciphertext c is really from their smart meters and confirm his curtailment. Therefore, the per-
formances of available popular signature schemes are compared. The comparison is among
Schnorr [85]], Hess [110], Boneh signatures [111] and the batch verification algorithm in the
proposed demand-response program. Based on the digital signature schemes and the same ho-
momorphic encryption algorithm, four aggregation schemes are simulated. In order to achieve
more accurate simulation environment, different Ubuntu virtual machines are used to simulate
the smart meter and the operation center. The smart meter is simulated on a device with 798
MHz CPU and 256 MB RAM, which is not significantly different from a real smart meter. The
operation center is simulated on the device with 2.60 GHz CPU and 1GB RAM. The compar-
ison results are depicted in Figure 4.4 and [.5] respectively. The 95% confidence intervals are
not visible in both figures. It shows the computational cost for a smart meter and the operation
center is constant in the proposed batch verification-based demand-response (PDR) during the
data demand part. Whereas, the computational cost for a smart meter and the operation center

are G, and 2¢qG,, in Schnorr-based scheme, 2G,, and 2¢G,, in Hess-based scheme, and G,,
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and 2G, + qG,, in Boneh-based scheme, where g is the number of smart meters that directly
delivers usage reports to the operation center. According to the comparison, it is concluded that
the proposed batch verification algorithm in the PDR has significant advantage over Schnorr,
Hess and Boneh signatures in terms of computational cost in Smart Grid system.

Another mechanism to optimize the communication delay is the optimal tree in the network
model in Subsection f.3.4] Here, a scenario is set to compare the aggregation time, which
includes the encryption, transmission and authentication time, of star, bus and optimal tree
model. The smart meter is simulated in the same way as Figure 4.4] It is assumed that the
computational capability of operation center is 100 times more than a smart meter. According
to the simulation, the mean result of 7, and T, are 44.89 ms and 0.01778 ms, which have
0.45 ms and 0.00017 ms size of 95% confidence intervals. The data rate of WIMAX in Smart
Grids is summarized [[112]]. Here the communication rate is set to be 2 Mbps. The variation of
aggregation time in terms of the number of smart meters among the optimal tree models and
other two models are compared. According to the Newton’s method, the maximum number
of children is 3 for each smart meter when communication rate is 2 Mbps. The computational

costs and simulation results are depicted in Fig. [.6] It can be seen from Fig. [4.6| that the
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aggregation time is significantly reduced in the optimal aggregation tree model compared to

bus and star models.

4.8 Summary

In this chapter, a new random oracle model is proposed for a batch verification algorithm. In
contrast to traditional batch verification algorithm, the new batch verification algorithm reduces
time-consuming operations. Then, a tree aggregation model is constructed to optimize the com-
munication cost between the operation center and the smart meters. An aggregation scheme is
constructed based on the batch verification algorithm, a homomorphic encryption algorithm,
the range proof protocol and the optimal tree aggregation model. The constructed scheme
guarantees the obedient consumers can confirm their cooperation without harming consumers’
privacy, and outperforms the conditionally anonymous authentication scheme for voluntary
incentive-based demand-response programs. The security analysis has demonstrated that the
aggregation scheme can achieve data integrity, identity authentication, reward audit, confi-

dentiality and privacy preservation simultaneously. The performance analysis demonstrates
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that both the constructed oracle model and the aggregation model model significantly improve
scheme efficiency. Therefore, it is concluded that the proposed scheme solves the problem of
the trade-off between security and privacy preservation in voluntary incentive-based demand-

response programs.
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Chapter 5

Prepaid Systems

This chapter proposes two privacy-preserving theft detection schemes for prepaid Smart Grid
systems. Prepaid systems allow consumers to buy credentials from the operation center be-
fore consumption. Consumers send credentials, which represent the amount of energy con-
sumption, to the operation center during the energy consumption period. According to the
credentials, consumers can use the corresponding amount of electricity. Based on the dynamic
k-times anonymous authentication scheme, the first scheme can achieve theft detection and pri-
vacy preservation at the same time without the involvement of a trusted authority in the system.
However, the computation and communication overheads increase with the number of creden-
tials in this scheme. This leads not only to unreliability but also to energy wastage. In the
second scheme, the concept of a virtual credential is proposed, which includes the consumer’s
pseudonym and the number of credentials. According to the performance analysis, it can be
seen that the scheme has solved the problem of the trade-off between computational cost and
energy efficiency.

The chapter is organized as follows: Section [5.1] describes an existing prepaid project and
prior art in the privacy and theft detection domain. Section[5.2]focuses on the design of network
and adversary models to illustrate the prepaid system. In Section[5.3] a privacy-preserving theft
detection scheme is described. Section [5.4] analyzes the scheme and discusses its limitations.
In accordance with the discussed limitations, new system and security models are designed
in Section [5.5| and a virtual credential privacy-preserving scheme is described in Section [5.6]
Compliance with the security requirements is proved in Section Section [5.8] compares the
computational performance of the scheme with previous work. Finally, the conclusions are

given in Section[5.9
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5.1 Motivational Background

Incentive-based demand-response programs play an important role in Smart Grids. One of
the challenges facing the builders of such programs is how to charge for consumption. The
possible payment mechanisms can be roughly categorized as postpaid or prepaid mechanisms.
In postpaid mechanisms, consumers can pay for electricity after its consumption. It is more
convenient for consumers to adopt postpaid mechanisms, but it is difficult for consumers to
notice billings. If consumers select the prepaid plan, they pay for electricity in advance. Both
the USA and the UK have adopted prepaid systems within energy markets [[113]. In other
countries, such as Brazil, Congo, Namibia and South Africa, prepaid systems are also running
successfully due to their potential for energy consumption reduction [[114]. This subsection
takes Arizona’s Salt River Project [115]] as an example, and considers available related privacy

preservation and theft detection approaches in Smart Grids.

5.1.1 Salt River Project

The Salt River Project, originating in 1993, is the largest prepaid electricity program in the
United States [115]. For customers in the Salt River Project, the energy prices are usually
lower than for postpaid programs. If a consumer wants to join the system, he can go to the
operation center and pay for a device, the cost of which is refundable upon the return of the
device. A smart card can be bought based on the consumer’s load requirement and it can be
recharged after consumption of the prepaid amount of energy. When the customer wants to top
up the credentials, a vending machine can be visited which uses the consumption data stored
on the card to allocate a tariff and calculates how much energy to offer the consumer for a given
amount of money. The system will send a warning signal to the customer from the operation
center if the money remaining in the account is close to zero. If a customer fails to top up, the
system may stop the electricity supply after a short period. In the Salt River Project, manpower
allocation for reading meters and sending bills is unnecessary.

The Salt River Project also employs a voluntary incentive-based demand-response pro-
gram, which establishes a link between price changes and consumption levels. As the price of
electricity goes up, customers readjust their budgets to accommodate the fact that something
must change, and electricity use goes down. Price elasticity indicates the percentage change in

electricity usage that results from a one percent change in electricity price, providing a simple
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way to convert price changes into consumption adjustments. As of April 2010, the system

includes 100,000 customers in the consumer territory.

5.1.2 Security and Privacy in Prepaid Systems

Smart meters can be designed such that they can prevent illegal consumers bypassing or tam-
pering with the meter. They should be able to deal with possible attacks on Smart Grids.
Chapter |2 has introduced existing privacy preservation schemes considering prepaid systems
using different approaches, which are summarized in this subsection. To solve the security and
privacy preservation challenges, a power request model was proposed for a prepaid card system
[79,180]. The consumers receive credentials signed with blind signatures from the operation
center and authenticate themselves using the blinded credentials. The credentials represent a
corresponding amount of electricity. As a result, the operation center knows the total amount
of energy usage of the customers, but not the details of the usage profile. Dimitriou et al. [/6]
add a Schnorr signature proof [85]] to the blind signature. According to the proof, reused cre-
dentials from the same consumer can be identified. However, the credentials are generated by
the consumers. Credential collisions are inevitable. Group signatures can be applied to prepaid
systems, too. He et al. [116]] introduce group signatures into Smart Grids. The operation center
can read the usage information using its secret key. At the same time, the gateway knows the
relationships between messages and corresponding customers. Therefore, neither the opera-
tion center nor the gateway can revoke the anonymity of the smart meter by acting alone. Chim
et al. [72] propose a pseudonym management system, in which usage data are authenticated
by the operation center. The real identity is encrypted by the trusted authority to establish a
pseudonym for a customer. Once the operation center reports misbehavior, the trusted authority

can revoke the anonymity using its secret key.

5.1.3 Theft Detection

Jiang et al. [[117] categorize existing theft detection approaches into classification-based ap-
proaches, state-based approaches and game theory approaches.

Classification-based approaches employ machine learning approaches, e.g., Support Vector
Machine [118|[119]], fuzzy classification [[120], neural networks [[121]] and ARMA-GLR [122].

These approaches do not provide a privacy preservation mechanism. Kadurek et al. state
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the significance of theft detection in a prepaid system [123]]. However, the approach requires
knowledge of the consumers’ profiles.

State-based approaches require additional physical devices, e.g., RFID [124] and wireless
sensors [[125]], to improve the detection rate. However, accurate detection requires not only
extra investment, but also precise construction of the monitoring system and estimation of the
involved parameter value.

Game theory-based approaches have been proposed recently [[126], in which the problem
of theft detection is formulated as a game between the operation center and the electricity thief.
The game theory-based approaches present a reasonable solution to the problem of reducing
electricity losses as a result of energy theft. So far, however, there is no solution to formulate

all of a player’s utility function and potential strategies.

Smart Grids cannot ensure improvement in infrastructure reliability without trustworthy
information. At the same time, consumers do not wish their energy usage data to be exposed
to the operation center. However, existing theft detection approaches cannot make use of a
trade-off between privacy and security. Based on the prepaid card system, this chapter firstly
proposes a privacy-preserving theft detection mechanism without any trusted authority. In this
scheme, a thief can be traced if sending a used credential. However, the computational cost
increases with the electricity cost, which leads to electricity wastage. In the second scheme,
a trusted authority is added to the system. The most important virtue of this scheme is that
the computational cost and signature size are constant within the scheme because it employs
the virtual credentials to trace electricity thieves. According to the performance analysis, the
second scheme has solved the problem of the trade-off between computational cost and energy

efficiency.

5.2 The Framework

In this section, the assumed network, adversary models and security requirements in the scheme

are described.

5.2.1 Network Model

Nowadays, in order to improve energy efficiency and infrastructure reliability, a prepaid sys-

tem is proposed [113]]. In the first scheme, the system model mainly consists of two entities:
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the operation center (OC) and the smart meter (SM). As depicted in Figure [5.1] firstly, SMs
join the Smart Grid system and obtain their commitments from the OC. Secondly, each SM
buys credentials from the OC. Thirdly, a SM sends blinded commitments and credentials in an

anonymized form when it needs to purchase electricity.

1. OC: The OC is an infrastructure element that is controlled by the power provider and
is in control of SMs in a concrete area. It sells credentials to consumers, collects and
periodically analyzes the usage data from SMs. According to these usage data, the OC
detects and identifies electricity thieves. The OC’s identity is not cloaked as it is impor-
tant for consumers to know who their utility providers are. Hence, the OC is a public

entity.

2. SM: The SM is the energy consumption reporting device present at each customer site.
Each SM is equipped with a tamper-resistant black box [127]]. Each black box has its
key pair (SK, PK). The OC has access to the public key PK. Each black box generates
an internal private seed specific to itself. The seed is stored securely within the black box

and is never disclosed or changed, as the black box is assumed to be tamper-resistant.
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In addition, it is assumed that each SM has a unique identity that cannot be tampered
with. SMs evaluate the electricity consumption in the next period and buy credentials
accordingly. When consuming electricity, consumers send the corresponding number of
credentials. Once the credentials are used, the smart meter stops the electricity supply
at once. The SM encrypts the usage data and transmits the encrypted data to the OC.

Therefore, the OC cannot link the usage data to their source.

5.2.2 Adversary Model

In this chapter, three main types of adversaries are considered: curious eavesdroppers, mali-

cious forgers and energy thieves.

1. Eavesdroppers: Curious eavesdroppers usually take powerful computational data-mining
approaches to discovering consumers’ profiles for many vicious purposes. Consumers

do not wish to share this information because it would leak their personal information.

2. Forgers: This is the operation center’s prime concern. As a new kind of network, the
Smart Grid has the same vulnerability as other networks. Adversaries can launch various
attacks to modify legitimate messages or to frame a legitimate entity, thus affecting the
reliability of the Smart Grid, e.g., fake information attack, message replay attack, man-

in-the-middle attack and impersonation attack.

3. Thieves: This type of adversary predates the creation of Smart Grids. The invention
of the Smart Grid offers new possibilities for energy theft. The consumer’s billing in-
formation is generated from the usage data. Greedy consumers are not willing to send
trustworthy data and to pay for their consumption. Energy thieves lead directly to pecu-

niary loss. This is the ultimate concern of the operation center.

It is assumed that these three types of adversaries may collude together to maximize the

effectiveness of their attacks.

5.2.3 Security Requirements

According to the analysis of adversaries in Subsection [5.2.2] the privacy-preserving theft de-

tection scheme is expected to exhibit the following properties:

110



1. Privacy Preservation: Curious eavesdroppers cannot obtain consumers’ usage profiles

from the usage reports from smart meters.

2. Unlinkability: The adversary cannot link different usage reports from the same smart

meter.

3. Authentication: The operation center ensures that the usage reports are from legitimate

smart meters in the Smart Grid.

4. Traceability of Thieves: Energy thieves can be traced if they attempt to send used

credentials.

5.3 Privacy-Preserving Theft Detection Scheme

In this section, a privacy-preserving theft detection scheme is proposed based on the dynamic
k-times anonymous authentication scheme. The scheme can be divided into setup, joining,
power-purchasing, power-requesting, verification and identification algorithms and protocols.
On input of a large secure parameter k, the operation center generates its long term key pair in
the setup algorithm. During the joining protocol, each smart meter joins the Smart Grid system
and obtains its long-term key pair. Following this, the smart meter purchases electricity from
the operation center using the power-purchasing protocol. Power-requesting and verification
algorithms allow the operation center to validate the credentials without knowing the smart
meters’ real identities. If the operation center finds a reused credential, it will execute the
identification algorithm and identify the electricity thief. These algorithms and protocols are

described in the following subsections.

5.3.1 Setup

In the privacy-preserving theft detection scheme, a concrete region is managed by a single
operation center. The operation center runs the setup algorithm on input of K to obtain a group

public key and secret key as follows:

1. Atfirst, on input of k, the bilinear pairing instance generator returns a tuple (p, G, G,,Gr,

Zy, e;P1,Py) as defined in Subsection[3.3.1]
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2. Secondly, the operation center randomly chooses Gi,G>,H,Q,V € G| and an integer
Y € Z%, where G1,G,,H,Q are public parameters, V is the accumulated value and 7 is
the operation center’s secret key. Then the operation center generates its public parameter

Ppub: YP,.

3. Thirdly, the operation center chooses collision-resistant hash functions Hz; : {0,1}* —
Zy, and Heo 1 {0, 1} — (G, Gy).

4. Finally, the operation center retains its secret key ¥ and publishes its public key (P, P,
G1,G2,H,Q,P,yp). Then it builds an empty authentication log LOG that records the

used credentials.

5.3.2 Joining

The joining protocol is carried out between the operation center and a smart meter. The num-
ber of smart meters is large enough for each smart meter to cloak its usage behavior. Each
household or company is equipped with a smart meter in the Smart Grid system. A malicious
consumer can be identified via the real identity of the smart meter. Therefore, there is no dis-
tinction between a consumer and his smart meter. In this protocol, the smart meters show their
identities and join the system. As described in Subsection[5.2.1] a secure public key signature
scheme, including a signing algorithm sig and a verification algorithm ver, is selected for a
smart meter with a key pair (SK, PK). In this protocol, the smart meter must reveal its unique
identity ID; to the operation center as follows. Firstly, the smart meter generates a secure pa-
rameter x; € Z, using its seed, computes a request C; = x;P; and generates a signature ¢ =
sig(C;|[ID;). The smart meter sends the signature ¢ with the request C; and identity ID; to
the operation center. Upon the receipt of the request, the operation center computes a hash
value f; = THZ; (ID;) where the hash value corresponds to the smart meter’s identity, grants the
request S; = W (Cj+ Q) and sends S back to the smart meter. Upon receipt, the smart me-
ter confirms that equation e(S;, fiP> + Pyub) = e(x Py + Q, P») holds. Finally, the smart meter

retains its long-term secret key x; and publishes its public key (C;,S;).

5.3.3 Power Purchasing

The power-purchasing protocol is carried out between the operation center and a smart meter.
Using this protocol, the smart meters buy credentials from the operation center and are granted

the right to obtain electricity.
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Periodically, the operation center publishes the bound number k > 0 and calculates the set
of public credentials {(#;,7;) = Hg2(i,nr) | 1 <i <k}, where ny denotes the timestamp. The
public credential (¢;,7;) is called the ith credential base of the operation center. If ¢ smart meters
want to buy k units of electricity, represented by k credentials, the smart meters send their
identities to the operation center. The operation center calculates { f; = J-CZ;(ID ) 11<j<q}
andW=Y"_,(y+f;)VandV; = Y%f/_W for the jth smart meter. The operation center publishes
{(t;,;) | 1 <i <k} and sends V; to the smart meter ID;. The smart meter operates a counter

U, which is initially set to zero.

5.3.4 Power Requesting

The power-requesting algorithm is run by a smart meter to produce signatures for its usage
data and to prove knowledge of a smart meter’s key x; and an identity hash value f;. The smart
meter transforms its commitment and credentials, and sends them back to the operation center.
Therefore, the operation center cannot locate the source of the public parameters even though

the credentials are generated by the operation center.

1. Firstly, the smart meter analyzes the usage data and estimates the amount of energy

consumed m. The smart meter increases the counter number by m.

2. If u; > k, the smart meter will jump to the power-purchasing algorithm; otherwise, the
smart meter sets [1; = U; + m, chooses m credentials denoted as (t1,f1), ..., (tm,fn), and

outputs m hash values {c; = Hz; (#i[|fil|n7) | 1 <i < m}, where ny denotes the timestamp.

3. After that, the smart meter computes the virtual credentials {(I'; = xt;, [ = fit; +cix;f;) |
1 <i<m}, and proves each credential using the following non-interactive zero-knowledge

proof, which ensures that reused credentials can be traced:

S.
x]. e(Sj, fiP> + Pouy) = e(x;P1 + Q, P2)
PRY | ¢ |+ eVifiPat Boun) = e(W. P2)
VJ, (Ty = xjt;, I = fiti+xjcif;)
J

The smart meter proves the proof by executing the following equations:

(a) Generate r, 12, r3, ko, k1, k2, k3, k4, k5, k¢ and k7 € 7%,
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(b) Compute U; = Sj+r1H, U, = Vj—i-rzH, R=rGy+nrnGy+nrH, T\ = kG +
koGor+ksH, T) = kaG1 4+ ksGr +keH — k7R, @1 = e(P1 ,Pz)koe(U1 ,PQ)_k7€(H,P2)k4
e(H,Ppub)kl, b, = e(Uz,Pz)_k7e(H,Pz)k5e(H,Ppub)k2, W; = kot; and W = kqt; +
kociti;

(c) Compute g = Hz (Ti | 12| D1 [| P2 ||ml| (1:,7:) || (Wi, Wi) Il )5

(d) Compute so = ko + gx;, s1 = k1 +gr1, s2 = ko +gr2, s3 = k3 + gr3, sa = ka +gr1 f;,
s5 = ks +grafj, ss = ke + grafj and s7 = k7 + g f;.

4. Finally, the smart meter outputs ¢ = (m, Uy, Uz, R, g, 50, S1, 52, $3, S4, S5, S5 575 is Tis Li,

I, nr) as the transformed credential, and sends it to the operation center.

5.3.5 Verification

The verification algorithm is run by the operation center to confirm that a given transformed
credential o is valid. After receiving the signature, the operation center checks the validity
of the timestamp. If it is valid, the operation center verifies that the signature does prove

knowledge of its identity information f;, S;, x;, V;:

1. The operation center firstly compares the credential (F,-,fl-) with all corresponding cre-

dentials in LOG, and checks if it is different to the credentials in LOG.

2. After that, the operation center computes the elements ¢’ = Hz; (ti||fil|nr), T{ = 51G1 +
$2Gr+53H — gR, Ty = 54G1 +55G2 + s6H — 7R, ®| = e(Py, P,)*e(Uy,P>) " e(H, Py )"
e(H,P,)"e(Q,P2)8e(Ur, Poup) "8, @) = e(Us,Py)7e(H,Ps)5e(H, Poup)2e(W, Py)3e(Us,
Poub) "8, W/ = sot; — gL, W/ = —gl + s7t; + soc'f; and verifies Equation (5.1). If the

equation holds, the operation center accepts the transformed credential o. Otherwise, it

rejects o.

g = Hz, (T} | 3|19 | R sl 7| W | W || (5.1)

5.3.6 Identification

If the operation center executes the verification algorithm and discovers that a received cre-

dential has already been used, it will run the identification algorithm. Suppose there are two
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credentials (I';,ny) and (I'},n), where I'; = I'} and ny # n’y. The operation center can con-
firm that a credential has been used more than once. Then, the operation center computes

¢ = Hy: (ti|liil|nr), ¢’ = Hgz, (ti||fil|n7) and B = cll;’:f,r;, searches for the ID; which satisfies
B = Hz, (ID;)t;, and outputs ID;.

From Subsection|5.3.3] it can be seen that the public keys {(¢;,7;) | 1 <i < k} are produced
by a collision-resistant function, making the transformed credentials {(I;,I) | 1 <i < k} also

resistant to collisions. Therefore, malicious smart meters cannot deny their misbehavior.

5.4 Analysis and Discussion

This section considers the performance of the proposed theft detection scheme, including the

security and efficiency of the scheme.

5.4.1 Security Analysis

The security of the privacy-preserving theft detection scheme is based on the dynamic k-times
anonymous authentication scheme. This subsection briefly demonstrates that the proposed
scheme can achieve the security requirements defined in Subsection[5.2.3] For a formal proof,

the reader is referred to [28]].

5.4.1.1 Unlinkability

In the first proposed scheme, the unlinkability of the smart meters’ identities is intractable
under the DDH assumption. A smart meter generates its consumption report using its secret
key x. The essence of the power-requesting algorithm is to replace the static public key (S,C)
with a temporary one (U;,U,,R, T}, T>,D1,D;). Because He: is a collision-resistant function,
the temporary key pairs do not contain any useful information that can be used to link two
signatures.

After that, the smart meters send their messages and signatures in an anonymized form.
It is infeasible to determine whether two elements (I',I") and (I, I") are generated using the
same secret information x under the DDH assumption. As long as the consumer does not send

used credentials, no one can determine whether two signatures are from the same smart meter.
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5.4.1.2 Anonymity

The anonymity of the proposed privacy-preserving theft detection scheme is based on its un-
linkability. According to the unlinkability analysis, no one can link two different consumption
reports from the same smart meter. If an adversary can construct a probabilistic polynomial
time scheme that can find the source of a consumption report, all consumption reports can be
linked to their sources. This means that another probabilistic polynomial time scheme can be
constructed to link two different consumption reports if they are from the same smart meter.
Neither the operation center nor other adversaries can trace a legitimate signature from an
honest smart meter unless the secret key is known. Therefore, the legitimate signature’s usage
is still anonymous. Hence, the proposed privacy-preserving theft detection scheme satisfies the

anonymity requirement.

5.4.1.3 Authentication

In this subsection, the authentication of the smart meter’s identity is based on the ECDL as-
sumption. During the joining protocol, a smart meter computes C = xP; and cloaks its se-
cret key x using the ECDL assumption. Therefore, the operation center has no knowledge of
the secret key x. The power-requesting algorithm for smart meters is a non-interactive zero-
knowledge proof. If the operation center or other consumers can produce an illegitimate but
valid signature of proof that can be linked to the target smart meter, the operation center can

solve the DL assumption according to the security of the non-interactive zero-knowledge proof.

5.4.1.4 Traceability

The traceability of the scheme is based on the DL assumption and g—SDH assumption. There
are two possibilities for disobedient consumers to break the traceability requirement. The first
is to generate a valid fake credential I', which can be linked to no one. The operation center
authorizes the smart meter’s commitment with a BBS+ signature. Intuitively, a BBS+ signa-
ture implies that an adversary, who can corrupt and control a polynomial number of key pairs
held by the corresponding smart meters, cannot forge a new key pair without the help of the
operation center. This in turn means that the joining protocol is secure. Both the consumption
data signatures I" and I” are signed by the same secret key. Using the traceability algorithm, a

malicious smart meter sending a reused credential can be detected and its identity revealed.
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The second possibility is to generate an illegitimate but valid usage report, which can be
linked to a smart meter. According to the authentication analysis, the adversary cannot produce
an illegitimate but valid usage report that can be linked to the target smart meter. Therefore,

the proposed privacy-preserving theft detection scheme can provide traceability.

5.4.2 Performance Analysis

In this section, firstly the signature sizes are discussed. Secondly, the computational evaluations
are described. Thirdly, the limitations of the privacy-preserving theft detection scheme are

discussed.

5.4.2.1 Storage Space and Communication Overhead

The operation center retains its 3|G| + |Zy| key pair (Y, Pi, P2, Fyub), where |G| and |Zj|
denote the length of an element of G; and the length of an element of Z,, respectively. To
achieve an 80-bit security level, as in Chapter [3] and Chapter [} the length of G, is set to
161 bits and Z), to 160 bits. Therefore, the size of the key pair is 683 bits. At the same
time, the smart meter ID; needs to store the 482-bit key pair (x;, C;, S;) against framing
attacks. Periodically, the operation center publishes a 161-bit public parameter W and 322k-bit
credential bases {(#;,7;)|1 <i < k}. If a smart meter buys electricity, it stores these credential
bases and a 161-bit public parameter V;. In addition, the operation center stores 3222 -bit
tracing credentials (I';, f,-) in LOG to resist forgery attacks, where A is the number of sold
credentials.

The communication overhead of the usage reports generated by the smart meter and de-
livered to the operation center is analyzed. Each credential is of the form Uy ||U;||R||g||so]|s1]|
52 |s3]|s4|s5]|s6]|s7 ||| 5| Ti || Ti ||z for a smart meter, and its size is 7|G| +9|Z;,| + [nr|, where
|nr| is the length of the timestamp ny. Therefore, the usage report size is 2567m bits apart from
the timestamp nry.

According to the above analysis, the size of the usage report increases with the usage data

5.4.2.2 Computational Complexity

Compared with exponentiation G, multiplication G,, and pairing evaluation G, the overheads

of hash value and arithmetic operations are very small [99]]. Therefore, only G., G, and G, are
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Table 5.1: Computational Performance.

Party Computation time  Mean Devia.  Inte.
Setup ocC Gn+5G, 44,68 ms 1.55ms 0.72 ms
Joining SM  2G,, +2G, 1830ms 0.34ms 0.19 ms

OoC G, 387ms 036ms 0.17 ms
Purchasing SM 10G,, 27.87ms 0.65ms 0.31 ms

Requiring SM  5G.+14G,, +2G, 61,06 ms 1.83ms 0.40ms

Verification oC 171G, +12G,, +4G, 88.80ms 1.75ms 0.36 ms

Identification OC 3G, 16.80ms 0.43ms 0.20 ms

analyzed. Some bilinear pairing operations can be calculated in advance. The computational
cost is presented in Table[5.1]

Based on the computational cost, the scheme is emulated on a Ubuntu 12.04 virtual operat-
ing system with an Intel Core i5-4300U dual-core @ 2.60 GHz CPU, using one core and 1GB
of RAM. All results are obtained by running 20 test repetitions for each algorithm and number
of consumers. The simulation utilizes PBC cryptography libraries, which are free C libraries
that perform the required mathematical operations underlying pairing-based cryptosystems.
Similar to the description in Subsection the length of G is set to 161 bits and p to
160 bits. In the simulation, the communication overhead and the delay between the operation
center and smart meters is neglected. The simulation results are presented in Table [5.1] where
"’Devia.” stands for the standard deviation and ’Inter. stands for the 95 percent confidence

interval.

5.4.3 Discussion

In contrast to the incentive-based demand-response programs described in Chapter [3|and Chap-
ter[d} prepaid systems have more widespread applications. Prepaid systems can be applied not
only in incentive-based demand-response programs, but also in time-based demand-response
programs. According to the security analysis in Subsection [5.4.1.1] the proposed scheme can
achieve strong anonymity. Even the operation center cannot identify the source of usage re-
ports if the smart meter is honest and follows the rules. Additionally, the scheme solves the

credential collision problem. During the joining protocol, a smart meter selects a secret key
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x € Z,, and computes an element C = xP;. Although the operation center does not know x,
it can still see whether C is in collision with other public parameters. Further, the operation
center can determine whether x is in collision with other secret keys. If a smart meter sends a
used x, the operation center should report it to the smart meter and allow it to select a new x.
Therefore, I = xt would not be in collision with other credentials from other smart meters.

However, the payment mechanism is rigid in the privacy-preserving theft detection scheme.
Consumers can buy credentials only at a certain time. An important assumption is that a smart
meter can correctly evaluate its consumption. Another important assumption is that there are
enough smart meters buying credentials at the same time to cloak a smart meter’s identity
in the group. Both are strict assumptions. Another limitation of the proposed scheme is its
time-consuming communication cost and potential for energy wastage. The larger the unit
of a credential, the more electricity is wasted. At the same time, the smaller the unit of a
credential, the more credentials a smart meter must present in the power-requesting algorithm.
For example, consider a smart meter that consumes 23 cents of electricity. If the unit of each
credential is 5 cents, the smart meter must present five credentials and the waste is 2 cents. At
the same time, if the unit of each credential is 3 cents, the number of credentials required is
eight and the waste is 1 cent. Although the waste is reduced in the second case, more credentials
must be computed, resulting in more time delay.

As for the discussion in Subsection @ according to IETF standard RFC 4594 [97, 98],
the signaling delay limitation is 240 ms. Based on the computational performance of the pro-
posed privacy-preserving theft detection scheme described in Subsection[5.4.2.7] it takes more

than 240 ms to compute four credentials for a smart meter, under available hardware conditions.

5.5 Network Model of Virtual Credential-Based Scheme

In this section, the assumed network model of the virtual credential-based theft detection

scheme is described.

5.5.1 Design Goal

According to the analysis in Subsection [5.4.3] security, user experience and quality of service
are the three most important requirements in prepaid systems. In the aforementioned subsec-
tion, a novel efficient theft detection scheme is constructed for prepaid systems, which achieves

all the following goals simultaneously:
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1. Security requirements: As for the adversary model described in Subsection three
types of adversaries are considered: curious eavesdroppers, malicious forgers and elec-
tricity thieves. Section enumerated the necessary security requirements for a pre-
paid system. Here, the unlinkability of the privacy-preserving theft detection scheme is

redefined. Other security requirements are the same as in Subsection[5.2.3]

e Unlinkability: The operation center cannot link different pseudonyms from one

source.

2. User experience: User experience refers to a person’s emotions and attitudes about
adapting to Smart Grid systems. It is an important indicator in human-computer inter-
faces. The rigidity of a payment mechanism has a negative effect on the user experience.

A widespread system would allow consumers to buy credentials whenever they wish.

3. Quality of service: According to the above discussion, one limitation of prepaid systems
is wastage. Of course, the operation center could set the unit of each credential at 1 cent,
which would improve the energy efficiency. However, this would lead to time-consuming
computational cost during the power-requesting phase. Due to the limited computational
resources available at the consumer’s side, this requires a high-performance communi-
cation protocol capable of providing fast, intelligent local responses coordinated with a
high-level global analysis, in order to prevent or contain rapidly evolving adverse events.
Therefore, a privacy-preserving theft detection scheme with a constant computational

cost is necessary for prepaid systems.

5.5.2 Entities

There are three entities in the network model of a virtual credential-based scheme: the operation
center (OC), the trusted third party (TTP) and the smart meter (SM). The OC and the SM have
been introduced in Subsection[5.2.1] Here, only the TTP is introduced.

e The TTP is controlled by an independent trusted legal authority. Once the OC detects
power theft, the OC reports it to the TTP. The TTP can calculate the real identities of the
power thieves using its secret key, and can arbitrate the dispute between the OC and the
SM. In the proposed scheme, the TTP’s real identity is always considered to be public.
In fact, both the OC and the TTP are public entities, since neither has any need to cloak
its identity.
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Figure 5.2: Network Model.

5.5.3 Blind Signature

The virtual credential-based theft detection scheme employs blind signatures to authenticate
smart meters’ pseudonyms. A blind signature system is proposed for untraceable electronic
cash schemes [128]], in which the signature (m,r’,s") is statistically independent of the interac-

tion (m,r,s) that provides information from the signer.

5.6 An Efficient Virtual Credential-Based Scheme

In this section, a theft detection mechanism is designed. The novel detection mechanism in-
cludes setup, power-requesting and verification algorithms and joining, power-purchasing and
identification protocols. As the description in Figure[5.2] these algorithms and protocols can be
organized into four steps: Firstly, the trusted party generates and publishes credentials for the
system. Secondly, the smart meter joins the Smart Grid system and purchases electricity with a
commitment from the operation center. Thirdly, during the power-requesting phase, smart me-
ters blind their commitments and send them to the operation center with credentials. Fourthly,
if the operation center finds a reused credential, it executes the identification protocol and re-
ports the suspicious data to the TTP, which then calculates the identity of the malicious smart

meter. These algorithms and protocols are described in detail in the following subsections.
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5.6.1 Setup

In the virtual credential-based theft detection scheme, a concrete region is managed by a single
operation center. The operation center runs its setup algorithm on input K to obtain a group

public key and a secret key as follows:

1. Firstly, on input of x, the bilinear pairing instance generator returns a tuple (p, G, G,,Gr,
Z;,e, Py, P,) as defined in Subsection3.3.1]

2. Secondly, the operation center randomly chooses an integer Y € Z, and generates its
public parameter Py, = YP>. The operation center chooses collision-resistant hash func-
tions H and Hz. : {0,1}" — Zj,.

3. Finally, the operation center retains its secret key y and publishes its public key (P, P,
Poub). The operation center builds an empty authentication log LOG that records pseudonyms

and used credentials.

A trusted party exists only in a concrete region. The trusted party runs the trusted party

setup algorithm to obtain its secret key and public credentials as follows:

1. Firstly, the trusted party randomly chooses two integers 71,7; € Gy and another integer

*
anp.

2. Secondly, the trusted party calculates the public credentials {(#;,7) = (ott;—1,0tfi—1) | 2 <
i <k}. Here, (1;,1;) is known as the ith tag base of the trusted party.

3. Finally, the trusted party publishes the bound number k and announces the credential

bases {(#;,7;) | 1 <i < k}. The trusted party retains its secret key, tsk=q.

5.6.2 Joining

The joining protocol is carried out between the operation center and a smart meter. In this
protocol, the smart meter must reveal its unique identity ID € {ID; | 1 < j < g} to the operation
center. Firstly, the smart meter generates a secure parameter x € Z,, using the seed, computes a
request A = xP; and generates a signature o = sig(C||ID). The smart meter sends the signature
o with the request A and the identity ID to the operation center. Upon receipt of the request,
the operation center computes a hash value f = J—CZ; (ID), where the hash value corresponds to

the smart meter’s identity, grants the request A: B = and sends B back to the smart meter

A
f+yr
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which confirms that equation e(B, fP> + Pouy) = e(xPy, P») is satisfied. Finally, the smart meter

retains its long-term secret key x.

5.6.3 Power Purchasing

The power-purchasing protocol is carried out between the operation center and each smart
meter. In this protocol, the consumers buy credentials from the operation center and are granted
the right to obtain power. Firstly, the smart meter sends a request to the operation center. The
operation center randomly chooses an integer € 7%, and sends Q = B P, to the smart meter.
Secondly, the smart meter blinds the credential B as a temporary pseudonym. It generates three
integers a,b,u € 7, computes y = ux, C = uB, s = H(Q + aP> — bPyy,,C) — b and sends s to
the operation center. Thirdly, the operation center signs the pseudonym C without knowing
C: r= B +s7, and sends r to the smart meter. After receiving r, the smart meter computes
' =r+a and s’ = s+ b, operates a counter i, which is initially set to 0, and confirms the
equation H (r'P» — s'Pyub,yP1) = 5. After that, the smart meter retains its temporary secret key
yand pseudonym C. After obtaining the right to request power, the smart meter must register its
pseudonym with the operation center anonymously. The operation center verifies the equation
H(r’'P,—5 Poup, C ) = s'. If it holds, the operation center adds C to LOG, and sets the counter
x = 0. The pseudonym is signed by the operation center using a blind signature. Therefore, no
one can produce a pseudonym without the help of the operation center.

NOTE: The power-purchasing protocol is the part that differs most between the two theft
detection schemes. In the first scheme, consumers can buy electricity only at a specific time.
Periodically, the operation center publishes credentials and authorizes all the smart meters’
commitments. The purchasing mechanism is more flexible in the second theft detection scheme
than in the first scheme. Consumers can buy credentials at any time. The operation center
publishes credentials in the setup phase. Smart meters can use the credentials repeatedly. The

operation center authorizes smart meters’ pseudonyms using a blind signature scheme.

5.6.4 Power Requesting

The power-requesting algorithm is run by a smart meter to produce a signature for its usage
data, and to prove knowledge of the smart meter’s keys f and y. The smart meter transforms the
credentials and sends them back to the operation center. Therefore, the operation center cannot

locate the source of the public parameters. On input of the usage plan, the smart meter analyzes
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the usage data and estimates the amount of power used m. The smart meter increases the
counter i by m. If u > k, the smart meter jumps to the power-purchasing algorithm; otherwise,
the smart meter sets ;1 = 4 m, chooses the pth credential, denoted by (#,7, ), outputs a hash
value ¢ = Hz; (ml| p[[t[|#u || P ]| P2[| Poub||C|n7 ), where nr denotes the timestamp, and computes
the virtual credentials I" = f1, + cyf,,. After that, the smart meter binds the virtual credentials
with the usage data m, and cloaks the temporary secret key y and hash value f. The smart
meter generates ko and k;, and computes E = e(Py,P,)ke(C,P) ™", F = kity + ckofy, g =
96z, (m| 2] |P1 | B3l Pous [ K CLE N F [l e[ T ). 50 = ko — gy and 51 = ky — g

Finally, the smart meter outputs ¢ = (C,I",#,,7,8,50,51, 1L,nr) as the signature, and sends

it to the operation center.

5.6.5 Verification

The verification algorithm is run by the operation center to confirm that a given usage report is
valid. After receiving the signature, the operation center checks the validity of the timestamp.
If it is valid, the operation center verifies that the signature does prove knowledge of its secret
key y:

The operation center calculates the hash value ¢ = Hz; (m|| ||ty ||y [|P1[|P2[| Poub | Cl| 77)
and elements E' = e(C, Py )%¢(P1,P>)"e(C,P,)~*" and F’ = gI"+ st + socfy. The operation
center verifies equation with the hash value and E’, F’. If it holds, the operation center
accepts the signature and executes the identification protocol. If it does not hold, it rejects the

signature.
& = Hay (m|| || Pr || Pa | Pous ||| CILE"|[ |t | [Tl ) (5.2)

5.6.6 Identification

If the operation center executes the verification algorithm and confirms that the signature is
from a legitimate source, it will then run the identification protocol to check whether there are
any reused credentials. The operation center searches for the pseudonym C and checks whether
the corresponding integers i, m and y satisfy u —m > x. If u —m > x, the operation center
sends ¥ = u to LOG and terminates the protocol; otherwise, i.e., for the case t —m < ¥, the

operation center sends the signature to the trusted party.
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Suppose two signatures ¢ and ¢’ exist such that C = C', 4 —m < x and ny < n’, the
trusted party can confirm that a credential has been reused. Then, the trusted party computes
D= w, searches for the ID€ {ID; | 1 < j < ¢} which satisfies & = H{z, (ID)t,, and

outputs the ID. If there is no such entry, it outputs None.

5.7 Security Analysis

In this section, the security analysis is described. The analysis is divided into four classes:

authentication, traceability, unlinkability and anonymity.

5.7.1 Authentication

In the power-purchasing protocol, a smart meter must reveal its real identity to the operation
center, and subsequently obtain the secret key y and pseudonym C from the operation center.
When the smart meter presents a signature during the verification algorithm, it must prove
that both the pseudonym and the secret key are authenticated by the operation center. Forgery
attacks are classified into two types: adaptive chosen message attacks and adaptive chosen
identity attacks. The former attack produces a forged pseudonym that can pass the verification
algorithm. The latter attack produces a forged signature that can be linked to a legitimate
pseudonym. The virtual credential-based theft detection scheme can resist the adaptive chosen
message attack due to the fact that a blind signature cannot be forged [[128]. The resistance to

an adaptive chosen identity attack is the same as for the analysis in Subsection[5.4.1.3]

5.7.2 Unlinkability

Once the credentials are used out, the consumers must buy new credentials from the operation
center and create new pseudonyms and secret keys. The consumers’ pseudonyms are updated
at irregular intervals, thereby protecting the profile of the consumer’s usage plan due to the
unlinkability of the blind signatures [75]]. The operation center cannot determine whether two

pseudonyms are from the same source.

5.7.3 Anonymity

The anonymity of the prepaid scheme is based on the DDH assumption. To support anonymity,

the adversary is provided with the following three oracles Ojoin, Oreq» and Oquery. The oracle
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Ojoin simulates the joining protocol. Adversaries collude with the operation center and corrupt
smart meters. The oracle Ogreq executes the power-requesting algorithm. Every time the ad-
versary queries the oracle Oquery, the algorithm A’ randomly chooses be {0,1} and simulates
the power-requesting algorithm with ID;. Without loss of generality, it is assumed that the

adversary never queries an oracle twice with the same credential.

Definition 5.1 (Anonymity) A scheme is anonymous if the probability that the following ex-
periment returns 1 is negligibly close to % for any probabilistic polynomial time algorithm
A:

The simulator inputs K to generate the key pair for the operation center and forwards it
to the algorithm A. It then inputs a smart meter ID;, and if it is uncorrupted, the oracle
Ojoin manages and executes the joining protocol and returns a request. Otherwise the oracle
Ojoin returns the smart meter’s secret key. The oracle Oreq manages and executes the power-
requesting algorithm and returns a signature. Inputting two identities 1D} and ID7, the oracle
OQuery takes be {0,1}, executes the power-requesting algorithm, and generates and returns
a signature using ID;’s key pair. The algorithm A can make a polynomial number of queries
to the oracles Ojoin, Oreq and Oquery. In the challenging phase, A chooses two uncorrupted
identities IDy, ID| and a message m* which was not queried. The challenger chooses be {0,1},
and generates a signature using ID;, and m*. Then A receives the challenging signature and

outputs a guess @ € {0,1}. If b = @, the simulator returns the value 1.

Theorem 5.1 The proposed prepaid scheme satisfies Definition if the DDH assumption

holds in G using the random oracle model.

PROOF If there exists a probabilistic polynomial time algorithm A that has a non-negligible
advantage in winning the anonymity game, another probabilistic polynomial time algorithm A’,
which can break the DDH assumption, can be constructed. An instance of the DDH assumption
is (Py,aP;,bP,,T), where a,b € Z;‘, and P, T € G;j. Its task is to determine whether T = abP;.

Algorithm A’ is constructed as follows:

1. A’ initializes the lists of data structures LOG and L. LOG stores outputs from the

oracle Oreq. LZ; stores outputs from the oracle Oy, .
P
2. A’ sets the target smart meter as ID.

3. According to the setup algorithm, A’ generates the key pair (gsk= y € Z%, gpk= yYP>)
for the operation center, and forwards (gsk, gpk) to A. This means that A has the secret
knowledge of the operation center.
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4. A’ chooses o € Zy andt; € Gy, computes #; = at; 1, where 2 < i < k and sets {(t1,f1), ...,
(fx,fx)} to be the credential bases.

5. A’ forwards the credential bases to A and simulates the oracles as follows:

(a) When A makes the oracle query Os¢,, with ID; or the message m, A’ checks
y4
whether ID; or m is in the list Lz;. If it exists, A’ outputs the existing data; other-
wise, A’ randomly picks an integer f; or c;, respectively, where (f; € Zy) A (f; &
Ly;) and (¢; € Zy) A(ci ¢ Lz ). A’ inserts (ID;, f;) or (m;, ¢;) into the list Lz, and
returns f; or ¢; as the hash value.

(b) When A makes the oracle query Oy, related to IDy, A’ replies Ay = aP; and

B = f;“jry. Otherwise, A’ simulates the joining protocol by randomly choosing a
xj € Z,, and computing A; = x;P;, B; = fA—iy
JI

A’ replies A;. If ID; is a corrupt smart meter, A replies x;.

If ID; is an uncorrupted smart meter,

(c) When A makes the oracle query Oreq With 7;, f;,n7 not related to IDy, A’ simulates
the power-requesting algorithm with the output from Ojei,. Otherwise, A’ simulates
the non-interactive zero-knowledge proof. It randomly chooses u € Z%, computes
C= ff’tiPl,F,- = fit; + cuxt;, where 1 < i < k and c and f; are from the list Lz,
and computes the signature o: A randomly chooses s, s1,¢ € Z%, calculates £ =
e(C, Poup)%e(Py, P2)%e(C,P,)~*" and F; = gI'; + s1t; + soct;. After that, A’ outputs
the signature (m;, 0;) and inserts it into LOG.

(d) When A requests the oracle Oquery With (t;,1;) and two smart meters (ID§, ID7),
where both D}, and ID have been queried by A, A’ randomly chooses b € {0, 1},
simulates the power-requesting algorithm with IDZ, and produces the signature

(m;, 0;) according to the oracle Ogeq.

6. In the challenging phase, A’ submits credential bases {},7 = bP,...,t},7; = a*bP;}
that are different from all outputs from LOG, and two uncorrupted smart meters ID;; and
ID]. If both (IDj #ID;) and (ID} #IDy), A’ outputs failure and terminates the game.
Otherwise, A’ randomly chooses b € {0,1}. If ID}: =ID;, A randomly chooses u*, sets
C= flu;y(Al)’ [; = fit; + cu*xi;, where c is a hash value and computes E;, F;, s;o,s;1 as
the oracle Ogeq, Wwhere 1 <i < k. If IDZf7 #IDy, A’ utilizes ID;’s key pair to compute the

challenge signature ¢* according to the power-requesting algorithm, and outputs it.
7. Finally A outputs 4. If @ = b, A outputs 1. Otherwise, A’ outputs 0.

8. Here, it neglects the probability that ID; ¢ {ID;, ID]}. If ID; € {ID{, ID}}, the proba-
bility of success of the algorithm A is % + €. This implies that the probability of success
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of the algorithm A’ is also % + €. According to the above analysis, if € is not negligible
and A breaks the privacy game, A’ can solve the DDH problem.

O

5.7.4 Traceability

The traceability of a virtual credential-based theft detection scheme is based on the blind sig-
nature and the g-Strong Diffie-Hellman assumption. The pseudonym of the consumer is au-
thenticated by the operation center. Although the pseudonym is produced by the smart meter,
it is valid only after authentication by the operation center. At the same time, the consumer
must pay for each authentication. Based on the fact that the blind signature cannot be forged,
the adversary cannot produce a valid pseudonym without the help of operation center. Here,
it is briefly proved that the consumer cannot reuse the credential under the same pseudonym

without being traced by the trusted party.

Definition 5.2 (Traceability) A scheme is traceable if, for any probabilistic polynomial time
algorithm A, the probability that the following experiment returns 1 is negligible:

The simulator generates the key pair of the operation center and forwards the public key to
A. A can make a polynomial number of queries to the oracles Ojoin and Ogeq. If A can pro-
duce a new signature (m*,6*) which can pass the verification algorithm and the identification

protocol returns None, the simulator returns 1.

Theorem 5.2 The proposed prepaid scheme satisfies Definition if the g-SDH assumption
holds in (G, Gy) using the random oracle model.

PROOF If there exists a probabilistic polynomial time algorithm A that breaks the traceabil-
ity of the scheme, another algorithm A’, which can solve the ¢g-SDH assumption, can be
constructed. An instance of the g-SDH assumption is (y(P'),Qp = P',Q1 = zP',...,Q4—1 =
7971P"), where z € Z.,, and P’ € Gy, and v is is a computable isomorphism from G; to Gy. Its
task is to output the pair (c, ﬁl]/(P’ ).

1. A’ initializes the data structures to be empty.

2. If A queries with identities {IDj,...,ID, }, A’ randomly chooses f; € Zj, for ID;, com-
putes g(z) = H?il(Z‘i‘fj) = nglujzj, where ug,...,uy-1 € Z,. A’ computes P, =
H;’.;é ujQj = g(z)P', P = y(P,) and Py, = 2Py = z8(2)P'. A’ sets (Py,Ps, Pyup) to be
the operation center’s public key and forwards it to A.
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3. After that, A’ simulates the operation center, the trusted party and the set of smart meters.

For each identity ID;, A’ randomly chooses y; € Zy, and computes B; = zijf y(P) =

: 2
LDy (P) = g () W(P), where g(z) = S =195 ,vj(e + f) = g vel. Are-
turns a set of key pairs { (B, f1,51); ..., (Bg—1, fg—1,Yq—1) }-

4. If A can output a signature 6, which satisfies e(B*, f*P> + Pyup) = e(y*W(P), P»), and
£* ¢ {1, g1} This implies g(z) = £4_| (z+ f;) = h(z) (z+ f*) + r, where r # 0 and
-2 j * *
h(z) = ;]‘:0 w,z/. Therefore, B* = f*+zl[/(P2) (x+f* +h(z))y w(P).

( H? 0 WJW(QJ)) ((x+f* +h( ))y*W(P/) y H] oWJW(ZjP/))’
outputs (f*,S) and solves the g—SDH assumptlon.

! _ 1
A’ computes S=5

5.8 Performance Analysis

The efficiency performance is one of the most important highlights of the scheme. Firstly,
the storage space and the communication overhead are discussed. Then, the computation time
required by the virtual credential theft detection scheme is analyzed.

5.8.1 Storage Space and Communication Overhead

As in the first theft detection scheme,

»| denote the lengths of Gy and Z;, respectively,
and they are set to 161 bits and 160 bits respectively to achieve an 80-bit security level. The
operation center retains its 643-bit public key (P, P>, Pup) and secret key 7. In addition, it
stores the 161-bit pseudonym C for each smart meter and the 161-bit tracing credentials I" for
each usage report in LOG to resist forgery attacks. A smart meter needs to store the 320-bit
key pair (f,x) and the 161-bit pseudonym C against framing attacks.

The trusted party should store the 322k-bit public credentials (7;,7;) and the 160-bit private
key a for tracing power thieves. The format of the usage report is m||C||T||2,||7.]| g sol|s1]| ]| 727 -
Its size is [m| +4|G|+3|Z;| + |n7|, where |m] is the length of the usage data m and |n7| is the
length of the timestamp nr. The length is 1124 bits apart from the timestamp ny.

According to the above analysis, the size of a usage report is constant. It is independent of

the usage data m.
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Table 5.2: Computational Performance.

Party Computation time Mean Devia. Inte.
Initialization OC G, 3.98 ms 025ms 0.12ms
TTP  2(k—1)Gn 62743 ms 17.08 ms 8.14 ms
Joining SM 2G,+3G, 2430ms 0.74ms  0.35ms
ocC Gn, 3.74 ms 0.23ms  0.15ms
Purchasing SM 5G, 27.87ms 0.65ms 0.31ms
OoC 3G, 1263 ms 0.32ms  0.15ms

Requesting SM Gp+Ge+5Gy, 31.06ms 0.83ms  0.40 ms

Verification  OC 2G, + G, +5Gy, 38.80ms 0.75ms  0.36 ms

Tracing TTP 2G, 16.80ms 043 ms  0.20 ms

5.8.2 Computation Time

Compared with the exponentiation operation G, in Gr, the multiplication operation G,, in G
or G, and the pairing operation G, in Gr, the overheads of hash evaluations and arithmetic
operations are very small. Therefore, only G,., G,, and G, are analyzed. These results are
obtained using a personal laptop with an Intel Core i5-4300U dual core @ 2.60 GHz CPU,
1GB RAM and a Windows 7 operating system, and are based on PBC cryptography libraries
[99] and MIRACL libraries [109]]. Some pairing operations G, can be calculated in advance.
For example, the operation center can calculate e(P;, P>) in the setup algorithm and set it as a
public key. The number of credentials is set to 100. The computation time is presented in Table
[5.2] where Devia. stands for the standard deviation and Inte. stands for the 95% confidential

interval.

5.8.3 Comparison

The two proposed theft detection schemes are compared with Chim’s scheme [79], which is
also credential based. To resist collisions, the credentials should be authenticated by a blind
signature [75]. Note that Chim’s scheme can neither trace power thieves, nor resist credential
collisions. In order to achieve a more accurate simulation environment, different Ubuntu virtual

machines were used to simulate the smart meter and the operation center. The smart meter
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Figure 5.3: The Signature Length.

was simulated on a device with 798 MHz CPU and 256 MB RAM, which is not significantly
different from a real smart meter. The operation center is simulated on a device with 2.60 GHz
CPU and 1GB RAM. However, it is assumed that the computational capacity on the operation
center side is unlimited. The development of usage reports is discussed, including signature
length, the power requesting computational cost and the verification computational cost in
Figure [5.3] Figure[5.4]and Figure[5.5]respectively.

From Figure [5.3] Figure [5.4] and Figure [5.5] it can be seen that the second proposed theft
detection scheme is more efficient over the first proposed theft detection scheme and Chim’s
scheme [[79] in both storage space and computational cost. It is more suitable for the real time

data process for both the operation center and the smart meter.

5.8.4 Scenario

An example is taken to compare the efficiency of the two proposed theft detection schemes and
Chim’s scheme [79] in Smart Grid. The power consumption from 08:45 to 09:00 is 960 Wh.
The power price is 17.03 ct/kWh. The three approaches are simulated. The simulation results
are depicted in Table [5.3] from which, it can be seen that both the operation center and the

smart meter do not produce any waste in the second scheme. In addition, the computation time
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Table 5.3: Usage Plan.

Bill No. Wastage SM comput. OC comput.

Chim 18 ct 9 1.65 ct 198 ms 94.5 ms
First Scheme 20 ct 2 3.65 ct 384 ms 177.6 ms
Second Scheme 16.35ct 1635 Oct 97.6 ms 38.8 ms

is significantly reduced. Therefore, it is concluded that the second proposed theft detection

scheme solves the challenge to trade off between the energy efficiency and scarability [[79]].

5.9 Summary

In this chapter, two prepaid systems are constructed with privacy preservation and theft de-
tection in Smart Grids. Based on the dynamic k-times anonymous authentication scheme, the
first proposed scheme realizes identification of thieves without including a trusted party. Only
the operation center and the smart meters are required in the first scheme. The operation cen-
ter checks the smart meters’ commitments, and credentials are binded with the commitments.
Therefore, the credentials are resistant to collisions. However, the computational cost of the
usage reports is so high that it leads to considerable wastage. A virtual credential is pro-
posed in the second scheme. The security analysis has proved that the second scheme can also
achieve privacy preservation and theft detection. In contrast to the first proposed scheme and to
previous studies, both the computational time and the signature size are constant in the second
scheme. According to the performance analysis, it can be seen that the second scheme can
significantly improve both the time efficiency and the energy efficiency. The number of cre-
dentials does not affect the computational cost. Therefore, it can be concluded that the second

scheme solves the problem of the trade-off between computational cost and energy efficiency.
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Chapter 6

Conclusions and Future Work

This thesis examines demand-response programs in Smart Grids and analyzes their security
and privacy issues. Based on the analysis, three cryptographic schemes are constructed. This
chapter summarizes the contributions of the constructed schemes and their implementation in
demand-response programs, and discusses possible extensions and the potential for integration

with other solutions.

6.1 Main Contributions

While demand-response programs offer benefits to both the operation center and consumers,
there are also several possible security and privacy downsides to these approaches. This thesis
mainly focuses on three demand-response programs, considering their security and privacy
issues.

Mandatory Incentive-Based Demand-Response Program

A mandatory demand-response program is constructed, where the operation center defines
a threshold value that consumers must observe. A consumption model is built to testify that
a threshold value can be found. Consumers’ usage data remain anonymous if they follow the
instructions of the operation center, but if they fail to do so, they can be identified. Considering
that requirement, an efficient, conditionally anonymous authentication scheme is constructed
in order to realize identity anonymity and data integrity in the program. At the same time,
the consumer can prove whether he is the source of a concrete signature without leaking his
secret information. Based on the conditionally anonymous authentication scheme, consumers

send their usage data anonymously. If the operation center detects an overflow at times of

135



power shortage, consumers must confirm their obedience using the conditionally anonymous
authentication scheme. The operation center can identify the consumer who cannot disavow
the usage report as the disobedient consumer. Therefore, a penalty audit is achieved without
affecting the privacy of obedient consumers. According to the security analysis, it can be seen
that the proposed anonymous authentication scheme satisfies the security requirements of a
demand-response program under the random oracle model with the ECDL, DDH and g-SDH
assumptions. Compared to conditionally anonymous ring signatures that can achieve the same
security requirements, the proposed scheme only needs a computational time and signature
size of O(1). Because the conditionally anonymous ring signatures’ computational time and
signature size is O(q) where ¢ is the number of smart meters in the system, it is concluded that
the proposed scheme is more efficient than previous schemes for large groups, and it achieves
this efficiency without sacrificing security features.

Voluntary Incentive-Based Demand-Response Program

In contrast to mandatory demand-response programs, in these programs it is voluntary for
consumers to follow the operation center’s instructions. Therefore, mandatory anonymity re-
vocation is not appropriate in this case. This study constructs a voluntary demand-response
program. The constructed demand-response scheme employs an additive homomorphic algo-
rithm to aggregate the usage data from consumers. A smart meter’s usage data are encrypted
using a session key. No other party can obtain details of the data without the session key,
even though its identity is known to other parties. The operation center defines a reasonable
curtailment as an instruction at power shortage times. If a consumer follows the instruction
and curtails his consumption, he can prove his obedience without leaking his consumption data
using the range proof. Therefore, it can be concluded that both the data aggregation phase and
the demand-response phase can guarantee reward audits and privacy preservation.

A reward audit is an important principle of demand-response programs. At the same time,
other security principles, e.g., identity authentication and data integrity, which form the basis
of the audit, should also be guaranteed. This thesis proposes an identity-based batch verifi-
cation scheme in order to ensure integrity and authentication. With the aim of reducing time-
consuming operations, especially bilinear pairing operations, a security model is defined, called
the time-related random oracle model. In the defined model, signers can only sign once at a
specific timestamp. Based on the proposed model, an identity-based batch verification algo-

rithm is constructed, where the verifier can validate any number of signatures at the same time.
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Therefore, it significantly improves communication efficiency. According to the security anal-
ysis, the batch verification scheme can be semantically secure against a chosen identity attack
or chosen text attack under the time-related random oracle model with the CDH assumption.
The batch verification algorithm shares the same security requirements as other popular public
key digital signature schemes, e.g., Schnorr, Boneh and Hess signatures, under the assumptions
of the defined model. Although devices are usually powerful on the operation center’s side, the
more powerful the devices are, the more the operation center must pay. It is concluded that the
proposed batch verification algorithm offers sound economic benefits.

Prepaid Card System

This thesis proposes two privacy-preserving theft detection schemes for prepaid card sys-
tems, where consumers send purchased credentials to the operation center to obtain a corre-
sponding amount of electricity. Once the credentials are used, the operation center stops the
electricity supply at once. The first scheme is based on the dynamic k-times anonymous au-
thentication scheme. Consumers can send credentials anonymously without the involvement
of any other trusted party. This solves the conflict between privacy preservation and theft
detection. However, there is too much wastage in the scheme. In order to improve energy
efficiency, the concept of the virtual credential is defined. Based on the virtual credential
and a blind signature, a trusted third party is introduced into the dynamic k-times anonymous
authentication scheme. This new scheme constructs a signature with a constant size in order
to improve computational efficiency when it signs multiple credentials at the same timestamp.
A scenario demonstrates how the second prepaid card system significantly reduces electricity
wastage and computational cost. According to the security analysis, the proposed scheme can

achieve privacy preservation and identification of thieves at the same time.

6.2 Possible Extensions and Integration with Other Solutions

This thesis further paves the way towards the design and development of viable solutions in-
volving trade-offs between privacy preservation, identification and scheme efficiency. How-
ever, privacy-enhancing technologies are quite new in Smart Grids. This section discusses
some open research challenges related to the constructed cryptographic schemes and Smart
Grid privacy services.

Asymmetric Batch Verification Algorithm
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The concept of a batch verification algorithm was introduced by Boneh et al. [[111]]. This
aims to reduce bilinear pairing calculations for the verifier in Boneh’s signature scheme. The
comparison is discussed in Subsection Chapter [] constructs a batch verification algo-
rithm where the number of bilinear pairing calculations is two, no matter how many signers are
in the scheme. However, the constructed scheme is not an asymmetric cryptographic scheme.
The verifier and the signer share the same secret information. An important assumption is that
the verifier is honest, and would not frame the signer. In Smart Grids, the operation center
would not attack the systems. However, the verifier is not always trustworthy in other systems.
Removing the shared secret key and extending the constructed scheme to other applications is
an open challenge.

Privacy Evaluation Model

The proposed demand-response schemes can preserve privacy by means of cryptography
rather than policy, and can thus offer stronger protection. In order to judge the efficacy of the
schemes, it is necessary to develop privacy metrics that can measure the level of privacy. In this
study, the proposed demand-response schemes employ cryptographic games to evaluate cryp-
tographic schemes. Cryptographic games are the most popular metrics for evaluating privacy
as a security requirement in cryptographic schemes. The study also uses random oracle mod-
els, as the most important game models, to prove that adversaries have a negligible advantage
in breaking the privacy game. However, the efficacy with which cryptographic schemes are ap-
plied in Smart Grid systems should also be evaluated. Although Subsection [2.2.4 enumerates
several models to evaluate privacy leakage in Smart Grids, they only apply to noisy aggregation
models. Of course, for most demand-response schemes, e.g., the schemes in Chapter [3] and
Chapter ] adversaries theoretically cannot eavesdrop on usage data. The pseudonym-based
approaches introduced in Subsection [2.2.5]still carry some risk of compromising consumers’
privacy. Therefore, privacy evaluation models should be studied and consumers advised to
update their pseudonyms in order to preserve their privacy.

Usage Report Non-Repudiation

Privacy and non-repudiation are two conflicting requirements in daily life. However, both
of them are important requirements in Smart Grids. Consumers’ usage reports may contain
important or desirable information for detecting consumers’ actions, which can be used as
evidence in future judgments. In current incentive-based demand-response programs, non-
repudiation is also a basic requirement. To realize non-repudiation, other security requirements,

including authentication and integrity, must also be achieved. Although it is difficult to detect
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all consumers’ actions under the privacy consideration, it is still possible to detect specific
actions without leaking privacy information. Therefore, it is an open challenge to analyze
existing programs in Smart Grids, to identify their requirements and to realize privacy and
non-repudiation in those environments.

Distributed Data Storage

Another important feature of Smart Grids is the existence of large amounts of data. Usage
data have increased from 10,780 TB in 2010 to over 75,200 TB in 2015. As well as the
consumers themselves, other third-party service providers also need these data to improve the
quality of service. In addition, the security of the cloud provider is also a challenging issue.
Cloud servers’ security and privacy requirements, including authority and confidentiality, affect
the Smart Grid’s quality of service. On the one hand, unauthorized entities should not have the
right to access usage data. On the other hand, even consumers’ usage data queried by an
authorized customer cannot expose consumers’ privacy information. To preserve these data,
multiple security and privacy features should be implemented. Addressing these technological

challenges would be a promising research topic.
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