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ABSTRACT

The increasing scale and complexity of computer networks imposes a need
for highly flexible management mechanisms. The concept of network virtu-
alization promises to provide this flexibility. Multiple arbitrary virtual net-
works can be constructed on top of a single substrate network. This allows
network operators and service providers to tailor their network topologies
to the specific needs of any offered service.

However, the assignment of resources proves to be a problem. Each newly
defined virtual network must be realized by assigning appropriate physi-
cal resources. For a given set of virtual networks, two questions arise: Can
all virtual networks be accommodated in the given substrate network? And
how should the respective resources be assigned? The underlying problem
is commonly known as the Virtual Network Embedding problem.

A multitude of algorithms has already been proposed, aiming to provide so-
lutions to that problem under various constraints. For the evaluation of these
algorithms typically an empirical approach is adopted, using artificially cre-
ated random problem instances. However, due to complex effects of random
problem generation the obtained results can be hard to interpret correctly. A
structured evaluation methodology that can avoid these effects is currently
missing.

This thesis aims to fill that gap. Based on a thorough understanding of the
problem itself, the effects of random problem generation are highlighted. A
new simulation architecture is defined, increasing the flexibility for experi-
mentation with embedding algorithms. A novel way of generating embed-
ding problems is presented which migitates the effects of conventional prob-
lem generation approaches. An evaluation using these newly defined con-
cepts demonstrates how new insights on algorithm behavior can be gained.
The proposed concepts support experimenters in obtaining more precise and
tangible evaluation data for embedding algorithms.
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INTRODUCTION

The increasing complexity of today’s network infrastructures calls for new
methods to facilitate easy deployment and management of networking equip-
ment. Virtualization is a widely employed method to increase flexibility in
managing hardware resources. Network virtualization represents the appli-
cation of this concept to network elements—in particular the nodes and links
of a network. This allows network operators to create arbitrary Virtual Net-
works (VNs) on top of a single physical network. Virtual Network Embed-
ding (VNE) describes the task of assigning the available hardware resources
appropriately, in order to realize those VNs. A multitude of algorithms exist,
aiming to optimize this assignment of resources according to various crite-
ria. The experimental evaluation of such algorithms proves to be a difficult
topic with multiple open questions, however.

1.1 EXPERIMENTAL EVALUATION OF VIRTUAL NETWORK EMBEDDING
ALGORITHMS

Network virtualization has received wide attention in the future internet
research community [8]01. Due to increased computing power of commod-
ity hardware, system virtualization techniques have been reintroduced and
applied to off-the-shelf hardware to gain increased flexibility in computing
resource management. The gains in flexibility led researchers to the conclu-
sion that those virtualization techniques, if applied to network resources,
could be the solution of the perceived ossification of the internet [44, 86].

More recently, network virtualization has found application also in other
areas. Data centers have been using virtualization techniques for quite some
time already, and the interconnection between Virtual Machines (VMs) be-
comes more and more important. It is even possible to virtualize an entire
data center [45]. In industrial networks, the compartmentalization provided
by network virtualization can help to separate mission critical communi-
cation from best-effort communication [30] . And with the rise of popular
technologies such as Software Defined Networking (SDN) [104] and Net-
work Function Virtualization (NFV) [85], even more application areas are
opening for virtualized networks (cf. [50, 137] and [9]0)

By applying network virtualization concepts one can create arbitrary VNs,
consisting of virtual nodes interconnected with virtual links, on top of a
physical infrastructure. Flexibility of network resource management is in-
creased in several ways: The topology of the VN can be modified on demand,

In order to indicate previous work by the author of this thesis, throughout this document all
references which are authored or co-authored by the author of this thesis are marked with a
“” symbol.



INTRODUCTION

by inserting or deleting nodes and links dynamically, allowing the network
operator to construct a network that closely reflects his current needs. The
mapping of virtual resources to physical resources can be performed by the
network operator in a way that maximizes the efficiency of the VNs or re-
duces the energy cost of the infrastructure. Finally, virtual resources can
be migrated from one physical resource to another in order to increase re-
silience and efficiency of both virtual and physical networks [7, 21]0.

The necessary resource assignment can be performed manually by the
network operator. It is, however, far more convenient (and better reflects the
targeted flexibility and dynamicity of virtualized networks) to perform this
task algorithmically. Optimizing the resource assignment is a hard problem,
however, for many optimization criteria. The corresponding problem has
become known in the research community as VNE problem: the task of em-
bedding a given set of Virtual Network Requests (VNRs)—that is: requests
for new VNs—in a Substrate Network (SN). A large number of papers has
been published over the last decade, dealing with various ways of optimiz-
ing that assignment [23]0. Unfortunately, the problem has been shown to
be NP-hard in typical application scenarios [43, 42]. Therefore, most algo-
rithms proposed to approach this problem do not provide an exact solution,
but rather make use of various heuristics to provide at least a “good” solution
within reasonable runtime.

It is important for anyone designing or using an algorithm to be able to es-
timate its performance in a realistic setting. For heuristic algorithms this en-
compasses not only the execution time, but also the quality of the computed
solution for a given problem. Unfortunately, testing the algorithms directly
in their intended real-world domain is often not possible and theoretical al-
gorithm analysis is typically limited to abstract statements on worst-case or
average-case runtime and solution quality [131]. Experimental evaluation
with artificial problem instances (also called “scenarios”) is, therefore, an im-
portant method for design of heuristic algorithms. In particular, randomly
generated scenarios are a valuable resource that can help to significantly
extend knowledge about algorithm behaviour in various situations.

Experimental evaluation with random scenarios can be a tricky business,
however. In order to obtain reliable results, a dependable simulation environ-
ment that can support execution of many experiments with various settings
is necessary. Moreover, the scenarios used for a particular experiment have
to be carefully generated to properly highlight a particular aspect of the al-
gorithm under investigation, thereby supporting (or disproving) the hypoth-
esis of the experiment. To facilitate this, close control of the parameters used
to generate these scenarios is necessary.

The goal of this thesis is to shed light on these issues: Not to propose
yet another algorithm trying to improve the solution quality under some
aspect of the VNE problem, but rather to highlight problems in current eval-
uation approaches for VNE algorithms and to provide methodological ad-
vances which facilitate better evaluation. To this end, the scenario genera-
tion process is scrutinized and novel generation approaches are proposed.



1.2 SOLUTION APPROACH

1.2 SOLUTION APPROACH

Many researchers proposing new VNE algorithms present empirical data
gathered with experimental evaluation. The scenarios that are generated for
the underlying experiments tend to follow a common structure in which
topologies, resources, and resource demands are generated with indepen-
dent random processes. Multiple simulation environments have already been
proposed, supporting this approach to experimental evaluation of VNE algo-
rithms (cf. Section 2.4).

This thesis demonstrates that it is difficult to generate scenarios that sat-
isfy particular properties with that approach. In particular, it is difficult to
generate scenarios which are known to be solvable but which are hard for
VNE algorithms to solve. The conventional approach leads to scenarios for
which the actual optimal solution is not known and which are potentially
unsolvable. To improve the significance of results gathered with experimen-
tal evaluation, a new approach to random scenario generation is necessary.
Thus, the fundamental hypothesis of this thesis is:

Current evaluation approaches for VNE algorithms are prone to
misinterpretation due to lack of understanding of the effects of
random scenarios—a structured approach to evaluation and, in
particular, to random scenario generation facilitates more precise
characterization of the behavior and the effects of VNE algorithms.

To test this hypothesis, a novel scenario generation approach which corre-
lates the generation of SNs and VNRs is proposed, based on a flexible frame-
work for Monte-Carlo simulation:

CORRELATION OF SN AND VNR GENERATION In conventional scenario
generation approaches, SNs and VNRs are generated independently.
Here, it is argued that correlation of the generation of these networks
is necessary to be able to guarantee that the final scenario is solvable.
Novel generation algorithms are developed in which either the VNRs
are generated based on a SN or the SN is generated based on a set of
VNRs.

FLEXIBLE MONTE-CARLO SIMULATION To support the correlation of SN
and VNR generation, a flexible simulation framework is needed. Here,
an existing simulation framework based on Monte-Carlo simulation is
extended to support the necessary experimental flexibility regarding
scenario generation and evaluation.

This approach is implemented and compared with conventional genera-
tion approaches to demonstrate the applicability and the additional insights
possible with this approach. The obtained results already exhibit significant
optimization potential for current VNE algorithms.
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1.3 CONTRIBUTIONS OF THIS THESIS

This thesis extends the current state-of-the-art in the field of VNE in numer-
ous ways. The most important contributions of this thesis are listed in the
following:

MATHEMATICAL MODEL A detailed mathematical model of the VNE prob-
lem is proposed in this thesis, going significantly beyond formulations
found in current VNE literature. The proposed model demonstrates
that the VNE problem can be formulated as a set of matrix operations.
This formulation not only supports thorough understanding of the
VNE problem, but makes it possible for the first time to provide a for-
mal definition of a solution for a specific problem instance and, further,
to define the generic signature of a VNE algorithm.

SURVEY ON EXPERIMENTAL SETTINGS An extensive survey of typical ex-
perimental settings for evaluation of VNE algorithms used in the VNE
literature is conducted. The parameters for random scenario genera-
tion are categorized and the predominantly used values are identified.
Moreover, the metrics used for evaluation are identified and ranked
according to their prevalence in current VNE literature.

HIDDEN EVALUATION EFFECTS Based on the collected data, several eval-
uation effects present in the current VNE literature are identified. In
particular, it is pointed out in this thesis that many scenarios used for
evaluation do not actually exhibit significant resource scarcity. This
makes the generated problems easier than one might originally ex-
pect, thereby potentially limiting their significance.

SIMULATION ARCHITECTURE A generic architecture to support evalua-
tion of VNE algorithms is presented. The fundamental components of
a VNE simulator are identified and the interfaces necessary to enable
flexible extension of the simulator functionality are defined. A partic-
ular focus is put on the random generation of embedding scenarios—a
topic that merits its own sub-architecture.

FLEXIBLE SCENARIO GENERATION A novel approach to random scenario
generation increases flexibility for experimenters. A new architecture,
based on the pipe-and-filter concept, is proposed. It allows experi-
menters to construct a wide variety of scenarios by defining a chain of
scenario generation elements. This is accompanied by a new notation
that supports the clear specification of the scenario generation setup
and, thereby, improves reproducibility of experiments.

SPECIFICATION FORMAT FOR EXPERIMENTS A generic specification for-
mat for conducting experiments with VNE algorithms is defined. This
does not only facilitate rapid evaluation with large numbers of scenar-
ios, but also serves to further support documentation of conducted
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experiments. In combination with the novel scenario generation ar-
chitecture, by controlling the seed of the employed Random Number
Generator (RNG), experiments can be fully recreated at any later time.

FILTERS FOR UNSOLVABLE SCENARIOS Filtering elements of unsolvable
scenarios can improve the quality of a random scenario generator.
Moreover, such filters can also reduce algorithm runtime, provided
the filters themselves do not impose significant overhead. Two such
filters are proposed in this thesis, one of which is used to demonstrate
the applicability in reducing VNE algorithm runtime.

PERFECTLY SOLVABLE SCENARIOS The concept of Perfectly Solvable Sce-
narios (PSSs) is proposed: scenarios with an optimal solution that is
known a priori to the experimenter. These scenarios allow for more
precise statements on algorithm performance. In particular, it becomes
possible to judge how close the solution presented by an algorithm is
to the optimal solution. Three different scenario generation elements
are introduced, providing novel means for evaluation of VNE algo-
rithms. All of them extend a partial scenario to construct a PSS—either
from a given SN or from a given set of VNRs. This allows experi-
menters to obtain more precise empirical data on algorithm behavior
in various settings.

1.4 THESIS STRUCTURE

The structure of this thesis follows roughly the solution approach outlined in
Section 1.2. Fig. 1 shows this structure, indicating the logical dependencies
between the individual parts. After this introductory chapter, background
information is given in Chapter 2 and compared with related work in the
respective areas.

In Chapter 3 the concept of VNE evaluation is analyzed in order to gain a
better understanding of the VNE problem itself and to highlight potential ef-
fects and shortcomings. Based on a detailed mathematical formulation of the
VNE problem, the evaluation process for VNE algorithms is specified. An ex-
tensive review of the VNE literature reveals commonly used parameters for
random scenario generation and metrics for VNE algorithm evaluation. Sev-
eral effects occuring in current VNE evaluation approaches are highlighted
and the need for a more structured approach is stressed.

In Chapter 4, a generic architecture for VNE evaluation is proposed. Based
on a set of requirements for such an architecture, the components of a VNE
simulator are defined. Two components—the model for VNE constraints and
the random scenario generation process—are discussed in more detail, due
to their importance for supporting flexible evaluation. A generic experiment
specification file is defined, facilitating rapid, well documented experimen-
tation cycles. Finally, an exemplary implementation, based on the ALEVIN
simulator, is presented in this chapter.
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Chapter 5 investigates the issues of random scenario generation more
deeply. First, the causes of generation of unsolvable scenarios are explained.
Such scenarios are likely to be generated when using conventional scenario
generation approaches. Two potential solutions to this problem are discussed:
filtering mechanisms and PSSs. It is shown that, while filtering mechanisms
have a valid application, they can not solve the problem completely. Instead,
the generation of PSSs is necessary. Three different scenario generation ele-
ments are proposed and analyzed in this chapter, using either a pre-generated
SN or a set of pre-generated VNRs to create a PSS.

The proposed concepts are then put to the test in Chapter 6. It is shown,
based on a common experimentation strategy, how particular aspects of the
VNE problem can now be highlighted, gaining insights that could not eas-
ily be gained before. Two distinct series of experiments are conducted. First,
the influence of different random SN topologies on embedding results is in-
vestigated. It is shown that, without the use of a PSS, misinterpretations
of results are easily possible. In the second experimental series one of the
proposed scenario generation element makes it possible to isolate scenario
generation parameters. This is used to investigate the respective influence of
the now isolated parameters on the embedding results, revealing significant
optimization potential for two VNE algorithms even in seemingly trivial sit-
uations.

Finally, Chapter 7 concludes and summarizes this thesis. It recaps the ma-
jor results of this thesis and provides a discussion of the impact and impli-
cations of these results. An outlook is provided to indicate potential future
research building on the results of this thesis.






BACKGROUND AND RELATED WORK

This thesis aims to extend the evaluation methodology for algorithms deal-
ing with the Virtual Network Embedding (VNE) problem. There are several
research fields connected to this topic. On the one hand, there is the generic
field of experimental algorithmics, which investigates the behavior of algo-
rithms by collecting empirical data. On the other hand, there is the large field
of network virtualization, which deals with the methods used to provide an
abstraction layer over physical network hardware.

The VNE problem itself is a sub-topic of the latter field. It describes the
main resource assignment problem for network virtualization. A large num-
ber of VNE algorithms have been proposed to solve this problem. The em-
pirical evaluation of these algorithms is the topic of VNE simulation. An
introduction and discussion of related work in those four topics follows in
this chapter.

2.1 EXPERIMENTAL ALGORITHM EVALUATION

The experimental evaluation of algorithms—also called “experimental” or
“empirical algorithmics”—provides an alternative to the common theoreti-
cal algorithm analysis. Whereas theoretical analysis is necessarily tied to an
abstract model of an algorithm, empirical evidence is gathered via an ex-
ecutable implementation of an algorithm. Moreover, experiments allow to
evaluate algorithms in specific environments. It will often be easier to gen-
erate a particular type of input to test the algorithm and measure the perfor-
mance on that particular input, rather than to build a theoretical model of
this type of input and reason about the theoretical performance.

Experimental evaluation of algorithms is certainly not a new topic. Mea-
suring the actual performance of an implemented algorithm has always been
a part of algorithm design. Structured approaches to simulation and evalua-
tion of algorithms have been formulated by Catherine McGeoch in her PhD
thesis in 1987 [126] with several follow-up works in the nineties (cf. [127,
128, 129]). More recent work on experimental algorithmics include [130, 135,
101]). By now, there are entire periodicals dedicated to this subject (cf. in
particular the ACM Journal of Experimental Algorithmics (JEA)'). A good in-
troduction on the subject is provided by McGeoch in a recent book [131]. A
good description of the overall experimentation process, including the de-
sign of experiments, is given by Berberich et al. [48].

Experimental evaluation is relevant, in particular, for the classical NP-
problems defined by Karp [102]. In this domain, heuristic approaches play a
major role. Experimental evaluation of heuristic algorithms can help to de-

1 ISSN: 1084-6654; Online: http://jea.acm.org/
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termine real-world behavior of the employed heuristic, thus going beyond
abstract theoretical scenarios such as worst-case or average-case considera-
tions (cf. Rardin and Uzsoy [148]). Care has to be taken, though, to properly
account for the additional influences introduced by the experimental envi-
ronment (cf. Georges et al. [79] for a more generic discussion focusing on
experimental evaluation of Java programs).

One important aspect of experimental evaluation is the generation of ran-
dom problem instances. Experimental evaluation calls for a significant num-
ber of problems for the algorithm under investigation to ensure that the
measured results are reliable and stable. Using random problem instance gen-
erators gives experimenters the opportunity to generate large quantities of
suitable problems for the algorithm on demand.

However, several challenges have to be kept in mind: The generated prob-
lem instances should, on the one hand, reflect a realistic setting at least to
some extent. On the other hand, there must be enough variation between
different generated instances to ensure at least some generality of the mea-
sured results. Moreover, the generated problem instances should be reason-
ably hard to solve for the algorithm, as algorithms trained only on easy in-
stances may under-perform in real-world settings. Good random problem
generators are, therefore, a major advantage for experimental evaluation of
algorithms and merit a discussion of their own.

Examples for such random problem generators can be found for a number
of well known NP-problems. Pilcher and Rardin [143] provide a generator
for the well known traveling salesman problem. Krishnamurthy [108] dis-
cusses problem generation for graph partitioning heuristics. Sanchis [158]
presents generators for the minimum vertex cover problem, the graph col-
orability problem and the dominating set problem. A generator for the bin
packing problem is presented by Schwerin and Wiascher [160].

Unfortunately, these problem generators are not easily adapted to the VNE
problem. Good problem generators would be a major benefit for the VNE
community, however. A large number of VNE algorithm have already been
discussed in the literature, most of which have been evaluated with empirical
methods. Yet, current approaches for generation of VNE problem instances
rely on only loosely controlled random processes, without much discussion
on the effects and properties of the generated problem instances. To over-
come this situation, this thesis introduces a more structured approach to
problem generation and evaluation of VNE algorithms.

2.2 VIRTUALIZATION OF NETWORK ELEMENTS

The virtualization of computing resources has been in use for a long time to
increase flexibility of hardware usage. Hardware virtualization realizes an
abstraction layer, decoupling the real hardware from the hardware as it is
perceived by the user. Virtual hardware is assembled via aggregation and
partitioning of substrate resources. Substrate resources are either physical
or again virtual (the latter case representing nested virtualization).
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Figure 2: Three virtual nodes hosted on a single substrate node

The notion of virtual hardware allows administrators to distinguish be-
tween the computing facilities required by users and the actual hardware
available on site. New resource management functions become available,
making administration of hardware more flexible. By clever assignment of
resources, hardware usage can be optimized. First discussions of this tech-
nique range more than forty years back (cf. Popek and Goldberg [145, 82]).

With the increase of hardware capabilities, this technique has drawn more
and more interest in the last decade. New virtualization solutions have been
proposed and the resulting flexibility has been a major driver of the cloud
computing paradigm. At first, the focus was only on the computing resources
of individual machines, such as CPU, memory, or hard disk capacity. How-
ever, in the last years the interconnection between services became more
and more important. Therefore, it is increasingly the network itself that is
the centre of attention.

A network in general is a structure that can be modeled by a graph. It
consists of a number of nodes and a number of links connecting the nodes.
A network can be a model for relationships (e. g., a social network) or for the
transport of goods (e. g., a train network). Here, communication networks
are considered - i. e., networks that transport data. In such a network, nodes
and links can be considered to be active and passive network elements. The
nodes are active in the sense that they process data (e. g., by forwarding it
to appropriate neighboring nodes). In contrast, the links don’t process data.
Instead, they “blindly” transport it from one end to another.

According to these two kinds of network elements, different resources can
be virtualized. For a node, resources regarding the processing capabilities are
most important. For a link, the focus is on transport capacity or ability.

2.2.1  Node virtualization

Node virtualization builds on the technique of host virtualization. Here, vir-
tualization is typically performed as a partitioning of the available hardware.
The resources of a node are virtualized to support multiple Virtual Machines
(VMs) running on top of a single substrate node. A Virtual Machine Moni-
tor (VMM) virtualizes the available hardware, such as CPU, RAM, or a Net-
work Interface Card (NIC), and assigns appropriate resources to the VMs (cf.
Fig. 2a). Those are then running within the physical host (cf. Fig. 2b).

11
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(a) Partitioning: Splitting one substrate link into two virtual links
(==

(b) Aggregation: Combining a path in the substrate network to form a single virtual
link

Figure 3: Two variants of link virtualization

Various host virtualization techniques are available today, implementing
the virtualization layer at different layers in the Operating System (OS) stack.
An overview of concepts is given by Sahoo et al. [155]. A more in-depth
discussion of techniques is presented by Nanda and Chiueh [136].

For the virtualization of a network node any host virtualization technique
can be used that allows to virtualize the core functionality of a network
node—i. e, routing and forwarding. The similarities between host virtualiza-
tion and node virtualization are discussed by Khan et al. [103]. Going from
host virtualization to full network virtualization is demonstrated by Berl et
al. [7]0, using system virtualization as an exemplary host virtualization tech-
nique.

2.2.2 Link virtualization

The links of a network can be virtualized to achieve two different goals: To
connect two nodes which are not adjacent in the network, or to split one
available substrate link into two or more virtual links. Fig. 3 depicts the
two kinds of link virtualization. The first variant, depicted in Fig. 3a, repre-
sents a partitioning of hardware. Two virtual nodes share the same physical
link. This concept is realized, for example, with Virtual Local Area Networks
(VLANS) (cf. [93]).

The method to connect two non-adjacent nodes is to set up a tunnel. The
packets that should be sent over the virtual link are encapsulated and sent
over a series of links in the Substrate Network (SN). This is shown in Fig. 3b.
The concept represents an aggregation of hardware, as opposed to a parti-
tioning. It is well known and widely used today.

Tunnels are typically set up such that they offer a virtual link layer (i.e.,
encapsulating link layer frames) or network layer (i. e., encapsulating net-
work layer datagrams). To realize this, a lot of protocols are available as a
means of transport, implemented on different layers in the network stack,
from network layer [94] up to the application layer [95]. The endpoints of
the tunnel appear as virtual network devices to the user. A typical implemen-
tation for this uses the TUN/TAP device found in many modern operating
systems.
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A Virtual Private Network (VPN) is a special instance of a tunnel, with the
added feature of data encryption. Data sent over the tunnel is encrypted at
the entry point and decrypted once it leaves the tunnel. Thus, the tunneled
data cannot be read by arbitrary nodes on the tunnel. Examples for this are
IPSec (cf. [96]), OpenVPN?, or SSH tunneling (cf. [97]).

2.2.3 Network virtualization

Network virtualization is a combination of node and link virtualization. When

both nodes and links are virtualized it becomes possible to create arbitrary
virtual network topologies on top of a physical network. This is discussed
by Carapinha and Jiménez [53]. A good overview of network virtualization
approaches is given by Chowdhury and Boutaba [62, 63].

Future internet initiatives have been a major motivation for the appli-
cation of network virtualization. Two important articles have outlined the
importance of network virtualization for the future internet: Anderson et
al. [44] describe how the flexibility gained through virtualization can help
to remedy the perceived ossification (a good description of the problem is
given by Mark Handley [86]) of the current internet. Feamster et al. [74] out-
line a scenario, indicating how network virtualization can optimize resource
usage when multiple parties interact. A survey on future internet initiatives
is provided by Roberts [153]. Concepts and applications are discussed by
Berl et al. [8]0.

Network virtualization also has a significant application in data centers.
Hyser et al. [92] discuss an autonomic controller that places virtual machines
in a data center. More comprehensively, Bari et al. [45] provide a survey on
various approaches to virtualize the entire data centre, including the net-
work itself. In particular, the combination with Software Defined Network-
ing (SDN) appears to be a highly promising application area (cf. Blenk et

al. [50]).

2.2.4 A note on graphical terminology

Before continuing with the explanation of the VNE concept, a note on graph-
ical representation of network elements is necessary. In order to ease the dis-
cussion on network virtualization and to facilitate explanations this thesis
uses a consistent graphical terminology to depict substrate and virtual net-
work elements. It has already been used in Figures 2b and 3, and is shown
explicitly in Table 1. A SN topology will always be depicted with empty cir-
cles denoting substrate nodes and empty “pipes” denoting substrate links.
VNs will be shown as colored graphs with virtual nodes depicted as regular
polygons—triangles for the first VN, squares for the second, pentagons for
the third (no more than three VNs will be needed for explanation in this the-
sis). A VNR—that is: a VN that has not been instantiated, yet—is depicted as
a VN contained within a symbolic sheet.

2 Seehttps://openvpn.net/
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SYMBOL MEANING

Substrate Network (SN)

Virtual Networks (VNs)

YL

* | Virtual Network Request (VNR)

4 .
07372 Substrate element resource consumption

Table 1: Graphical terminology used throughout this thesis

Where applicable, capacities of virtual and substrate network elements
are depicted with numbers attached to the respective node or link, the num-
ber indicating the units of capacity associated with that element. Capacities
of substrate elements denote resources and capacities of virtual elements de-

note the respective demands. For resources that are already partly consumed,
Remaining

VNR1-+VNRz+VNR3

on top and the resource units already assigned to VNRs at the bottom.

the notation is used to denote the remaining resource units

This way of depicting SNs and VNs has been used by the author success-
fully in multiple previous publications, starting in [23]. It helps to avoid am-
biguity and depicts embedding problems clearly and, thus, will serve as a
“graphical language” for the purposes of this thesis.

2.3 VIRTUAL NETWORK EMBEDDING

The mapping of virtual nodes and links to substrate nodes and links raises
a basic resource assignment problem: Both substrate nodes and links have
limited resources, whereas their virtual counterparts impose respective de-
mands on those resources. Typical examples for resources are bandwidth for
links and CPU capacity for nodes. This limits the amount of virtual elements
that can be hosted on a single substrate element—node or link. How should
the virtual nodes and links be mapped, then? This problem is commonly
known as the VNE problem.

Fig. 4 shows a problem instance with two VNRs to be embedded in a SN,
with a possible embedding depicted, already. It can be seen that a substrate
node can host multiple virtual nodes. Also, a virtual link may span more
than one substrate link, in which case a hidden hop is introduced. Multiple
solutions can exist to this problem, differing in the way nodes and links are
mapped. In general, the virtual elements are first mapped to candidate sub-
strate elements. Only if all virtual nodes and links of a VNR have a candidate,
the VNR is embedded and the respective resources are occupied.

While the given example is simple, the generic problem of trying to em-
bed as many VNRs as possible into a given SN with limited resources is N'P-
hard [43, 42]. This is even true, if the location of the nodes is fixed, provided
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(b) A possible solution to the problem above

Figure 4: Embedding two virtual network requests into one substrate network
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that virtual links have to be mapped as a whole. In that case, the mapping
of the interconnecting links can be reduced to the unsplittable flow prob-
lem [105, 106, 107]. Algorithms attempting to solve this resource assignment
problem, therefore mostly use heuristic or meta-heuristic approaches. This
raises the interesting problem of which algorithm can provide better solu-
tions in a given situation.

Andersen [43], motivated by the planning of a research testbed, appears to
be the first to fully discuss the VNE problem. Several following approaches of
resource assignment for virtual networks have come up around 2006 (cf. [73,
196, 121]). Since then, a very large number of VNE algorithms has been pro-
posed in the literature. Surveys on the topic are provided by Belbekkouche
et al. [47] and Fischer et al. [23].

2.3.1  Common assumptions for the Virtual Network Embedding problem

Resource assignment can be performed in multiple ways. There are, how-
ever, a few basic assumptions that are common in the VNE literature. These
assumptions outline the generic problem. While not all approaches follow all
assumptions named here, they still cover a large number of VNE algorithms
and thus can be considered the common grounds of the VNE literature.

It is assumed that VNs get a fixed reserved capacity, according to their
demands. The demands are matched to the available resources in the SN
and, if an embedding is possible, reserved for this particular network. VNs
are only embedded as a whole. If not all demands can be matched, the VNR
isrejected. Embedded VNs are then assumed to remain within their reserved
capacity (cf. [186, 49] for counterexamples).

This also implicates that substrate nodes and links may not be overbooked.
The resources provided by substrate elements pose a strict upper limit to the
amount of virtual elements that can be hosted.

It is also common to assume that virtual network topologies are static.
They do not change over time or, if they do, the respective network is deleted
and then re-embedded with the updated topology.

These generic assumptions are also adopted in this thesis with the goal
to remain as close to the lowest common denominator of the VNE literature
as possible. Several additional assumptions, that are necessary for a precise
mathematical formulation of the VNE problem, are specified in Section 3.1—
along with a discussion on their consequences and potential ways of loosen-
ing them, again.

2.3.2 A conventional problem formulation

To specify the VNE problem, a mathematical formulation is useful. A formu-
lation, as it is typically found in the literature (taken from [23] o) is presented
here (cf. Table 2 for an overview). The formulations found in most papers are
similar and typically focused on the particular VNE algorithm under inves-
tigation.
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Term Description

SN =(N,L) SN is a substrate network, consisting of nodes
N and links L

VNR! = (N}, LY)  VNR! denotes the it" Virtual Network Re-
quest, consisting of nodes N* and links L

. m .
R =[] R; R contains resource vectors for all resources
=1 Ri,.; R
cap:NUL —R The function cap assigns a capacity to an ele-
ment of the substrate network (either node or
link)
dem; :N'UL' = R The function dem; assigns a demand to an
element of VNR? (either a node or a link)

fi: Nt =N f; is the function that maps a virtual node of
VNR? to a substrate node (VNoM)

gi: L' — SN/ C SN g is the function that maps a virtual link
of VNR! to a path in the substrate network
(VLiM)

Table 2: Example of a common Virtual Network Embedding formulation (taken
from [23]0)

A SN is defined as a graph SN = (N, L) with a set of nodes N and a set
of links L. Likewise, each VNRs is represented as a graph VNR? = (N1, L1).
The SN provides resources to the VNRs. Multiple resources are possible—
e.g., CPU capacity, memory, or bandwidth. A vector in R is used to denote
those resources. In the simplest case R = R.

Two functions then relate these resources to the SN and VNRs, respec-
tively. The cap function assigns resources to each element of the SN. Like-
wise, the dem; function assigns a resource demand to each element of the
i-th VNR.

VNE then consists of a mapping function that has to be realized by the
VNE algorithms. This function can be divided into virtual node mapping
(VNoM) and virtual link mapping (VLiM). The node mapping function fj :
N' — N maps nodes from the VNRs to substrate nodes. Likewise, the link
mapping function is defined as g; : L' — SN’, mapping a virtual link to a
path in the SN.

Both functions may not exceed the resources of either a node or a link
in the SN. An optimal embedding then is a function that satisfies all of the
above restrictions and additionally satisfies a given optimization objective
(e.g. to maximize the spare resources in a SN).

Formulations such as this can be found in many papers on VNE (cf. [196,
179, 59, 176, 57, 47] for examples). However, they leave several concepts un-
defined. The new formulation presented in Chapter 3 significantly extends
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Figure 5: Relation between simulation engine and VNE algorithm

those formulations, being detailed enough that, for the first time, the signa-
ture of VNE algorithms and the structure of a solution for a VNE scenario
can be specified. With the help of the Network Weight Matrix (NWM) intro-
duced in this thesis it is shown that VNE can be described as a particular set
of matrix operations. With those the VNE problem can be expressed as an
intuitive inequation.

2.4 VNE SIMULATORS

Experimental evaluation of VNE algorithm requires appropriate simulation
frameworks. Such a framework can range from a simple encapsulation for a
particular algorithm generating some measurement data during execution to
elaborate simulation environments that will generate appropriate problem
instances and can evaluate a number of different algorithms.

2.4.1  Concept of a Virtual Network Embedding simulator

Comparative analysis of VNE algorithms is a major building block of VNE
evaluation (cf. [10]). A VNE simulator is the tool used by experimenters to
generate empirical data about VNE algorithm performance. Fig. 5 shows the
relation between the core simulation engine of such a simulator and the VNE
algorithm. The simulation engine is responsible for setting up appropriate
VNE problems. Those are then handed to the VNE algorithm so that it can
work on solving the problem. During execution, the simulation engine can
monitor the algorithm behavior. After the algorithm is done, the solution (or
failure to find one) is reported back to the simulator so that evaluation can
take place.

There is a clear advantage in separating the simulation code from the code
of the VNE algorithm. During evaluation, the algorithm becomes a System
Under Test (SUT). If the simulation code were closely intertwined with the
VNE algorithm, the whole system effectively measures itself. It is then diffi-
cult to separate effects caused by the algorithm from bugs and shortcomings
inherent in the simulation engine.

An important part of VNE algorithm simulation and experimentation is
the appropriate generation of problems for VNE algorithms. Simulation frame-
works that take this into account and provide appropriate means for the
experimenter to generate new VNE problems for algorithms to solve are,
therefore, a valuable tool for experimentation.
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VNE Sim.  VINEYARD  CVI-SIM ALEVIN
Reference [179] [59] [142] [20, 3]
Type DES DES DES Monte-Carlo
Prog. Lang. ANSIC C++ Java Java
GUI - - v v
Topologies ext. ext. int. (2) int. (11)
Algorithms 2 2 6 12
Metrics 3 4 5 13

Available  GitHub3  Author’s HP4 GitHub> SourceForge®

Table 3: Publicly available VNE simulators

There is a common approach to problem generation found in the VNE
literature, based on varying a common set of generation parameters—with
values often slightly modified. To increase comparability of different experi-
ments, Zhu and Wolf [195] propose a common set of values for those param-
eters to serve as a benchmark for VNE algorithms. The more generic issue
of random generation of VNE problems, however, has not been discussed
in detail in the literature, so far. This thesis discusses shortcomings of the
current problem generation approach and shows novel ways of generating
embedding problems that help to shed more light on algorithm behavior.

2.4.2  Publicly available VNE simulators

The need for a reliable code base for VNE simulation sparked the develop-
ment of several projects aimed at providing appropriate frameworks for eval-
uation of VNE algorithms. Multiple homegrown solutions exist, but four
of those simulation frameworks specialized on VNE simulation have been
made publicly available and are described here (an overview is given in Ta-
ble 3):

VNE SIMULATOR The VNE Simulator presented by Yu et al. [179] was one
of the first publicly available simulators for the VNE problem. It is
a Discrete Event Simulator (DES) implemented in ANSI C with ad-
ditional UNIX shell scripts and is executed in command line mode.
Topologies are generated with the help of the GT-ITM topology gen-
erator. It supports the three most common metrics, acceptance ratio,
cost, and revenue and has been used in multiple further publications

(cf. [57, 120, 55]).

3 https://github.com/USC-NSL/embed

4 http://www.mosharaf.com/ViNE-Yard. tar.gz
5 https://github.com/chrisap/CVI-SIM

6 http://alevin.sf.net/
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VINEYARD The Vineyard simulator has been introduced by Chowdhury et
al. [59, 61]. Similar to the VNE Simulator by Yu it is a DES and uses
topologies generated by the GT-ITM tool. It is implemented in C++
with some additional UNIX shell scripts. It comes with the D-ViNE
and R-VINE algorithms and supports acceptance ratio, revenue, cost,
and stress as metrics. It has been used multiple times to cover various
VNE aspects (cf. [147, 51, 124]).

cvi-siMm CVI-Sim [142] is a Java-based DES that allows to evaluate em-
beddings with several implemented algorithms. It can be executed in
graphical or command line mode. It can generate random flat VNRs
and SNs topologies. For the SN, a PlanetLab RSpec file can be loaded,
instead. The simulator differentiates between two types of substrate
nodes: servers and routers. Six algorithms are implemented to perform
embeddings with. The simulator offers acceptance ratio, revenue, cost,
average path length, and utilization as embedding metrics. It has been
used in subsequent publications for further evaluation (cf. [144]).

ALEVIN The author is one of the main developers of the ALEVIN simu-
lator [20, 3]. It supports static Monte-Carlo simulations of various
VNE algorithms. It has been developed from the start for compara-
tive analysis of VNE algorithms [15, 10] and comes with a large num-
ber of algorithms discussed in the literature already. Topologies are
generated either with a built-in topology generator (multiple gener-
ators are available) or imported from various file formats (in partic-
ular, the SNDLib [139] format is supported). Moreover, a large num-
ber of metrics is available for evaluation. It has been used in multi-
ple publications, focusing on different aspects of VNE such as energy-
efficiency [11, 22] or distributed embedding [2, 4].

All four of those simulators are available online and have been used al-
ready in multiple publications on VNE algorithms. It can, therefore, be as-
sumed that all of these simulators are well tested and reasonably stable.

In this thesis, a generic architecture for VNE simulators is presented. Based
on the observation that experimental evaluation is usually performed with a
very large number of embedding scenarios with widely differing parameters,
a set of requirements for a flexible VNE simulator is formulated. The need
for flexible generation of embedding scenarios is stressed in particular. The
ALEVIN simulator is used as a basis to implement these new concepts. The
necessary extensions are discussed in Chapter 4.



AN ANALYSIS OF THE VIRTUAL NETWORK
EMBEDDING PROBLEM

In this chapter, the Virtual Network Embedding (VNE) problem is discussed
in depth. While a large body of literature already exists on this topic, several
aspects of the problem are still poorly understood. Evaluation of VNE algo-
rithms often relies on “best-practice” approaches with parameters and set-
tings copied from previous related work. In order to derive a more systematic
evaluation methodology, it is necessary to understand how VNE algorithms
can be evaluated, which parameters can be used to generate problems, and
with which metrics algorithms can be ranked against each other. A precise
mathematical formulation serves to better understand the problem itself. A
thorough literature review helps to answer these questions. Based on that
data, particular effects and shortcomings for VNE evaluation can be identi-
fied. All this serves as a foundation for the following chapters in which the
topics of VNE simulators and scenario generation elements are analyzed in
more detail.

Virtualization of resources has enabled more flexible design and manage-
ment of networked systems in recent years. Even the network itself can be
virtualized, enabling researchers and practitioners to create highly flexible
and tailored network structures for arbitrary communication (cf. [62, 63]
and [ O) VNE is the primary resource assignment problem in this area
(cf. [47] and [23] O) and has thus become an important topic for network
researchers. Consequently, a large number of VNE algorithms has already
been proposed and discussed in the literature and a large amount of new
work in the area continues to be published with high frequency.

A formal description of the VNE problem helps to clarify the concepts
of VNE. However, while formal descriptions of the VNE problem have been
provided by many authors, they are often specialized for a particular aspect
and fail to capture the entire problem. In this chapter, a thorough definition
of all concepts, from simple graphs to simulation of algorithms, is provided
to better understand the intricacies of the VNE problem itself.

Whenever a paper presents a new VNE algorithm, there is typically an
evaluation part in which the qualities of the new algorithm are discussed.
Most papers provide some comparison with other previously published VNE
algorithms, highlighting the advantages and disadvantages of the new algo-
rithm. This is true for a large part of the published literature on the VNE
problem. Considering this, it is worthwhile to analyze the current litera-
ture regarding approaches to VNE evaluation so that a common evaluation
methodology can be derived.

In order to find a structured approach to VNE algorithm evaluation, it is a
good strategy first to identify concepts that are common to most or even all
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previous evaluations. Interesting questions to ask are: How did other authors
evaluate their algorithms? How were the VNE problem instances parameter-
ized in those evaluations? How were the algorithms measured against each
other? Any practitioner aiming to perform VNE evaluation will have to de-
fine appropriate problem parameters and algorithm metrics. An in-depth
review of the VNE literature helps to build a basis for better algorithm eval-
uation.

Understanding the state of the art in VNE evaluation also helps to identify
problems and peculiarities in current evaluation approaches. It is shown in
this chapter that naive parameter selection can lead to experiments that have
an unintended bias. Moreover, shortcomings of popular metrics for VNE
evaluation are discussed in this chapter. This will help other practitioners
to avoid common evaluation pitfalls.

Furthermore, an overview of current evaluation approaches also allows
to identify promising areas for further research. In particular, the goal is to
identify aspects of the VNE problem that have not been covered in full depth,
so far.

Summarizing, there are four main aims of this chapter:

« To get a better formal description of the VNE problem;

« To understand the extent and range of current VNE evaluation ap-
proaches;

« To identify weaknesses and stumbling blocks in VNE evaluation;

» To understand what is currently missing or has only been rarely in-
vestigated in VNE evaluation.

These issues are discussed in the following sections. First, a mathematical
formulation of the VNE problem is presented in Section 3.1. This serves as
the theoretical foundation for the following parts.

Next, the advantages and disadvantages of experimental evaluation are
discussed in Section 3.2. It is argued that experimental evaluation via simu-
lation is the primary method of algorithm analysis. Also, the generic simu-
lation process for VNE evaluation is introduced, detailing the three steps of
problem generation, algorithm execution, and evaluation of results.

In the last decade, a large body of literature has been developed, discussing
the VNE problem. Sections 3.3 and 3.4 discuss and categorize the specific
parameters and metrics, respectively, which are used in a large number of
papers for VNE evaluation. As a basis, the survey by Fischer et al. [23]o is
used. It is shown that a flexible VNE simulation environment is required to
support the range of embedding scenarios found in the VNE literature.

Moreover, the need for a structured approach to VNE scenario generation
is discussed. Close investigation shows that a better understanding of the in-
fluence of VNE scenario generation parameters is necessary to avoid misin-
terpretation of results. To this end, Section 3.5 discusses common problems
and effects of experimental VNE algorithm evaluation. Finally, Section 3.6
concludes this chapter.
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3.1 A MATHEMATICAL FORMULATION OF THE VIRTUAL NETWORK
EMBEDDING PROBLEM

In a very abstract way, the VNE problem can be considered as having a Sub-
strate Network (SN) from which Virtual Networks (VNs) are “subtracted” un-
til the SN is “empty”. In other words: A SN is given, providing resources, and
the task is to select and organize a set of VNs with corresponding demands
such that the sum of the VNs demands does not overspend the resources
provided by the SN. It seems natural to express this with an inequation like
the following:

iVNi < SN
i=1

However, a lot of things are yet unclear in this formula. What do the el-
ements SN and VNj look like? How is the sum between two elements VN;
and VNj defined? And what is the exact meaning of the “<” operator in this
context? A thorough mathematical formulation helps to define and better
understand these concepts.

At its core, VNE is related to graph theoretical problems. Networks can
be described as weighted graphs that have to be matched to each other. This
is already reflected in several formulations of the VNE problem which have
been provided in the literature (cf. [179, 59] or [23]0). The formulation pre-
sented here follows these (often more special) proposals, extending them
where necessary and simplifying and generalizing where possible.

3.1.1 Assumptions

The mathematical formulation of the VNE problem presented here is based
on a simple model that allows to capture the basic, prototypical VNE setting—
a “lowest common denominator” of the VNE problem, as it is found in most
papers on the topic. Some particular aspects are deliberately excluded to
increase both clarity and comprehensibility. Limitations and possible exten-
sions of the model are discussed in Section 3.1.6.

SAME MODEL FOR VIRTUAL AND SUBSTRATE NETWORKS Most authors
in the VNE community provide problem formulations that distinguish
formally between the SN and the Virtual Network Requests (VNRs), ef-
fectively making them different objects. However, both can be repre-
sented by a particular kind of weighted graph. Moreover, when recur-
sive network virtualization is assumed (i. e., VNs embedded in other
VNs), one VN becomes the substrate of another VN. For this thesis, all
networks are modelled mathematically with the same concepts. Their
interpretation then depends only on the context in which they are
used.

NO CO-HOSTING OF VIRTUAL NODES Itisassumed in this thesis that two
virtual nodes from the same VNR may not be mapped on the same sub-
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strate node. In practice, an argument can be made for both approaches.
Allowing co-hosting may lead to better consolidation of resources. On
the other hand, resilience of a VN may be impaired if two Virtual
Machines (VMs) depend on the same hardware. It is also undefined
how to handle link resource requirements if two linked virtual nodes
are mapped to the same substrate node. The formulation presented
here will focus on the case where all virtual nodes of a single VNR are
mapped to different substrate nodes.

LOOP-FREE NETWORKS For this formulation, networks are expected to be
loop-free—i. e., there are no links that connect a node to itself. For vir-
tual nodes this has no impact on the model. For substrate nodes loops
could be used to indicate communication capacity within a node—
however, since co-hosting of virtual nodes is excluded, loops will not
be needed in this formulation.

UNDIRECTED NETWORKS The formulation presented here can be made
consistent with both undirected and directed networks. However, for
the sake of simplicity, the focus here will be on undirected networks.
This will avoid the need for duplicate definitions.

RESOURCE AND DEMAND PAIRS Itisassumed that demands posed by the
VNRs match the type of resources provided by the SN. Demands and
resources either refer to nodes or links. A node demand will be sat-
isfied by a node resource and a link demand will be satisfied by a
link resource. For simplicity it is assumed that resources and demands
are numbers in IR(J)r such that the value of a demand indicates how
much of its corresponding resource it will occupy. This is consistent
with current VNE literature, where node resources and demands are
commonly interpreted as CPU capacity, whereas link resources and
demands are commonly interpreted as bandwidth capacity—both are
typically represented as real numbers.

UNSPLITTABLE VIRTUAL LINKS For links in the VNRs it is assumed that
the respective demand is unsplittable and has to be matched by SN
resources as a whole. Like with undirected and directed networks, the
formulation can be made consistent with both unsplittable and split-
table links. For simplicity, the unsplittable variant will be discussed
here.

These assumptions sketch out the scope of the considered problem. Based
on this, it becomes possible to formally define the VNE problem using con-
cepts from graph theory and linear algebra.

3.1.2  Basic concepts: Graph, path, network

VNE is closely tied to graph theory. As such, the following terms and defini-
tions follow common concepts in graph theory (see [66] for a more in-depth
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introduction to graph theoretic concepts). Here, the standard definition of a
graph will be used: A graph G is defined by a tuple (V, E) with a finite set
of vertices V and a finite set of edges E. The set of edges is simply a set of
two-element-sets {u, v}; u, v € V, each element representing the connection
between two vertices u and v.

It is clear that any finite graph can be made into an ordered graph by
numbering its vertices in an arbitrary fashion. The set of vertices V of a
graph with n nodes can then also be described as a sequence (vi)i—1,.. n
with the help of an ordering function o : N+t — V. Different orderings can
be defined for the same graph G without changing the graph itself, of course.
A tuple (V, E, 0) is then called an ordered graph.

The concept of a path is important for embedding. The intuitive interpre-
tation of a path as a sequence of consecutive edges between two vertices u
and v in a network is used here. Specifically, given a graph G = (V,E), a
path pSN between two nodes u, v € V is defined as a consecutive sequence
of edges (ei)i=1,...n, € € E starting at u and ending at v.

Multiple paths can exist between two vertices u and v of a graph G. The
set of all paths between u and v in G is denoted here as fPSN. The set of all
possible paths between all vertices in G is defined as the union of all those
sets for all pairs of nodes w and v: PC = Uwvev PE

In the literature, the terms “graph” and “network” are often used inter-
changeably. For clarity, and to distinguish pure topological issues from the
concept of network embedding, in this thesis a network is defined as a graph
with weights on both vertices and edges.

DEFINITION 1 (NETWORK). A network N is defined by a tuple (V,E, 0, w)
such that (V,E, 0) is an ordered graph and w is a functionw : VUE — Rj.

In the context of a network, vertices are also called nodes and edges are
called links. The function w in a network assigns a real-valued, positive
weight to each node and each link. For a SN, the weight represents the avail-
able resource capacity, whereas for a VN it represents the respective resource
demand. For better readability, the sum of all node weights is denoted as
w(V) = > ,cvw(v). Likewise, the sum of all link weights is denoted as
W(E) =) .cgwle).

It is assumed that different networks are disjoint—i. e., for any two net-
works N = (V,E,on,wn) and M = (U, F,opm, Wwm ), M # N it holds that
VNU =0 and ENF = (. It is then not necessary to distinguish between
wyn and wpq. The weight function is, therefore, simply called w henceforth,
with the context being clear from the supplied argument.

The concept of paths transfers directly to networks. To simplify, (PE,V and
PN is used as a short hand to denote the set of paths in the graph G that is
the basis of N.

3.1.3 Network Weight Matrix

It is common to represent graphs by an adjacency matrix A = [a;;],1,j € N
in which a; ; is set to one if there is an edge between the i-th and the j-th ver-
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tex. This can be exploited to find a more concise mathematical formulation
of the VNE problem by extending the concept to networks. For a network,
node weights and link weights have to be represented, as well. It is common
for graphs with link weights to have them represented by a weighted adja-
cency matrix in which the entries a;j are set to the respective link weight
(a distance matrix is a well known example of this concept).

A simple observation shows a way to record node weights, as well: Since
networks are assumed to be free of loops, the diagonal of the matrix (i. e., all
entries ay ;) are not used for links, with all entries a;; = 0. One can then
use those matrix entries to represent the node weights. It is thus possible to
construct a matrix that stores both node and link weights. Such a matrix is
called Network Weight Matrix (NWM) here:

DEFINITION 2 (NETWORK WEIGHT MATRIX). Given a networkN = (V,E, 0, w)
with |V| =n, let (Vi )k=1,...n be the enumeration of the vertices in V gener-
ated by 0. The Network Weight Matrix of N is defined as the n X n matrix
A= [ai,)-] with its entries a; j defined as follows:

w(vy) if i=j
aij =4 w({vi,vi}) if {vi, v} ek
1 else

The “1” symbol here indicates a nonexistent node or link in the matrix. It
should be noted that the particular form of this matrix depends on the enu-
meration of vertices. Different enumerations will produce different NWMs
for the same underlying graph. On the other hand, the construction of the
NWM is bijective—a network can be fully recovered from the matrix. This
bijection is denoted here as # : N — A, and its inverse is denoted as
#1: AN

By denoting nonexistent nodes and links with “ 1 ”, any given matrix A =
[ai;] of size n can be brought to size n + 1 without changing the semantics
of the underlying graph simply by filling the new line and column with “1”:

Vie{],...,n+1}:ai’n+] =Qn+1,4 =1

This can be repeated to bring the matrix to any desired size m > n. The
n X n NWM of a network with n nodes is thus the smallest representative
of a class of equivalent matrices. In the following, for all operations on two
matrices requiring equal size it is implicitly assumed that the smaller matrix
is extended appropriately.

NWDMs can be added and compared by reducing the respective operations
to their elements. Treatment of the “1” symbol with regard to addition is
equivalent to O:

VreRJ:L4+r=r+Ll=r

Regarding the order of matrix entries, “L” is considered the smallest ele-
ment:
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Vre]RaL:J_gr/\rfj_

Addition of two matrices A = [a; ;] and B = [bj ;] is then defined intu-
itively as:
A+B= [Ci,j] 1Cij =ay; + bi,j

Likewise, one can derive a partial order between network weight matrices
by using comparison of the respective entries. Given two matrices A and B
of size n x m it is defined:

A< B<:>Vi,j EU,...,TL}: aij <bi,j

Using the bijection between networks and their NWMs, one can then re-
duce addition and comparison of networks to addition and comparison of
their respective NWMs. The sum of two networks N and M with A = #(N)
and B = #(M) is defined as N + M = #~' (A 4 B). Likewise, a partial order
on networks is definedas N < M < A < B.

3.1.4 Defining the Virtual Network Embedding problem

Based on the concept of a network as an ordered graph with node and link
weights, it becomes possible to define VNE as an assignment of nodes and
links of a set of VNRs to their respective SN counterparts. The formulation
here is started with the embedding of a single VNR and then extended to a
set of VNRs.

The problem of matching two networks within certain resource limits can
be decomposed into two basic operations: Assignment of nodes and assign-
ment of links between two networks—a VN and an SN (cf. [179, 59] or [23]0).
A node embedding is simply a function that assigns each virtual node to a
substrate node with ample resources:

DEFINITION 3 (NODE EMBEDDING). Given two networks N and M with respec-
tive node sets V and U, a node embedding is an injective function my : V —
U such that:

YveV:iwv) <wimp(v))

A function that is injective' but does not fulfill the inequality is simply
called a node mapping. It is clear that, while a node mapping can be found
for every pair of networks N and M, provided N does not have more nodes
than M, the same is not true for node embeddings.

The inverse function of a node embedding m,, identifies the virtual node
a particular substrate node hosts. It is denoted with th, : U — V. This
function is not guaranteed to be total. In particular this is the case, if [U| >
[V].

1 This property of being injective reflects the “no co-hosting” assumption made before.
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Link embedding is somewhat more complex: Instead of matching nodes
from one network with nodes from the other network, a link from one net-
work is matched with a path such that the weight of the link does not surpass
the weight of any of the links in the path:

DEFINITION 4 (LINK EMBEDDING). Given two networks N with nodes V and
links E, and M with nodes U and links F, a link embedding is defined as
my:E— PM an injective function my : E — PM e — Pm,u]- that fulfills the following
condition:
Ve € E:Vf € my(e) : w(e) < w(f)

It should be noted here that, using this embedding function, a single link
in the network M may serve to host more than one link of the network N.
This is contrary to nodes, where each virtual node is required to be mapped
m(f): F—E/ to a different substrate node. The notation 1 (f) : F — E’ C E is used to
denote the set of virtual links mapped on a single substrate link.
Using these definitions, it now becomes possible to define an embedding
of a VN into a SN:

DEFINITION 5 (NETWORK EMBEDDING). Given two networksN = (V, E, on, W)
and M = (U, F,op, W), a network embedding of N into M is a pair of func-
tions em],tl/l = (Mn, M) such that my : V — U is a node embedding and

my : E — PM is a link embedding for which holds:
Vv, vi} € Ermu({vi,vi)) € PUL L e {mn(vi), ma(vy)} = {wg, wi}

The condition ensures that the link embedding is consistent with the node
embedding, i. e., the source and destination of the link match the source and
destination of the found path. If the context is clear, “embedding” is used as
a short hand form of “network embedding”.

An embedding em}:l/l = (my, my) induces a modified NWM of N that rep-
resents the part of M that is used to embed N. This NWM can be constructed
as follows:

w(1n (uy)) if i=j
aij = Zeem(f) wle) if {vivj}=feF
1 else

The function producing this matrix from a network N under an embed-
Flegn N = A ding emD}), is denoted as #,_~ : N +— A. It should be noted that in general
[empy M lempy,
#(N) #£ #‘emm (N). Even more importantly, if A = #(N) and B = #lemrrdl (N),
then, in general:
# T(A)=N##(B)

This means that the embedded VN, described by the NWM B, is different
from the network requested in the original VNR, described by the NWM A.
While this may seem strange at first glance, it is, however, logical, as the
primary goal of VNE is exactly to restructure a given VNR such that it “fits”
into a particular SN. It also holds, therefore, that B < #(M). The notation
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#I;LN is used henceforth as a short hand form of #~ ! o #|€sz?'/1 , denoting the

function that produces the modified graph after embedding.

If an embedding for a particular VNR has been found and the SN still has
resources left, embedding of a further VNR may be attempted. For this, the
concept of a Residual Network is important:

DEFINITION 6 (RESIDUAL NETWORK). Given two networks N and M and an
embedding em}t’A of N in M. The residual network after embedding N in M
is the network R],:]A that satisfies the equation:

RN +N =M

In other words, the Residual Network contains the resources that are left
after embedding the VN. Provided that there are enough resources left, an-
other VNR may be embedded in the Residual Network, continuing recur-
sively until there are no resources left. This gives rise to the concept of em-
bedding multiple networks: Let (Ni)i—1,.. n be a sequence of ordered net-
works. Then em}:’/f describes a sequence of embeddings (em;)i—1,.. n with
corresponding Residual Networks (Ri)i—o ... n such that:

1. Ro =M
2. Vi:em; = em];;]
3. V> 1Ry =RR

With all these concepts in place, finally the equation presented at the start
of this section can be revisited and the overall VNE problem that considers
multiple VNRs is properly defined:

DEFINITION 7 (VIRTUAL NETWORK EMBEDDING PROBLEM). Let SN denote an
ordered network and let (VNR;)i—1,. n denote a sequence of ordered net-
works. The Virtual Network Embedding problem is the problem of finding
a sequence of embeddings em;/NN Ri such that—with VN; = #‘_1\,NRi (VNR})

emSN

denoting the i-th network as modified after embedding—the following equation
holds:

If such a sequence of embeddings can be found, the given instance of the
VNE problem is solvable. Otherwise it is unsolvable, and some VNRs have to
be rejected. A VNE algorithm is an algorithm that either finds a (complete)
solution to a given problem instance or decides which networks should be
rejected, presenting a solution for the correspondingly reduced problem. The
particular characteristics of such algorithms are discussed next.

29

lempy,

N
emM



bneq

bne

30

AN ANALYSIS OF THE VNE PROBLEM

3.1.5 Virtual Network Embedding algorithms

Using the formulation above, it is now possible to define the signature of
a VNE algorithm. Since it is possible that for a particular problem instance
there is no solution, an algorithm is not guaranteed to return an embedding

for a given VNR N. The notation er}:'/l is used here to specify an embedding
result, with errﬁ/l = em],tl/l if a solution has been found and | otherwise.

Based on this, one can define an elementary VNE algorithm that only embeds
a single VNR:

DEFINITION 8 (ELEMENTARY VNE ALGORITHM). An elementary VNE algorithm
is a function that takes two networks N and M and returns an embedding re-
sult: bneq : (N, M) — er],t‘/l

The VNE problem deals not with a single VNR, however, but attempts to
find a solution e)rn}:JAi for a sequence (Ni)i—1,...n of VNRs. Similar to the
case of a single VNR, it is possible for a problem instance that not for all
VNRs an embedding can be found. The notation er}:if is used, therefore, to
denote a sequence of embedding results, indicating which VNRs could be
embedded and which had to be rejected.

It is already straightforward to attempt a solution for the VNE problem
with an elementary VNE algorithm vnej by recursively running the algo-
rithm with the arguments (N, Ri_1), where R; is the Residual Network of
the i-th embedding attempt with erRNi"j =1 = R;{ =Ri_1and Ry = M.
However, an algorithm that operates this way does not take full advantage
of its available knowledge. An “unfortunate” previous embedding may block
the way for a later VNR. Still, due to the simplicity of this approach, many
algorithms presented in the VNE literature employ this mode of operation. A
first improvement that is often made to avoid the blocking situation is to sort
the VNR before embedding, trying to embed the VNRs which are perceived
as “most difficult” first. In general, it is better to take all VNRs into account
and try to compute a static optimum, or at least a good approximation of
that optimum. Such a static VNE algorithm is defined as:

DEFINITION 9 (STATIC VNE ALGORITHM). A static VNE algorithm is a function
that takes a sequence of networks (Ni)i—1 .. n and another network M and
returns a sequence of embedding results: bne : ((Ni)i=1,.. . n, M) — er],\“/ki

A static algorithm can internally embed VNRs in any order, potentially
attempting first a solution for the VNRs that are perceived most difficult
before approaching the easier VNRs. Any algorithm vne is, of course, triv-
ially also an elementary algorithm vne; if the sequence of networks (N;)
contains only a single element.

There is a middle ground here. An algorithm may embed one network af-
ter the other—like an elementary VNE algorithm—but dynamically change
the embedding of a previous network if the current network could not be
embedded otherwise. Such a reconfiguring algorithm takes not only the cur-
rent VNR but also the previous mapping solution into account:
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DEFINITION 10 (DYNamIC VNE ALGORITHM). A dynamic VNE algorithm is
a function that takes two networks Ni1 and M and a sequence of pairs
(Ny, e”]lv/[i)i:h..,n and returns a modified and extended sequence of pairs:
oner : (Nip1, M, (Ng, erng )izt n) = (Ng, érg )izt e

Again, it is straightforward to convert an elementary VNE algorithm into
a dynamic VNE algorithm by just carrying the generated results along. In
that case it holds that Vi € {1,...,n} : er}:'/f = ér}dl". In other words: It
does not actually perform any reconfiguration. It is also trivial to convert a
dynamic VNE algorithm into an elementary VNE algorithm by providing it
with an empty sequence of pairs.

It is, furthermore, straightforward to convert a dynamic VNE algorithm
into a static VNE algorithm by just providing it with the VNRs one by one, let-
ting it build the solution “on the way”. Interestingly, it is also possible to con-
vert a static VNE algorithm into a dynamic VNE algorithm by performing the
trivial operation (Niy1, M, (Ny,ernt)i=1,..n) — ((NDiz1,. ni1, M),
thereby ignoring all previous embedding results, and handing the result to
the algorithm.

If algorithms are so easily converted from one type to another, the sig-
nature of the algorithm specifies not a characteristic of the algorithm but
rather a way of operating. If VNRs are handed one by one to the algorithm,
the mode of operation is called online. If, on the other hand, the algorithm
works on the entire problem at once, the mode of operation is called offline. A
dynamic algorithm is likely to focus more on minimizing changes to already
computed embeddings, whereas a static algorithm likely strives to achieve
the best overall solution each time it is called, irrespective of all previous em-
beddings. A true elementary VNE algorithm is ignorant of both other VNRs
and other embeddings. This has the advantage of being less complex and
avoiding oscillating behavior. Once a particular virtual element is bound to
a particular (set of) substrate element(s), the mapping is never changed until
the respective VNR is deleted and the respective substrate resources can be
reused again. However, with this approach substrate resources are bound to
become more fragmented as VNRs arrive and leave. This can make it increas-
ingly difficult for the VNE algorithm to embed further VNRs, even if ample
resources are available in total.

Regardless of the particular focus of an algorithm, due to the NP nature
of the VNE problem most VNE algorithms found in practice apply heuristics.
They can differ in the quality of the found solution as well as the time taken
to find it. The experimental evaluation of these algorithms is, therefore, the
primary topic of this thesis.

3.1.6 Limitations and extensions of the formulation

The presented formulation is defined in a very rigid way. Real networks are,
of course, more complex than that. The particular limitations of this model
follow largely from the assumptions made in section 3.1.1. The respective
consequences and potential ways forward are discussed here.

31

Dner



32

*

e
(Pi, Wi)i=1,..n

AN ANALYSIS OF THE VNE PROBLEM

3.1.6.1 Directed networks

The mathematical problem formulation presented above focuses on undi-
rected networks. However, in some cases directed networks may be prefer-
able. For example, one may consider networks in which the available band-
width depends on the direction of the link. Also, specialized networks in
which the flow of information is strictly directed may call for a different
model. Directed networks are better suited in this case, potentially provid-
ing more realistic embedding scenarios for such situations.

Embedding with directed networks is qualitatively different to embedding
with undirected networks. Indeed, an embedding scenario with undirected
networks is not quite isomorphous to the same scenario in which all undi-
rected links are replaced with symmetrical directed links: Whereas in the
undirected case the virtual link between two virtual nodes has to follow one
physical path in the network, in the directed case the paths for uplink and
downlink may differ.

The extension of the mathematical formulation to directed networks is,
luckily, straightforward. In case of directed networks, the underlying graph
is directed, meaning the set of edges is a set of tuples (u,v) instead of a set
of two-element sets. Each edge thus has a specified source and destination.
Likewise, a path p,,, becomes a directed path, originating from one vertex
u and continuing over a consecutive sequence of directed links to a vertex
v such that for each intermediate link its source equals the destination of
the previous link. The resulting NWM is then asymmetrical—-however, the
concepts of addition and order of matrices do not change. Neither do the
concepts of node, link, and network embedding change. The formulation is,
thus, compatible with both directed and undirected networks.

3.1.6.2  Splittable virtual links

It may not be required in all situations to force a virtual link on a single path
in the SN. If the capacity of substrate links does not suffice to host the vir-
tual link, its demand may be split among multiple paths in the SN, instead.
This significantly eases the search for an appropriate link embedding. In-
deed, while the original problem is NP-hard [105], with splittable links this
part of the problem can be solved in polynomial time [113] (though optimal
embedding of nodes stays NP-hard, nevertheless).

Splittable virtual links change the way link embedding works. In that case,
the weight assigned to a virtual link is not assigned to a single path, but to
a set of paths in the SN. The definition of link embedding then changes:

DEFINITION 11 (SPLITTABLE LINK EMBEDDING). Given two networks N and M

withN = (V,E,on, W) and M = (U, F, opm, W), asplittable link embedding

is defined as an injective function mj : e — (pi, Wi)i—1,...n withe € E and

vie{l,...,n}:p; € Tm,uj,wi € IRO+ subject to the following conditions:
1Y wi =w(e)

2. Vie{l,...,n}:Vf €pi:wp <w(f)
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The corresponding network embedding then has to make sure that all of
the paths p; are consistent with the node embedding. Otherwise, the for-
mulation stays the same. Compatibility with the concept of splittable virtual
links is, therefore, easy to achieve.

3.1.6.3 Co-hosting of virtual nodes

In some settings it might be desirable to allow two virtual nodes from the
same VNR to be mapped to the same substrate node. This means that the
node embedding function is not injective, anymore. One special case has to
be regarded: Two virtual nodes u and v that are mapped to the same sub-
strate node may have an edge e = {u, v} connecting them. One has to define
how to handle the demand on such edges. An easy (and common) way to
remediate this issue is to ignore the demand, assuming that any commu-
nication limits within a node are negligible for all practical purposes. The
problem formulation then has to be changed in two places:

« A virtual link may be mapped to the empty path. In that case, the
network embedding must ensure that both endpoints of the link are
mapped to the same substrate node. The weight condition of the link
embedding then simply collapses.

« The sum of the weights of all virtual nodes mapped to a single sub-
strate node must not surpass the weight of that substrate node.

More complex ways may be considered to handle the virtual link demand,
of course. For example, some of the node capacity may be bound by the addi-
tional communication overhead. To some extent, the mathematical formula-
tion may still be adjusted to cope with the modified problem—the particular
modifications, however, depend on the specific definition of link demands
and how they are satisfied in this case.

3.1.6.4 Resource and demand pairs

The formulation presented here focuses on a model of resources and de-
mands as it is common in current VNE literature. Both are expressed as
numbers in IRSL. Moreover, the relation between resources and demands is
strictly linear: a demand is simply subtracted from its resource to calculate
the remaining capacity.

Reality is a lot more complex, of course. Multiple diverse resources and
their respective demands, such as hard drive, memory, or processing cores
can be considered in computing nodes. Resources and demands may inter-
act in complex, non-linear ways. Other types of constraints—quantitative
or qualitative—may be present that do not easily lend themselves to the
“resource-demand” model. A more extensive discussion of this is provided
in Chapter 4, Section 4.3.

To some extent this can be alleviated by making resource/demand ele-
ments more complex. An easy extension to the formulation is to use vectors
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in R™ as weights on the graph elements. There are two basic requirements
on the set from which weights are drawn: Addition of elements has to be de-
fined and the set has to come with a partial order. The R™ vector space fulfills
both these conditions. In that case, multiple different resource/demand pairs
can already be considered, while the formulation stays the same. There are,
however, also more complex constraints (e. g., delay) that are not reflected
by this and have to be modeled differently. Likewise, complex interactions
between resources and demands (e. g., a virtual link demand decreasing the
substrate node resource on a hidden hop—cf. [12]0) are not supported by this
formulation.

3.1.7 Application considerations

The mathematical formulation of the VNE problem presented in this sec-
tion helps to be precise when talking about concepts related to VNE. Al-
though some limitations remain with the formulation above, it is still ver-
satile enough to cover the majority of cases and allows for more precise
definitions of common VNE concepts. In particular, the rigid definition of
the basic elements already made it possible to provide a generic signature
of VNE algorithms—something not attempted in current VNE literature to
the best of the authors knowledge. The signature of VNE algorithms made
it clear that any algorithm can operate in an online as well as in an offline
environment. Which environment to chose and how to evaluate a particular
algorithm is discussed in the following sections.

3.2 THE EXPERIMENTAL EVALUATION APPROACH

Arbitrary algorithms can be devised to attempt to solve the problem sketched
out in Section 3.1. They can range from very simple algorithms, just trying
solutions at random, over intricate heuristics trying to balance runtime and
solution quality up to exact algorithms trying to find the real optimal solu-
tion. Evaluation of these algorithms is necessary to be able to judge which
one performs better in a given situation.

This section presents the overall approach for algorithm evaluation, first
arguing why simulation is the preferable method, and then discussing the
generic simulation process. Evaluation can happen in an online or in an of-
fline environment. The difference between online and offline evaluation is
defined and analyzed at the end of this section.

3.2.1 Using simulation for experimental evaluation

Whenever a new algorithm is designed, a fundamental question must be an-
swered: Does the algorithm solve the problem it was designed to solve in a
good and timely manner? This holds in particular for heuristic algorithms—
a class that encompasses most VNE algorithms, due to the NP nature of
the problem. There are various options of getting an answer to this ques-
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tion. The first option typically is to throw a few sample problems at the
algorithm, small enough that they can be cross-checked by hand. However,
this is of course not sufficient to get authoritative testimony for particular
algorithm characteristics. A more structured approach is needed—either by
performing theoretical algorithm analysis or by gathering empirical evidence
to make claims about an algorithm.

THEORETICAL ANALYSIS Theoretical analysis requires an abstract model
of an algorithm. Based on that model, algorithm behavior in depen-
dence of its input is analyzed. Theoretical analysis is a valuable tool
that can provide universal statements that are independent of any ex-
ternal influence. However, although widely used for algorithm run-
time estimation, it may be hard to get results for other performance
characteristics. Moreover, the results obtained are abstract and may
be hard to relate to a particular real-world scenario without further
experimentation (cf. McGeoch [131]).

EXPERIMENTAL EVALUATION Experimental evaluation relies on a partic-
ular implementation of an algorithm and is necessarily limited to a
restricted set of problem instances. Generalization of results, there-
fore, depends on extrapolation of the gathered data. This can be hard,
as measurements will depend to some extent on external influences—
in particular the characteristics of the experimentation environment
(e. g., active background processes during runtime measurements) may
skew the results and measurements may prove to be only valid for the
specific problem instances the algorithm was tested with.

Nevertheless, due to its reliance on actual measurements, experimet-
nal evaluation can provide more tangible statements in some aspects,
as the generated data is concrete, not abstract, and relates directly to
a particular problem instance. Moreover, a wide selection of different
metrics can be conceived for measurement. This makes it possible to
get data even for aspects where it may be hard to get theoretical results.
As such, empirical evaluation via experimentation is a necessary tool
to complement and extend formal analysis of algorithms (cf. Berberich
et al. [48]).

Experimental evaluation can be further divided, depending on whether
experiments are conducted live in a real-world environment or via simula-
tion:

REAL-WORLD EVALUATION An algorithm may just be employed in a real-
world scenario. This can be a test-bed (e. g., PlanetLab—cf. Shamsi and
Brockmeyer [162, 163]) or even a production environment. Measure-
ments can then be directly taken on real-world data. However, there is
the danger of overfitting the algorithm to the particular environment
it is employed in. While this is a reasonable approach if the algorithm
is designed to operate only in that environment, it is problematic if
results are supposed to transfer to other environments, as well.
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Problem generation Execution Evaluation

Solution quality

Figure 6: The three steps of VNE simulation

SIMULATION Insimulation, an algorithm is implemented and provided with
a large number of artificially generated problem instances. These in-
stances can be hand-crafted, but more typically they are created using
aRandom Number Generator (RNG) and are parametrized to allow for
sufficient variety in the instances.

Simulation is advantageous, as it can provide concrete measurements with
reasonably realistic data, while still allowing to explore a wide range of prob-
lem instances. It is, therefore, the predominant approach to experimental
evaluation in current VNE literature and is discussed in detail in this thesis.

3.2.2  Generic Virtual Network Embedding simulation process

This subsection is an extended version of Section ILC of “Generating Virtual
Network Problems with Guaranteed Solutions” by Fischer and De Meer [1 7]o

Simulation of VNE algorithms allows for a generic process of problem gener-
ation, algorithm execution, and evaluation of results. It can be performed in
two different ways, depending on whether the algorithm is evaluated in an
online or an offline environment. In an offline environment, the algorithm
has full knowledge, and temporal aspects (apart from algorithm runtime)
are not in the focus of evaluation. In online evaluation, the problem changes
over time, as VNRs enter and leave the system (cf. Fischer et al. [23]0).

Simulation of VNE algorithms consists of three distinct stages: Problem
generation, algorithm execution, and evaluation of results®. Figure 6 depicts
these three stages.

STAGE 1: PROBLEM GENERATION First, problems have to be generated.
In the context of VNE this means that substrate and virtual topologies
have to be created, and resources and demands have to be assigned to

2 McGeoch lists six stages for experimental algorithmics: Formulating a question, building
tools, designing an experiment, running the experiment and gathering data, analyzing data,
and publishing the results [131, page 10]. The focus here is on designing the experiment (i. e.,
problem generation), executing the experiment (i. e., algorithm execution) and analyzing the
data (i. e., evaluation of results).
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create the respective SNs and VNRs. Typically, the problems will be
randomly generated. In that case, a number of parameters drives the
generation of all networks (e. g., number of nodes in a network).

STAGE 2: ALGORITHM EXECUTION Once the networks have been gener-
ated, they are fed to the VNE algorithms that should be evaluated. The
experimenter has to specify which algorithm should be tested and (po-
tentially) with which parameters the algorithm should run. The algo-
rithm will then either try to come up with a solution, showing an em-
bedding for the VNR (or the VNRs), or will report a failure when no
embedding could be found.

STAGE 3: EVALUATION OF RESULTS After the algorithm is done, evalua-
tion takes place. This encompasses, in particular, the computation of
various metrics for any found solution. Data has to be collected for the
entire experiment. The experimenter here has to specify which met-
rics should be computed. It is important at this step to pair the results
with the parameters chosen initially, so that the influence of particu-
lar parameters on embedding results can appropriately be determined.
The generated data then has to be interpreted by the experimenter—
for example, with the help of data visualization tools.

It is worthwhile to clearly distinguish between those three stages. The first
stage, problem generation, implicitly contains part of the hypothesis for the
experiment. The various problems that are generated serve to answer the
question:

Under what conditions will the behaviour of the algorithm change?

This is complemented by the third stage, evaluation of results, which should
answer the question:

How does the expected change in algorithm behaviour manifest in
the generated results?

As an example, the hypothesis “Increased scarcity of resources will lead to
increased rejection of VNRs” is tested by generating problems with varying
scarcity of resources (stage 1) and checking the number of accepted and re-
jected VNRs (stage 3). Keeping these concepts separate thus can help the ex-
perimenter to retain a clearer understanding of the hypothesis to be tested.

3.2.3 Offline and online embedding

When conducting performance evaluation of VNE algorithms, there are two
options available to researchers for evaluation: They can perform experi-
ments either in an online or an offline environment. In an offline environ-
ment, all expected VNRs are handed to the algorithm at once. The algorithm
will then attempt to compute an optimal embedding, assigning resources to
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VNs that can be embedded, and rejecting those VNRs that can not be accom-
modated. On the other hand, in an online environment, the algorithm has
to take each VNR one by one as they arrive, and try to embed each with the
resources remaining from previous embeddings.

This relates directly to the different types of VNE algorithms presented
in Section 3.1.5. In an offline environment, algorithms are likely called with
their static signature vne, whereas in an online environment the dynamic
signature vne, is more appropriate.

3.2.3.1  Offline embedding

An offline environment represents a Monte-Carlo simulation where an SN
and a set of VNRs are randomly generated a priori from a small set of param-
eters. Each combination of an SN and a particular set of VNRs constitutes
an offline scenario:

DEFINITION 12 (OFFLINE SCENARIO). An offline scenario is represented by a
tuple (SN, (VNRy)i—1,...n) consisting of a network SN and a sequence of
networks (VNR;) to be embedded into SN.

A simulation that provides an offline scenario to the algorithm is consid-
ered to represent an offline environment. In an offline environment, the algo-
rithm has complete knowledge of each scenario. The order in which VNRs
are embedded by the algorithm is irrelevant. It can try to embed VNRs in
any order. This allows the VNE algorithm to prioritize the VNRs. An algo-
rithm may, for example, try to embed the most difficult or the most important
VNRs first, to minimize their probability of being rejected. Another strategy
for a VNE algorithm that is facilitated by an offline environment is to apply
heuristics and remove VNRs which are unlikely to be successfully embed-
ded, before even trying to embed them, in order to significantly decrease
algorithm runtime. An application of this strategy is shown in Chapter 5,
Section 5.2.

The three stages of VNE simulation represent a distinct sequence in an
offline environment. At first, at least one scenario is generated. Then, the
VNE algorithm tries to find a solution for this first scenario. Depending on
the experiment, further scenarios may follow. At the end of the experiment
results are gathered and metrics are evaluated for all scenarios.

3.2.3.2 Online embedding

Online embedding takes the temporal aspect into account. While the SN re-
mains unchanged, the VNRs may enter or leave the system at any time. It
is evaluated with the help of a Discrete Event Simulator (DES). For online
evaluation, the concept of a scenario is extended to include temporal infor-
mation:

DEFINITION 13 (ONLINE SCENARIO). An online scenario is represented by a tu-
ple (SN, (VNRy, ti™, 19" ) iy, n), such that (SN, (VNRy)i=1,...n) is an

17"
offline scenario and the following conditions hold:
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a simulation time that starts at tg = 0. A simulation that provides online

The pairs t assign entry and exit times to each VNR, relative to
scenarios to the algorithm is considered to represent an online environment.

Most typically, in this kind of environment VNRs arrive in random time
intervals and are assigned a random lifetime. A common approach, adapted
from the field of performance modeling, is to generate new VNRs according
to a Poisson process and assign an exponentially distributed lifetime to each
new VNR. Whenever a new VNR arrives, the algorithm then tries to embed
it into the SN, making use of the remaining resources. Whenever the life-
time of an already embedded VNR expires, it is deleted from the SN and the
resources assigned to it are made available, again (cf. Figure 7).

In an actual implementation of an online VNE simulation, the generation
of VNRs may be more closely intertwined with the execution of the algo-
rithm. However, the principle remains essentially the same as in an offline
environment: Either all VNRs are generated in advance. In that case, each
VNR is assigned not only a lifetime, but also an entry time, specifying at
which point in simulation time the VNR will enter the system. Alternatively,
VNRs can be generated on demand by the simulator. Again, from the per-
spective of the VNE algorithm there is no difference—the algorithm does
not know (or care) when the VNR was generated.

An interesting aspect to consider for online evaluation is how to deal with
the time the VNE algorithm takes to complete the next embedding. It is im-
portant to note that this is different from simulation time (which is typically
increased by the VNE simulator in discrete steps). A simulation can choose
to ignore the time spent for embedding, effectively assuming that the result
will always be calculated instantaneously. However, when the embedding
time is taken into account as well, relevant questions such as “Will the algo-
rithm be overloaded with a particular VNR arrival rate?” can be answered.
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3.2.3.3 Applications of online simulation

Since VNE algorithms can operate both in an offline and in an online man-
ner, it is worth considering which environment to use for evaluation. Online
evaluation bears the advantage of representing a more realistic environment,
modeling a highly dynamic interaction between a VN provider and its cus-
tomers. However, the high dynamicity is not needed in all situations and an
argument can be made as well for offline evaluation.

An interesting aspect to consider here is reconfiguration cost (i. ., the cost
in terms of resources and time spent for migrating a virtual node or link).
This is relevant, in particular, since without reconfiguration cost a VNE al-
gorithm is free to recompute the entire embedding whenever the current
configuration changes. Oscillation can become a problem in such a situa-
tion. Individual virtual elements may be disproportionately often migrated
back and forth as the current set of VNRs changes. In a real environment re-
configuration cost is never zero—migrating a VM costs time and network re-
sources [64]. Minimizing reconfiguration cost and avoiding oscillating states
then become new optimization objectives for a VNE algorithm.

Evaluation with online embedding provides additional insight only if such
temporal aspects are in the focus of the evaluation. An elementary algorithm
vne; that neither uses reconfiguration nor reordering of VNRs performs
equally well in an offline and in an online environment. One can still eval-
uate the fragmentation caused by the repeated deletion of VNRs—however,
this is arguably an effect that depends on the VNR generation process as
much as on the VNE algorithm. If neither resource fragmentation nor any
further temporal aspect is investigated in the evaluation, an online environ-
ment only adds more random influence (i. e., “noise”) to the experiment and
the experimenter will be better off to just use an offline Monte-Carlo setup.
This approach is assumed from now on, if not specified otherwise. In partic-
ular, scenarios are assumed to be offline scenarios unless an online aspect is
specifically considered.

3.3 COMMON SCENARIO GENERATION PARAMETERS

For experimental evaluation, a large number of embedding scenarios is nec-
essary. These are created based on parameters that steer the generation of
appropriate SNs and VNRs. Since this generation relates directly to the hy-
pothesis to be tested, the selected parameter values are the basis of any VNE
evaluation.

While not all papers on VNE algorithms present experimental evaluation
results, most of them do. It is informative to have a look at the range of
evaluation settings used in the literature to understand which parameters
are used and how their values are chosen. In this section, evaluation set-
tings are collected from all papers listed in the survey by Fischer et al. [23]o
where the respective information was available. This is extended by a list of
newer papers on VNE, so that in total 89 papers performing experimental
evaluation on VNE algorithms, ranging from 2006 to 2015, are investigated.
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SUBSTRATE VIRTUAL

No. of networks - v
Network topology v v

No. of nodes v v

Node & link constraints v v

Table 4: Overview of Virtual Network Embedding parameters

Topology
Pre-defined Generated
Real-world Hand-crafted Unstructured Structured
Flat Hierarchical Star,
‘ Ring,
Tree,

Erd6s-Rényi, Transit-Stub,
Waxman, Hub-Spoke,

Figure 8: Topology generation methods

While this list is not exhaustive, it still serves as a representative selection,
giving a good overview on the range of evaluation parameters chosen in the
literature.

A large number of influencing factors can be considered regarding the
VNE problem (cf. Stezenbach et al. [165]). There is, however, a particular set
of parameters that are used by almost all experimenters. On the one hand,
there are parameters that further specify the problem itself, like splittable
virtual links or co-hosting of virtual nodes (cf. Section 3.1). Those parameters
change the nature of the VNE problem itself and an VNE algorithm has to
be specially adjusted to take them into account.

On the other hand, there are parameters that steer the random scenario
generation process—i. e., the generation of SNs and VNRs. Table 4 gives an
overview of these parameters. Common for both types of networks are: the
network topology, the number of nodes generated per network, and node and
link constraints. For the VNRs, the number of VNRs to be embedded is an
additional parameter. Those parameters will be discussed here in detail.

3.3.1  Network topologies

The first element to be generated for VNE simulation experiments are topolo-
gies for both substrate and virtual networks. Topologies represent a qualita-
tive parameter of problem generation. They can be generated in a number of
ways, as depicted in Fig. 8. Topologies are either pre-defined or artificially
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generated. Pre-defined topologies can be real-world topologies (used, e. g.,
by Lu and Turner [121]) or topologies that are designed by experimenters to
illustrate the workings of their VNE algorithm (cf. Chen et al. [55]).

In most experiments described in the literature, however, topologies are
artificially generated either by a dedicated topology generator (two popular
choices are the GT-ITM [184] and BRITE [132] tools) or by the simulation
software itself. Some experimenters generate structured topologies for eval-
uation. In experiments focusing on data centers the SN may be best mod-
eled by a tree structure. As an example, Fuerst et. al [77] use fat tree topolo-
gies [110] for SNs. The VNRs may be modeled with structured topologies
like rings, stars, or trees, as well to better reflect expected communication
patterns (see Lu and Turner [121] or Razzaq and Rathore [149] for examples).
Most authors focus on only one type of topology for the SN and one for the
VNRs. Zhang et al. [191] are among the few to investigate multiple differ-
ent kinds of SN and VNR topologies. This is somewhat unfortunate, as the
influence of different topologies on embedding results remains unclear. In
Chapter 6, Section 6.2 an experiment is discussed, aiming to shed light on
this issue.

The vast majority of researchers employ unstructured random flat topolo-
gies for their experiments. The two most popular choices are Erdés-Rényi
networks [67, 81], which are defined purely by the probability of a connec-
tion between two arbitrary points, and network topologies using the Wax-
man model [174], in which the probability of a connection between two
points depends on their geographic distance.

In some cases, the substrate network may be generated as Erds-Rényi
network, as well (cf. Chowdhury et al. [59]), or the VNRs are also Waxman
networks (cf. Zhu and Wolf [195]). Few authors, however, use other types
of random flat topologies in their experiments (a notable exception is pro-
vided by Bays et al [46] with a scale-free network using the Barabasi-Albert
model [41]).

3.3.1.1 Directed vs. undirected networks

One rarely covered aspect of network generation is the difference between
directed and undirected networks. Independent of the topology generation
method, links can either be undirected or directed. In case of a directed net-
work, links may be generated symmetrically—i. e., for each link connecting
node A to node B another link connecting B to A is generated, as well. Sub-
strate and virtual networks should be either both directed or both undirected,
as the semantics of mixing the two concepts—i. e., embedding an undirected
network in a directed network or vice versa—are ambiguous.

In current literature most scenarios are either built with undirected topolo-
gies or do not mention the type of links used—in which case the likely as-
sumption is that undirected links were used. Few authors use directed net-
works explicitly in their experiments (cf. Infithr and Raidl [98]). The influ-
ence of the different concepts on VNE algorithm performance has not been
investigated, so far.
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3.3.1.2 Network connectivity

For random topologies, connectivity can become an issue. In particular, for
random topologies based on few nodes it is easy to come up with a discon-
nected or—in the case of a directed, unsymmetric network—a weakly con-
nected graph. Random topology generation for small networks is, therefore,
prone to generate a significant number of single isolated nodes. This will be
undesirable for most experiments. Preventing such degenerate topologies
requires additional measures by the experimenter (i. e., addition of links or
removal of nodes). Unfortunately, only some authors discuss this issue (e. g.,
Fuerst et al. [77]). One can only assume that many other authors are in dan-
ger of overlooking this problem.

3.3.2 Network size

In the case of artificially generated network topologies, network size can be
scaled by the experimenter by changing the number of nodes with which to
generate the networks. This will for most network topologies implicitly also
affect the number of generated links (e. g., for a network with a pairwise con-
nection probability the number of links will grow quadratically in relation
to the number of nodes).

There is an interesting relationship between the size of the SN and the
size of the VNRs. Increasing the size of the SN in relation to the size of the
VNRs allows for more possible solutions to embed a given number of VNRs.
While it will be easier to find a possible solution, it will take longer to find
an optimal (or near-optimal) solution. It seems that both algorithm runtime
and solution quality should be expected to increase with the size of the SN.
Interestingly, this expecation—in particular with regard to solution quality—
does not always hold, as demonstrated in Chapter 6, Section 6.3.

3.3.2.1 Size of the substrate network

Fig. 9 shows the different sizes (in terms of number of nodes) of SNs used
in the literature. In this figure, SN sizes reported in the literature are shown,
each with its respective reference. References are stacked bottom to top with
each column representing a bin of width 10, i. e., networks from size 5 to size
14 are depicted in the same column, and so forth3. This forms a histogram
of the various SN sizes that gives an indication of their distribution in the
literature. References may appear more than once if the authors performed
multiple experiments with differing SN sizes.

One can see that a lot of work is concentrated on networks with either 50
or 100 nodes. Moreover, a lot of work is focussing on SN sizes of less than 50
nodes. On the other hand, networks larger than 100 nodes are only sparsely
investigated. Indeed, only few works investigate a SN larger than 200 nodes.

In order to retain the maximum information, each reference is rendered at its precise location
on the X-axis, and references within one bin are in increasing order. Therefore, the columns
appear “slanted to the right” where multiple values fall into the same bin.
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Figure 9: Substrate network sizes used in the literature

Examples include Fuerst et al. [77] with 432 nodes, Zhu et al.[195] with 500
nodes, Fan and Ammar [73] with 1400 nodes, or [4]o with 400-1000 nodes.
To maintain readability, these are not shown in the figure.

In some cases, not a single network but a hierarchical combination of net-
works was investigated [60, 156]. Also, some authors do not report the size
of the SN (e.g., Yu et al. [176] or Lv et al. [122]). These have been left out of
the figure, as well, to maintain comparability.

3.3.2.2  Size of the Virtual Network Requests

Contrary to the generation of the SN, most authors choose to set the size
of VNRs (in terms of “number of nodes”) to a random value within a given
interval. Thus, while the number of nodes in the SN is fixed, the number
of virtual nodes will vary, depending on the RNG. It is interesting to note
that, although the size of VNRs in this case is varied within an experiment,
the average VNR size is not necessarily varied over different experiments.
This would require testing various intervals. Only some authors follow that
strategy (cf. [149, 80, 55, 58, 172, 170, 193]).

Figure 10 shows the various intervals chosen by VNE experimenters. For
each interval reported in the literature, the respective references are illus-
trated. The intervals are sorted by the expected average amount of nodes
generated by that interval, in increasing order. A very common parameter
setting chosen by a majority of authors is to set the number of nodes between
2 and 10 with random uniform distribution. Almost half of all investigated
papers are using this setting—in most cases without varying the interval
over different experiments. Setting the upper node limit to 20 gives a second
popular interval. Almost all other intervals are specific to a single paper only.
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Different network sizes used in experiments

ONE TWO THREE OR MORE
Substrate 59 10 17
Virtual 57 10 19

Table 5: Number of papers varying network sizes in experiments

This means that VNE evaluation seems to be mostly focused on small VNRs.
Few papers investigate VNRs larger than 20 nodes (e. g., [73, 89, 115, 60, 98,

109, 156]).

3.3.2.3 Variation of network sizes

Table 5 shows, out of a total of 89 investigated papers, the respective number
of papers evaluating only a single network size, two different network sizes,
or three or more network sizes, both for the SN and the VNRs4. Most authors
focus on just a single size of networks for both the SN and the VNRs. Virtual
network size is variated slightly more often than the SN, but the majority
of authors still focuses on a single set of parameters. Taken with the data
presented above, it follows that scenarios where VNRs with 2—10 nodes are
to be embedded into SNs with 50 or 100 nodes are well investigated, but
more effort could be spent on testing the stability of these results when the
size of networks changes.

Not all authors give numbers for the size of the SN or the size of the VNRs. Therefore, the
numbers do not add up to 89.
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3.3.3 Number of Virtual Network Requests

Apart from the size of VNRs, experimenters can also increase the total amount
of virtual demands by varying the number of generated VNRs. The total

number of VNRs is determined explicitly by the experimenter in case of a

Monte-Carlo simulation. In case of a DES there is, on the one hand, the total

number of VNRs generated and, on the other hand, the number of VNRs to

be embedded at any point during the simulation. It is the latter value that

concerns the VNE algorithm.

3.3.3.1 Online simulation

Most experimenters follow the early works on VNE and implement a DES
to perform online simulation. By taking the given arrival rate A and lifetime
W; for the VNRs the average number L of active VNRs at any simulation
event (i. e., VNR arrival or departure) can be obtained by using Little’s Law:
L = A- W [116]. The majority of experiment seem to focus on parameter
values that result in an average number of 40 or 50 VNRs at each event,
with A = 0.04, W = 1000 (originally proposed by Chowdhury et al. [59])
or A = 5, W = 10 (originally proposed by Yu et al. [179]). The latter is
equivalent to the values of A = 0.05, W = 1000, as used, e.g., by Butt et

al. [51].

3.3.3.2  Offline simulation

In an offline simulation setup, the number of VNRs is explicitly defined a
priori by the experimenter. Unfortunately, several papers do not give the re-
spective numbers—possibly only a single VNR was generated in those cases
(cf, [121, 73, 176, 65, 52, 60, 189, 190, 167, 122, 109, 168, 156, 170]). In all other
cases, there is no clear trend in the literature. The number of VNRs chosen
by the experimenters vary from only one [89, 90] or two [123, 171, 125] up
to 1000 VNRs [172]. Only few researchers vary the number in their experi-
ments (examples being Pages et al. [141] or Razzaq et al. [150]).

3.3.4 Node and link constraints

Node and link constraints are the basic elements which make the VNE prob-
lem difficult. Without constraints, any assignment of virtual elements to sub-
strate elements would be a valid one and the VNE problem would become
trivial. Two types of constraints are possible: Qualitative and quantitative.
For qualitative constraints, virtual elements may only be mapped to a partic-
ular type of substrate element. An example would be distinguishing between
routers and servers (see, e. g., Pittaras et al. [144]). Quantitative constraints
on the other hand are, for the most part, used to model resources of substrate
elements and demands of virtual elements. In this case, a mapped virtual el-
ement uses up the resources provided by the substrate element it is mapped
to.
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Resources in the SN and demands in the VNRs are typically expressed as
node and link weights of their respective topologies. In the case of a pre-
defined topology, node and link weights may already be assigned before sce-
nario generation. Moreover, some experiment ignore node or link weights
altogether, thereby simplifying the VNE problem. In all other cases, weights
have to be assigned during scenario generation.

In some cases, multiple weights may be assigned. This can be used to
model multiple resources (e. g., both CPU and memory on nodes—cf. Bays
et al. [46]). It may also be used to model other types of constraints, like link
delay—which is different in the sense that it poses a constraint on the com-
bined substrate path a virtual link is mapped to, as opposed to each substrate
link individually (see Soares and Sargento [164] for an example). Here, how-
ever the focus will be on one type of constraint for each, nodes and links. In
the VNE literature, these are commonly interpreted as CPU and bandwidth
capacities. Those two constraints are employed almost universally by the
VNE research community.

For artificially generated node and link weights, some experimenters set
a constant value for all weights. E.g., Marquezan et al. [123] in the SN set
all node resources to 100, all link resources to 1000, and in the VNRs all
node demands to 50 and all link demands to 500. In that case, there is no
distinction resource-wise between nodes and solutions will have to focus on
topological characteristics, instead.

Most experimenters, however, select a uniformly distributed random value
within a certain interval. For the SN, the two predominantly used intervals
for both node and link resources are [0, 100] (c.f. Yu et al. [179]) and [50, 100]
(c.f. Chowdhury et al. [59]). Only few experimenters choose different inter-
vals for node and link resources (examples are Yun et al. [182] or Cai et
al. [52]).

For the VNRs, different intervals for node and link demands are chosen
more often, typically with link demands being higher than node demands.
The values by Chowdhury et al. [59], setting node demands in the interval
[0, 20] and link demands in the interval [0, 50], are very popular.

Using such an approach, resources and demands are assigned completely
irrespective of the underlying topology. This may create some unintended
problems, however. It is possible, for example, that—provided the intervals
for resources and for demands overlap—virtual elements are created with a
demand larger than any resource in the SN. In such cases, additional mea-
sures need to be taken to filter out nonsensical scenarios.

It is interesting to note that there is almost no further investigation on the
distribution of resources and demands in current VNE literature. Modeling
the respective weights with a random uniform distribution, irrespective of
node and link type, is hardly a good model of reality. Still, few papers inves-
tigate other methods of setting constraints (Infithr and Raidl [98] provide an
exception here, assigning weights in dependence of topological characteris-
tics) and there are no works so far investigating the effects of different types
of distributions.
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PARAMETER YU ET AL. [179] CHOWDHURY ET AL. [59]

Substrate

Topology Waxman (o« = 0.5, 3 = 0.2) Erdos-Rényi (p = 0.5)

# Nodes 100 50
Node resources 0-100 (random uniform) 50-100 (random uniform)
Link resources 0-100 (random uniform) 50-100 (random uniform)
Virtual
# VNRs 50 (A =5, W =10) 40 (A = 0.04, W = 1000)
Topology Erdés-Rényi (p = 0.5)
# Nodes 2—10 (random uniform)
Node demands 0 Or 25 0-20 (random uniform)
Link demands 25 Or 50 0-50 (random uniform)

Table 6: Frequently repeated scenario generation parameters

3.3.5 Standard set of scenario generation parameters

It can be seen from the above discussion that values of VNE parameters are
often repeated. One can derive from the literature a set of standard scenario
generation parameter values that allow to compare with evaluations per-
formed by other authors. Indeed, most authors follow either Yu et al. [179]
(who takes some of the values from the earlier work by Zhu and Ammar [196])
or Chowdhury et al. [59] in choosing their parameter values, with the pri-
mary rationale of keeping some level of comparability (although some values
are still often slightly varied).

Table 6 shows an overview of the two parameter sets. The substrate topol-
ogy is generated with either a Waxman generator using 100 nodes or as an
Erdés-Rényi graph using 50 nodes. Node and link resources are not differ-
entiated and chosen for each entity randomly either between o and 100 or
between 50 and 100.

For the virtual networks, arrival rate and lifetime are chosen as either
A =5/W =10, leading to an average of 50 VNRs at each point in simulation
time, or A = 0.04/W = 1000, leading to an average of 40 VNRs. As virtual
topology, an Erdos-Rényi graph with a number of nodes chosen randomly
between 2 and 10 is generated. Yu et al. use node demands of either o or
25 and link demands of 25 or 50—these values are seldom replicated. Most
authors go with randomly chosen node and link demands, either using the
values by Chowdhury et al. (0—20 and 0-50, respectively) or choosing their
own values.

While most researchers conducting VNE experiments vary at least some
of these parameters, replicating those two parameter sets still serves to pro-
vide a good base of comparison to contemporary VNE literature. However,
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while comparison with the literature is valuable, it is also important to ex-
plore the available parameter space. More variation would be desirable for
all listed parameters: Exploring other kinds of topologies for SNs and VNRs,
investigating the effects of different network sizes, varying the amount of
VNRs or changing the distribution of node and link constraints. This, how-
ever, requires a flexible simulation environment that offers an appropriate
interface to allow experimenters to easily change parameter settings—both
qualitative and quantitative. A possible approach for such a simulation en-
vironment is presented in Chapter 4. Moreover, Chapter 6 investigates the
stability of embedding results when parameter values are varied.

3.4 EVALUATION OF VIRTUAL NETWORK EMBEDDING ALGORITHM PER-

FORMANCE

Along to the parameters of scenario generation, it is equally informative to
check with which metrics VNE algorithms are commonly evaluated in the
VNE literature. This gives insight on which aspects of the VNE problem algo-
rithms are optimizing for. The same set of papers that was used in Section 3.3
for parameters is used here to compile information about the use of metrics.

After scenarios have been generated with appropriate parameters and a
VNE algorithm has been set to find solutions, evaluation takes place. The two
primary aspects to investigate for VNE algorithm evaluation are algorithm
runtime and quality of the embedding solution. To put it in the words of
Catherine C. McGeoch:

The performance metric of interest in most algorithm research
projects is that old devil, time — how long must I wait for my
output to appear? Running a close second is solution quality -
how close to optimal is the answer produced by my algorithm?
(McGeoch [131, page 50])

Regarding the solution quality, the main question is: How should it be
measured? A number of metrics® exist, aiming to answer that question. Some
are generic to the VNE problem, whereas other metrics are more tailored
towards a specific aspect of the problem. Even for algorithm runtime—which
seems rather straightforward at first glance—there is more than one way to
measure it.

Table 7 gives an overview of commonly used metrics for VNE evaluation.
On the one hand, there are metrics focussing on execution time. The straight-
forward approach to this is to just take the time until the VNE algorithm
finishes. On the other hand, there are metrics judging the quality of the em-
beddings. This depends very much on the particular optimization objective

It should be noted that, in mathematical terminology, the concepts discussed here are actu-
ally measures—i. e., functions that will assign a numerical value to a particular embedding
solution. Current VNE literature uses the term metric, however, similar to the concept of a
software metric. In order to remain consistent with current literature, these functions will be
called metrics here, as well.
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TYPE METRIC DESCRIPTION
Time Runtime (1 VNR) Time spent by a VNE algorithm for
embedding a single VNR
Runtime (total) Time spent by a VNE algorithm for
embedding a set of VNRs
Quality Acceptance ratio Ratio of succesfully embedded VNRs
(global) to total number of VNRs
Cost Sum of all substrate resources spent
for embedding VNRs
Revenue Sum of all demands in successfully
embedded VNRs
Quality Path length The length of all paths used to realize
(local) virtual links

Stress (node / link)  The number of virtual nodes or links
mapped on a substrate node or link

Utilization (node / The ratio of substrate resources re-

link) served by demands on each node or
link

Table 7: Overview of common Virtual Network Embedding metrics

of the algorithm. As such, there exist a variety of different metrics measuring
quality in the VNE literature.

3.4.1 Time complexity: Runtime

Algorithm runtime is the time a VNE algorithm takes to find a solution to a
given problem. It is generally measured as a whole, since any further gran-
ularity (e. g., time spent for individual steps of the algorithm) would depend
strongly on the type of algorithm deployed and, therefore, limit compara-
bility between different algorithms. Still, runtime can be measured in two
different ways: Either one measures the time an algorithm takes to embed a
single VNR, or one measures the time an algorithm takes to embed all VNRs.
Both approaches have their respective advantages and disadvantages.

3.4.1.1 Runtime for embedding one VNR

The time for embedding a single VNR can be taken by restarting the timer
for every new embedding. Results are more granular when taking the time
this way. This may be the preferred option when running the simulation as
a DES, since it is easier then to clearly distinguish between time taken by the
VNE algorithm and time taken by the simulation environment (used, e. g., by
Yun et al. [183]). However, this approach is not appropriate in all cases. In par-
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ticular, when the VNE algorithm performs reconfiguration (i. e., it changes
previous embeddings in order to better fit the current VNR), the problem
arises that the time measured for embedding one VNR depends more on the
previously embedded VNRs than on the VNE algorithm or the characteris-
tics of the current VNR. Moreover, in case multiple VNRs are embedded, it
is somewhat questionable to compare the time taken to embed a VNR into
an empty SN with the time taken to embed a VNR into a SN that is on the
border of its capacity. The latter problem is very likely to be more difficult
and, thus, to take more time.

3.4.1.2 Runtime for embedding all VNRs

The other option to measure runtime is to measure the time taken by a VNE
algorithm for embedding all VNRs in a scenario. This may be the total num-
ber of VNRs generated in a DES over the entire simulation time (i. e., measur-
ing the time to complete the simulation—used, e. g., by Cheng et al. [57]), or
the number of VNRs generated for one scenario in case of a Monte-Carlo sim-
ulation (used, e. g., by Houidi et al. [89]). In both cases, the timer is started
when the experiment starts and stopped after the last VNR is embedded—
whether successful or not.

There is no difference in difficulty in this case, and repeated experiments
with similar scenarios are more likely to produce similar results. This also
circumvents the interpretation problem for reconfiguring VNE algorithms.
However, it does not give individual times per VNR. One can, of course, still
divide the total time measured by the number of VNRs to get an estimation
for the average amount of time spent per VNR. Information about the vari-
ation of embedding times for individual VNRs is lost, however.

3.4.2 Embedding quality

There are a number of different metrics that aim to judge the embedding
quality of a VNE algorithm. Depending on the context (in particular, the
optimization objective), embedding quality can focus on different aspects.
Regardless, all metrics on embedding quality are based on the embedding
solution produced by a VNE algorithm:

DEFINITION 14 (EMBEDDING SOLUTION). Given a VNE scenario in form of a

sequence of networks (Ni)i—1,...n and a network M. An embedding solution
. . N

S, as produced by a VNE algorithm, is the tuple S = (M, (N, eTy ' )i=1,...n)

that combines the problem with the calculated results.

The set of all possible embedding solutions is denoted as &. For every em-
bedding solution S there is also a corresponding sparse embedding solution
ST = (M, (N;, em;:l/f )j=1,...,m), containing only the successfully embed-
ded networks. If S = S, the solution is called complete. Based on this, the
signature of an embedding quality metric can be defined:
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DEFINITION 15 (EMBEDDING QUALITY METRIC). Let S be an embedding solu-
tion: S = (M, (Ny, er],:l,l‘)i:L___,n). An embedding quality metric is then a
function eqm : S — R; S +— eqm(S).

3.4.2.1 Embedding quality (global)

One set of metrics for embedding quality focuses on the final solution as
a whole. Very prominent metrics in this set are acceptance ratio, cost, and
revenue.

ACCEPTANCE RATIO  An often used measure of embedding success is the
acceptance ratio (cf. Chowdhury et al. [59]). This ratio is defined as the num-
ber of successfully embedded VNRs divided by the total number of VNRs. In
this context, a VNE algorithm is more successful if it manages to fit more
VNRs into a given SN.

DEFINITION 16 (ACCEPTANCE RATIO). Let S be an embedding solution: S =
(M, (Ny, er],:l/f )i=1,...n)-Let (Nj)j=1,....m be the sequence of successfully em-
bedded networks in the corresponding sparse embedding solution S™. Then, the
acceptance ratio is defined as:

acr(S) = o

There are some semantically equivalent metrics, such as giving just the
total number of successful embeddings, or reporting the number of failed
embeddings. The rejection rate, which is sometimes used (e. g., by Yeow et
al. [175]), is the inverse of the acceptance ratio.

There is one caveat of this metric: It does not distinguish between VNRs.
A VNE algorithm that is successful in embedding a lot of “small” VNRs (i. e.,
VNRs with few nodes and small demands), but neglecting all larger VNRs
will be rated more successful than an algorithm that actually tries to embed
large VNRs and then has to reject many smaller ones. If VNRs differ in size
and amount of demands, other metrics should be considered, as well, by the
experimenter.

cosT Another way of measuring embedding quality is to focus on the
cost incurred by satisfying the demands of the embedded VNRs. For this
metric it is assumed that each resource generates cost in proportion to the
demands satisfied by the resource. Since resources and demands are abstract,
unit cost is assumed by most authors, such that the cost for each resource—
link or node—is equal to the total amount of demands supported by this
resource (see Yu et al. [179] for an example). The cost of a single VN is then
defined as:

DEFINITION 17 (NETWORK COST). Given two networks N and M and an em-
bedding emNy of N in M. Let N’ = (V/,E’, ons, W) be the modified network
after embedding: N’ = #\;111‘\‘ (N). Then the network cost is defined as:

M

costn (N, M, emR) = w(V') +w(E)
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Based on this, the total embedding cost can be defined as the sum of the
individual costs of all embedded networks:

DEFINITION 18 (CosT). Let S be an embedding solution and S~ the correspond-
ing sparse embedding solution: S~ = (M, (N, em]]:’/f )j=1,...,m). Then, cost is
defined as the sum:

m
cost(S) = Z costn (Nj, M, em;:l/f)
j=1

When cost is assigned in this way, the metric actually counts the number
of spent node and link resources either accumulated over time (in case of
online evaluation) or after the embedding process (in case of offline evalua-
tion). When the same VNRs have been embedded, an algorithm will perform
better if it produces lower cost.

REVENUE The complement to the cost metric is revenue. It is assumed
that each demand generates revenue proportional to its value. Similar to
cost, the respective value is generally assumed to be equal to the value of
the demand (cf. Yu et al. [179]). Revenue is then defined as follows:

DEFINITION 19 (REVENUE). Let S be an embedding solution and S~ the corre-
sponding sparse embedding solution: S~ = (M, (N;, em]:/f )j=1,...,m)- Let the
elements of N; be defined as: Nj = (Vj, Ej, 05, W). Then, revenue is defined

as the sum:
m

rev(S) = > w(Vj) +w(E;)
j=1

Revenue complements cost in the sense that it takes into account what is
achieved with a certain cost. Indeed, looking only at cost may be misleading,
as an algorithm that embeds only few VNRs will likely generate lower cost
than an algorithm that embeds more VNRs. If this were the only measure,
an algorithm that does not embed any VNRs would be best, as it would also
generate zero cost. Thus, an algorithm is more successful in this context if
it can provide high revenue for low cost.

In order to make the relationship between cost and revenue clearer, it is

often actually the ratio crssvt((ss)) that is taken as metric for comparison®. If

unit cost and unit revenue are assumed, an optimal value can be derived:
the embedding is optimal with regard to cost and revenue, if and only if
the revenue/cost ratio equals one. In that case, every demand is satisfied by
exactly its minimum amount of required resources.

3.4.2.2 Embedding quality (local)

A more fine-granular way of measuring embedding quality requires look-
ing at the individual network elements—nodes and links—of the SN and the
VNRs. Local values such as path length and delay for virtual links, or stress

6 Sometimes the inverse ratio Cr‘:,t([g )) is used—the difference is purely cosmetic.
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and utilization for substrate nodes and links can be obtained and compared
among experiments. Comparison in that case will be based on aggregate
values. The computation of the metric depends on a function that, taking
a solution S, assigns a value either to all virtual nodes, all substrate nodes,
all virtual links, or all substrate links. From these numbers, an aggregate
is obtained as the final metric—most often the average, but in some cases
maximum and minimum will be relevant, as well.

PATH LENGTH An alternative to the cost metric is to measure the path
length (also called “hop length”, cf. Yu et al. [178]) of a virtual link—that is,
the length of the path in the SN used to realize a virtual link:

DEFINITION 20 (PATH LENGTH). Given a virtual link e and its corresponding
embedding my(e) = (fi)i—1,.. n, its path length is defined as: pl(e) = n.

Ideally, the path length of all virtual links would be one, with all adjacent
virtual nodes being mapped to adjacent substrate nodes. However, if nodes
that are adjacent in the VNR are mapped to substrate nodes that are not
directly connected, the respective virtual link has to traverse hidden hops.
In general, an algorithm is better if it manages to map adjacent virtual nodes
to near-by substrate nodes.

When using this metric, one has to consider that the path length will be
influenced by the chosen SN topology. In particular in graphs with low av-
erage distance between any two nodes (such as generated by most random
flat topology generators) it is likely that for most virtual nodes a fitting sub-
strate node can be found within one or two hops. In that case, the average
path length rarely goes beyond a value of two even in very constrained sce-
narios.

Apart from the overall average, the maximum can be interesting for this
metric. It reports the longest path experienced by any virtual link. This can
serve as an estimation of worst-case delay experienced by a virtual link—
assuming that delay is relevant for the experiment and each hidden hop in-
troduces some additional processing time.

NODE AND LINK STRESS  Another way to judge embedding quality is to
consider the amount of virtual entities (i. e., nodes or links) mapped onto a
substrate entity. This is measured with the node stress and link stress metrics
(first used by Zhu and Ammar [196]). For each substrate node, the number
of virtual nodes mapped onto this node is counted:

DEFINITION 21 (NODE STRESS). Let u be a node of network M and let em}:/l"l
be a set of embeddings in network M with the associated sequence of node
embeddings (my i). Let V be the set of virtual nodes mapped to ., defined as
V = {v[3i € N : my,i(v) = u}. Then, the node stress of u is defined as
ns(u) = |V|.

Likewise, for the stress of a substrate link the number of virtual links
mapped to this substrate link is counted:
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DEFINITION 22 (LINK STRESS). Let f be a link of network M and let em}:]/f

be a set of embeddings in network M with the associated sequence of link
embeddings (my ). Let € be the set of virtual links mapped to f, defined as
& = {e|J3i € IN : e € 1y i(f)}. Then, the link stress of f is defined as
Is(f) = I€].

In combination with the total amount of entities created, this gives an
indication of how evenly the virtual entities are distributed within the SN.
Moreover, minimum and maximum values can be given to provide an idea of
the variation of stress throughout the network. It should be noted that this
metric—since it ignores the resource and demand values—is more relevant
when resources and demands are uniform (or even disregarded completely).

For this metric, the maximum is more relevant than the average. An al-
gorithm should aim to minimize the maximum node and link stress. The
assumption is that an even distribution of virtual entities throughout the SN
is optimal. The cost imposed by the VNRs is ignored by this metric. Taking
the cost also into account leads to the concept of utilization.

NODE AND LINK UTILIZATION Similar to the stress metrics, the utiliza-
tion (used, e.g., by Chowdhury et al. [59]) sheds light on the distribution
of load throughout the SN. However, other than the stress metrics, the fo-
cus lies on the amount of reserved resources on each substrate node or link,
rather than on the number of virtual entities. Utilization for each entity is
calculated as the amount of resources reserved by the demands of the sup-
ported entities, divided through the total amount of resources available on
that entity. For nodes the utilization is defined as follows:

DEFINITION 23 (NODE UTILIZATION). Let w be a node of network M and let
em],?]/li be a set of embeddings in network M with the associated sequence of
node embeddings (my 1 ). Let'V be the set of virtual nodes mapped to, defined
asV ={v|3i € N : my i(v) = u}. Then, the node utilization of u is defined

— Zve\?W(V)

as nu(u) )

Likewise, for links the utilization is defined as follows:

DEFINITION 24 (LINK UTILIZATION). Let f be a link of network M and let em}:‘/l"
be a set of embeddings in network M with the associated sequence of link
embeddings (myi). Let € be the set of virtual links mapped to f, defined as
€ ={e|di € N : e € " i(f)}. Then, the link utilization of f is defined as
lu(f) = Zege (),

Like with the stress metrics, minimum and maximum values are of inter-
est. Additionally, the average value is relevant here, as well. An algorithm
is supposed to achieve a low average utilization and, preferably, a relatively
even utilization throughout the entire SN. In some settings it may be helpful
as well to have a look at the utilization of all active entities (i. e., substrate
nodes and links with at least one virtual entity mapped on them).
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Figure 11: Use of metrics in VNE literature

3.4.3 Application of metrics in the Virtual Network Embedding literature

Fig 11 shows a histogram of which metrics are used by authors of VNE algo-
rithms in the literature. Only metrics that are used at least in five different
papers are listed here. For reference, the revenue/cost ratio has also been in-
cluded, as it is used quite often in the literature—sometimes along with cost
and revenue.

Acceptance ratio appears to be the most universally used metric. The cost
and revenue group of metrics is also quite popular. Metrics focusing on local
embedding quality are used more seldom, with node and link utilization be-
ing the most prominent among those. For runtime, there seems to be a slight
preference on measuring it as a whole (i. e., for the entire scenario).

Some more specialized metrics are not included in the figure. For example,
algorithms optimizing with regard to energy efficiency or network resilience
will often be evaluated with a metric that captures a particular aspect of
these optimization goals. Since those metrics are not universal, they are not
included in this discussion. The delay and active nodes metrics sometimes
found in evaluations are generic, but are used only seldom—they have been
left out of the figure, as well.

Clearly, it would be good for evaluation, if VNE algorithms could be eval-
uated with any metric. This requires, of course, a flexible evaluation envi-
ronment which can support a large number of different metrics. Still, only
evaluation with various metrics can highlight the characteristics of a VNE
algorithm under different aspects.
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3.5 EFFECTS OF CURRENT VIRTUAL NETWORK EMBEDDING EVALUA-
TION APPROACHES

There are some interesting aspects to the approaches to VNE evaluation
which are described above. On the one hand, scenario generation is guided
by a number of independent random variables: topologies, resources and de-
mands, amount of VNRs and even the number of nodes (at least for VNRs) are
generated by independent random processes. In many cases this can lead to
scenarios where resources are not as scarce as initially expected. Moreover,
there are some aspects to the evaluation metrics that should be considered
by experimenters. Care has to be taken in order not to misinterpret results.
This section highlights these issues.

3.5.1 Resource provisioning bias

VNE deals with the efficient assignment of resources. Thus, for random gen-
eration of a large number of scenarios it is worthwhile to think about how
to generate scenarios where resources are actually scarce. The primary ques-
tion is: How should simulation parameters be set to generate scenarios that
are difficult to solve?

3.5.1.1 Estimating resource scarcity

A simple check of the generated scenarios can already be made by just sum-
ming up the resources provided by the SN and putting them into relation
with the summed up demands of the VNRs. This relationship provides an
approximation of the resource scarcity:

DEFINITION 25 (APPROXIMATE RESOURCE SCARCITY). Let (M, (Ni)i=1,...n)
be a scenario with Ny = (Vi,Ei, 01, w) and M = (U, F,0,w). Then the
Approximate Resource Scarcity for this scenario is defined as a vector (x,y)
ZiawVi 2 w(E)

w w .

) _
o ady = S50

The two components of this vector allow to distinguish between node
scarcity and link scarcity. If one of the two values is above 1.0, it is impossi-
ble to embed all of the VNRs—some will have to be rejected. Values less than
one do not guarantee the problem to be solvable—in a random scenario the
resources might still be distributed in an unfortunate way, such that no em-
bedding can be found. The approximation does not reveal such a situation.
Nevertheless, the lower the two values, the more likely a valid embedding
of all VNRs can be found.

With node scarcity and link scarcity being the two components of a vec-

with x =

tor, the Approximate Resource Scarcity (ARS) of each randomly generated
scenario can be calculated and entered in a coordinate system. This produces
an ARS diagram that can provide a graphical overview of whether a scenario
is likely to be easy, difficult, or impossible to solve.

Fig. 12 shows the different important areas of such a diagram. Scenarios
that are located near the origin would be expected to be easy to solve. On
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Figure 12: Approximate resource scarcity diagram areas

the other hand, scenarios approaching a value of one in their x or y compo-
nent will become harder and harder to solve. Scenarios with an x component
larger than one are impossible to solve completely due to their node demands
exceeding the available node resources. Likewise, scenarios with a y compo-
nent larger than one are impossible to solve completely due to their link
demands exceeding the respective resources. One would expect the most in-
teresting scenarios to be located around the (1.0, 1.0) coordinates, exploring
the difference between hard-to-solve and impossible-to-solve scenarios.

3.5.1.2 A simple example

To illustrate the application of the ARS vector, a simple example is provided
here, with values taken from Chowdhury et al. [59], as depicted in Table 6.
Thirty different scenarios are generated randomly. With those, a simulation
is conducted, using the algorithm presented by Lischka and Karl [115] as an
example’.

Fig. 13 shows the ARS of the thirty generated scenarios. All of the VNRs
are embedded successfully by the algorithm. This is due to the SN being
significantly overprovisioned both in terms of nodes and links. The overpro-

A different algorithm has been selected for this experiment, since the original “D-VIiNE” al-
gorithm by Chowdhury et al. caused a large number of VNRs to be rejected. One could then
mistakenly be led to the conclusion that the generated scenarios were not solvable—this is
demonstrated to be false, however, by the solutions found by the employed algorithm by
Lischka and Karl.
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Figure 13: Example approximate resource scarcity

visioning is indicated by the location of the generated scenarios in the figure.
One particular aspect is interesting in that regard: The node scarcity is much
more significant than the link scarcity in the given example (though neither
of them are really scarce). This particular effect arises because of the gener-
ated network topologies: the number of links increases quadratically with
the number of nodes in random flat topologies. So, typically a large number
of VNRs with few nodes each will have far fewer links than a single network
with a large number of nodes—even when the total number of nodes is equal
in both cases. It follows that it is misleading to scale experiments in only the
number of nodes.

Summarizing, there are two notable effects for that particular selection
of parameters: First, the problem is not especially difficult and, while some
algorithms may experience problems, others will solve it easily. Second, the
selection of the scenario generation parameters causes the problem to be
biased towards node embedding. This raises the question of how current
VNE literature deals with this problem.

3.5.1.3 Comparison with the literature

It is clear from the above discussion that care has to be taken during scenario
generation, when resources are supposed to be scarce. Looking into the exist-
ing literature, one will find that this problem indeed exists in many published
experiments. It should be noted that, while the particular scenarios used in
different papers may not be available, it is still possible to take the employed
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experimentation parameters and estimate the respective demand/resource
ratios by calculating averages. In particular, the average total node and link
weights have to be calculated for each parameter setting.

COMPUTING SUBSTRATE RESOURCES  For the SN the computation of
the sum of all resources tends to be rather straightforward in most cases.
Let N = (V, E, 0,w) be the SN. Node weights are typically assigned within
a random uniformly distributed interval ¥v € V : w(v) € [wlv, wlgfgh]. The
average assigned weight for each node is then:

whigh

2

The average total node resources can now simply be computed by multi-

low

avg n

Who = w{ﬁw +

plying the number of nodes |V| with the average assigned node weight:

avg(w(V)) = V|- wi®

Likewise, the average total link resources can be calculated by multiply-
ing the average assigned link weight wiwg, which is calculated analogous to
w8, with the average number of links. For Waxman-generated topologies
the average number of links depends on the spatial distribution of nodes
(in particular the pairwise node distances). Luckily, most authors using the
Waxman model already give an estimate of the number of links generated
in their experiments. For Erdos-Rényi topologies that are generated by a
random connection probability p., the average number of links will be the
number of possible connections times the connection probability (cf. Erdos
and Rényi [67]):

IVI-(IVI-T1)

El= e

The average total link resources are computed as:

avg(w(E)) = [E[-w™®
To compute the ARS it only remains to calculate the average weights for
the VNRs.

COMPUTING VIRTUAL RESOURCES  To compute the average sum of all
resources of the VNRs one first needs the value for a single VNR, then mul-
tiplies it by the number of VNRs to be embedded concurrently. For online
simulations, this number can typically be calculated from the VNR arrival
rate A and the lifetime W by using Little’s law (cf. Section 3.3.3)

Care has to be taken, though, to estimate the number of links correctly.
Most authors create virtual topologies as Erdos-Rényi graphs with a random
connection probability p. and a random uniformly distributed amount of
nodes (e.g., [V| € [2,10]). In this case, it may be tempting to estimate the
average amount of links by first computing the average amount of nodes
V2 (six in this example) and computing the average amount of links [*&
for networks of this size with the same formula as above (in the example,
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with p. = 0.5: [*'8 = 6%25 - 0.5 = 7.5). However, since the number of
links increases quadratically in the number of nodes, this will underestimate
the number of links actually generated. With the number of nodes chosen
randomly from the interval [View high] the actual average number of links
is more correctly estimated as:

L)
( Z — ’pa)/(vhigh +1—Viow)
i=View

Average node and link weights are otherwise calculated similar to the SN.
With the averages for the number of nodes and number of links, the overall
weights of a VNR are calculated by multiplication of averages. In particular,
for nodes: avg(w(V)) = V&% .wy® (and likewise for links). Multiplying
this once more with the amount of generated VNRs, the total node and link
demands are obtained.

COMPUTING APPROXIMATE RESOURCE SCARCITY VECTORS Taking
all this together, one can compute the average total amount of both resources
and demands for both nodes and links, provided the authors of a paper are
reporting all of their experimentation parameters (unfortunately, this is not
true in all cases). For the example taking the values of Chowdhury et al. [59]
(as taken in Fig. 13), this will lead to the following calculation:

For the SN, [V| = 50 and [E| = 2%*? . 0.5 = 612.5. Node and link re-
sources are uniformly distributed in the interval [50, 100]. Thus, the total
amount of node resources will be about 3750 units and the total amount of
link resources will be about 45 937.5 units on average.

For the VNRs, the average number of networks is estimated with Little’s
law to be 40. For each VNR, a random number of nodes |V| € [2,10] is
generated. Taking the formula above, this leads to about 9.17 links on aver-
age. With node demands taken randomly from the interval [0, 20] and link
resources taken randomly from the interval [0, 50], the total average node
demands will be about 2400 and the total average link demands will be about
9170. This leads to an ARS vector of:

(2400 2170

s qeosns) = (0:64,01996190476)

This corresponds perfectly with Fig. 13, where scenarios are placed in
direct vicinity of the (0.6,0.2) coordinates.

A similar calculation can be performed for any paper that provides the
relevant data for experimentation parameters. Fig. 14 shows the results of a
number of papers from current VNE literature. Out of the 89 papers speci-
fying experimental settings, 31 papers give appropriate information to cal-
culate the two ratios (the other papers either do not specify all parameters
or have scenarios where the ratios cannot be easily calculated). Each indi-
vidual parameter setting is depicted by a reference to the respective paper.
Some authors may only test a single set of parameter values. Therefore, the
paper will appear only once in the figure (e. g., [51] or [57]). In other works,
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Figure 14: Approximate resource scarcity values for experiments described in the
VNE literature

a larger set of parameter values is evaluated, and the paper will appear mul-
tiple times—once for each parameter setting (e. g., [117] or [100]).

While the overall situation is certainly more varied than in Fig. 13, it is
still striking that there seem to be few examples that attempt to exhaust link
resources®. Yuan et al. [181] are among the few exhausting link resources be-
fore node resources. Moreover, a lot of experiments are located in the lower
left corner of the figure—an area where resources are not scarce at all, and
finding an embedding should not be too hard for any algorithm.

This means that in many cases, resources are either not scarce at all or fo-
cused largely on scarcity of node resources. Thus, the VNE problem, which is
actually a combination of two difficult problems—node and link embedding—
is actually biased in many experiments. With careful parameter selection it
is possible to generate scenarios which are demanding on both, node and
link mapping. This is relevant for VNE evaluation, unless the algorithm un-
der investigation is designed to work only in a particular environment (e. g.,
where it is known that link resources are vastly overprovisioned).

It should be noted, however, that some authors place both node and link demands signifi-
cantly higher than the provided resources. For example, Lischka and Karl [115] perform two
more experiments that would be put at (6, 9.0668) and (12, 18.1336), respectively. This does,
however, not necessarily shed more light on the performance of algorithms when resources
are scarce, but a solution might be possible. Therefore, and to keep readability, these points
have been left out of the figure.
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VNR no. (demand) Metrics
1(40) 2(50) 3(100) Acc.ratio Cost R/cratio

Alg 1 v v — 66% 150 0.6
Alg 2 — — v 33% 140 0.714

Table 8: Example of two incomparable embedding results

3.5.2 Caveats in evaluation

There are three particular points to consider during VNE evaluation. First,
the experimenter should be careful when evaluating scenarios with failed
embeddings, using both acceptance ratio and revenue/cost-based metrics for
the same set of simulations. Second, when choosing between revenue/cost-
based metrics and path length, there is a compelling argument to use the
latter, if unit cost is assumed in the scenario (as is the case in most VNE
evaluations). Finally, there is the problem that optimal solutions are often
not known, making the interpretation of metrics more difficult.

3.5.2.1 Interpreting cost and revenue of scenarios with failed embeddings

It is important to note for evaluation purposes that one has to be careful
about experiments with failed embeddings. If a VNE algorithm does not
manage to gather sufficient resources for a VNR, the VNR will be rejected
and embedding will continue with the next VNR. However, it is likely that
two different VNE algorithms will reject different VNRs in an experiment. In
fact, this is the basic assumption of the acceptance ratio metric. In that case,
a problem arises when additional metrics (e. g., the cost metric) are used to
compare two VNE algorithms under the same simulation settings.

In particular when comparing two VNE algorithms, it is unclear how an
algorithm that embeds less VNRs but has low cost should be rated against
an algorithm that embeds more VNRs but has higher cost. Results may not
be directly comparable in this situation.

As an (hypothetical) example, assume a scenario in which two different
VNE algorithms are confronted with the task to embed three VNRs into a
SN with the first VNR having a total demand sum of 40, the second VNR a
sum of 50, and the third VNR a sum of 100. If the first algorithm manages
to embed the first two VNRs with a total cost of 150 substrate resources, but
fails to embed the last VNR, its acceptance ratio will be rated at 66% and its
revenue/cost ratio will be calculated as % = 0.6. If the second algorithm
then fails to embed the first two VNRs, but manages to embed the third one
with a total cost of 140 substrate resources, its acceptance ratio will be rated
at 33% and its revenue/cost ratio will be calculated as % ~ 0.714. An
overview of the values is given in Table 8.

In this example, one cannot make a clear statement on which algorithm
did better or worse than the other. The first algorithm preferred to embed
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more VNRs albeit at higher cost and lower revenue/cost ratio, whereas the
second algorithm decided to embed the larger network despite the resulting
lower acceptance ratio. In absence of a particular reason to value one metric
higher than the other, the two results are effectively incomparable.

Lacking an appropriate weighting of the two metrics one has to make sure,
instead, that equivalent embeddings are compared. A good way of achieving
this is to make sure the same set of VNRs are embedded by all algorithms.
This levels the playing field for the experiment and allows to directly com-
pare cost and revenue values. However, the acceptance ratio is of course
identical for all algorithms in this case.

In order to make sure the same set of VNRs are embedded, one can discard
all experiments where the set differs between algorithms. This is, however,
quite expensive in terms of experimentation time. Lots of simulation runs
will be wasted this way. An easier way is to ensure that embedding of all
VNRs is possible for all algorithms (i. e., ensure a 100% acceptance ratio for
all algorithms). The drawback to this solution is that the total amount of
demands will be low compared to the total amount of resources in this case.
The best approach will then be to conduct two series of experiments: one
which evaluates and compares revenue and cost under low load conditions
and one which evaluates acceptance ratio under high load conditions.

3.5.2.2 Cost and revenue vs. average path length

One property of the cost and revenue metrics is that they mix node and link
resources and demands without further distinguishing them. Common ex-
perimental settings assume unit cost for both node and link resources, such
that the cost metric actually becomes a metric that simply counts all sub-
strate resources spent for a particular embedding. Link and node resources
contribute equally to the metric. Likewise, revenue becomes a metric that
simply counts all realized demands in all VNRs with virtual nodes and links
contributing again equally to the metric.

This, however, neglects the fact that nodes and links behave quite differ-
ently with regard to cost. Since virtual nodes are always mapped onto ex-
actly one substrate node, cost and revenue both equal the realized demand.
On the other hand, virtual links may be mapped over multiple substrate links
(i.e., a path in the SN). In this case, the cost for a virtual link is calculated
once for every substrate link which supports this virtual link. It follows that,
for any given VNR, algorithms can only improve on the revenue/cost ratio
by changing the mapping of virtual links, not by changing the mapping of
virtual nodes.

This raises the question of whether revenue/cost is really a good metric
for measuring the embedding quality of VNEs algorithms. The inclusion of
node cost dilutes the differences between algorithms. Measuring only link
cost may be a better way of evaluating the embedding quality. If unit cost is
assumed, this becomes equivalent to the path length metric.

Indeed, path length is more focused on the effect that causes differences
in resource usage between VNE algorithms. In typical scenarios, the aver-
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Figure 15: Correlation between average path length and revenue/cost

age path length is strongly correlated to the embedding cost. This is shown
in Fig. 15: Evaluating a large number of random scenarios, one can plot the
average path length for each solution on the X-axis and the revenue/cost
ratio belonging to this solution on the Y-axis. The correlation is clearly visi-
ble. Indeed, the Pearson correlation coefficient between average path length
and the revenue/cost ratio is about -0.97 in that experiment—i. e., an almost
perfect negative correlation.

One can conclude that, compared to revenue/cost, average path length is
actually better suited to measure embedding quality if cost and revenue are
identical for resources and demands. It measures the same effect in a more
direct way.

3.5.3 Optimal solutions

There is a problem in understanding and interpreting the metrics used for
evaluation of VNE algorithms. Often, the optimal solution for a particular
scenario is not known in advance. For some metrics, a theoretical optimum
is available. For example, in the cases of the revenue/cost ratio, average path
length, or the acceptance ratio, the theoretical optimum would be exactly
one’ (or 100% in the latter case). However, in all three cases it is typically
unclear whether that theoretical optimum can actually be reached. Typically,
it will only serve as an upper or lower bound.

It should be noted that an average path length of one indicates also a maximum and minimum
path length of one, as paths have to traverse at least one link
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This is obvious for the acceptance ratio. If there are too many VNRs, it
is impossible for any algorithm to embed all of them in the SN. For the rev-
enue/cost ratio—although maybe less obvious—similar restrictions apply. It
is unclear whether a revenue/cost ratio of 1.0 is even possible in a particu-
lar scenario. The situation is similar for path length: it is unclear whether
all virtual links in a given scenario can be mapped to a single physical link
(i. e., whether it is possible to map adjacent virtual nodes only on adjacent
substrate nodes).

A possible remedy to this situation is to compute the optimal solution
in advance with an exact VNE algorithm. However, this is not practical in
most situations due to time constraints. This approach is therefore limited
to a small number of scenarios with limited scope.

A better approach would be to construct random scenarios such that the
real optimum is known a priori. This requires coordination between the dif-
ferent sources of randomness for scenario generation parameters: Topology
generation, number of nodes, and resource and demand distribution. Such
an approach has not been discussed in the literature, so far. Chapter 5 of
this thesis presents novel scenario generation elements that aim to construct
such scenarios.

3.6 CHAPTER SUMMARY

It is shown in this chapter that evaluation of VNE algorithms is a wide and
diverse matter worth investigating. A thorough, formal problem description
helps to understand the actual problem and identify the particular proper-
ties of the individual concepts and their respective relationships. The formu-
lation with NWMs provides a novel view on the VNE problem and allows to
formulate several aspects more precisely. Moreover, although lots of prob-
lem formulations exist in the VNE literature, the particular types of VNE
algorithms have remained undefined, so far. By providing a formal defini-
tions it is shown in this chapter that any algorithm can be used both in an
online as well as in an offline context.

Experimental evaluation via simulation is the preferred method of VNE
algorithm evaluation. It allows to cover a wide range of possible application
contexts without becoming infeasible. Simulation can be performed either
in an offline Monte-Carlo experiment or online in a DES. It is argued here
that, unless particular time-dependent aspects of the VNE problem are in-
vestigated, both approaches can be used interchangeably—the static Monte-
Carlo approach then has the advantage of generating less random noise for
the experiment.

A literature review of current VNE evaluation approaches is provided, de-
picting both a wide range of parameter settings and evaluation metrics. It is
shown that there is only little variation in the parameters used in VNE liter-
ature. On the one hand, parameters are often repeated from previous work.
On the other hand, however, authors tend to change at least some parameter
values, thereby limiting full comparability between experiments. This raises
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the question of whether the parameter space is actually adequately explored
in the literature. In particular, it is shown that scarcity of link resources is
not as well investigated as could be expected.

For metrics, there are some stumbling blocks that should be avoided dur-
ing evaluation. Evaluating scenarios with rejected VNRs with revenue and
cost may lead to incomparable results. This means that the scenarios used
to evaluate revenue and cost have to be different from the scenarios used to
evaluate the acceptance ratio. Moreover, it is shown that the average path
length may actually serve better than cost to describe algorithm behavior—
in particular if unit cost is assumed. In general, there is also the problem
that optimal solutions for a particular scenario are usually unknown for any
metric. This may make it difficult to interpret results correctly.

The range of parameters and metrics used in generation of VNE scenarios
highlights the need for a flexible simulation environment. Such an environ-
ment should not only support a number of different VNE algorithms, but
also be flexible with regard to setting scenario generation parameters. More-
over, it should support arbitrary metrics to support proper evaluation. An
example of such a simulator is presented in Chapter 4.

Moreover, it is clear that a more structured scenario generation approach
could be helpful. Current state of the art depends on a large amount of
randomness which may lead to unintended bias in particular aspects. Also,
it is often unclear whether the generated scenarios are actually solvable.
Chapter 5 presents novel scenario generators that produce scenarios with
a known optimal solution.

Some important questions remain unanswered: What influence do differ-
ent parameters have on the simulation result? Which parameters are more
influential than others? Do particular parameters influence various evalua-
tion metrics in different ways? Such questions can only be answered by a
structured approach to VNE evaluation. Chapter 6 presents an example for
such a structured approach, utilizing the concepts presented in Chapters 4
and 5.
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AN ARCHITECTURE FOR VIRTUAL NETWORK
EMBEDDING SIMULATION

As discussed in Chapter 3, simulation is the preferred method of Virtual Net-
work Embedding (VNE) algorithm evaluation. For evaluation via simulation,
an algorithm is implemented and extended with simulation code—namely a
VNE simulator. Such a simulator supports the conduction of experiments by
implementing the VNE simulation process—in particular, taking care of gen-
erating appropriate VNE problems, setting up the algorithm environment,
supervising algorithm execution, reading the solution from the algorithm,
and providing the results to the experimenter for further analysis (cf. Sec-
tion 3.2).

Although it is possible to write specialized simulation code for each exper-
iment, in order to ease extensive evaluation of VNE algorithms a more flexi-
ble approach is preferable. Having a structured approach to simulation with
a well tested simulation code base also facilitates more reliable evaluation,
as bugs in the simulation code become less likely. Moreover, the flexibility
is needed to fully support application of the various parameters and metrics
discussed in Chapter 3. Ideally, the VNE simulator should allow addition and
investigation of even further parameters and metrics.

This chapter presents a flexible and extendible architecture for VNE sim-
ulation. The focus is on offline embedding, which provides a good starting
point for evaluation for most cases already (cf. Section 3.2). Using the pub-
licly available ALEVIN® simulator as an example, generic guidelines for im-
plementing a VNE simulator are developed. ALEVIN has been developed
from the start to facilitate comparison of VNE algorithms. However, the
novel evaluation concepts discussed in this thesis require a new approach to
VNE algorithm simulation. In particular, a more flexible scenario generation
process and a fully automated simulation process are required. The respec-
tive necessary modifications to ALEVIN made by the author to increase sim-
ulation flexibility and enable more streamlined evaluation are highlighted in
particular in this chapter.

First, a set of requirements for VNE simulation is formulated in Section 4.1.
Based on those requirements, in Section 4.2 the major components of a VNE
simulator are identified and their potential interfaces for extension by the
experimenter are discussed. A particular focus is made in Section 4.3 on the
modeling of constraints, as these form a central part of the VNE problem. The
structured generation of random embedding scenarios is a highly relevant
topic for VNE algorithm evaluation. In Section 4.4 two possible approaches
for scenario generation are analyzed and compared, and a concise notation
describing the generated type of scenarios is introduced. Section 4.5 presents

1 The author of this thesis is one of the main developers of ALEVIN
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a generic file format for specifying experiments that allows the experimenter
to preserve fine-grained control over each aspect of VNE evaluation. Sec-
tion 4.6 provides an overview of the architecture of the ALEVIN simulator
as an example for implementation of the discussed concepts. Finally, Sec-
tion 4.7 summarizes and concludes this chapter.

4.1 REQUIREMENTS OF A VIRTUAL NETWORK EMBEDDING SIMULA-
TOR

The wide range of simulation and evaluation settings discussed in Chapter 3
indicate that evaluation of VNE algorithms is performed for a large variety
of experiments. Multiple parameters can be varied in those experiments—
either isolated or concurrently. Several metrics are commonly used for eval-
uation, and many more can be devised for evaluating specific aspects of the
VNE problem. These facts indicate a set of requirements for a generic VNE
simulation framework.

The primary requirement for every VNE simulator, of course, is to find an
appropriate software model for the VNE problem. This model has to cover a
large variety of VNE problem instances. It also has to be detailed enough to
allow thorough evaluation. However, this alone does not yet capture the flex-
ibility that is often necessary for VNE evaluation. A generic VNE simulator,
therefore, ideally supports the following additional requirements:

FLEXIBLE GENERATION OF SCENARIOS Aninvestigation of various types
of scenarios is necessary to be able to fully explore algorithm behav-
ior in its intended application domain. This means that it has to be
possible to generate a sufficient variety of scenarios from a set of key
parameters. Appropriate scenario generators that can be parameter-
ized by the experimenter support this requirement.

SUPPORT OF VARIOUS CONSTRAINTS Although the common approach to
VNE simulation is to just set real-valued constraints for nodes and
links (i. e., node and link resources and demands), still several exper-
iments introduce additional constraints—both quantitative and quali-
tative. Indeed, investigating the VNE problem in a particular context
may require special constraints, e. g., to distinguish between forward-
ing and computing nodes. Support of various constraints thus not only
enables a fair comparison with the literature, but also facilitates re-
search on novel aspects of the VNE problem. The constraint model of
the simulator therefore has to support extension via additional con-
straints.

SUPPORT OF VARIOUS VNE ALGORITHMS Comparison of various VNE al-
gorithms is necessary to demonstrate improvements made in the em-
bedding process. This applies to algorithms with different embedding
strategies as well as to variants of a single algorithm (e. g., by varying
a specific algorithm parameter such as backtracking depth). A VNE
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simulator thus has to support easy configuration and exchange of algo-
rithms. Moreover, the simulator has to make sure that each algorithm
is evaluated with the same set of problems—otherwise the compara-
bility of results would suffer.

SUPPORT OF VARIOUS METRICS Application of various metrics is neces-
sary to be able to evaluate and compare algorithms that optimize ac-
cording to different criteria. One algorithm might, for example, focus
on maximizing the amount of spare resources in the Substrate Net-
work (SN) to facilitate the embedding of more Virtual Network Re-
quests (VNRs), whereas another algorithm might try to minimize the
amount of active substrate nodes to minimize energy consumption of
the SN. To compare both algorithms on a fair basis, both effects should
be measured for the respectively provided solution.

BATCH PROCESSING OF EXPERIMENTS Another challenge arises from the
amount of data needed to obtain conclusive results for an experiment,
and the time needed to get such data. In order to obtain sufficient em-
pirical evidence, a large number of scenarios is typically generated
randomly. Some parameters will be fixed, some will be varied by the
experimenter, and some will be randomized. When the influence of
several parameters should be tested, it is easy to end up with thou-
sands of problems to solve (e. g., varying 2 independent parameters in
10 discrete steps, and repeating each instance 10 times for confidence
already results in 1000 problems to be generated). Considering the run-
time complexity of the VNE problem itself, evaluation of such a large
number of problems likely takes a significant amount of time—even if
heuristics are used. If experiments are performed on a single machine,
experience shows that it is quite possible to wait hours, or even days,
for the results. Since neither manual generation of problems nor con-
stant supervision of the execution are feasible in this situation, it is
therefore advisable for a simulator to have an option for batch gener-
ation and processing of problems.

All of these aspects should be easy to control by the experimenter. This
poses a challenge to the architecture of a VNE simulator. On the one hand,
a high level of flexibility is needed to enable the experimenter to modify
whatever is needed for a particular experiment. On the other hand, it is de-
sirable to avoid changes to the core simulation code base as much as possible,
as such changes may jeopardize the comparability of different experiments
and introduce new bugs. It follows that a clear experimentation workflow
with well-defined interfaces is necessary.

In this chapter an architecture for a generic, flexible VNE simulator is pre-
sented. As a basis, the ALEVIN simulator is used and extended where neces-
sary. ALEVIN was implemented to compare VNE algorithms on a common
ground. Its main focus was from the start to support comparability between
different VNE algorithms and their evaluation under various conditions. Spe-
cial care was taken to ensure easy extensibility via clearly defined inter-
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faces. Extensibility was focused on development of new algorithms, eval-
uation with new metrics, and formulation of new constraints in the form of
resource/demand pairs.

4.2 COMPONENTS OF A VIRTUAL NETWORK EMBEDDING SIMULATOR

To implement a versatile VNE simulation tool, it is helpful to identify its
primary functional blocks. In general, a VNE simulator is comprised of five
fundamental components:

« The VNE model, with classes representing the substrate and virtual
networks and their respective resources and demands;

+ The problem generation, where scenarios are created and assembled;

+ The algorithm execution, where a particular VNE algorithm is loaded,
configured, and set to work on the generated scenarios;

« The evaluation, where various metrics are applied to the result com-
puted by the VNE algorithm;

« And, finally, the export of the algorithm results and evaluation data
for further information processing.

These components reflect the three steps of scenario generation, algo-
rithm execution, and result evaluation already discussed in Section 3.2, with
the addition of the underlying VNE model and appropriate data export mech-
anisms for further analysis. Each VNE simulator will have an implementa-
tion of these five components to some extent. They are complemented in
the simulation engine by code that orchestrates the interaction between the
five components. Together, this allows to conduct experiments as a series of
simulation runs. These two concepts can be defined as follows:

DEFINITION 26 (RUN). A simulationrun is a tuple (S, one, M, S, res) such that
8 is a scenario, vne is a VNE algorithm, M is a set of embedding metrics, S is
an embedding solution, and res is the set of corresponding metric results.

A simulation run represents a single execution of a Monte-Carlo experi-
ment. It pairs a particular scenario with a VNE algorithm. It provides data
structures to record how the scenario was generated (along with all relevant
scenario generation parameters), which metrics were used for evaluation,
and which results were achieved by the algorithm.

Scenarios may be reused in a further experiment to facilitate evaluation
with multiple algorithms. Thus, a scenario is uniquely identified by the pa-
rameters with which it was created, whereas a simulation run is uniquely
identified by the combination of a scenario and an algorithm. Multiple sim-
ulation runs then comprise an experiment:

DEFINITION 27 (EXPERIMENT). An experiment is a sequence of runs (Ri)i—=1,...n
with the same VNE algorithm vne and set of metrics M.
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Figure 16: Components of a VNE simulator and their interfaces

Giving experimenters the ability to influence all five components of a
VNE simulator in order to perform specific experiments can greatly enhance
evaluation flexibility. As already mentioned, it is not advisable to manually
change the code base for each experiment, as this easily leads to code du-
plication, lack of modularization, and lack of repeatability of experiments.
Instead, having clearly defined interfaces for specific functionality supplied
by the experimenter for each component allows to differentiate between
experiment-specific code and core simulation code. This not only increases
trust in the experimentation code but also facilitates faster experimentation.

Fig. 16 shows the interactions between the main components of a VNE
simulator and the interfaces with which particular functionality can be pro-
vided by the experimenter. The model component is extended by specific
constraints. The problem generation uses generators provided by the exper-
imenter. Algorithm execution requires an interface for the VNE algorithms
to be investigated. Evaluation uses the metrics specified by the experimenter.
Finally, data export uses exporters to report experimental data in an appro-
priate format. These components are hereafter described in more detail.

4.2.1  Virtual Network Embedding model

The VNE model component provides an appropriate data model to repre-
sent VNE problems. It is, therefore, referenced by all other components. In
order to enable VNE simulation, two basic concepts have to be modeled in
software:

1. The substrate and virtual topologies with nodes and links

2. The constraints of the problem, in particular resources and demands

Generators

Metrics
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Substrate and virtual topologies can be modeled as graphs, using com-
mon data structures applicable for graphs. If the only constraints considered
are real-numbered node and link weights, an implementation of a Network
Weight Matrix (NWM), as presented in Chapter 3, may already suffice. The
model component then only has to provide appropriate functions to allow
other components to create and modify NWMs.

However, in some cases the experimenter may want to add more specific
constraints, e. g., to investigate how VNE algorithms behave in the face of
multiple resource/demand pairs or to evaluate a more specialized variant of
the VNE problem. In that case, these constraints have to be modeled as well,
along with appropriate functions to create them and to determine whether
they are satisfied. This requires a flexible constraint model that can support
various different constraints—ideally allowing to incorporate any additional
constraints provided by the experimenter. An example of such a model is
presented in Section 4.3.

4.2.2  Problem generation

The problem generation component is responsible for creating appropriate
scenarios. It uses the data structures provided by the model to build and
prepare a scenario for experimentation. Since evaluation calls for a large
number of scenarios, a random generation process is needed, controlled by
a set of generation parameters.

Here, the experimenter may want to extend the functionality by provid-
ing custom scenario generation or modification code. This is, in particular,
required if additional constraints have been added to the model, as they need
to be generated for the scenarios to be used. Moreover, experiments may re-
quire to vary specific parameters of the problem. For example, if the VNE
algorithm under investigation is expected to operate as part of a data cen-
ter architecture, the generated SNs topologies should reflect this (e. g., using
fat tree topologies [? 45]). For this, the problem generation component has
to support various generators that are specified by the experimenter. This
makes the definition of an architecture for problem generation a challenging
task. Two possible approaches for such an architecture for scenario genera-
tion are presented in Section 4.4.

4.2.3 Algorithm execution

The algorithm execution component hands the problem to the VNE algo-
rithm and reads the result after completion of the algorithm. Here, allowing
execution of various algorithms is necessary—otherwise comparison to the
state of the art in VNE is not possible. For this component, an interface is
therefore advisable, allowing experimenters to freely plug in and evaluate
new VNE algorithm.

Once the scenarios have been generated, the VNE algorithm under inves-
tigation is started to solve the problem. The VNE simulator is responsible for
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initializing the algorithm specified by the experimenter. Additional param-
eters may have to be set to initialize the algorithm properly (e. g., setting a
limit for backtracking steps). The algorithm tries to calculate an embedding
for all VNRs in the scenario, reporting the result of successful embeddings.
Before the evaluation of each scenario, the simulator may start a timer to
capture the time taken for embedding.

During the embedding process, an algorithm is only allowed to change
the mapping of nodes and links in the scenario. After the algorithm finishes,
the simulator may check the validity of the calculated embedding. The em-
bedding has to be consistent. A few things to check by the simulator:

« Are all virtual nodes of a VNR embedded?
« Are all virtual links of a VNR embedded?

« Does every virtual link start at the substrate node that hosts the vir-
tual source node and end at the substrate node that hosts the virtual
destination node?

« Are the paths taken by virtual links consecutive?

« Are all constraints being kept?

Only if all those conditions are met is the embedding considered valid.
Once the embedding is finished, the time taken is recorded. If the embed-
ding is a valid one, the result is stored and the algorithm continues with the
next scenario. At the end of the experiment, all scenarios together with the
generated mapping information are collected and evaluation takes place.

4.2.4 Evaluation of Virtual Network Embedding algorithm performance

Once the VNE algorithm is finished with calculating the embeddings, the
result is evaluated. The evaluation component applies a variety of metrics to
the result that was computed by the VNE algorithm. Different experiments
will call for different metrics. To fully support this, the evaluation component
needs an interface for the experimenter to provide custom metrics. A support
for arbitrary metrics in the evaluation component allows the experimenter
to focus on and investigate any aspect of the solution found by an algorithm.

At this point, the simulator has to collect and aggregate data for all met-
rics that are selected by the experimenter. The value for every metric is cal-
culated, using the scenario together with the embedding result. This can
either be done within the simulation framework itself or—provided results
can be exported appropriately—performed by external tools. The calculated
values are then stored along with the VNE algorithm, the scenario, and the
parameters used for its generation.
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4.2.5 Data export

The data export component allows the experimenter to extract data from the
experiment for further analysis. After all metrics have been calculated for all
scenarios, the results have to be presented to the experimenter. The exper-
imenter can then investigate the generated data and process it for further
use.

Data analysis is an important aspect of evaluation. The evaluation of VNE
algorithms via simulation can generate a large amount of data. Quick data
exploration is necessary to provide guidance for further experimentation.
This requires the export of the results computed by the metrics and the al-
gorithm. It is advisable to have a well-defined file format such that the or-
ganization of data does not change from one experiment to the next. Other-
wise, the use of fast data exploration approaches would be seriously impeded.
Moreover, data processing scripts could not be easily reused in that case, but
would have to be changed whenever the experiment is modified. In contrast,
a generic export format containing the initial parameters that generated the
scenario, the mapping information, and the evaluation results enables the
experimenter to streamline the evaluation process and focus on the inter-
pretation of the generated data. Being able to perfectly recreate previously
generated scenarios supports focused and streamlined analysis even further.

Providing the possibility for the experimenter to extend this component
with custom functionality can enable a wider range of analysis by exporting
data in formats that are easy to use by third party tools for data analysis.
While it is certainly possible to simply generate a few standard figures for
each experiment, experiments can differ drastically in both their setup and
their results, and often the actual trends in data may not be easily visible
in generic figures. One can, of course, just extend the types and amount of
figures generated. A more flexible approach, however, leaves the choice to
the experimenter, providing an interface that enables insertion of code that
will export the results to any format suitable for further evaluation.

4.2.6  Simulation orchestration

Orchestration of the simulation ties the individual components together. To
perform an experiment, the appropriate classes are initialized, such that the
generic process of scenario generation, algorithm execution, and result eval-
uation can be performed. Afterwards, results are exported, as specified.

The simulation orchestration component oversees and organizes the cor-
rect execution of such an experiment. It identifies and generates the individ-
ual runs that have to be performed, based on the specification by the experi-
menter. For each run, it controls the correct sequence of the experimentation
process, initializing and executing each simulator component appropriately.
Full automation of the orchestration process, therefore, is a prerequisite for
unattended batch processing of experiments.
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Figure 17: Resource/demand pairs for a substrate node and one virtual node

4.3 MODELING OF CONSTRAINTS

Constraints are what makes the VNE problem actually difficult. They define
the borders of the solution space. One possibility to model constraints is
to see them as a combination of properties of substrate network elements
and respective requirements of virtual network elements. Only if all require-
ments by all virtual elements are satisfied with the appropriate properties
can a VNR be embedded. While the most widely used constraints are CPU
cycles for nodes and bandwidth capacity for links (cf. Section 3.3), more con-
straints are conceivable and, indeed, also used in the literature.

The ALEVIN approach for constraints is based on pairing resources with
demands [20]0. Each substrate entity provides a set of resources and each
virtual entity poses a corresponding set of demands. Each demand is satis-
fied by a particular resource and each resource satisfies a particular demand
(cf. Fig. 17). This approach already allows to extend the simple “CPU cy-
cles/link bandwidth” model to also include further types of resources like,
e. g., memory on nodes. For flexibility, ALEVIN requires the experimenter to
specify for each resource/demand pair two functions, the first one defining
the condition under which a given resource satisfies a given demand, and
the second one defining how the embedding will change the resource (e. g.,
subtract the demand from the remaining available resource).

In general, constraints can be quantitative (i. e., referring to a countable
entity) or qualitative (i. e., referring to a characteristic trait) in nature. It is
argued here that the “resource/demand pairs” model adopted in ALEVIN is
versatile enough to cover several use cases for very different types of con-
straints.

4.3.1  Quantitative constraints

Quantitative constraints represent countable properties of substrate nodes
and links and the respective demands of virtual nodes and links. The most
typical type of quantitative properties are node and link resources. A re-
source is a scarce property of a network node or a link that is consumed by
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virtual network elements. Resources are spent when a VNR is embedded and
can not be reused for another VNR.

The canonical example of using CPU cycles and link bandwidth as re-
sources can be easily extended to consider more than a single type of re-
source for substrate nodes and links. For example, substrate nodes may also
have limited memory and disk capacity, whereas virtual nodes pose a respec-
tive demand on each of those resources. A VNE algorithm then has to make
sure that the node mapping satisfies all constraints—CPU cycles, memory,
and disk capacity. It should be noted that the theoretical complexity of the
embedding problem stays the same even if multiple types of resources are
considered. Whereas node embedding with a single resource is related to the
bin-packing problem, node embedding with multiple resources is related to
the vector-packing problem instead—both being NP-complete problems.

Beyond resources, there are also numerous other quantitative constraints.
While it is impossible to list all constraints that can be considered for VNE
evaluation, three examples that are used multiple times in the literature
are given here: geographic distance, link delay, and energy consumption
(cf. [165] and [20]0). For each example, a discussion on whether and how
it can be modeled with the resource/demand pair approach is provided.

GEOGRAPHIC DISTANCE Geographic distance puts a limit on how far a
virtual node may be mapped from its desired location. For this con-
straint, each substrate node is annotated with a geographic location
(two-dimensional coordinates on a plane in the most simple case) and
each virtual node has a respective desired location. The VNE algorithm
should try to map the virtual node as close as possible to its desired lo-
cation. Virtual nodes may have, in addition, a maximum distance they
are willing to diverge from this location.

Although distance is not a resource, the resource/demand pairs ap-
proach of ALEVIN can be used to model this constraint. The location
of a substrate node is modeled as a “resource” and the desired location
of a virtual node is modeled as a “demand”. The demand is satisfied
when its maximum distance from the desired location is not exceeded.
Embedding does not change the resource in this case.

LINK DELAY Link delay represents another quantitative constraint that is
considered several times in the literature. Communication within a
VNR may require low link delay. Virtual links then require to be mapped
on a path that does not exceed a given maximum delay. In the SN, the
different causes of delay—i. e., processing, queueing, transmission, and
propagation delay—have to be considered. Transmission and propaga-
tion delay are often static and can be modeled by annotating substrate
links with a value that indicates the sum of both delay types experi-
enced by data sent over that link. Processing and queueing delay are
more complex, depending on the load of substrate nodes, and are often
ignored for VNE evaluation.
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Similar to geographic distance, the combination of transmission and
propagation delay can be modeled with the resource/demand pairs ap-
proach. The maximum delay of a virtual link is modeled as a demand,
and the combined transmission and propagation delay of a substrate
link is modeled as resource. Care has to be taken, however, for satis-
fying a demand: A “delay demand” is not satisfied by a single “delay
resource”, but has to take all “delay resources” on the entire path over
which the virtual link is to be mapped into account. The sum of all
these resources then must not surpass the demand. Again, embedding
does not change the resource.

ENERGY CONSUMPTION Energy consumption is yet another type of quan-
titative constraint. It is a property of substrate nodes or links. It can be
modeled in two ways: Either energy consumption is static with a fixed
value for every “active” node and link, or energy consumption depends
on the current load of the substrate element. In the first case, a value
indicating the total energy consumption of the respective device is as-
signed to each substrate element. The second case requires dynamic
recalculation of energy consumption as the embedding changes dur-
ing the simulation.

Static energy consumption is easily modeled with the ALEVIN ap-
proach by assigning an “energy resource” to each substrate element.
For this type of constraint, there is no respective “demand” other than
the fact that a mapping of a virtual entity to a substrate entity requires
the latter to be active (and, therefore, to consume energy). To conform
to the ALEVIN approach, an empty demand is used, which is satisfied
by every energy resource. Again, resources are not changed by the
embedding.

All three of these examples have already been used for experimentation
and are implemented in ALEVIN (cf. http://alevin.sf.net/). In
summary, although the ALEVIN approach focuses on resources and demands,
it is to some extent still possible to evaluate other types of quantitative con-
straints by appropriately reinterpreting the semantics of the resource/de-
mand pairs model. In particular, the model is versatile enough to cover the
most commonly used constraints of VNE evaluation.

4.3.2 Qualitative constraints

Qualitative constraints serve to differentiate nodes from each other, both in
the SN and the VNRs. They typically reflect particular functional require-
ments of the VNRs. There are various applications for such differentiation.
For example, one might differentiate between nodes that serve as routers
from server nodes that can perform further computation on data. In that
case, the attribute “server” is demanded by those virtual nodes requiring
computation functionality.
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There are interesting applications of this concept for security-aware em-
bedding approaches. For example, security-critical virtual nodes may require
particular software to be present on the substrate node, such as a trusted
hypervisor or a virus scanner. Virtual nodes may also require a particular
operating environment of a substrate node. This does not just apply to the
Operating System (OS) itself: virtual nodes may, for example, also require
their communication to be protected by a Network Intrusion Detection Sys-
tem (NIDS), or virtual links may require to be protected by a firewall. Like-
wise, resilience concepts can be realized with qualitative constraints. Vir-
tual nodes may, for example, demand hardware redundancy measures like
a Redundant Array of Independent Disks (RAID) system, or demand to be
protected by a data backup mechanism.

All these constraints can be modeled by attaching a “tag” to a node. Multi-
ple tags may be present at any one time. A virtual node can only be mapped
to a substrate node with the corresponding set of tags (i. e.the set of tags on
the substrate node has to be a superset of the set of tags on the virtual node).
In ALEVIN the resource/demand pairs model can be used to realize qualita-
tive constraints. For each tag, a respective resource/demand pair is created.
Each demand is satisfied by any corresponding resource and embedding does
not change the resources.

4.4 SCENARIO GENERATION

This section is an extended version of Section IV of “Generating Virtual Network
Problems with Guaranteed Solutions” by Fischer and De Meer [1 7]O

Flexible scenario generation is a key requirement for a VNE simulator. Sev-
eral different parameters such as network size, number of VNRs, or resource
and demand ranges have to be supported. Moreover, experiments will typi-
cally focus on different aspects of the VNE problem. For example, one exper-
iment may investigate the effects of increasing the SN size, whereas another
experiment may vary the distribution of resources and demands. This has
to be reflected in the scenarios that are generated for evaluation. To cover
a sufficient range of possible configurations and to gain trust in evaluation
results, scenarios are typically generated in large numbers with a random
generation process.

It is helpful to identify components that can be reused by different experi-
ments. For example, generators for Waxman [174] and Erdoés-Rényi [67, 81]
topologies are likely to be used in many different experiments. Likewise,
a random distribution of node and link resources and demands will have
to be implemented in many experiments, as well. Identifying those compo-
nents and exporting a common interface to the experimenter allows him to
rapidly set up new experiments with minimal change to the code base. Ide-
ally, the experimenter should be able to provide code that influences only
a small, specific aspect of scenario generation without changing the rest of
the generation process at all. Here, two architectural approaches to scenario
generation are compared, regarding how well they support this idea.
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Figure 18: Random scenario generation process using dedicated generators for
topologies, resources, and demands

4.4.1 Using topology, resource, and demand generators

The primary challenge for a flexible scenario generation architecture is to
support the decomposition of functionality into well-defined parts, while
still supporting complex scenario generation processes. The conventional
approach to scenario generation works by first using topology generators to
create a set of topologies as a basis. One of these topologies becomes the SN,
the others are taken for the VNRs. Constraints (i. e., resources and demands)
are then randomly assigned to the generated nodes and links.

This scenario generation process is depicted in Fig. 18. SNs and Virtual
Networks (VNs) are generated separately, with each respective generator
controlled by its own parameters. The substrate topology is extended by a
resource generator, which assigns resources to nodes and links. Likewise,
each virtual topology is extended by a demand generator, assigning node
and link demands. The result in both cases is the generated network.

Typically, several VNR are generated by repeating the process for the VNs
multiple times. Also, resource and demand generators may actually be split
into multiple more specialized generators, e. g., to be able to control the ran-
dom value ranges for node and link weights separately. At the end, substrate
and virtual networks are combined to form the final scenario, which is then
handed on to the VNE algorithm.

This approach can, in particular, be identified in all four VNE simulators
presented in Section 2.4. Topology generation is either delegated to an exter-
nal tool like, e. g., the GT-ITM [184] or BRITE [132] topology generators, or
is an internal part of the simulation framework. While the approach serves
well for common VNE evaluation purposes, there are still some shortcom-
ings that provide ample motivation to consider a different approach:

+ The independent random processes make it very hard to influence par-
ticular aspects like, e. g., avoiding the generation of scenarios that are
impossible to solve completely.
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« The correlation of virtual and substrate network generation is not sup-
ported by this approach.

+ Changing any part of the generation process is intricate and requires
changes to the simulation code base.

To overcome these shortcomings, an approach is called for that can sup-
port in particular a more flexible combination of arbitrary functional gener-
ation elements. An example for such an approach is proposed next.

4.4.2 Using a chain of generation elements

The conventional approach to random scenario generation is limited in that
it supports only particular kinds of generators that are executed in a fixed,
predefined order. Here, a more flexible approach to random scenario gener-
ation is presented that avoids this limitation by introducing arbitrary gener-
ation elements that can—in principle—be executed in any order. To this end,
the concept of a pipe-and-filter architecture (cf. Hohpe and Woolf [88]) is
adapted to random scenario generation. Arbitrary scenario generation ele-
ments (or “filters”) are specified by the experimenter and combined for the
experiment to form a chain of scenario generation elements. Upon each in-
vocation this chain then generates a new, different scenario.

To support arbitrary ordering of these elements, a simple interface speci-
fies that a scenario generation element takes a scenario and returns a modi-
fied scenario. Thus, a scenario generation element is defined as follows:

DEFINITION 28 (SCENARIO GENERATION ELEMENT). Let 8™ be a scenario, R
be a Random Number Generator (RNG), and P be a sequence of parameters rep-
resented as key-value pairs. A scenario generation element is then a function
CE : (8™, R,P) s 8°U that modifies a scenario according to the specified
parameters with the help of the RNG, and returns the modified scenario.

Each individual element implements a specific part of the scenario genera-
tion process. Parameters are supplied by the experimenter to further control
element behavior. A single, common RNG is used for all scenario genera-
tion elements to allow generation of multiple different scenarios for each
parameter combination. Assuming that this RNG is an implicit parameter
to each scenario generation element, a given element CE with parameters
pl,p2,... can simply be denoted as CE(py,p2,...) oralso CE,if param-
eters are clear from the context.

Scenario generation elements can be arbitrarily simple or complex, as long
as the basic interface of taking, modifying, and returning a scenario is ad-
hered to. This architectural simplicity allows to concatenate an arbitrary
number of these elements, similar to the “pipes” concept used in UNIX shell
programming (cf. Ritchie [152]), where, based on the “universal” interface
of exchanging character streams, an arbitrary number of programs are con-
catenated to form complex commands. In a similar way, the concatenation
of scenario generation elements can produce a complex scenario generation
chain. Such a chain is defined as follows:
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Figure 19: A chain of scenario generation elements

DEFINITION 29 (SCENARIO GENERATION CHAIN). Given a sequence of scenario
generation elements (CEi)i=1,...n, a corresponding sequence of parameters
(Pi)i=1,...n and a RNG R, let 8¢ be the empty scenario. A scenario gen-
eration chain is then the functional composition of the individual scenario
generation elements, generating intermediate results (81)i—1,.. n such that
Vie {1, .. .,TL} 18 = CEi(Si_],R,fPi).

Each element processes a single scenario which is taken from the preced-
ing element in the chain and handed on to the next element after modifica-
tion. The final result, 8y, is the scenario that is then evaluated by the VNE
algorithm. This allows for a very concise notation, describing the type of
generated scenarios precisely. A given scenario generation chain with ele-
ments (CE;i)i—1,.. n canbe written as: CE; — CE; — --- — CEq

Figure 19 demonstrates this concept. The experimenter specifies a chain
of scenario generation elements, a set of parameters to configure those el-
ements, and the initial seed for the internal RNG. Fach time the chain is
invoked, a new scenario is generated. The chain is started with an “empty”
scenario and, after passing all elements, produces the final scenario which
is used for evaluation of the VNE algorithm by the VNE simulator.

4.4.3 Replicating a conventional scenario generation process

The chain-based generation approach can fully replicate an approach based
on specialized topology, resource, and demand generators, such as the one
discussed in Section 4.4.1. The respective generators just have to be modified
such that the signature of a scenario generation element is adhered to. By
then chaining the generators in the right order, the same type of scenarios
can be generated. As an example, to replicate a scenario such as the one
used by Chowdhury et al. [59] with Erd6s-Rényi networks and randomly
assigned CPU and bandwidth resources and demands, the following scenario
generation elements are needed:

ERDOS-RENYI (SN) This element generates an Erdés-Rényi topology for
the SN. It takes the number of nodes n to be generated, and a parame-
ter py indicating the probability for a link between two nodes as input.
As a scenario generation element, it is denoted here as: ERs(n,p1)
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ERDOS-RENYI (VNR) This element generates multiple Erdés-Rényi topolo-
gies for the VNRs. Unlike its substrate counterpart, a random number
of nodes to be generated is chosen within an interval [n, ny]. These
nodes are then connected with link probability p;. Additionally, the
number m of topologies to generate is taken as a parameter. As a sce-
nario generation element, it is denoted as: ERy (1, np, pr, m)

CPU AND BANDWIDTH RESOURCES These two elements assign CPU re-
sources to each substrate node and bandwidth resources to each sub-
strate link. The respective values are taken from a random interval
[ri, Th]. The interval may differ for CPU and bandwidth—therefore,
two elements are actually defined: CPUg(r, ) and BWs(ry, 1)

CPU AND BANDWIDTH DEMAND Similar to the resource elements, these
elements assign CPU demands to each virtual node and bandwidth
demands to each virtual link. Virtual nodes and links are considered
from all previously generated VNRs topologies. Again, the respective
value is taken from a random interval [r{, T], which may differ for
CPU and bandwidth. The respective notations are: CPUy/(r, ) and

BWv (11, 1)

Using this notation, a scenario generation chain generating the same type
of scenarios as the much cited example by Chowdhury et al. [59] (using the
values from Table 6) can be described as follows (line broken for readability):

ERs(50,0.5) — CPUg (50, 100) — BWs(50,100) — ---
.. — ERy(2,10,0.5,40) — CPUy/(0,20) — BWA/(0,50)

This notation suffices to fully describe the type of scenarios generated.
The only remaining variable is the randomness introduced by the RNG. If
the provided seed for the RNG is identical, the generated scenario will be
identical, as well. The notation, therefore, can serve to document the type
of scenarios generated for a particular experiment. This helps to increase
reproducibility of experimental results.

In order to replicate, instead, the experimental settings by Yu et al. [179],
another element is needed:

WAXMAN (sN) This element generates a SN with a Waxman topology. It
takes as input the number of nodes n and two parameters « and f3,
controlling the Waxman topology generator (cf. [174]). As a scenario
generation element it can be described as: Ws(n, «, )

The respective scenario generation chain for this type of scenario (with
values taken again from Table 6) is then described as:

Ws(100,0.5,0.2) — CPUg(0,100) — BWs (0, 100) — -
.- — ERy(2,10,0.5,50) — CPUy(25,25) — BWA/(50,50)
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With these elements in place, no functionality is lost compared to the con-
ventional approach and the same type of scenarios can be generated. More-
over, the flexibility of this approach is demonstrated by the fact, that only
one element of the entire chain had to be exchanged to switch from one type
of scenario to another. Multiple other scenario generation elements can be
conceived to further diversify the possible types of generated scenarios.

4.4.4 Further types of chain elements

There is a number of possible scenario generation elements. Some straight-
forward examples include import elements, topology generators, topology
modification elements, and constraint generators. However, more elements
can be thought of and implemented. Indeed, the advantage of the proposed
architecture lies exactly in the flexibility of defining novel functional blocks
and composing them into a whole. Elements can be roughly categorized as
follows:

4.4.4.1 External import elements

For some experiments, scenarios may be imported from files. This can be
scenarios saved from a previous experiment or (partial) scenarios from an-
other source. For example, topologies may be read from popular graph file
formats such as Graphviz? or GraphML3. Also, external topology generation
tools like the BRITE or GT-ITM generators may be used. In some cases, net-
works can be imported with appropriate resource descriptions (e. g., when
importing networks from the SNDIlib [139]). It has to be specified whether
an imported network or topology is supposed to be the basis of the SN or of
a VNR. In the latter case, resources may have to be converted to demands.
The most important parameter for this kind of scenario generation element
is the file to read.

4.4.4.2 Topology generators

Topology generators that are implemented as scenario generation elements
can add new artificial topologies to the scenario. It has to be specified by the
experimenter whether the topology will become the SN or a VNR. Topolo-
gies can be either random (e. g., Erdés-Rényi, Waxman, Barabasi-Albert, ...)
or structured (e. g., stars, rings, trees, ... ). Parameters for this kind of scenario
generation element are the number of topologies to generate, the number of
nodes per topology, plus any parameters that are specific to the topology
generator (e. g., the edge probability for an Erdos-Rényi generator).

2 cf. http://graphviz.org/
3 cf. http://graphml. graphdrawing.org/
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4.4.4.3 Topology modification elements

In some cases, some refining of the generated topologies may be desirable.
In particular, random topologies might have to be adjusted to ensure they
are fit for VNE evaluation. For example, one often will want to make sure
that all generated topologies are fully connected. This can be done either by
inserting additional links or by removing isolated nodes. Another require-
ment might be for directed topologies to make them fully bi-directional (i. e.,
ensure that links are always present in both directions). Obviously, some
topologies have to be generated before for this kind of element to have any
effect.

4.4.4.4 Constraint generators

For bare topologies, further constraints have to be generated to prepare them
for the embedding process. This type of element will add a particular con-
straint to substrate or virtual elements. Examples include a particular set of
resources or of demands which are added to the SN or the VNRs, respec-
tively. Resource generation elements are different from demand generation
elements, since for quantitative constraints resources and demands are not
necessarily symmetrical. Qualitative constraints can be realized by provid-
ing nodes and links with particular tags chosen from a predefined set. Dis-
tribution of the respective values throughout the network can be performed
randomly (e. g., uniform distribution) or deterministically (e. g., constant val-
ues or setting values according to topological characteristics). An important
parameter for this kind of element is the value range. Like with topology
modification elements, topologies have to be present in the scenario for this
kind of element to have an effect.

4.4.4.5 Other elements

Scenario generation elements can be arbitrarily complex, up to a single ele-
ment generating an entire scenario (although the advantage of this architec-
ture lies rather in the decomposition than in the integration of functionality).

An example for further elements are elements that eliminate part of the
scenario. For example, VNRs that are obviously impossible to embed may
be removed. An example of this is shown in Section 5.2. Also, the amount
of generated VNRs may be limited to a predefined value. A particular type
of a more complex element is an element that will generate from a partial
scenario a full scenario with a guaranteed solution that is known in advance.
Three such elements are presented in Chapter 5.

4.4.5 Comparison of the two architectures

Comparing the two architectures, there are several advantages to the sce-
nario generation chain based approach: Additional functionality for gener-
ation is now easy to introduce, using the concept of scenario generation
elements. A multitude of possible elements can be implemented, supporting
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novel, unforeseen approaches to scenario generation. The chain structure
for a particular experiment can be specified by the experimenter as needed,
providing increased flexibility for experiment design. Moreover, by defining
appropriate interfaces, specific functionality can be injected into the chain
by the experimenter without having to change the simulation code base.

An additional advantage of this approach is the easy repeatability of ex-
periments. The type of generated scenarios is already fully specified by the
order of scenario generation elements and their respective input parameters.
The RNG remains the only source of non-determinism. If a pseudo-random
number generator using a known initialization seed is used, experiments be-
come fully deterministic and the generated scenarios can be perfectly recre-
ated on demand. This can be used not only to confirm previous results, but
also to verify whether any change to another part of the simulation (e. g.,
improving the VNE algorithm) changes the results or not.

The ALEVIN simulator provides an implementation for both architectures.
In particular, the novel scenario generation chain concept, along with several
of the scenario generation elements defined above, has been implemented
by the author in the ALEVIN simulator. The results are publicly available
online.

4.5 SPECIFYING VIRTUAL NETWORK EMBEDDING EXPERIMENTS

In order to perform experiments, the experimenter has to specify the rele-
vant parameters, algorithms, and metrics for evaluation. This can be done in
various ways. One option is to let the experimenter configure everything
step-by-step in an interactive dialog (e.g., via a Graphical User Interface
(GUI)). However, this rapidly becomes cumbersome when performing nu-
merous experiments, each potentially with a large number of scenarios. By
specifying everything instead in advance in an experiment specification file,
batch processing of a large number of scenarios becomes possible. Here the
advantages of such an experiment specification file are discussed and an Ex-
tensible Markup Language (XML) structure for such a file is proposed.

4.5.1  Experiment specification files

It is preferable for the experimenter to have influence on every aspect of VNE
simulation. The generation process has to be described and provided with
parameters, the algorithm has to be selected and initialized appropriately,
the metrics have to be defined, and the export format has to be specified.
While it is possible to guide the experimenter step by step through this pro-
cess, it is much more convenient to let the experimenter specify the entire
experiment via a single experimentation file.

This was a lesson learned in particular during the continued development
of the ALEVIN simulator. ALEVIN was initially focused on execution of a sin-
gle scenario where one SN and a number of VNRs are generated by the user
via the GUL The user can then select an algorithm to solve the scenario, eval-
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uate a set of metrics, and export the embedding result for later investigation.
However, while the GUI serves well to provide an intuitive understanding of
the VNE concept, the evaluation of a large number of scenarios is both cum-
bersome and error-prone when one has to enter all parameters manually. A
framework for large-scale experiments trying to explore the parameter space
was initially missing in ALEVIN. The GUI was, therefore, often bypassed in
practice by creating specialized code for particular experiments.

This led to a lot of experimentation code with parameters hard-coded into
specialized classes. Specifying the experiment in code, closely intertwined
with the core simulation classes, also meant that the interface to the exper-
imenter was not clearly defined. This caused a significant amount of code
duplication and loss of flexibility. Repeating an experiment required that
none of the underlying classes had changed.

In contrast, a clearly defined interface that exports all relevant experimen-
tation parameters facilitates easier repeatability of individual experiments,
since the same parameter set will always lead to the same results. Moreover,
it increases trust in the simulation code, since the actual simulation code re-
mains stable when designing experiments. Driving the VNE simulator via a
single file has three specific advantages:

1. The simulation process can run as batch process without further in-
teraction by the experimenter. This is helpful, as VNE experiments
can take a significant amount of time, in particular if many parameter
combinations are to be evaluated.

2. The file itself serves as documentation about the performed experi-
ment. It can be archived alongside with the generated experimentation
results and allows to replicate the experiment at a later stage.

3. Using such a file, it becomes very easy for the experimenter to spec-
ify similar experiments with only small changes to the parameters by
just making appropriate copies of the file. Only the experiment config-
uration is duplicated where necessary, whereas the code base of the
simulator remains separated from the specific experiment.

A major challenge for an experiment specification file is the fact, that parts
of the simulation code are not known in advance. The experimenter may
have provided new elements for the scenario generation chain, a new VNE
algorithm, or new metrics. In particular for the first two, the number and
type of parameters needed to initialize the respective software components
are not known. The definition of an experiment specification file format has
to be flexible enough to take this into account.

4.5.2 An XML-based specification format

The XML standard is suited well to serve as a basis for an experiment specifi-
cation file. It can easily be checked for syntactic correctness before the start
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Figure 20: Elements of an VNE experiment specification file

Listing 1: XML definition of a scenario generation chain element

<GeneratorElement name="WaxmanSubstrateElement">
<Parameter name="alpha" value="o0.5" />
<Parameter name="beta" value="o0.2" />
<Parameter name="nodes" value="g50" />
<Parameter name="nodes" value="100" />
<Parameter name="bidirectional" value="true" />
</ GeneratorElement>

of the experiment. Moreover, it is well supported by a large number of pro-
gramming languages. Therefore, an XML structure is defined here to serve
as a generic experiment specification file format.

XML documents are organized in a tree structure. Fig. 20 shows the main
elements of the tree for an experiment specification format (the correspond-
ing XML Schema Definition (XSD) is provided in Appendix A). The general
structure follows the simulation process and the simulator components de-
scribed in Section 4.2. An experiment consists of generators, which generate
a scenario, an algorithm to evaluate, an evaluation part specifying the met-
rics to apply, and exporters for the results.

The “generators” part of a scenario specification encompasses parameters
for the RNG plus the specification of any further elements for the scenario
generation chain. The RNG is provided with appropriate seeds—these implic-
itly specify how often a particular parameter combination should be tested.
This is done either by specifying an explicit list of seeds, or by specifying a
number of seeds that should be generated from a starter seed.

The structure of the scenario generation chain is defined implicitly by the
order in which scenario generation elements are specified in the file. Each
element is defined by its unique name, allowing the simulator to select and
initialize the correct class. A list of parameters can be provided for each
element, specifying how this particular element should be initialized. As an
example, an element that generates a Waxman topology for the SN may be
defined as shown in Listing 1.
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Listing 2: XML definition of an evaluation section

<Evaluation>
<Metric name="Runtime" />
<Metric name="AcceptanceRatio" />
<Metric name="Cost" />
<Metric name="Revenue" />
</Evaluation>

Typically, an experimenter will want to vary one or multiple parameters
in an experiment. This is supported by repeating parameter definitions for a
particular parameter with different values. In the given example, for varying
the number of substrate nodes, the nodes parameter in the WaxmanSub-
strateElement specification is specified twice with the values 50 and
100.

The next part of the file specifies the VNE algorithm. It is again identified
by name and may come with a list of parameters that detail further how this
algorithm should be initialized. The list of parameters is optional, however,
and several algorithms may not need one.

The following evaluation part specifies the metrics that should be evalu-
ated. As metrics are not expected to need additional parameters, this part is
simply a list of metrics, each of which is identified by its name, again. An
evaluation section which enables a few common metrics may be described
as shown in Listing 2.

Finally, a list of exporters is specified. This list tells the VNE simulator
how to export the generated results. Exporters may have parameters which
may specify further which data to export or how the exported data should
be formatted.

4.5.3 Integration with the simulator

After reading an experiment specification file, the simulator then has to ini-
tialize the simulation environment to perform the actual experiment. For
this, first the various parameter combinations for the scenario generation
process have to be determined. Each variation of parameters multiplies the
number of necessary runs. Specifically, if (pi)i=1,... n is the sequence of sce-
nario generation parameters and n°(p;) indicates the number of distinct
values specified for parameter pi, then a total of [ [;*; n°(p;) individual
parameter combinations have to be considered.

For each individual parameter combination, the simulator generates a
number of runs with varying random seeds. It is clear that the total number
of runs can easily grow very large. It is, therefore, advisable for the simula-
tor to generate and execute the runs sequentially, freeing memory after each
run lest the simulation machine run out of memory during the experiment.

For each simulation run, the simulator has to locate and initialize all rel-
evant classes. This poses a challenge, in particular for those classes that are
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supplied by the experimenter: scenario generation elements, the algorithm,
the metrics, and the exporters. The mechanism of adding and exchanging
these classes at runtime uses a plug-in system [75]. The VNE simulator has
to search for all classes that are named in the experiment specification file
and initialize them with their respective parameters. To support this, the ser-
vice locator pattern [76] is used in ALEVIN, populating a central registry of
all user supplied code when the simulator is started*. This registry is then
searched for the classes named in the experiment specification file. Each
identified class is initialized with the parameters read from the file. It is the
responsibility of the experimenter to provide all parameters that are neces-
sary to initialize the selected classes.

4.6 IMPLEMENTING A VIRTUAL NETWORK EMBEDDING SIMULATOR

Based on the concepts described in this chapter a highly flexible VNE simu-
lator can be implemented. Here, as an example the approach that has been
applied to the ALEVIN framework in order to ensure its experimentation
flexibility is presented.

During the development and continued application of ALEVIN, a number
of shortcomings became obvious. Experimentation focused on evaluation
of a single scenario and a framework for execution of a large number of
scenarios was missing. Moreover, lacking a common file format, evaluation
results were exported individually for each experiment. Finally, evaluation
focused on only a single type of topology, initially.

Here, the necessary steps to overcome these shortcomings are discussed.
The ALEVIN simulator has been modified to fit the requirements formulated
above, applying the concepts discussed in the previous sections. This serves
as an example here, to demonstrate a generic architecture for VNE.

4.6.1  The ALEVIN data model for VNE problems

The VNE model, as discussed in Section 4.2, has to provide data structures
for networks and the constraints of the problem. The concept of resource/de-
mand pairs—as discussed in 4.3—is used to model constraints. Networks—
either substrate or virtual—can be modeled as graphs, as introduced in sec-
tion 3.1. They consist of nodes and links, each of which can be associated
with a list of resources or demands. ALEVIN makes use of the JUNG graph
framework > to represent the topologies of substrate and virtual networks.
Fig. 21 shows a simplified Unified Modeling Language (UML) diagram
of the classes used to model networks and their associated constraints. A
Network consists of a number of NetworkEntity objects. A Net-
workEntity is either a Node or a Link. Nodes and links can be sub-
strate or virtual. Likewise, a Network is either a SubstrateNetwork

4 An alternative solution would have been to use dependency injection [76, 146]. The service
locator pattern was chosen here for simplicity
5 cf.http://jung.sourceforge.net/
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Figure 21: UML diagram of networks and constraints

oraVirtualNetwork.EachNetworkEntity hasone or more Con-
straint instances associated with that entity. The constraints of the prob-
lem are modeled as Resource for substrate entities and Demand for vir-
tual entities.

4.6.2  Core simulation classes

The simulation engine in ALEVIN is responsible for the correct execution of
a particular experiment. It reads the experiment specification from the user,
loads and initializes the appropriate generation and evaluation code, sets up
the VNE algorithm, organizes generation of scenarios, and coordinates the
entire VNE evaluation process.

In the initial implementation of ALEVIN, four main interfaces were al-
ready devised as an Application Programming Interface (API) to facilitate
easy extensibility. The AbstractAlgorithminterface allows to develop
and evaluate new VNE algorithms. Algorithms get a scenario and implement
amethod to calculate an embedding. The EvaluationMetric interface
allows to implement new evaluation metrics. A metric gets a solved scenario
and returns a number that rates the solution found by the algorithm. Finally,
the AbstractResource and AbstractDemand interfaces allow to
implement new resource/demand pairs. Each resource can be occupied by
a particular type of demand. On the other hand, each demand accepts only
a particular type of resource. A virtual element (node or link) can only be
assigned to a substrate element, if the correct type of resource is available
and not already overbooked. Substrate elements can provide an arbitrary
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amount of different resources and virtual elements can likewise pose an ar-
bitrary amount of different demands.

Fig. 22 shows a simplified UML diagram of the core simulation classes of
the ALEVIN simulator. The classes map directly to the previously defined
concepts. They are described shortly as follows:

EXPERIMENT The Experiment class represents the description of a par-
ticular experiment. It reads the information from an XML file that is
provided by the experimenter.

REGISTRY TheRegistry storesinformation about various user-provided
classes. It serves as a database with which a particular class can be
looked up by name. It is initialized when the VNE simulator is started
and filled with all scenario generation elements, algorithms, metrics,
and result exporters that are found in the class path.

SCENARIOGENERATORCHAIN This class represents the scenario genera-
tion chain. It is initialized, as detailed by the experiment specification
file, with a list of scenario generation element and their parameters.
Once initialized, it can generate a new scenario by creating an empty
scenario and feeding it to every scenario generation element in turn.

SCENARIO The Scenario class represents a single VNE scenario. It con-
sists of a SN and a list of VNRs.

ORCHESTRATOR The Orchestrator is the central component of the
VNE simulator. It controls the execution of the simulation, directing
the control flow between the individual components. It reads the ex-
periment specification from the user and sets up an appropriate envi-
ronment, initializing all components with their respective parameters.

RUN A Run represents a single execution of a particular experiment. It
serves as an umbrella to keep context information for a number of
things. In particular, it records:

« the scenario generation chain along with the parameters used to
create a particular scenario;

« the algorithm along with the parameters used to initialize it;
« the mapping information generated by the algorithm;

« and the metrics and their values, as calculated during the evalu-
ation.

ABSTRACTALGORITHM The AbstractAlgorithmeclassrepresentsthe
interface responsible for including new VNE algorithms. Algorithms
implementing this interface get a Scenario to work on and must
provide a performEmbedding method that starts the actual em-
bedding process.

93



AN ARCHITECTURE FOR VNE SIMULATION

94

a[qnop : ()aremored
proa : ()3urddejyisod
proa : ()Surddejyaid

JLI}dNUOTIRN[RAY

«IJBLISUT»

(Suing : 19110dx9)19310dXx103
(8u1ng : o113oW)OLIIAINISS
(8urng : o3re)wyrIo3y193
(Surng : wa)jUsWA[FUIRY)ISS

(uny : uni) 3r0dxs

Ansigoy

a3r0dxqImsay]

«3JeJIajur»

OITRUDOS : ()a1eIoUal

(surexed)yrur

()sxo310dx73108
(Juoryenyeaq1a3d
(Jurnrro3[y1e8

()s101RI9URD103

juswrrradxyg

(SuIng : S[TUIX)21Nd9Xd

OLIBUDIG : (OLIRUIG : Udds)ssaoolrd

(surexed)yrur

UTeY)I0)JEIdUIN)OLIBUIIS

yusuI[gUIeY D]

«IJeJI9UD»

103e1}SaYIIQ

<NIOMIONENIIIA >ISIT : SIUA

NI0M]9NDIRIISqNS : }oUS

(<o1meNUOTIeN[BAF >]STT © SOLI}OUT)aJeNneAd

()ssao01d

()8urppaquugurrojrad

OLIBUI§

<3[qnop ‘SULIIG>]ISIT : SHNSI

WI03[y10e1ISqY : 0S[e

OLIBUdIG : UIIS

OLIBUIIG : UIIS

WY1103]V/190415q Y

uny

Figure 22: UML diagram of the core simulation classes in ALEVIN



4.7 CHAPTER SUMMARY

ICHAINELEMENT The IChainElement interface is implemented by ev-
ery scenario generation element. Each element can be initialized with
a set of parameters. It has to provide a method for processing a sce-
nario. This method takes a Scenario object as an argument and
returns the modified object.

IRESULTEXPORTER Objects implementing the IResultExporter in-
terface can be used to export results once evaluation has finished. They
have to implement a single method that takes a Run object containing
the data about a complete run of an experiment.

EVALUATIONMETRIC The EvaluationMetric interface hastobe im-
plemented by objects that should measure a particular aspect of an em-
bedding. Two methods allow to set up internal structures before and
after the embedding process (e. g., for the runtime metric to stop the
time). A third method is called with the Scenario as an argument
when the scenario should be evaluated.

Several of these classes have been created as a result of enabling batch
processing of scenarios in ALEVIN. In particular, the scenario generation
chain, the registry, the orchestrator, and the concepts of a run and an experi-
ment have been added to the original implementation. Moreover, in addition
to the four interfaces originally present in ALEVIN two new interfaces have
been defined to allow experimenters to extend the scenario generation chain
with specialized elements and to export results in the desired format®.

While the ALEVIN simulator as a whole is a lot more complex, these
classes represent the core architecture needed for a flexible VNE simulator.
The discussion here, thus, not only serves to understand the principles be-
hind ALEVIN, but can also be used to create a new VNE simulator that im-
plements the concepts discussed in this chapter.

4.7 CHAPTER SUMMARY

In this chapter, an architecture for a flexible VNE simulator is proposed. A
set of requirements is formulated, specifying the types of flexibility needed
for VNE experimentation. Different VNE algorithm must be supported and
evaluated with various metrics for multiple kinds of scenarios. A mechanism
for batch processing of scenarios is fundamental, as the expected number of
simulation runs will be high in order to provide confidence to results coming
from randomly generated scenarios.

From a high level perspective, the five basic components of a VNE simula-
tor are identified. They are present to varying degrees in any VNE simulator.
For each component, an interface is specified that allows the experimenter to
extend and influence the evaluation process with experiment-specific code.

The resource and demand interfaces are not shown in this diagram, as they are already de-
picted in Fig. 21.
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Realizing those interfaces, thus, is of high importance for a flexible VNE sim-
ulator.

Two of the components are more complex and merit further investigation.
The modeling of user specific constraints is challenging and is discussed
in detail here. The approach taken for the ALEVIN simulator realizes the
resource/demand pair model. It is shown that, although this model has some
limitations, it can still be used to cover a large set of possible constraints to
be checked and provides a good interface for experimenters to supply their
own constraints for an experiment.

The second component worth further investigation is the problem gener-
ation component. Problem generation—in particular, the generation of em-
bedding scenarios—is central to VNE evaluation. To allow full flexibility, this
component merits its own sub-architecture. Two variants are described and
compared. It is shown that an architecture based on the pipe-and-filter pat-
tern provides higher flexibility than the conventional separation into special-
ized generator parts. This architecture also enables a new, concise notation
to describe the type of generated scenarios.

To facilitate the entire experimentation process, a way has to be found for
the experimenter to specify an experiment for the VNE simulator. Here, an
XML format is proposed that allows to control all aspects of the experiment.
This is backed by functionality that localizes and initializes the respective
simulation code, setting up simulation runs and pairing parameters with the
correct simulation components.

The concepts have been realized in the ALEVIN simulation framework
and a description of the implementation is provided here. This required sig-
nificant extension of the existing ALEVIN code base. The results have been
integrated with the existing code base and are available as open source soft-
ware on the ALEVIN homepage. It should be noted in particular that, al-
though ALEVIN is used as an example, the concepts are generic and there-
fore applicable to all VNE simulators.

The application of the presented architecture is demonstrated in the fol-
lowing chapters. In particular with the flexible scenario generation architec-
ture defined in this chapter, novel concepts of evaluation scenarios can be
investigated. An example for this is discussed in Chapter 5. Chapter 6 puts
the entire architecture to the test, evaluating different VNE algorithms with
a variety of generated embedding scenarios.



GENERATING SOLVABLE EMBEDDING SCENARIOS

Virtual Network Embedding (VNE) algorithms aim to be generic. They are
supposed to provide solutions to the VNE problem not only in special cases,
but for a large set of problem instances. As is shown in Chapter 3, many
experimenters therefore turn to randomly generated scenarios to evaluate
VNE algorithms. It is, however, demonstrated in that chapter that it is dif-
ficult to reliably create random scenarios which are solvable, but in which
resources are scarce. Indeed, many of the parameter values used in the VNE
literature lead to scenarios in which part of the Substrate Network (SN) is
noticably underutilized.

To remedy this situation, a new architecture for random scenario gener-
ation is necessary. Chapter 4 presents such an architecture. The concept of
a chain of scenario generation elements is introduced to facilitate more flex-
ible generation processes. That concept helps to build a toolset of specific
scenario generation elements with which scenario generation chains can be
defined that produce scenarios for which the experimenter has more control
over resource scarcity and solvability.

This chapter applies the scenario generation chain architecture and dis-
cusses how scenario generation elements can be devised to generate scenar-
ios with reliable resource scarcity and solvability. First, the problem is dis-
cussed in detail in Section 5.1, demonstrating the pitfalls of random scenario
generation.

To avoid the generation of scenarios that are unsolvable, filtering mecha-
nisms can be devised that prune a generated scenario of any Virtual Network
Requests (VNRs) that are obviously impossible to embed. This is discussed
in Section 5.2 and two possible filters are presented. Most interestingly, this
concept applies not only to scenario generation—it is possible to improve
VNE algorithms with such filters to avoid wasting time on obviously impos-
sible problems. One example is presented in this section, demonstrating an
immediate speedup of 14% for a given scenario.

Unfortunately, it is not easy to filter VNRs such that the resulting scenario
is guaranteed to be solvable without spending an excessive amount of time
during scenario generation—effectively solving the VNE problem in the gen-
eration process already. A different approach is needed to achieve that goal.
To this end, first the concept of Perfectly Solvable Scenario (PSS) is defined
in Section 5.3. Based on this, three novel scenario generation elements are
presented in sections 5.4, 5.5, and 5.6, each of which has particular features
useful for VNE experimentation. Each of these scenario generation elements
is then analysed and compared with a conventional approach to discuss ad-
vantages and shortcomings. Finally, Section 5.7 summarizes this chapter.
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5.1 THE PROBLEM OF UNSOLVABLE SCENARIOS

This section is an extended version of Section Il of “Generating Virtual Network
Problems with Guaranteed Solutions” by Fischer and De Meer [1 7]0

In generation of random embedding scenarios for VNE algorithm evaluation
one should aim for scenarios that help to emphasize and highlight particular
qualities of the algorithm under investigation. Intuitively, there are “bad”
embedding scenarios: Some types of scenarios are clearly not helpful for
evaluation. For example, a scenario that is trivial to solve by any algorithm
will hardly help to shed insight onto the behavior of said algorithm. The
question then is: What constitutes a “good” scenario? In contrast to a trivial
scenario the solution should be difficult to find.

This is challenging in particular for random generation processes. The ex-
perimenter has to set generation parameters such that the solution to a given
scenario is non-trivial for the algorithm. A typical approach is to set genera-
tion parameters such that the generated resources are, with high likelihood,
sparse in comparison to the generated demands.

Taking into consideration that substrate resources are limited, any VNE
algorithm has to deal at some point with a VNR which is impossible to be em-
bedded with the resources remaining in the SN (i. e., the Residual Network).
In such a case the VNR is typically rejected and embedding continues with
the next VNR. An alternative would be to delete an already embedded Vir-
tual Network (VN) instead. However, in practice this is often undesirable
and, consequently, most VNE algorithms discussed in the literature do not
consider that possibility.

There is a significant difference between a genuinely impossible scenario
and a scenario which is theoretically possible to solve, but for which a given
VNE algorithm does not find the solution. VNE algorithms are typically
heuristics, due to the NP-hardness of the VNE problem. Any heuristic is
bound, however, to make mistakes and reject a VNR although further search
might have provided a solution. As such, there is some interest in under-
standing the underlying causes. Three separate cases have to be considered.
A VNE algorithm can fail to embed a VNR because:

1. the absolute number of substrate resources is too small;
2. substrate resources are too fragmented,;

3. or the algorithm fails to find an existing solution.

Appreciating the difference between the three cases is important. It is easy
to detect the first case before the start of the experiment. The sum of all
virtual demands can be computed a priori and compared with the sum of
all substrate resources. If the demands surpass the provided resources then,
obviously, the scenario can not be solved completely and at least one VNR
has to be rejected.

The second case, where resources are too fragmented, is somewhat more
subtle. Fig. 23 shows three examples for such situations. In all cases, one VNR



5.1 THE PROBLEM OF UNSOLVABLE SCENARIOS

2
A Virtual network

2

O Substrate network

(a) Node resource distribution

3
A Virtual network

O
O

3

3
1
3 1
O O O Substrate network

(b) Node and link resource distribution

2 ) 2 ) 2
A PA PA Virtual network
3 3 3

O%Q Substrate network

(c) Direction of edges

Figure 23: Different types of unsolvable embedding scenarios and why they fail

is to be embedded into a SN. It is, however, in all three cases impossible to
embed the VNR, although the overall number of substrate resources exceeds
the virtual demands. In the first case, a scenario is shown in which the VNR
can not be embedded because no substrate node can host the middle virtual
node (It is clear that a similar example could be set up with link resources, in-
stead). In the second case the combination of node and link resources causes
a problem for embedding. The distribution of node resources leaves only the
option to embed the virtual nodes on the outer nodes of the SN. However, it
is then impossible to also embed the virtual link, as its demand would exceed
the resources of the right substrate link.

The third configuration is specific to scenarios that are based on directed
graphs. In this case, the topology itself causes a problem. Assuming that each
substrate node will host at most one virtual node, it is impossible to embed
the virtual links. No matter how the virtual nodes are mapped, the last virtual
link would be forced onto a substrate link that points in the wrong direction.

It is worthwhile to note that in all three configurations the sum of all sub-
strate resources exceeds the sum of all virtual demands. It is, therefore, not
the lack of substrate resources that causes these problems. Instead, the frag-
mentation (i. e., the “unfortunate” distribution) of substrate resources causes
the rejection of the VNR. It is difficult in general to detect such problems a
priori—for the simulation environment as well as for the VNE algorithm.
The algorithm will likely have no other option than to try to perform the
(necessarily unsuccessful) embedding.
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Finally, the third case is the most difficult one. There are situations in
which a solution is possible, but the algorithm may still fail to find it, reject-
ing a VNR that, actually, could be embedded. This brings up an interesting
observation: In the first two cases it is the specific configuration of SN and
VNR that causes problems with the embedding. In the third case, however, it
is a property of the VNE algorithm whether embedding succeeds or not. It is
quite possible that some algorithms find a solution where others fail. This is
highly relevant for VNE algorithm evaluation, as the quality of algorithms
will be judged by their ability to find such possible embeddings.

It is, therefore, an important challenge to generate scenarios that fall into
this third category: It should be possible to solve the scenarios, but at the
same time finding the solution should be challenging for any given VNE al-
gorithm. To understand how these types of scenarios can be generated it is
first necessary to take a more detailed look at the random scenario genera-
tion process. Two options appear to be possible: One can first generate ran-
dom scenarios and try to filter scenarios that are impossible to solve. Those
scenarios can then be either modified or dropped. That raises the question:
Is it possible to identify VNRs that are impossible to embed in advance? On
the other hand, one may try to generate scenarios that have a guaranteed
solution that is known a priori. That raises the question: Is it possible to
generate such scenarios without letting them become trivial to solve? The
following sections aim to answer these questions.

5.2 USING FILTERS TO AVOID UNSOLVABLE EMBEDDING SCENARIOS

One option to avoid embedding scenarios that are impossible to solve com-
pletely is to perform some preliminary checks for solvability for each gen-
erated scenario and remove or modify problematic scenarios. For example,
after the scenario is created, one can check for obvious cases of VNRs that are
impossible to embed. If any VNRs are identified, they can then be removed
from the scenario. While it is not guaranteed that this approach will result
in a solvable scenario, at least the likelihood increases that the generated
scenarios are, actually, solvable.

5.2.1 Requirements

Using the scenario generation chain concept introduced in Section 4.4, a fil-
tering mechanism can be realized as the last scenario generation element
in a scenario generation chain. Any type of filtering mechanism is possible,
of course. However, to facilitate easy VNE algorithm evaluation and gener-
ate better evaluation scenarios, two requirements have to be met by such a
filtering mechanism:

« Execution of the filter has to be reasonably fast. In general, scenario
generation itself has to be fast in comparison to the following embed-
ding process. VNE algorithms—even those using heuristics—already
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take significant time to complete. If scenario generation takes time
on the same order of magnitude, the parameter space that can be ex-
plored during experimentation is severely limited. Thus, any element
in a scenario generation chain—including a solvability filter—has to
execute within short time.

« The filter has to be conservative. It should only avoid genuinely un-
solvable embeddings. While more aggressive strategies could be de-
vised, there is the danger of deleting too many VNRs, thus making the
resulting scenario trivial to solve (cf. Infithr and Raidl [98]).

In particular the first requirement indicates that the filter requires a heuris-
tic. If a filter were able to correctly identify all VNRs that are impossible to
embed, it would implicitly solve the VNE problem (i. e., indicate whether a
particular scenario is solvable or not). The problem being NP-hard, such a
perfect filter would likely require exponential runtime, making it infeasible
in practice.

Thus, the employed filters are necessarily imperfect. In order to keep
the scenario from becoming trivial, conservative approaches are followed.
Therefore, even after filtering, it is not guaranteed that the remaining sce-
nario is a solvable one, and unfortunate combinations of node and link re-
sources and demands may lead to unsolvable scenarios that remain unde-
tected by any filter.

5.2.2  Description of two filtering mechanisms

Multiple filters can be conceived, that can check quickly for unsolvable sce-
narios. Indeed, there are numerous checks that can be performed for any
given scenario. Filtering can work in two ways here:

1. Taking the entire scenario into account, trying to figure out whether
the set of all VNRs is impossible to embed, per se.

2. Taking each VNR one by one, trying to decide whether a particular
VNR is impossible to embed.

The first strategy can, of course, also be applied to only a single VNR. Two
examples of such filtering mechanisms are discussed here. The first one fo-
cuses on the sum of VNRs demands, trying to ensure that the Approximate
Resource Scarcity (ARS) remains in the solvable area (cf. Chapter 3, Sec-
tion 3.5). The second filter checks the individual elements—the nodes and
links of a VNR—for obvious embedding problems.

5.2.2.1 Ensuring satisfiability of summed up demands

A very straightforward check is to ensure that the approximate resource
scarcity (cf. Section 3.5) remains below one in both dimensions. In other
words, a filter can sum up and compare node and link resources and demands.
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If the sum of all node demands in all VNRs surpasses the sum of all node
resources in the SN, then obviously embedding has to fail for at least one of
the VNRs. The same is true for bandwidth, of course.

By going through the VNRs of the scenario one by one, the sum of de-
mands can be computed iteratively. Whenever adding the next VNR would
exceed the available resources (either node or link), the VNR is removed
from the scenario and the filter continues with the next VNR.

This is, of course, a very primitive check that only fixes the most obviously
unsolvable scenarios. The advantage to this type of filter is its fast execution
time. Building the sum of all resources and demands can be done in linear
time (in relation to the number of resources and demands). However, by
checking a few more conditions, more elaborate filters for VNRs that are
impossible to embed can be devised.

5.2.2.2 Ensuring node and link candidates

Another way to filter VNRs that are impossible to embed is to check for each
VNR whether all of its nodes and links have a potential embedding candidate
in the SN. This encompasses in particular a series of checks, ensuring the
following conditions:

1. Each virtual node has at least one mapping candidate. This means
that for each virtual node there is at least one substrate node that has
enough resources to satisfy the demand of the virtual node.

2. Each virtual link has at least one mapping candidate. There has to be
at least one substrate link that has enough resources left to satisfy the
demands of the virtual link.

More formally, let (SN, (VNRj)i—1,...n) be an embedding scenario with
SN = (V,E,osn,wsn)and V0 < i < n: VNR; = (Uy, Fi, ovNRy, WYNR, -
Then, for the nodes it is required that:

V0<i<n:Vu€Ui:EIVGV:wVNRi(u)<WSN(\))

Likewise, for the links it is required that:

V0<i§n2Vf€F12§|€€E2WVNR1(f)§W5N(€)

Two more conditions can be checked here, taking the interaction between
node and link mapping into account:

1. Among all substrate links with sufficient resources, is there at least one
that has an incident substrate node with enough resources to host the
(virtual) source node of the virtual link?

2. Likewise, among all such substrate links, is there at least one that has
an incident substrate node with enough resources to host the (virtual)
destination node of the virtual link?
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It should be noted that this does not have to be the same substrate link,
as a virtual link may be mapped to a path in the SN. However, there has
to be at least one link—either a single one accommodating both source and
destination, or two different links, one of which can host the source and one
the destination.

While these checks do not yet guarantee the scenario to be solvable, they
still serve to filter out the most obviously impossible VNRs: Once a VNR
violates one of the conditions, it is clear that the scenario is impossible to
solve completely, as is. The VNR should, therefore, be removed from the
scenario.

5.2.3 Using filters to improve algorithms

There is a highly interesting application of a mechanism filtering obviously
impossible elements from an embedding scenario: A VNE algorithm can use
such a filtering mechanism to decide how to handle a particular embedding
problem. This can help the algorithm to find a solution more rapidly.

It should be noted that rapid execution of such a filtering mechanism is,
again, very important. An optimal filter would, due to the NP-hardness of
VNE, be impractical during scenario generation and completely misplaced as
a tool for algorithm speed-up. This is in particular true for a filter that is used
for each VNR individually: Before embedding the next VNR, an algorithm
may want to check whether it actually makes sense to even try to embed it
or whether the VNR could be rejected outright.

There is a semantic difference between filtering by the scenario genera-
tion element and filtering by the algorithm. If the scenario generation ele-
ment filters obviously impossible VNRs, the goal is to provide scenarios that
are closer to the tipping point between solvable and unsolvable scenarios.
When, on the other hand, the filtering is performed by the algorithm, the
goal is rather to avoid wasting time on VNRs where a simple check can al-
ready indicate that embedding will fail. It could be quite possible that the
scenario as a whole was solvable in this situation. However, due to a previ-
ous suboptimal decision, the current VNR can not be embedded anymore.

It should be noted that the overall solution quality of the VNE algorithm
should not suffer with such a filter. The filter should be conservative, such
that a VNR is only rejected when there is no chance for it to be embedded
anymore. In other words, it would have been rejected by the algorithm, any-
way. Thus, in this case the filter serves only to save time.

5.2.3.1  Example: Improving the runtime of an algorithm

There remains, of course, the question of whether a filtering mechanism
can actually work fast enough to provide a significant speed-up for a VNE
algorithm. In order to demonstrate the applicability, one example is provided
here, using the vamFlib algorithm by Lischka and Karl [115].

One interesting effect of failed embeddings for this algorithm can be seen
in Fig. 24. For this experiment, the algorithm tries to solve 1000 random sce-
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Figure 24: ASID runtime histogram (1000 random scenarios)
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narios. Each scenario consists of a SN with a 100 node Waxman topology
and ten VNRs, each with a 20 node Waxman topology. Node and link re-
sources are assigned randomly from the interval [1, 100], whereas demands
are assigned from the interval [1,50]. The numbers were chosen such that
the scenario generation process produces a mixture of scenarios that are pos-
sible to solve completely and ones for which some VNRs have to be rejected.

The figure shows a histogram of the algorithm runtime, with the runtime
of individual runs on the X-axis and the frequency on the Y-axis. In 76 of the
1000 scenarios the algorithm succeeded to embed all VNRs (marked green in
the figure). In most cases, however, the algorithm failed to embed between
one and three VNRs (marked with increasing shades of purple).

The first fact that is immediately obvious from that figure is, that runtime
does not follow a normal distribution. It appears rather to be multi-modal,
with runtimes approximately normally distributed when runs are grouped
by the number of rejected networks. Indeed, when these groups are sepa-
rated, the respective normal distributions come to light. This can be seen in
Fig. 24b. Here, the histogram scale is normalized such that the covered area
for each group sums up to one, and each group is compared to the Gauss
curve that is defined by its arithmetic mean and its standard error. One can
see that the results match closely for the successful embeddings and those
with one or two failed VNRs (for three failed VNRs, the results are too few
and too spread out to allow meaningful interpretation). It is clear that in
such a case, giving only the arithmetic mean for the runtime of all scenar-
ios, irrespective of successful or failed attempts (as commonly seen in VNE
literature), will omit important information about algorithm behavior.

The second interesting observation lies in the drastic increase in runtime
for scenarios with failed embedding attempts. The more VNRs there are re-
jected, the longer the algorithm takes, with a very significant difference be-
tween scenarios with a 100% acceptance ratio and all other scenarios. This
is a particular property of the employed algorithm, showing problems with
its backtracking behavior. It is clear in this case that the algorithm could
be improved by saving time on VNRs for which it is not going to find an
embedding anyway.

Figure 25a gives an indication of the potential for improvement when
checking for solvability. The figure shows the same result as in Fig. 24, with
only a different coloring. Here, scenarios where the sum of all demands over
all VNRs exceeded the available resources in the SN are marked purple in the
histogram. Two observations can be made: First, more than half of the gen-
erated scenarios (566 of 1000 total) can be easily identified as unsolvable in
advance. In each of these scenarios, at least one of the VNRs must be dropped
to give the algorithm a chance for full embedding success. Second, recalling
that the longer runtimes for this algorithm corresponded to dropped VNRs,
one can infer that the algorithm wastes time on VNRs that are per se im-
possible to embed. A straightforward improvement could be made to this
algorithm by checking beforehand, whether there are still enough resources
left in the SN for the next VNR, before even trying to find an embedding.
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To improve the situation, the filter described in Section 5.2.2.1 is adapted
for this algorithm, checking for each VNR whether the sum of its demands
exceeds the sum of remaining resources in the Residual Network. In other
words, the algorithm is simply modified to immediately reject a VNR if the
sum of all demands in the next VNR that is to be embedded exceeds the sum
of all remaining resources in the SN.

Fig. 25b shows the effect of such a modification. The figure indicates that
a significant number of scenarios with an insufficient total sum of resources
could now be decided on in very short time. Indeed, the overall average time
spent on solving a scenario is reduced from 56 seconds to 48 seconds—a
speedup of 14%. More specifically, the average time spent on solving the 566
scenarios where at least one of the VNRs was rejected is reduced from 59 sec-
onds to 51 seconds. Although the algorithm still leaves potential for further
improvement, it is clear that this filter could already reduce computation
time significantly.

5.2.4 Filtering effects

While filtering can help to eliminate those scenarios which are obviously im-
possible to solve, in general the question remains whether a given scenario
can be solved or not. A filter that can identify and eliminate all unsolvable
scenarios would effectively answer the VNE problem and would, therefore,
likely require exponential runtime. The experimenter is thus left with filters
that are either too aggressive or too conservative.

Moreover, filtering may have unwanted side effects on the scenario itself.
Depending on the filtering algorithm, VNRs may be sorted after filtering.
This will, of course, skew the results compared to a scenario with intention-
ally unordered VNRs. Another problem is overly aggressive filtering. If the
filter is too aggressive, there may be only trivial VNRs remaining. Obviously,
this does not make a good basis for experimentation.

The situation seems difficult: When it is easy to predict whether a sce-
nario will be solvable or not, the scenario tends to be uninformative. When
the scenario is interesting, it is difficult to say in advance whether it can be
solved or not. It is clear, that this is an unsatisfactory state. The question
arises: Is it possible to generate scenarios that are guaranteed to be solvable
while at the same time being non-trivial? This is discussed in the following
sections.

5.3 PERFECTLY SOLVABLE SCENARIOS

This section is an extended version of Section V.A of “Generating Virtual Net-
work Problems with Guaranteed Solutions” by Fischer and De Meer [1 7]o

It seems clear that for VNE evaluation scenarios that are neither trivial to
solve nor obviously unsolvable are the most interesting ones to investigate.
However, it is less clear where the exact turning point is, at which solvable
scenarios change to unsolvable scenarios. Nevertheless, it seems when gen-
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eration parameters are set such that scenarios in the vicinity of this point
are generated, the hardest scenarios are to be found. The turning point is
represented by scenarios that are just barely solvable. That is, scenarios in
which only optimal assignment of resources can lead to a successful em-
bedding. Generating such scenarios enables experimenters to put their VNE
algorithms under stress by giving them the most difficult problems to solve.

The optimality of a solution for a scenario can be defined by comparing
the respective values for revenue and cost. A solution should maximize rev-
enue and minimize cost. An optimal solution is then defined as:

DEFINITION 30 (OPTIMAL SOLUTION). Let S be an embedding solution for a
scenario. S is called optimal, if:

1. VS" # S rev(S’) < rev(S)
2. VS" # S : cost(S') < cost(S) = rev(S’) < rev(S)

An optimal solution in that sense is not necessarily unique: Two or more
solutions can exist with the same resource consumption. It is important to
see that differences in cost between embedding solutions are exclusively
caused by sub-optimal link embedding. While every virtual node will only
require its demanded resources once, namely from the substrate node it is
assigned to, a virtual link may consume resources on several substrate links—
depending on whether the virtual nodes it connects are assigned to adjacent
nodes in the substrate node, or not. This leads to the definition of a PSS:

DEFINITION 31 (PERFECTLY SOLVABLE SCENARIO). A PSS is a scenario that ful-
fills the following properties:

1. The optimal solution S for the scenario is complete (i.e., all VNRs are
embedded).

2. If N = (V,E,0,w) is the SN of the scenario, then rev(S) = w(V) +
w(E) (i.e, the sum of all demands matches exactly the sum of all re-
sources).

The first requirement specifies that the scenario is solvable in the first
place. The second requirement ensures that the scenario is not trivial to solve.
An example of such a scenario is given in Fig. 26a. Although maybe not
immediately obvious at first, it is possible to embed both VNRs (a possible
solution is shown below in Fig. 26b). After embedding, all resources of the
SN are spent. In such a case, the inequation presented in Section 3.1 becomes
an equation:

n
D> VN;=SN
i=1
While scenarios fulfilling these requirements can of course be devised
manually, it is both cumbersome and error-prone to do so. For experimenta-
tion, an algorithmic approach that supports random variations is far more
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Figure 26: A perfectly solvable scenario and its solution
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helpful. Only algorithmic generation allows experimenters to rapidly gen-
erate a sufficiently large number of evaluation scenarios. This is necessary
to enable experimenters to explore the various influences of different VNE
parameters in sufficient detail.

It has been shown by Sanchis [157] that for most NP problems generators
that will generate problem instances with known solutions are necessarily
limited in that they can not efficiently generate the full spectrum of possible
problems. This means that any efficient problem generator will always be
limited to generating only a particular type of problems. Properties of the
problem instances that are generated by such a generator thus have to be an-
alyzed. This applies, of course, also to scenario generation elements, which
generate VNE scenarios. This is further elaborated in the following sections
in which three examples of such scenario generation elements which can
generate PSS are discussed and analyzed.

5.4 SUBSTRATE NETWORK REPLICATION

This section is an extended version of Section V.B of “Generating Virtual Net-
work Problems with Guaranteed Solutions” by Fischer and De Meer [1 7]O

The scenario generation element discussed in this section represents a very
straightforward idea: Taking a given SN, the topology is duplicated and all
resources are replaced with demands. The resulting network is used as a
VNR. Effectively, this generates a scenario in which the VNE algorithm is
given the task to “embed a SN into itself”. It is obvious that the solution to
this problem is trivial. This is probably the reason why this simple concept
has not been applied in the literature, so far. Surprisingly, with a few small
extensions, this scenario generation element can become quite versatile and
pose unexpected difficulties for some VNE algorithms.

5.4.1 Description of the scenario generation element

The scenario generation element presented here generates an arbitrary num-
ber of VNRs based on a previously generated SN. For each generated VNR
the topology is an exact copy of the SN topology. The demands of each VNR
are scaled proportionally to their respective SN resource, such that the total
demand of the VNR matches a specified fraction of the available substrate
resources. For example, generating ten VNRs with each demand consuming
5% of its respective resource, exactly 50% of each substrate resource will be
consumed in the optimal case.

An example is depicted in Fig. 27. Based on a SN two identical VNRs are
generated. Demands in this case are scaled to 50% of their respective sub-
strate resource for each VNR, such that the sum of all demands of both VNRs
matches exactly the sum of all resources in the SN. The embedding is obvious
for this scenario, and it is clear that any successful embedding of both VNRs
will use up all available SN resources. Although the solution does not have
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Figure 27: Replication of the substrate network with scaled demands

to be unique (in this case due to symmetry—the VNRs could be mirrored
horizontally or vertically), it is still clear that no better solution exists.

Algorithm 1: A scenario generation element for SN replication

Data: A scenario containing a pre-generated SN

Data: Number m of VNRs to generate

Data: Fraction f of SN resources to be demanded

Result: A set of m VNRs matching the SN in topology, such that at
least a fraction f of each SN resource will be required for a
successful embedding

while Not enough VNRs generated do

Copy topology of SN into new VNR;

for Each resource r in the SN do
Generate a respective demand d in the VNR such that

d=(r-f)/m
end

end

Pseudocode for this scenario generation element is shown here as Algo-
rithm 1. Based on a scenario containing a pregenerated SN, a number m of
VNRs is created by copying the topology from the SN and assigning node
and link demands in proportion to their respective substrate resources. De-
mands are further scaled with a factor f, such that each VNR is the result
of a scalar multiplication AYNR = f/m - ASN (with AVNR and ASN denoting
the matrix representations of the VNR and the SN, respectively). In the case
m = f = 1, a single VNR is created as a perfect replication of the SN with

all resources converted to demands.
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This approach supports precise control by the experimenter in two dif-
ferent dimensions: First, what percentage of resources of the SN should be
spent in the ideal case? This is easily controlled by just scaling the virtual
demands appropriately. To illustrate: In order to generate a “load” of 20% for
the SN, f is set to 0.2, and thus each demand in each VNR is computed as
the value of the respective substrate resource times 0.2, divided by the total
number of VNRs. Tuning resource scarcity becomes easy by setting this pa-
rameter. Thus, it becomes possible to study the behavior of algorithms when
resources are scarce.

Second, over how many virtual elements should the combined demand be
split? This is controlled by increasing the number of VNRs and scaling their
respective demands accordingly. For example, to subdivide each resource
into demands for ten different virtual elements, m is set to 10, and thus each
resource will host ten elements in the optimal case. Thus, it becomes possible
to study the behavior of algorithms when the amount of the virtual elements
increases, irrespective of the combined demand they pose.

For VNRs that are topologically identical to the SN one has to take into
account that the internal data structures inadvertently give away the perfect
solution to the problem. A very naive VNE algorithm that simply assigns
virtual node i to substrate node 1 and performs shortest path mapping for the
virtual links would achieve a perfect score in such scenarios unless further
measures are taken. Therefore, the order of virtual nodes in each VNR is
randomized before embedding takes place.

5.4.2 Properties of the scenario generator

It is straightforward to implement the scenario generation element in a VNE
simulator. Two control parameters are available: the number m of VNRs, and
the fraction f of desired “load” on the SN. The most interesting property of
the scenario generation element is that both factors can be influenced inde-
pendently from one another. Unlike with a conventional approach it is now
possible to investigate the influence of resource scarcity without changing
the amount of virtual elements, and vice versa. This type of evaluation is
further described in Chapter 6.

The one obvious drawback of this scenario generation element is that the
topology of the generated VNRs is only a copy of the given SN. Although
a new type of evaluation is now possible, the investigated scenarios remain
artificial and will be deemed unrealistic in many contexts. As a remedy, a sce-
nario generation element for generating scenarios with random VNR topolo-
gies is discussed in Section 5.5.

5.4.3 Possible extensions

There is one particular extension that allows the user to control behavior of
this scenario generation element even further: Being able to change the tar-
get resource occupation independently for nodes and links. Currently, the
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scaling parameter f applies to both node and link resources. Splitting this
into two parameters f,o4. and fjin, that apply to node and link resources, re-
spectively, allows the practitioner to independently investigate effects when
the problem is more constrained with regard to either the node or link re-
sources. The experimenter can then answer questions such as: “How does
the algorithm perform, when node resources are overprovisioned by twice
the requested amount, but link resources are scarce?”

5.5 ITERATIVE VNR SUBTRACTION

This section is an extended version of Section V.C of “Generating Virtual Net-
work Problems with Guaranteed Solutions” by Fischer and De Meer [1 7]O

While the scenario generation element presented in Section 5.4 provides an
easy way to generate random PSSs, it is obviously limited regarding the
topologies of the generated VNRs. Scenarios in which all VNRs have the
same topology as the SN are hardly representative. But are there alternatives
to this? It turns out that there are more elaborate possibilities for scenario
generation elements that will produce PSSs, one of which is presented in
this section. The discussed scenario generation element produces PSSs with
VNRs of variable size. Here, the concept of the algorithm is described first,
followed by an analysis of its properties. Finally, possible extensions are dis-
cussed.

5.5.1 Description of the scenario generation element

Generating scenarios with random VNR topologies is somewhat more in-
volved than simply replicating the SN topology. It is necessary to understand
how the combination of node and link demands makes this task challenging.
After giving a short overview of the concept for this scenario generation el-
ement, the problem of orphaned links and its solution are discussed. Once
this problem is understood, details of the scenario generation element along
with a pseudocode implementation are presented.

5.5.1.1  Overall concept

The scenario generation element presented here generates a set of VNRs
from a given SN by repeatedly removing a random subgraph from the SN.
All extracted subgraphs are converted to VNRs. This is repeated until the SN
is “empty”. In terms of matrix operations, the scenario generation element
will take the Network Weight Matrix (NWM) of the SN ASN with entries ai;
and repeatedly subtract a NWM AVNR with random entries 0 < ai; < ag;
until the remainder becomes the zero matrix. Each AYNR corresponds to a
new VNR in the scenario. Care is taken, that the generated VNRs are actually
connected networks.

Regarding nodes, random problem generation is similar to bin packing
problems (see the evaluation provided by Falkenauer and Delchambre [71]
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for an example with perfect solutions and Falkenauer [72] for an example
similar to conventional VNE scenario generation). However, the addition of
links makes the generation somewhat more complicated. In particular, a sce-
nario generation element has to take care to occupy substrate link resources
in line with the resources of the adjacent nodes.

5.5.1.2 Problem of orphaned links and its solution

Regarding nodes, the scenario generation process first appears relatively
simple: For each new VNR a random subset of connected, non-empty nodes
is selected and a random fraction of the remaining node resources on each
node is subtracted as new demands. As long as demands and resources are
integral, this process is guaranteed to terminate at some point, occupying
all node resources of the SN.

The generation of virtual links, however, poses a problem for this ap-
proach. If all resources of a substrate node are occupied, but one of its ad-
jacent links has resources left, these resources can not be occupied without
creating a multi-hop virtual link. In general this can lead to scenarios for
which the generated a priori solution is valid, but not optimal.

An example for this situation is demonstrated in Fig. 28. Three VNRs are
generated iteratively by the scenario generation element, until the SN has
no more resources left. In step one, one of the substrate nodes is already
completely occupied. However, two of its incident links still have resources
left—they are “orphaned”. These links then cause in the second and third
step one hidden hop per generated VNR (depicted with a dot in the figure).
Although the scenario is a valid one, and all VNRs can be embedded in the
SN, there is actually a more optimal solution that leaves some of the SN
resources unused. This is shown in Fig. 29. A tighter packing of the VNRs
that avoids hidden hops during embedding leads to underutilization of the
two links on the left. It follows that he scenario is actually not a PSS.

This problem can be solved by the scenario generation element by making
sure that, if a node becomes completely occupied, all its incident links are
occupied, as well. One strategy to achieve this goal is to set the demand for
a virtual link as a function of the demand of its incident virtual nodes. First,
all nodes adjacent to a completely occupied node have to become part of the
current VNR if they still have resources left. For all substrate links which are
incident to nodes that host virtual nodes in the VNR, a virtual link is created.
Then, for every virtual link the percentage by which the two incident virtual
nodes saturate their respective substrate node is computed. This gives two
values: Tgource and Tgest, for source node and destination node, respectively.
The remaining resources on the substrate link are then occupied by multiply-
ing that value with the higher of those two values (max(Tsource, Tdest)- This
ensures that no orphaned links remain, as any substrate link incident to a
completely occupied substrate node will in turn be occupied, as well.

As an interesting side observation, it should be noted that avoiding these
orphaned links is a good strategy for VNE algorithms, as well. If, during
embedding, two adjacent nodes are completely occupied, but some resources
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remain on the link between those two nodes, those resources can afterwards
only be used for a multi-hop link, thus potentially increasing the embedding
cost of future VNRs.

5.5.1.3 Scenario generation details

The scenario generation element discussed here uses the approach discussed
above to avoid those orphaned links. Three main data structures are main-
tained for the creation of each VNR. First, a candidate list, C, containing all
substrate nodes adjacent to the currently created partial VNR. Second, an ur-
gent list, U, containing substrate nodes that are adjacent to a substrate node
that has already been fully occupied by the currently created partial VNR.
Finally, the scenario generation element keeps track of all previously cre-
ated virtual nodes by maintaining a mapping list, M, which contains tuples
indicating the mapping of virtual nodes to substrate nodes.

The scenario generation element is shown in pseudocode as Algorithm 2.
At first a new VNR is created. This VNR is initialized by randomly selecting
any node in the SN that is not yet fully occupied. For that node, a correspond-
ing virtual node is created, consuming a random fraction of the remaining
resources of the substrate node. That virtual node is then added to the VNR.
The demand of the generated virtual node is marked as occupied on the sub-
strate node.

Next, the scenario generation element adds all nodes that are adjacent
to the selected substrate node to a node candidate list, provided they have
resources left. In general, the candidate list consists of all nodes that can
potentially be added in the next step as virtual nodes to the VNR—i. e, all
nodes with remaining resources that have not yet been used for the current
VNR but are directly connected to one of the nodes that have already been
used.

Assuming the urgent list is empty and the candidate list is not, the sce-
nario generation element then randomly selects a node from the candidate
list and generates a corresponding virtual node in the same way as discussed
above. For every substrate link connecting the current substrate node with
a previously used substrate node a corresponding virtual link is generated.
The demand for this link is set to the maximum of the demand ratios of the
source node and the destination node. This ensures that if a substrate node
is occupied by 100%, all adjacent substrate links are also fully occupied.

If a substrate node is occupied by 100%, taking the newly generated virtual
node into account, all adjacent nodes that have resources left and do not yet
have corresponding virtual nodes in the VNR are added to the urgent list
instead of the candidate list. These nodes are processed with higher priority,
as they now have to be part of the currently generated VNR. Otherwise,
those nodes are added to the candidate list (provided they are not already
part of it).

The scenario generation element continues with taking the next node
from the urgent list, if possible. If the urgent list is empty, a random node
is taken from the candidate list, and the same procedure ensues. Once the
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Algorithm 2: A scenario generator producing random VNRs

Data: A scenario containing a pre-generated SN
Result: A set of n VNRs of varying size, such that all resources in the

SN will be required for a successful embedding

while SN # & do

end

Initialize new (empty) VNR;
M=o,U=0;
Initialize € with random node from SN;

while U # & or C # @ do

if U # @ then

‘ Pick SNode from U with resource res;
else

‘ Pick random SNode from € with resource res;
end

Create new VNode with random demand dem < res;

dem .

Calculate SNode ratio TsNode = Sog s

M+ MU{(SNode, VNode)};
Occupy dem on SNode;
Add VNode to VNR;
Initialize N: Set of all nodes adjacent to SNode;
while N # & do
Pick neighbor SNeigh from N;
if SNeigh € M then
Set Tmax = Max(TsNodes TSN eigh)§
Create new VLink with bandwidth
bWgem = bWres - Timaxs
Add VLink to VNR;
Occupy bwgem on respective SLink;
else
if Tsnode = 1 then
| U+ UU{SNeigh};

else
| €+ CU{SNeigh};
end
end
end
end

Reset SN;
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Figure 30: Virtual nodes per VNR as generated by iterative VNR subtraction

urgent list and the candidate list are both empty, the VNR is added to the
scenario, and generation continues with the next VNR.

The scenario generation element repeats this process until all nodes and
links in the SN are fully occupied. At this point, the list of all generated VNRs
is guaranteed to occupy the SN completely, and thus a solution is guaranteed
to exist (e. g., just by reversing the steps taken). As a final step, all marked
occupations are removed from the SN, and the SN and the generated VNRs
are combined to form the new scenario.

5.5.2 Algorithm properties

It is clear that the scenario generation element described here will produce
scenarios that are very different to a conventional generation approach. In
particular, the generated VNRs now depend on the previously generated
SN, whereas in conventional approaches the VNRs were generated indepen-
dently of the SN. To show the differences, here an analysis is conducted,
comparing generated scenarios for both types of approaches side by side.

For both approaches 1000 scenarios are generated. For the conventional
approach, a scenario generation chain is set up, using Waxman topologies
and random resources and demands, with values similar to those found in
the VNE literature (cf. Section 4.4 for a description of the elements):

Ws(100,0.5,0.2) — CPUg(1,100) — BWs(1,100) — ---
- — WA/(10,10,0.5,0.2,20) — CPUy(1,50) — BWA/(1,50)

For the iterative VNR subtraction approach the second part is replaced
with the scenario generation element described above. No further parame-
ters are needed.

A first, interesting characteristic is the number of virtual nodes per VNR
that is generated by each generation approach. In the conventional approach,
the number is a parameter to be set by the experimenter. For the iterative
VNR subtraction, this number can vary wildly. In particular, due to the prob-
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Figure 31: Comparison of node degrees in the generated VNRs for iterative VNR
subtraction and a conventional scenario generator

lem of orphaned links it is not easily possible to limit the number of nodes
that should be generated per VNR by the scenario generation element.

So, how are nodes distributed in the generated VNRs? Fig. 30 shows this
distribution®. It is striking that there is a large number of small to very small
networks—i. e., networks with only one or two nodes. Almost 40% of all
VNRs consist of only a single node. This is an effect that is triggered at
the end of the generation process, when there are only few resources left
in the SN and the scenario generation element fails to find more potential
candidate nodes for newly generated VNRs.

It can be argued that the large number of trivial networks is a drawback
for the scenario generation element, and a possible remedy for that situation
is discussed later in this section. For now, however, it is interesting to have
a look at the distribution of node degrees and to compare them to the re-
sults of a conventional generation approach and to the initial distribution of
node degrees in the provided SN. This comparison is depicted in Fig. 31. It is
easy to identify the inclination of the iterative VNR subtraction element to
generate small VNRs by the higher probability to generate nodes of degree
zero. What is surprising, though, is the fact that the conventional generation
approach actually produces more nodes in comparison that are also isolated.
Almost 15% of all nodes (n. b.: “nodes”, not “VNRs” as before) have degree
zero. The main difference here is, that the conventional generation approach
includes these nodes in its VNRs instead of making them a VNR of their
own. In other words: A significant number of VNRs generated by a conven-
tional generation approach will be unconnected if no further measures are
taken! As such, the novel scenario generation element proposed here—in a
way—actually produces scenarios that are less trivial than those generated
by the conventional approach. Comparing to the SN, it can be seen that the
node degree distribution of the iterative VNR subtraction process matches
the original SN characteristics more closely than the conventional approach.

1 The distribution of links per VNR, though not shown here, displays a similar characteristic
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Figure 32: Comparison of demanded CPU cycles (node demands) for iterative VNR
subtraction and a conventional scenario generator
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In Fig. 32, another interesting difference between a conventional genera-
tion approach and the iterative VNR subtraction process is depicted. Whereas
in the conventional approach node demands are randomly distributed be-
tween a specified minimum and maximum, the scenario generation element
discussed here shows the characteristics of an exponential falloff with a large
number of very small demands (almost one quarter of all demands are set to
a value of one) and a long tail of large demands®.

A final interesting aspect lies in the number of VNRs that is generated
by each approach. Like with the number of virtual nodes per VNR, the to-
tal number of VNRs generated will vary for different scenarios when the
iterative VNR subtraction element is used. In contrast, the conventional ap-
proach lets the experimenter specify how many VNRs should be generated.
For the investigated experiment, the distribution of the number of VNRs is
shown in Fig. 33. The distribution approximately reflects a normal distribu-
tion with an arithmetic mean of about 16.5 VNRs per scenario. This is in

2 Again, link resources, though not shown here, have similar characteristics
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comparison to the 20 VNRs set for the conventional approach. The iterative
VNR subtraction process generates VNRs with a significantly higher number
of nodes, and therefore will generate less VNRs overall, even though isolated
nodes are considered to be a VNR of their own for this scenario generation
element.

In summary it can be concluded that, although the scenario generation
element discussed here certainly produces scenarios that are quite different
to those generated by a conventional approach, they have quite interesting
characteristics and can help to shed more light on the behavior of VNE al-
gorithms. The characteristics of the scenario generation element can be fur-
ther fine-tuned by modifications to the generation process. Some of those
modifications—i. e., extensions to the original concept—are discussed in the
following.

5.5.3 Extensions

A few modifications to the scenario generation element discussed above can
make it more flexible, allowing the user to fine tune scenario generation
behavior to a particular use case.

5.5.3.1 Preventing trivial VNRs

One issue that can raise concern for scenario generation is the generation
of small and trivial VNRs. In particular, a VNR that consists only of a single
node can hardly be considered to be a useful “network” and in many cases
it will be useful to get rid of that kind of VNRs. For the scenario generation
element discussed above there are two possible remedies for this situation:
Whenever the scenario generation element is about to generate a VNR with
only a single virtual node, the scenario generation element can instead either
change the SN and reduce the number of resources for a particular node, or
change a previously generated VNR and increase the number of demands
for a particular node.

In the first case, the approach is straightforward. Once the scenario gen-
eration element detects the generation of a trivial network (this can be done,
for example, by checking for a minimum number of nodes to be part of the
VNR), it can, instead of generating the VNR, reduce the provided resources
in the SN by the same amount the VNR would have occupied. Of course, this
solution has the (potential) drawback that the SN is modified in the scenario
generation process. This may be undesirable for some use cases.

The second approach is a bit more involved. Provided that the scenario
generation element will always try to generate VNRs with at least two nodes,
and provided that the SN is reasonably large and connected, one can assume
that a previously generated VNR does already exist, and that it overlaps with
the VNR that is about to be generated at least in one node. If that is the case,
the VNR to be generated can instead be added to this previously generated
VNR. Virtual nodes that would be mapped to the same substrate node are
joined to form a single virtual node with a higher demand. Virtual links
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are handled likewise. In terms of matrix operations, the NWM:s of the two
VNRs—the previously generated one and the trivial one—are added, and a
single VNR is generated out of the result. The advantage of this approach is
that the SN does not have to be modified during the generation process.

5.5.3.2 Modifying the distribution of generated demands

The demands generated by the scenario generation element follow an expo-
nential falloff curve, as shown in Fig. 32. In some cases this might be unde-
sirable. One possible remedy for this situation is to force the scenario gener-
ation element to create demands within a certain range, whenever possible.
This applies in particular to CPU (node) demands. The generation of links
remains unmodified to prevent problems with orphaned links. For nodes,
whenever the scenario generation element creates a new virtual node, in-
stead of creating a random demand between 1 and the maximum available
resources at the substrate node, the value is chosen randomly such that
it falls within a user-specified interval, whenever possible. Care has to be
taken not to accidentally overload a substrate node. So, if iy, i,, are the user-
specified lower and upper bounds of the target interval, and ar denotes
the available resources at the substrate node, the demand is chosen such
that: dem = rand(min(i;, ar), min(i,, ar)). This ensures that, as long as
resources suffice, the demand will be set to a value within the interval. If
there are insufficient resources left, the demand will instead be set to use all
available resources, to come as close to the interval as possible.

5.5.3.3 Setting a target VNR size

One significant difference of the scenario generation element is that it does
not permit the user to specify a particular size of VNRs in terms of number
of nodes. Instead, VNRs are generated with random size in terms of nodes,
varying wildly between very small VNRs and VNRs that are almost as large
as the SN. While on the one hand this covers a larger set of potential VNRs,
on the other hand in some situations the experimenter might want to have
some influence on the average number of nodes within a generated VNR.
One possibility to achieve such an influence is to set a maximum size after
which the scenario generation element will stop to add further nodes from
the candidates list. Unfortunately, this does not provide precise control over
the VNR size. On the one hand, a VNR can get larger than the set maximum,
due to the orphaned links problem, which causes nodes in the urgent list
to be forced into the VNR. On the other hand, if the number of remaining
connected nodes is too small, the VNR can remain below the target size.
Still, such a modification gives the experimenter at least some influence on
the expected size of a VNR.
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5.6 ADDITIVE SN CONSTRUCTION

The two novel scenario generation elements presented so far focused on
generating a set of VNRs from a given SN. With them, the experimenter has
complete control over the structure of the SN and can use the scenario gen-
eration elements to generate PSSs for algorithm evaluation. In some cases,
however, it may be preferable for a scenario generation element to work in
the opposite direction: Allowing the experimenter to specify a set of VNRs,
and from them generate a SN such that the result forms a PSS. An example
of such a scenario generation element is discussed here.

5.6.1 Description of the scenario generation element

In order to generate a SN from a given set of VNRs, substrate nodes and
links have to be created from their virtual counterparts and virtual demands
have to be combined and converted to substrate resources. A first approach
would be to simply combine the n-th node of each VNR to become the n-
th substrate node. All virtual links between node 1 and j in the given VNRs
are likewise combined to form the substrate link between substrate nodes
i and j. In terms of matrix operations, this reflects a simple addition of the
NWDMs of all VNRs. If the VNRs differ in the number of nodes, each NWM
is extended appropriately, such that all NWMs match the size of the largest
VNR. Afterwards, the SN is just the sum of all VNR.

There are some drawbacks to this approach, however. In particular, with
this approach the size of the SN is limited to the size of the largest VNR.
With random network topologies and random demands, this can rapidly lead
to a fully connected SN with roughly equal weights on nodes and links—a
type of network that might not be that interesting, after all. Moreover, if the
VNRs are implicitly structured (e. g., if the VNRs have tree topologies), this
structure will be reflected with high probability in the generated SN, as well.
In some situations one might explicitly look for such scenarios. However, in
general it would be nice to have some control over those aspects. Specifically,
it would be good to have the possibility for more variation in the generated
SN.

To overcome these shortcomings, two additional strategies are employed.
In order to blur implicit topological structures in the given VNRs, the node
order in each VNR is randomized before combining them. This ensures that
regular topologies are not involuntarily reflected in the SN. To break the limit
of nodes in the generated SN, another approach is used: A random process
decides for each node in each VNR whether to combine it with an already
existing node, or whether to create a new substrate node for it. Pseudocode
for such a generation element is shown as Algorithm 3. The code iterates
through all VNRs, maintaining two particular data structures:

« A set of candidate nodes € from the SN that remain available for map-
ping.
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Algorithm 3: A scenario generation element for SN generation from
VNRs

Data: A scenario containing a set of pre-generated VNRs
Data: Probability Preyse
Result: A SN, such that the sum of all VNRs equals the SN
Initialize new (empty) SN;
for All VNRs do
M = g;
Initialize C: All SNodes in the SN;
for Each VNode in the current VNR do
Generate random value 0 <=1 < 1;
if 1 <= Preuse and € # & then
Take random SNode from C;
U < U\ {SNode};
else
‘ Create new SNode and add to SN;
end
Let res be the resource of the SNode and dem be the demand
of the VNode;
res < res + dem;
M« MU{(VNode, SNode)}
nd

or Each VLink in the current VNR do
Let srcy and dsty be source and destination nodes of the

VLink;
Take srcs and dsts such that (srcy, sTtcs) € M and
(dsty, dsts) € M;
Let dem be the demand of the VLink;
if There is a SLink from srcs to dstg then
Let res be the resource of the SLink;
Tes < res + dem,;

]

g

else
Create new substrate link from srcg to dsts with
res = dem,;
end
end

end
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Figure 34: Variation in number of nodes and node degree

o A set M of pairs of virtual and substrate nodes, indicating their map-
ping. This set serves to later identify corresponding links in the VNR
and the SN.

The variable Pyeyse provides control over the size of the generated SN. Set-
ting it to zero will cause the algorithm to generate a new substrate node for
every virtual node it encounters. On the other hand, setting it to one causes
the algorithm to always use an already existing substrate node if available,
thereby limiting the size of the generated SN to the size of the largest VNR.

5.6.2  Properties of the scenario generator

Again, it is clear that this scenario generation element produces network
topologies that are quite different from the conventional approach. To in-
vestigate the differences, a comparison of generated scenarios is presented
here. The setup for the conventional generation approach is the same as in
Section 5.5. For the additive SN construction element discussed here, only
the VNR part is used and extended by this additional scenario generation
element.

A first interesting aspect of this scenario generation element to investi-
gate is the influence of the control variable Pyeyse. This variable controls how
likely the scenario generation element will create a new substrate node in-
stead of reusing an existing one. This has a clear effect on the final number
of substrate nodes and the average degree of each substrate node, depending
on the VNRs. The effect is shown in Fig. 34. For this figure, Pieyse is varied
between zero and one in increments of 0.1. For each value, 30 random scenar-
ios are generated. The number of substrate nodes is shown as a line whereas
the average node degree is depicted as box plots. As can be expected, as the
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Figure 35: Distribution of node degrees

likelihood of reusing an existing substrate node increases, the total number
of substrate nodes decreases and the average node degree increases.

It is interesting here to have a look at the two corner cases: Preyse = 0 and
Preuse = 1. In the first case, every virtual node will require a new substrate
node to be generated. The resulting substrate network will then simply be
the (disconnected) union of all VNRs.

In the second case, additional substrate nodes are only created when all
existing substrate nodes have already been used for the current VNR. The
SN is then limited to the size of the largest VNR. For this experiment this
results in exactly 10 substrate nodes that form, with high probability, a fully
connected mesh (having an average node degree of nine).

Apart from the corner cases, it is also interesting to note that the varia-
tion of node degrees seems to increase with increasing Pyeyse. This raises the
question of how the distribution of node degrees looks like. Fig. 35 shows
this distribution for Preyse = 0.5. Here, slightly more than 100 substrate
nodes are generated for each scenario — about the same number as would
be used in a conventional approach. For comparison, the node degree distri-
bution of a conventional Waxman topology with 100 nodes, and the degree
distribution of the generated VNRs are depicted, as well. Unsurprisingly, the
scenario generation element creates networks that are much more similar
in terms of node degrees to the VNRs than to a standard Waxman network.
Still, there is some probability for higher degree nodes that are not present
in the VNRs.

An interesting effect occurs for the distribution of the CPU cycles assigned
as node resources. This distribution is shown in Fig. 36. One can see that,
whereas in a conventional scenario generation approach, node resources
would be equally distributed between 1 and 100, in this approach the re-
sources are strongly influenced by the distribution of node demands in the
VNRs, which are assigned between 1 and 50. For the generated SN there is
an increase of probability up to a resource count of 50, equal to the maxi-
mum resource assigned in the VNRs. After that a sharp drop occurs, with
likelihood of larger resource counts gradually falling off. The reason for the
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sharp drop lies in the fact, that nodes with a resource count higher than 50
must be the result of a combination of two or more virtual nodes—which is
less likely than being produced by just a single node. It is also interesting to
see, that very high resource counts can occur—up to almost three times of
what would be encountered in a conventionally generated SN.

Again, the random process produces networks that are markedly differ-
ent to a conventional generation process. This is to be expected, however,
with networks depending strongly on the interplay between two different
random processes—the one generating the source networks and the one de-
ciding how to build the resulting network from them. The advantage lies in
the fact that from a given set of VNRs a random PSS can be built, providing
a valuable benchmark for VNE algorithm evaluation.

5.7 CHAPTER SUMMARY

Generation of good random scenarios is a challenging task. While it is easy
to come up with just any random scenario, it is significantly more difficult
to generate scenarios that can fulfill certain properties. A scenario genera-
tion approach has to fulfill two main properties. First, the generated scenar-
ios should cover a relevant part of the problem space. The problem space
is defined in this case as the domain of all scenario generation parameters.
Obviously, only a limited set of scenarios can be generated and evaluated
within a given time. This raises the question of how to generate the most
“interesting” scenarios in order to make the most of the available time for
experimentation.

It is when the number of virtual nodes and links and the sum of their de-
mands closely match their respective substrate counterparts that the prob-
lem becomes really difficult. To find that particular tipping point, where a
scenario turns from being barely solvable to being barely unsolvable, and to
generate scenarios in the vicinity of that point, is an important objective for
scenario generators.
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In this chapter, two approaches to solvable scenarios are discussed. A sce-
nario generation process can either try to filter elements from unsolvable
scenarios or try to generate scenarios with a solution that is known a pri-
ori. Due to the NP-hardness of VNE perfect filters are likely infeasible for
experimentation. Filtering mechanisms, therefore, have to rely on heuristics.
While this limits their use to some extent for scenario generation, there is
another highly relevant application for filtering mechanisms: Provided the
heuristic works reasonably fast, it can be used to significantly decrease run-
time of a VNE algorithm. One example is shown in this chapter, with a simple
heuristic improving the runtime of a well-known VNE algorithm by 14% in
a given experiment.

A priori generation of PSS, on the other hand, needs a generation ap-
proach in which the generation of VNRs and the SN depend on each other.
This requires a scenario generation architecture such as the architecture in-
troduced in Chapter 4. Based on that, appropriate scenario generation ele-
ments can be defined. Three examples for such elements are presented—two
of them with the VNRs depending on the SN and one vice versa. All of the
approaches can be used with arbitrary types of VNRs or SNs as input—they
are not limited to particular topologies.

The approach of replicating the SN is very straightforward. Surprisingly,
no similar experiments have been attempted before in the literature. Iter-
ative VNR subtraction represents a more complex approach that generates
random VNRs out of a given SN. This approach is complemented by the addi-
tive SN construction approach, which generates a random SN out of a given
set of VNRs. In all of the approaches, topological dependencies between the
SN and the VNRs remain clearly visible in the generated networks—though
somewhat blurred by the overlaid random process. The generated scenarios
differ from a more conventional generation process. It follows that, although
the conventional approach is not completely rendered invalid by this, exper-
imenters can now investigate new types of scenarios, with the significant
advantage of knowing the perfect solution in advance. There is ample mate-
rial for further investigation of this topic in the future. Possible extensions
of the scenario generation elements are discussed and call for further inves-
tigation. Moreover, further types of scenario generation elements are likely
to exist, allowing experimenters to investigate a yet wider area of scenarios.

In order to demonstrate the applicability of the scenario generation ele-
ments, experiments have to be performed with them. This is the topic of
the next chapter in which the scenario generation elements are combined
with well known VNE algorithms to demonstrate the differences to a conven-
tional experimental setup, highlighting in particular the additional insights
that can be gained by using PSSs for experimental VNE algorithm evalua-
tion.



DEMONSTRATING STRUCTURED EVALUATION OF
VIRTUAL NETWORK EMBEDDING ALGORITHMS

The previous chapters outlined a novel approach to Virtual Network Embed-
ding (VNE) evaluation with an identification and categorization of relevant
scenario generation parameters, an architecture for VNE simulation, and
Perfectly Solvable Scenarios (PSSs) as a novel approach to random scenario
generation. In this chapter, the application of these concepts is demonstrated.
These concepts enable a structured approach to evaluating VNE algorithms.
This is demonstrated via two series of experiments which investigate par-
ticular characteristics of the VNE problem. The main focus here is not on
the particular outcomes of the experiments—though those are interesting,
as well—but rather on the methodology used to achieve these results and
the new insights that are now possible.

Two independent series of experiments are conducted here, focusing on
different aspects of the VNE problem. First, Section 6.1 describes the experi-
mental approach used for both experiments. The evaluation environment is
defined and the VNE algorithms under investigation are described.

In Section 6.2 the first series of experiments is presented. In particular, the
effects of using different topologies for the Substrate Network (SN) are in-
vestigated. It is demonstrated how PSSs can help to avoid misinterpretation
of results. To this end, one of the scenario generation elements presented in
Chapter 5 is used to modify an experiment based on a conventional scenario
generation setup, such that more precise results can be obtained.

The second series of experiments is presented in Section 6.3. Here, the SN
replication scenario generation element described in Chapter 5 is used to in-
vestigate the isolated influence of VNE scenario generation parameters. It is
shown that, although the generated scenarios appear to be trivial, two of the
three investigated VNE algorithms exhibit surprising difficulties in finding
the solutions. Section 6.4 then concludes and summarizes this chapter.

6.1 OVERVIEW OF THE EXPERIMENTAL APPROACH
In this section, the experimental approach common for both experimenta-
tion series is described. The experimentation strategy is outlined, the evalu-

ation environment that was set up for the experiments is specified, and the
VNE algorithms under investigation are described and characterized.

6.1.1 A strategy for conducting Virtual Network Embedding experiments

Conducting experiments with VNE algorithms encompasses several steps.
First, a hypothesis has to be formed by the experimenter. It may be accom-
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panied by a corresponding null hypothesis. The hypothesis guides how the
VNE experiment should be performed. It specifies the VNE algorithms that
should be employed, along with their particular settings. From the hypoth-
esis, the scenario generation parameters to be varied can be deduced. For
these parameters, a value range has to be specified by the experimenter. All
other parameters are set either to fixed or to random values. The hypothesis
also helps the experimenter to identify which metrics are relevant for the
experiment.

Based on that information, the experimental setting can be defined. An ex-
periment specification file describes the entire experiment in machine read-
able form for the simulation environment. The VNE simulator then has to ex-
ecute the experiment, creating individual runs and collecting and exporting
the results. These results are then, again, used by the experimenter to val-
idate or disprove the hypothesis. Typically, this cycle will continue several
times, with the experimenter refining in each round the hypothesis and—
respectively—the experiment specification.

To support such a structured approach to evaluation of VNE algorithms,
the employed simulation environment has to be flexible, lest it hinders the
rapid variation of experiments or limits the directions available for further
investigation. In this chapter, the concepts introduced in the preceding chap-
ters are brought together to demonstrate how they can facilitate easier and
more precise evaluation of VNE algorithms.

6.1.2 The evaluation environment

To perform the experiments described in this chapter, a dedicated evaluation
environment has been set up. The environment consists of a dedicated ma-
chine running ALEVIN with the architectural extensions described in Chap-
ter 4. The machine used is an AMD Opteron 4180 with 12 cores' and 8 GB
of RAM running the Ubuntu Linux 14.04 operating system. The newly im-
plemented scenario generation chain approach is used to rapidly design and
change experimental settings. The experiments are specified via an assort-
ment of experiment specification files, as described in Section 4.5.

6.1.3 The VNE algorithms under evaluation

For the performed experiments, three different VNE algorithms have been
selected as a basis for comparison:

+ The vnmFlib algorithm presented by Lischka and Karl [115]. The vhm-
Flib approach is based on subgraph isomorphism detection. In order to
embed a Virtual Network Request (VNR), the heuristic tries to identify
a subgraph in the SN that matches or closely resembles the topology
of the VNR.

1 Only one core has been used in the experiments, though, as ALEVIN does not yet support
full parallelization.
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+ The D-ViNE algorithm presented by Chowdhury et al. [59]. The D-
ViNE algorithm uses a linear programming approach. An abstract lin-
ear program representing the embedding problem is formulated and
handed on to an external solver program (ALEVIN uses the open source
GNU Linear Programming Kit (GLPK) library® as solver). The com-
puted approximate solution of the linear program is then read and
translated again into an embedding.

« The RW-MM-SP algorithm presented by Cheng et al. [58]. This algo-
rithm adopts the well known Google PageRank concept [140] to com-
pute a NodeRank for both virtual and substrate nodes. For substrate
nodes, this indicates the available resources on the node itself as well
as on its adjacent links. Likewise, for virtual nodes the demands are in-
dicated. Node mapping then prefers to match nodes according to their
ranking. Link mapping uses a shortest path approach.

These algorithms are implemented in ALEVIN, with their implementa-
tion being well tested and used in multiple publications, already. The three
algorithms represent significantly different heuristic approaches to the VNE
problem, thereby ensuring that any measured effects are unlikely to be due
to close algorithmic similarities between the algorithms. Therefore, these
three algorithms serve as a good basis for comparison.

6.2 THE INFLUENCE OF TOPOLOGICAL DIFFERENCES IN THE SUBSTRATE

NETWORK

The first series of experiments shown here focuses on the comparison of
SN topologies. It is noteworthy that many authors either use a Waxman
topology or an Erdés-Rényi topology for the SN (cf. Chapter 3, Section 3.3).
Both types of topologies produce random, unstructured networks. Up to
now, there has been no in-depth investigation into whether the different
topologies cause significant changes to results or not. In other words—are
the results computed by VNE algorithms sensitive to the topological differ-
ences between Waxman topologies and Erdds-Rényi topologies? One can
assume, indeed, that the results gained with both types of topologies are
similar, provided all other parameters remain the same. A dedicated experi-
ment can help to shed light on this question.

6.2.1 Experiment design

Here, the comparison of different topologies serves well as an example for a
structured evaluation of VNE algorithms. At first, a hypothesis and its cor-
responding null hypothesis are formulated:

2 Seehttp://www.gnu.org/software/glpk/
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HYPOTHESIS The quality of the embedding results, as computed by a VNE
algorithm, remains similar when using either Waxman or Erdés-Rényi
topologies as SNs.

NULL HYPOTHESIs There is a significant difference in the quality of the
embedding results, as computed by a VNE algorithm, between using
Waxman topologies and Erdds-Rényi topologies.

From this, the experiment design can be deduced. Two types of topolo-
gies have to be evaluated. In order to be sure that any effect noticed in the
results is not a property of a specific VNE algorithm, multiple algorithms
are used—each algorithm solving exactly the same set of problems. Relevant
here is then not the difference between algorithms (i. e., whether algorithm
A performs better than algorithm B), but rather the difference with regard
to the topologies. Regarding the size of the networks, the particular number
of nodes does not matter for this experiment, as long as the SN is of reason-
able size. The resource distribution is likely to be irrelevant, as well, for this
experiment—standard values can be used. The VNRs are also generated in a
standard manner. It seems reasonable to reuse the values by Chowdhury et
al. [59] (cf. Table 6), changing only the topologies for the SN.

For measuring the quality of the computed embeddings, the commonly
used acceptance ratio and the revenue/cost ratio serve well as metrics. A set
of 30 experimental runs per combination of algorithm and topology with
different random values will ensure that the values computed by the metrics
are representative.

6.2.2 Experiment results using a conventional scenario

Using the experimental setup described above, the VNE simulator can be
set to work and compute results for different VNE algorithms. Two scenario
generation chains are set up. The first uses Erdds-Rényi topologies:

ERs(50,0.5) — CPUs(50,100) — BWs(50,100) — ---
- — ERy(2,10,0.5,40) — CPUy/(0,20) — BWA/(0,50)

For the second scenario generation chain, the Erdés-Rényi substrate ele-
ment is replaced with a Waxman element: Ws(50,0.5,0.2)

With these chains, 30 scenarios are generated and evaluated. The outcome
is shown in figures 37 and 38. Results gained with Erds-Rényi topologies
are denoted with “ER”. Results gained with Waxman topologies are, likewise,
denoted with “WM”.

Fig. 37 shows the results regarding the acceptance ratio. It can be seen
that for Erds-Rényi topologies, the algorithms are able to embed all VNRs
in almost all cases—with only the D-ViNE algorithm missing some embed-
dings. What is more striking, though, is the low acceptance ratio achieved
by all three algorithms when using Waxman topologies. Indeed, the differ-
ences between algorithms seem negligible, whereas the differences between
topologies are quite noticeable.



100
S
oy

o
2
=~ 60
(5]
Q
c
[0
a
g 40
Q
Q
<
20

6.2 THE INFLUENCE OF TOPOLOGICAL DIFFERENCES IN THE SN

| | | | | |
ER WM ER WM ER WM
vnmFlib RW-MM-SP D-VINE

Figure 37: Difference in acceptance ratio between using Erdos-Rényi topologies and

0.8

0.6

0.4

Revenue / Cost

0.0

Waxman topologie with a conventional VNR generation processs

© &fgfo o
s
% fgo

| | | | | |
ER WM ER WM ER WM

vnmFlib RW-MM-SP D-VINE

Figure 38: Difference in revenue/cost ratio between using Erdos-Rényi topologies

and Waxman topologie with a conventional VNR generation processs

133



134

DEMONSTRATING STRUCTURED EVALUATION OF VNE ALGORITHMS

A similar effect is exhibited when looking at the revenue/cost ratio. This
is depicted in Fig. 38. Like with the acceptance ratio, all algorithms achieve
better results with Erdés-Rényi topologies. Again, the differences between
algorithms are small, compared to the differences between topologies.

These results are in direct contradiction to the hypothesis formulated
above. It seems at first glance that the topology, after all, does make a sig-
nificant difference for embedding results. However, in this case a closer look
at the experimental setup is appropriate, in order not to misinterpret the
results. In particular, when one computes the ratios between resources and
demands it is revealed that the Waxman experiment is far more constrained
compared to the Erdos-Rényi experiment. One can calculate the Approxi-
mate Resource Scarcity (ARS) (cf. Chapter 3) for all generated scenarios to
estimate the difference in resource scarcity for both experiments. This re-
sults in an average ARS of (0.62, 0.20) for the Erds-Rényi topologies and an
average ARS of (0.61, 0.88) for the Waxman topologies. In particular the dif-
ference in the second component (i. e., the demand/resource ratio for links) is
revealing: The Waxman experiment generates a higher relative demand for
links. Since neither the generated VNRs nor any other parameters changed,
the reason must lie in the fact that the Waxman topology generator gener-
ates a significantly lower amount of substrate links for the same amount of
nodes as compared to a Erdos-Rényi generator.

6.2.3 Experiment results using a perfectly solvable scenario

It is arguable that, in this case, the generated scenarios are not really com-
parable. To focus solely on the topological differences, one rather has to try
to generate scenarios such that the generated VNRs produce a similar ARS.
This could be attempted by tuning the VNR generation parameters manually
in such a way that the ARS in Waxman scenarios is likely to match the ARS
in Erdos-Rényi scenarios. However, it is unclear which particular parameter
should be changed—the number of generated VNRs, the number of nodes
per VNR, and the range of randomly assigned link demands all will influ-
ence the ARS to some extent. It would be difficult to tune those parameters
appropriately, and likely the parameter setting would be fragile and valid
only for a very specific type of scenario.

Another option that ensures comparability between scenarios is to use a
scenario generation element that produces PSSs. This approach is demon-
strated here. The scenario generation chain is changed accordingly as fol-
lows:

ERs(50,0.5) — CPUg(50,100) — BWS5s(50,100) — ItVNRSub

Here, [tVNRSub denotes the iterative VNR subtraction element described
in Section 5.5. Again, for the Waxman variant the substrate topology gener-
ator is replaced like in the previous experiment.
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The results of the modified experiment are shown in Figures 39 and 403.
For the acceptance ratio, results show only minor variation in all cases. The
vnmFlib algorithm seems to perform slightly worse than the RW-MM-SP
algorithm, but the difference is small. Regarding the revenue/cost ratio, how-
ever, the algorithms seem to perform again slightly worse for Waxman topolo-
gies when compared to Erdés-Rényi topologies.

There is one noteworthy side effect highlighted in the results for the vinm-
Flib algorithm on a Waxman topology: While for some runs the acceptance
ratio is subpar, the revenue/cost ratio can achieve very good values in several
runs—including even one run with the optimal value of 1.0. Closer inspec-
tion of the experimental results reveals, that these values correlate—i. e., the
runs in which the revenue/cost ratio was better than average are exactly the
runs in which more VNRs than average were rejected. This demonstrates
the need to correlate those two metrics in VNE experimentation in order to
avoid misleading results (cf. Section 3.5).

6.2.4 Lessons learned

Summarizing, it seems that, while the original hypothesis is valid for the
acceptance ratio, there is still some difference when looking at the revenue/-
cost ratio. In other words: The results of the revenue/cost metric do appear
to depend on the topological characteristics of the underlying SN. It differs
from the acceptance ratio metric in that regard.

In order to rule out influences on the experiment stemming from the
amount of generated VNR demands it was necessary to employ a scenario
generation element producing PSSs for this experiment. Only by retaining
precise control over the ratio between resources and demands can the effects
of changing the SN topology be properly interpreted: Some influence of the
SN topology is present in the results but it is notably less than indicated by
a conventional approach.

A positive side effect of using this scenario generation element is that
optimal values are known in all cases. For every single run, it is theoretically
possible to achieve a 100% acceptance ratio with a revenue/cost ratio of 1.0.
A similar guarantee can not be achieved when using conventional scenario
generation mechanisms.

6.3 THE INFLUENCE OF EMBEDDING PARAMETERS WITH A REPLI-
CATED SUBSTRATE NETWORK

This section presents results already discussed in Section V of “Generating Vir-
tual Network Problems with Guaranteed Solutions” by Fischer and De Meer [1 7]O

It is helpful for experimentation to understand which scenario generation
parameters influence the VNE problem and in what ways. This allows ex-

3 The results of the D-VINE algorithm have been omitted from these figures, as the algorithm
ran into excessive memory problems before finishing the embeddings.
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perimenters to tune their experiments to highlight particular aspects of their
algorithms. It also helps to distinguish effects caused by algorithms from ef-
fects caused by the internal structure of the generated scenarios.

To better understand the effects of VNE evaluation scenarios, it is, there-
fore, worthwhile to investigate in detail the influence of scenario generation
parameters on VNE algorithm runtime and solution quality. A series of ex-
periments aiming to answer that question are demonstrated in this section,
using the SN replication approach presented in Section 5.4. Three dimen-
sions are investigated in individual experiments:

1. The fragmentation of demands, represented by the number of VNRs
that are generated;

2. The resource scarcity, represented by the ratio of all demands vs. all
resources;

3. The problem size, represented by the number of nodes with which the
underlying SN is generated.

The working hypothesis for the respective experiments is that these pa-
rameters change both the algorithm runtime and the solution quality, inde-
pendent of the algorithm. The corresponding null hypothesis is that no influ-
ence is visible. All experiments use a common scenario generation setup. The
scenario generation chain is started with with a Waxman substrate topology
and random resources and demands, and completed with the SN replication
scenario generation element:

Ws (s, 0.5,0.5) — CPUg(100,1000) — BWs(100,1000) — SNRepl(m, f)

Values have been chosen higher than in experiments described in the lit-
erature in order to minimize rounding error problems when resources are
split. The particular values are not expected to play a role here, though, as
the focus is on the isolated influence of the three varied parameters only.
The SNRepl element represents the scenario generation element described
in Chapter 5, Section 5.4. The three parameters varied in the following exper-
iments are s for the number of substrate nodes, m for the number of VNRs
to be generated, and f for the “load” factor?.

For the parameters that are varied in the experiments, 30 runs are con-
ducted per unique parameter setting. For each scenario the total algorithm
runtime is reported. Evaluation of solution quality is done by measuring the
acceptance ratio. All results depicted in the following figures are shown as
notched box plots with the common interpretation of a box plot indicating
the median with its 95% confidence interval, the upper and lower quartiles,
and outliers of the data.

4 This corresponds directly to the ARS of the scenario
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6.3.1 Investigating the fragmentation of demands

For the first experiment, the number of generated VNRs is varied from 5
VNRs up to 25 VNRs in increments of five. The special case of only a sin-
gle VNR is included. In all cases, the generated scenarios are PSSs—i. e., the
demands match exactly the available resource.

The runtime taken by the three algorithms for these scenarios is indicated
in Fig. 41. The RW-MM-SP algorithm is the fastest of the three, whereas
the D-ViNE algorithm takes a significant amount of time. The results of the
vnmFlib algorithm seem to vary most, with several outliers for the runs with
20 and 25 VNRs.

In general it appears that, irrespective of the particular algorithm, algo-
rithm runtime can be approximated as having a linear dependency on the
number of generated VNR. To verify, the experiment was repeated with a
demand / resource factor of 0.1 (i. e., the SN was overprovisioned by a factor
of ten). Runtime results, though not shown here, are similar.

For this experiment, acceptance ratio is not shown. With a demand / re-
source factor set to 0.1, all VNRs are embedded by all algorithms, as could
be expected. For the experiments with PSSs it should be noted that for the
special case of only a single VNR (i. e., the case in which “a VNR is embed-
ded into itself”) all algorithms were able to find the correct solution. This is
likely due to the fact that in such a case the algorithm is left without much
choice—the topology of the two networks “imposes” the correct solution on
the algorithm. For the case of 25 VNRs results are more varied. Details are
discussed in the following experiment.

6.3.2 Investigating the resource scarcity

After clarifying the influence of demand fragmentation, the next topic of in-
terest is resource scarcity: How do algorithm runtime and the quality of com-
puted solutions depend on the scarcity of resources? It seems logical that, if
resources are increasingly sparse in comparison to the demands posed by the
VNRs, algorithm runtime should increase, whereas solution quality should
decrease. This type of experiment is repeated many times in the VNE liter-
ature, varying different parameters to control the demand / resource ratio.
Here, it is interesting, in particular, to see how VNE algorithms cope with
resource scarcity when the underlying networks are all topologically identi-
cal.

To this end, the SN replication approach is used to generate scenarios with
a load factor f that varies between o.1 (i.e., only ten percent of substrate
resources used) and 1.0 (i.e., a PSS) in steps of o.1. The value of 1.1 (i.e,,
ten percent overbooking) is included as a special case to compare algorithm
performance for a case which is known to have no complete solution. All
scenarios are generated with 25 VNRs.

The results of this experiment are shown in Figures 42 and 43. It is inter-
esting to see that each of the three algorithms displays distinct behavior in
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this experiment. For the vnmFlib algorithm, the runtime rapidly increases,
evening out at a load factor of about f = 0.7, while the acceptance ratio
decreases proportionally. This shows the specific behavior of this algorithm
that has already been highlighted in Section 5.2.

The D-ViNE algorithm shows a similar behavior regarding the acceptance
ratio, but is not significantly influenced in its runtime, which stays at a nearly
constant value of about 250-300 seconds per scenario. The RW-MM-SP al-
gorithm, finally, is highly interesting regarding the fact that it can correctly
find the optimal solution in almost all cases with the lowest runtime of all
three algorithms. It manages to find the correct partial solution for the runs
with f = 1.1, finishing even slightly faster in that case. This likely reflects the
fact that the algorithm uses a modified PageRank approach—an advantage
when the VNRs are topologically similar to the SN.

6.3.3 Investigating the Substrate Network size

For the previous two experiments, the size of the SN has remained constant.
As the SN defines how the scenarios are generated, the number of substrate
nodes controls the overall problem size. By increasing the number of sub-
strate nodes, the generated VNRs, being topologically identical to the SN,
also become larger. In order to investigate the influence of this effect, sce-
narios are generated with the SN replication approach, varying the amount
of substrate nodes in the underlying SNs from 5 nodes up to 50 nodes in
increments of five nodes.

Fig. 44 shows the runtime results of this experiment. It can be seen that
both the vnmFlib and the D-ViNE algorithm exhibit a non-linear increase in
runtime as the problem gets larger. For D-ViNE runs with 40 nodes or more
were excluded, as runtime became excessive with more than three hours per
scenario. The RW-MM-SP algorithm at first shows an increase, as well, but
quickly levels off for 35 nodes or more. This is likely due to a cut-off effect
of the algorithm in which the search for a better node mapping candidate is
limited by a control parameter €.

The corresponding results regarding the acceptance ratio are shown in
Fig. 45. For both vnmFlib and D-ViNE, the acceptance ratio has large varia-
tion for five nodes, but for larger problem sizes remains at a value of about
20%-30%. The RW-MM-SP algorithm is again able to find the optimal em-
bedding in most cases. Only for SN sizes of 40 nodes and more does the
acceptance rate start to drop noticeably—likely caused by the same cut-off
effect that limits the runtime in those cases.

6.3.4 Lessons learned

This section demonstrates how, with the help of a scenario generation el-
ement that generates PSSs, particular aspects of VNE algorithms can be
investigated. Although the employed scenario generation element appears
conceptually simple and creates seemingly trivial scenarios, closer investi-
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6.4 CHAPTER SUMMARY

gation reveals very interesting facts. For the first time it becomes possible to
separate the influence of demand fragmentation and resource scarcity via in-
dependent control variables. This reveals that, whereas the resource scarcity
does not have a uniform influence on algorithm runtime, for the fragmenta-
tion of demands in the form of number of VNRs algorithm runtime exhibits
a clear linear dependency.

All in all, the hypotheses formulated for these experiments remain valid
for the influence on runtime in the first and third experiments. Irrespective
of the applied heuristic, algorithm runtime appears to increase linearly with
demand fragmentation and polynomial with SN size>. For the other experi-
ments, it becomes clear that, although some influence is clearly present, it
is not uniform across algorithms and demands further investigation when
experimenting with a particular VNE algorithm.

Finally, it is highly interesting to note that, despite the fact that all vir-
tual topologies are identical to the substrate topology, two out of three algo-
rithms under investigation were not able to recognize the seemingly trivial
solution. This points to substantial optimization potential for the respective
algorithms—something not easily visible with a conventional scenario gen-
eration approach.

6.4 CHAPTER SUMMARY

Experimentation with VNE algorithms is a tricky business. Although there is
a decade worth of experiments described in the VNE literature, the influence
of individual scenario generation parameters is still not entirely understood
in many situations, often leaving the experimenter to rely on either gut feel-
ing or tradition when designing experiments.

The concepts presented in this thesis aim to remedy this situation. In this
chapter, two series of experiments are presented to demonstrate the novel
possibilities for evaluation of VNE algorithms. In particular, it is shown that
the application of scenario generation elements for PSSs helps to get more
precise results and to avoid misinterpretations. The concept of a scenario
generator chain facilitates rapid experimentation, helping the experimenter
to design several experiments that differ only in a single specific aspect and
to quickly focus on the relevant parameters that exhibit notable influence
on the results.

It should be noted that the conventional approach to scenario generation
with random and independent substrate and virtual networks is not rendered
invalid by these concepts. Rather, the methodological contributions of this
thesis provide a complementary way of evaluation, making it now possible
for the experimenter to investigate new aspects of VNE algorithms.

Of course, numerous further experiments can be designed with the sce-
nario generation element presented in Chapter 5—not all of which could be
discussed here. In particular, the influences of different substrate topologies
merits further investigation, highlighting potential differences to the rev-

5 This is, of course, not true for every heuristic
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enue/cost ratio. A similar experiment can be conducted for virtual topolo-
gies, using the additive SN construction scenario generation element. Inves-
tigation of these and other questions hopefully will lead to better under-
standing of the behavior of VNE algorithms and, thereby, to more reliable
experimental results.



CONCLUSIONS

Virtual Network Embedding (VNE) is an important problem in the domain
of network virtualization, and the evaluation of VNE algorithms is of high in-
terest. This thesis shows novel ways to perform evaluation, providing deeper
insight about algorithmic behavior. While not all issues on the evaluation of
VNE algorithms could be discussed, a major step is achieved. In this chap-
ter the results and the scientific impact of this thesis are discussed and an
outlook is provided.

7.1 OUTCOMES AND MAIN RESULTS

In this thesis a structured approach to evaluation of VNE algorithms is pro-
posed. The conventional process of random scenario generation is identified
as a potential source for misinterpretation of results. It is argued in this thesis
that a more controlled scenario generation approach is necessary to obtain
tangible evaluation results.

To better understand the effects inherent in the evaluation process, a de-
tailed mathematical model of the VNE problem is formulated. The model
uses matrix operations to show how the VNE problem can be formulated as
an inequality between a network and a sum of networks. The model is de-
tailed enough to encompass concepts that are absent in comparable models
found in the VNE literature. In particular, the signature of VNE algorithms
and the structure of a solution to a given scenario are for the first time de-
fined in this thesis.

An extensive survey of parameters for random scenario generation and
evaluation metrics helps to identify the type of scenarios typically investi-
gated in the literature. Based on this, several effects of conventional evalu-
ation approaches can be identified. It is shown that for many experiments
that are described in current VNE literature the resources to be assigned are
not as scarce as could be expected. It is argued in this thesis that a remedy
to this situation requires a novel approach to random scenario generation.

This is facilitated by a flexible architecture for simulation of VNE algo-
rithms. A generic architecture is formulated in this thesis, defining the ma-
jor components necessary for a VNE simulator and the interfaces required
to offer ample flexibility for the experimenter to extend the simulator with
experiment-specific code. A generic file format for experiment specification
serves to facilitate rapid experimentation as well as reproducibility of exper-
imental results.

The defined architecture encompasses, in particular, a novel highly flexi-
ble approach to generation of random embedding scenarios. The approach
allows arbitrary concatenation of scenario generation elements, thereby en-
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abling the experimenter to exert far more control on the generation process
than possible with conventional approaches.

This novel approach to random scenario generation is used in this thesis
to produce scenarios which are known in advance to have a solution. A first
approach to achieve this goal is to implement filtering mechanisms that mod-
ify the generated scenarios such that elements that are obviously impossible
to embed are eliminated. It is demonstrated that this concept can also help
to speed up existing VNE algorithms.

However, the resulting scenarios are still not guaranteed to be solvable. To
surpass this situation, the concept of Perfectly Solvable Scenarios (PSSs) is
introduced. Based on this concept, three scenario generation elements that
can generate PSSs are presented. Two of the proposed scenario generation
elements produce a PSS based on a pre-generated Substrate Network (SN),
whereas the third produces a PSS based on a pre-generated set of Virtual
Network Requests (VNRs). Two of the scenario generation elements produce
random scenarios. The resulting scenarios of those two scenario generation
elements are compared with the scenarios produced by a conventional ap-
proach and the differences are highlighted.

The proposed scenario generation elements are used in two different se-
ries of experiments to demonstrate how new insights can be gained with
the use of PSSs in experiments. The first experiment shows the impact of
using different SN topologies on the embedding results. It is shown that an
evaluation approach employing PSSs can provide more precise data, thereby
avoiding misinterpretation of results.

The second experiment focuses on the influence of demand fragmentation,
resource scarcity, and SN size on results. It is shown that, whereas algorithm
runtime depends linearly on the demand fragmentation and polynomially on
the SN size for all employed algorithms, there is no generic dependency for
resource scarcity. Most interesting, however, is that the use of PSS makes
it possible to highlight significant optimization potential for two of the em-
ployed VNE algorithms, which were unable to identify the solution for a
seemingly trivial scenario.

In summary, this thesis demonstrates how conventional approaches to
random scenario generation can lead to misinterpretation of results when
evaluating VNE algorithms. It shows how, with novel concepts for random
scenario generation, more tangible evaluation data can be obtained and a
better understanding of algorithm behavior can be gained.

7.2 SCIENTIFIC IMPACT

The concepts proposed in this thesis provide a toolset for experimenters eval-
uating VNE algorithms to support and extend their experimental evaluation.
This remains to be relevant as new papers on VNE algorithms are still pub-
lished with high frequency.

The mathematical formulation of the VNE problem presented in Chapter 3
can serve as a formal basis for future work in the VNE community. It strives
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to be versatile and clear. However, it also makes several assumptions about
the VNE problem. For several of those assumptions a discussion on possi-
ble extensions is already provided. For some variants of the VNE problem a
different formulation may be required, however.

The evaluation architecture proposed in Chapter 4 has been implemented
in the ALEVIN VNE simulator and is available online as open source'. Exper-
imenters are free to use this VNE simulator for their own experiments. The
numerous interfaces allow them to extend the available functionality with
more special scenario generation elements, resource/demand pairs, evalua-
tion metrics, export mechanisms, and, of course, VNE algorithms. Indeed,
many examples for additional modules are already implemented and avail-
able online.

Nevertheless, ALEVIN cannot solve everything. Maybe, the most relevant
shortcoming is that online evaluation is not yet fully supported. Although it
is shown in Chapter 3 that online evaluation is not necessary in many cases,
there still are valid applications for an online evaluation of VNE algorithms.
Work has already started to extend ALEVIN in that direction. However, it is
not finished, yet.

Chapter 5 discusses filtering mechanisms to avoid the generation of obvi-
ously unsolvable scenarios. A highly relevant secondary application of such
filters is to use them as a sanity check within a VNE algorithm. It is shown
that application of even a very simple filter can speed up a well-known
VNE algorithm significantly. This can help experimenters to further opti-
mize their algorithms. The presented filters are conceptually simple—more
elaborate filtering mechanisms may be devised in the future.

The three scenario generation elements presented in Chapter 5 provide
a benchmark for experimentation with VNE algorithms. The SN replication
approach is interesting in its simplicity. It is shown that not all algorithms
can correctly identify the seemingly trivial scenarios generated by this el-
ement. This can help experimenters to highlight optimization potential for
their algorithms.

The two other scenario generation elements serve to generate PSSs with
random topologies. They can generate a more diverse variety of scenarios,
while keeping the important property that the perfect solution is known in
advance to the experimenter. They can, therefore, also be used to benchmark
the solutions generated by algorithms. The drawback of those two scenario
generation elements, compared to the first one, is that resource scarcity is
not easily controllable for them. If experimenters wish to generate random
scenarios with a specified resource scarcity, new scenario generation ele-
ments are necessary. Fortunately, the interfaces of ALEVINs make it easy to
incorporate new scenario generation elements in the future.

The survey on commonly used scenario generation parameters presented
in Chapter 3 not only serves as a reference for a “greatest common denom-
inator” for scenario generation, but also reveals parameter settings that are
poorly investigated, up to now. This shows new possible directions for fu-

1 Seehttp://alevin.sf.net/
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ture experiments. While the influence of some of those parameters is inves-
tigated in Chapter 6, an extensive evaluation of all possible parameters is
beyond the scope of this thesis. This leaves ample material for future work.

Such experiments are also interesting as a means to better understand the
VNE problem itself. There is in particular a difference between the effects a
parameter has on a particular algorithm and the effects on the embedding
problem in general. On the one hand, experimental analysis of VNE algo-
rithms should—at least to some extent—allow to predict algorithm behavior
in dependence of the VNE parameters, even beyond the simulation settings.
On the other hand, understanding which parameters are affecting the VNE
problem itself can help to design better, more focused experiments for fur-
ther algorithm analysis.

7.3 OUTLOOK

While this thesis draws to an end, the topic of experimental evaluation of
VNE algorithms is not exhausted, yet. Whereas this thesis deals with eval-
uation in the context of the basic, abstract VNE problem, reality, as always,
proves to be far more complex. More and more intricate requirements set
by increasingly realistic VNE application domains call for a further develop-
ment of the basic model and of the respective evaluation methods.

New application areas for VNE become more and more interesting. For
example, the VNE problem has already been adapted to optimize the layout
of Network Function Virtualization (NFV) modules (see [133, 4, 151] for ex-
amples). The resilience of embeddings has also already been discussed in the
literature (cf. [87]. Furthermore, taking security considerations into account
has started to receive attention (see. [16]o and [118, 119] for examples).

All these new directions subtly change the nature of the underlying prob-
lem. Additional restrictions and constraints apply. Nevertheless, the need for
experimental evaluation remains. Thus, the work on evaluation of VNE algo-
rithms is not finished, but continues, along with the new areas in which VNE
algorithms are applied. This thesis provides a foundation for structured eval-
uation. Adapting this foundation to emerging application domains promises
to remain a fascinating research topic.



XML SCHEMA FOR VNE EXPERIMENT SPECIFICATION

FILES

Listing 3 shows the full Extensible Markup Language (XML) Schema Defi-
nition (XSD) for an experimentation specification file, as described in Chap-
ter 4. It defines how an XML experiment specification file has to be parsed.

It can be used on the one hand to create graphical tools, supporting experi-
menters in the design of new VNE experiments. On the other hand, it can be
used for new VNE simulators as a generic interface for a batch processing

approach to VNE algorithm evaluation.

Listing 3: XML schema for VNE experiment specification files

"

<?xml version="1.0" encoding="utf—8"?>

<xs:schema xmlns:xs="http://www.w3.o0rg/2001/XMLSchema"
xmlns="http://alevin.sf.net"
targetNamespace="http://alevin.sf.net"

elementFormDefault="qualified ">

<xs:element name="Experiment">
<xs:complexType=>
<xs:sequence>
<xs:element name="Generators">
<xs:complexType>
<xs:sequence>
<xs:element name="RNG" type="RNGType" />
<xs:element name="GeneratorElement" type="
GeneratorElementType" maxOccurs="unbounded"
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Algorithm" type="AlgorithmType"
maxOccurs="unbounded"” />
<xs:element name="Evaluation">
<xs:complexType>
<xs:sequence>
<xs:element name="Metric" type="MetricType"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Exporters">
<xs:complexType>
<xs:sequence>
<xs:element name="Exporter" type="ExporterType"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="resultsDir" type="xs:string"
</xs:complexType>
</xs:element>

/>

/>
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</xs:sequence >
</xs:complexType>
</xs:element >

<xs:complexType name="RNGType">
<xs:choice>
<xs:sequence>
<xs:element name="Seed" type="xs:string" minOccurs="1"
maxOccurs="unbounded" />
</xs:sequence >
<xs:element name="RandomSeeds" type="xs:string" />
<xs:element name="OrderedSeeds" type="xs:string" />
</xs:choice>
</xs:complexType>

<xs:complexType name="GeneratorElementType">

<xs:sequence>

<xs:element name="Parameter" type="ParamType" minOccurs=
"0o" maxOccurs="unbounded"/>
</xs:sequence >
<xs:attribute name="name" type="xs:string" use="required"”
/>

<xs:attribute name="count" type="xs:integer" />

</xs:complexType>

<xs:complexType name="AlgorithmType">

<xs:sequence>

<xs:element name="Parameter" type="ParamType" minOccurs=
"0" maxOccurs="unbounded"/>
</xs:sequence >
<xs:attribute name="name" type="xs:string" use="required"
/>

</xs:complexType>

<xs:complexType name="MetricType">
<xs:attribute name="name" type="xs:string" use="required"”
/>

</xs:complexType>

<xs:complexType name="ParamType" >
<xs:attribute name="name" type="xs:string" use="required"
/>
<xs:attribute name="value" type="xs:string" use="required"
/>
</xs:complexType>

<xs:complexType name="ExporterType">
<xs:sequence>
<xs:element name="Parameter" type="ParamType" minOccurs=
"0o" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="name" type="xs:string" use="required"
/>
</xs:complexType>

</xs:schema>




GLOSSARY

ALEVIN

Approximate Resource Scarcity

demand

embedding

experiment

mapping

ALgorithms for Embedding of VIrtual
Networks. A VNE simulator. The author
is one of the main developers of that sim-
ulator. 5, 20, 69-71, 77-80, 87, 88, 91-93,
95, 96, 130, 131, 149

A two dimensional vector, indicating the
scarcity of resources in comparison to de-
mands. The two dimensions reflect node
and link scarcity, respectively. xvii, 57, 58,
60, 61, 101, 134, 137

A requirement by a virtual node or link
for a particular amount of resources to be
consumed. 3, 14, 16, 17, 23—25, 32—34, 36,
46-48, 50, 52, 53, 55, 57, 58, 60-66, 70, 72,
73, 77-81, 83-86, 91-93, 95, 98, 99, 101,
102, 105, 107, 108, 110—-114, 116, 118, 120—
123, 126, 127, 131, 134, 136—138, 153, 155
Describes the process of calculating an op-
timized substrate resource assignment for
a Virtual Network Request. If the embed-
ding is successful, the respective Virtual
Network is instantiated. xvii, 1-5, 7, 9, 10,
13, 14, 16—24, 26—-34, 36-42, 4452, 5457,
59, 61-67, 69—81, 83, 86—88, 90—93, 95—
103, 105, 107, 108, 110, 112, 114, 118, 121,
127-132, 136—-138, 142, 145—-151, 153—155
A set of scenarios to be executed with
the same VNE algorithm, together with
a specified scenario generation parameter
set. 2-5, 7, 9, 22, 35-38, 40, 42, 44, 46—48,
51, 54, 59, 62—66, 69—76, 80, 82, 84, 85, 87—
93, 95, 96, 98, 103, 120, 126, 128—132, 134,
136—138, 142, 145—150, 154

Describes the tentative assignment of one
virtual entity (node or link) to its sub-
strate counterpart (i.e., a substrate node
or a substrate path). If all elements can be
mapped, an embedding of the respective
Virtual Network Request is found. 14, 16,
17, 31, 64, 79, 123, 125

153



154 Glossary

Network Weight Matrix

Perfectly Solvable Scenario

Residual Network

resource

run

scenario

scenario generation element

A matrix representing a network with
node and link weights. Can represent ei-
ther a Substrate Network or a Virtual Net-
work. xvii, 18, 26—28, 32, 66, 74, 113, 122,
123

A scenario that has an optimal solution
which will consume all resources in the
Substrate Network. xvii, 5, 7, 97, 108, 110,
113, 114, 123, 127-129, 134, 136, 138, 142,
145, 148, 149

The network containing the remaining re-
sources after a Virtual Network has been
embedded into a Substrate Network. 29,
30, 98, 107

A consumable property of a substrate
node or link. Often interpreted as CPU ca-
pacity for nodes and bandwidth capacity
for links. xi, 1, 3, 10, 11, 14, 16, 17, 21, 23,
24, 27, 29, 31, 33, 34, 36—40, 46—438, 50, 52,
53, 55, 57=67, 70-73, 77-81, 83-86, 91-93,
95,97-99, 101, 102, 105, 107, 108, 110114,
116, 118—-123, 126, 127, 131, 136—138, 147,
153-155

A single execution of a simulation with
a VNE algorithm trying to solve a partic-
ular scenario. Multiple runs make up an
experiment. 64, 72, 76, 90, 95, 96, 105, 130,
132, 136, 137, 142

A given embedding problem with one
Substrate Network and a set of Virtual
Network Requests to be embedded into
the Substrate Network. 2—5, 7, 18, 20, 22,
32, 38-40, 42, 47, 49, 51, 54, 56-59, 6167,
69-72, 74=76, 80-89, 91-93, 95-103, 105,
107, 108, 110—-114, 118-121, 123, 125-129,
132, 134, 137, 138, 142, 147-149, 153, 154
A software module that modifies and ex-
tends a given scenario based on a number
of input variables. 4, 5, 7, 21, 66, 82—-87, 89,
91, 93, 95, 97, 100, 103, 110—114, 116, 118—
123, 125, 126, 128, 129, 134, 136, 137, 142,
145-149



Substrate Network

Virtual Network

Virtual Network Request

VNE algorithm

VNE simulator

Glossary

A network into which Virtual Networks
can be embedded. A physical network,
if recursive embedding is not considered.
xvii, 2, 3, 5, 7, 12—14, 16, 17, 20, 23—25, 27—
29, 32, 3745, 47, 49, 51-55, 57, 58, 60, 61,
63, 64, 66, 71, 74, 78-81, 83-87, 89, 93, 97~
100, 102, 103, 105, 107, 108, 110—114, 116,
118, 119, 121—123, 125-132, 136—138, 142,
145, 146, 148, 149, 154, 155

A network consisting of virtual nodes
that are interconnected with virtual links.
Realized by embedding it into a Substrate
Network. xvii, 1, 2, 13, 14, 16, 23-25, 27—
29, 38, 40, 52, 81, 98, 153—155

A request from a client to instantiate
a particular Virtual Network, specifying
the desired topology and all demands.
xvii, 2, 3, 5, 7, 13, 14, 16, 17, 20, 23, 24,
27-31, 33, 36—55, 57-61, 63, 64, 66, 67, 71,
75, 7781, 84-87, 93, 97-103, 105, 107, 108,
110—114, 116, 118-123, 125-128, 130, 132,
134, 136—138, 142, 145, 148, 153—155

An algorithm that generates solutions for
embedding problems. It has to pair the
demands of a Virtual Network Requests
with the resources of the Substrate Net-
work such that the respective Virtual Net-
work can be instantiated. 2—5, 7, 9, 10, 16—
22, 29-31, 34, 36-42, 46, 49-52, 56, 6366,
69-76, 78, 81, 83, 87, 88, 90, 92, 93, 95—100,
103, 108, 110, 112, 114, 121, 127-132, 137,
138, 142, 145-151, 153-155

A simulation environment that allows to
evaluate VNE algorithms. 18, 21, 39, 69—
74, 80, 81, 83, 88, 90, 91, 93, 95, 96, 112, 130,
132, 147, 149, 153

155






BIBLIOGRAPHY

PUBLICATIONS BY THE AUTHOR

(1]

(5]

Michael Till Beck, Andreas Fischer, and Hermann De Meer. Dis-
tributed virtual network embedding. In Proc. of the 7th GI/ITG
KuVS Workshop on Future Internet. University of Kaiserslautern,
2012. URL http://www.net.fim.uni-passau.de/pdf/
Beck2012a.pdf.

Michael Till Beck, Andreas Fischer, Hermann de Meer, Juan Felipe
Botero, and Xavier Hesselbach. A distributed, parallel, and generic
virtual network embedding framework. In IEEE International Conf. on
Communications (ICC 2013), pages 3471-3475, 2013. doi: 10.1109/ICC.
2013.6655087.

Michael Till Beck, Andreas Fischer, Fabian Kokot, Claudia Linnhoff-
Popien, and Hermann De Meer. A simulation framework for vir-
tual network embedding algorithms. In 6th International Telecom-
munications Network Strategy and Planning Symposium (Networks
2014), pages 1-6. IEEE, September 2014. doi: 10.1109/NETWKS.2014.

6959238.

Michael Till Beck, Andreas Fischer, Juan Felipe Botero, Claudia
Linnhoff-Popien, and Hermann De Meer. Distributed and scalable
embedding of virtual networks. Journal of Network and Computer Ap-
plications, 56:124—136, October 2015. ISSN 1084-8045. doi: 10.1016/j.
jnca.2015.06.012.

Jorg Benze, Andreas Berl, Kai Daniel, Ginther Eibl, Dominik Engel,
Andreas Fischer, Ulrich Hofmann, Andreas Kief3 ling, Stefan Kopsell,
Lucie Langer, Hermann De Meer, Christian Neureiter, Michael Nie-
dermeier, Thomas Pfeiffenberger, Michael Pietsch, and Armin Veichtl-
bauer. VDE-Positionspapier Energieinformationsnetze und -systeme
(Smart Grid Security). In VDE-Kongress ,Smart Cities“. VDE, Nov 2014.

Andreas Berl, Andreas Fischer, Hermann de Meer, Alex Galis, and
Javier Rubio-Loyola. Management of virtual networks. In Middle-
ware Technologies for Enabling Next-generation Network Services and
Applications - Proc. of the 5th Int’l Workshop on Next Generation Net-
working Middleware (NGNM 2008) and the 4th IEEE/IFIP Int’l Workshop
on End-to-end Virtualization and Grid Management (EVGM 2008), vol-
ume 9 of multicon lecture notes series, Samos Island, Greece, September
2008. multicon multimedia consulting. ISBN 978-3-930736-12-6.

157


http://www.net.fim.uni-passau.de/pdf/Beck2012a.pdf
http://www.net.fim.uni-passau.de/pdf/Beck2012a.pdf

158

BIBLIOGRAPHY

(7]

(8]

[10]

[11]

[12]

Andreas Berl, Andreas Fischer, and Hermann de Meer. Using sys-
tem virtualization to create virtualized networks. Electronic Commu-
nications of the EASST, 17:1—12, March 2009. ISSN 1863-2122. doi:
10.14279/tuj.eceasst.17.218.

Andreas Berl, Andreas Fischer, and Hermann de Meer. Virtual-
isierung im Future Internet - Virtualisierungsmethoden und Anwen-
dungen. Informatik-Spektrum, 33(2):186—194, April 2010. doi: 10.1007/
$00287-010-0420-Z.

Andreas Berl, Michael Niedermeier, Andreas Fischer, David Hutchi-
son, and Hermann De Meer. Virtual energy information network: A
resilience perspective. e&i Elektrotechnik und Informationstechnik, 130
(4-5):121-126, 2013. ISSN 0932-383X. doi: 10.1007/500502-013-0142-4.
Special Issue on ’Smart Grid and Security’.

Juan Felipe Botero, Xavier Hesselbach, Michael Duelli, Daniel
Schlosser, Andreas Fischer, and Hermann De Meer. Flexible VNE al-
gorithms analysis using ALEVIN. In Proc. of the 11th Wiirzburg Work-
shop on IP: Joint ITG, ITC, and Euro-NF Workshop "Visions of Future
Generation Networks" (EuroView 2011). ACM, 2011.

Juan Felipe Botero, Xavier Hesselbach, Michael Duelli, Daniel
Schlosser, Andreas Fischer, and Hermann De Meer. Energy efficient
virtual network embedding. IEEE Communications Letters, 16(5):756—
759, May 2012. ISSN 1089-7798. doi: 10.1109/LCOMM.2012.030912.
120082.

Juan Felipe Botero, Xavier Hesselbach, Andreas Fischer, and Hermann
De Meer. Optimal mapping of virtual networks with hidden hops.
Telecommunications Systems: Special Issue on Future Internet Services
and Architectures: Trends and Visions, 51(4):273-282, 2012. ISSN 1018-
4864. doi: 10.1007/511235-011-9437-0.

Alfonso Gazo Cervero, Michele Chincoli, Lars Dittmann, Andreas Fis-
cher, Alberto E. Garcia, Jaime Galan-Jimenez, Laurent Lefevre, Her-
mann De Meer, Thierry Monteil, Paolo Monti, Anne-Cecile Orgerie,
Louis-Francois Pau, Chris Phillips, Sergio Ricciardi, Remi Sharrock,
Patricia Stolf, Tuan Trinh, and Luca Valcarenghi. Green wired net-
works. In Jean-Marc Pierson, editor, Large-scale Distributed Systems
and Energy Efficiency: A Holistic View, Wiley Series on Parallel and
Distributed Computing, pages 39—77. Wiley, April 2015. ISBN ¢78-1-
118-86463-0.

S. Davy, C. Fahy, L. Griffin, Z. Boudjemil, A. Berl, A. Fischer,
H. de Meer, and J. Strassner. Towards a policy-based autonomic virtual
network to support differentiated security services. In International
Conf. on Telecommunications and Multimedia (TEMU 2008), lerapetra,
Crete, Greece, July 2008.



[15]

(18]

[20]

[21]

[22]

BIBLIOGRAPHY

Michael Duelli, Daniel Schlosser, Juan Felipe Botero, Xavier Hessel-
bach, Andreas Fischer, and Hermann De Meer. VNREAL: Virtual net-
work resource embedding algorithms in the framework ALEVIN. In
Proc. of the 7th Euro-NF Conf. on Next-Generation Internet (NGI 2011),
pages 1—2. IEEE, 2011. doi: 10.1109/NGI.2011.5985874.

Andreas Fischer and Hermann De Meer. Position paper: Secure virtual
network embedding. Praxis der Informationsverarbeitung und Kommu-
nikation, 34(4):190-193, October 2011. ISSN 0930-5157 (Print); 1865-
8342 (Online). doi: 10.1515/piko.2011.040.

Andreas Fischer and Hermann De Meer. Generating virtual network
embedding problems with guaranteed solutions, 2016. (submitted, un-
der review).

Andreas Fischer, Andreas Berl, and Hermann De Meer. Virtual net-
work management with XEN. In GI/'VTG Fachgruppe Betriebssysteme
und KuVS, Garching, Germany, October 2008.

Andreas Fischer, Andreas Berl, and Hermann De Meer. Virtualized
networks based on system virtualization. In znd GI/ITG KuVS Work-
shop on The Future Internet, Karlsruhe, Germany, November 2008.

Andreas Fischer, Juan Felipe Botero, Michael Duelli, Daniel Schlosser,
Xavier Hesselbach, and Hermann De Meer. ALEVIN - a framework to
develop, compare, and analyze virtual network embedding algorithms.
Electronic Communications of the EASST, 37:1-12, 2011. ISSN 1863-
2122.

Andreas Fischer, Ali Fessi, Georg Carle, and Hermann De Meer. Wide-
area virtual machine migration as resilience mechanism. In Proc. of the
International Workshop on Network Resilience: From Research to Prac-
tice (WNR 2011), pages 72—77. IEEE, Oct 2011. ISBN 978-1-4577-1624-9.
doi: 10.1109/SRDSW.2011.16.

Andreas Fischer, Michael Till Beck, and Hermann De Meer. An
approach to energy-efficient virtual network embeddings. In zo013
IFIP/IEEE International Symposium on Integrated Network Management
(IM 2013), pages 1142 — 1147. IEEE, 2013. ISBN 978-1-4673-5229-1.

Andreas Fischer, Juan Felipe Botero, Michael Till Beck, Hermann
De Meer, and Xavier Hesselbach. Virtual network embedding: A
survey. IEEE Communications Surveys and Tutorials, 15(4):1888-1906,
2013. ISSN 1553-877X. doi: 10.1109/SURV.2013.013013.00155.

Andreas Fischer, Thomas Kittel, Bojan Kolosnjaji, Tamas K Lengyel,
Waseem Mandarawi, Hans P Reiser, Benjamin Taubmann, Eva
Weishiaupl, Hermann de Meer, Tilo Miiller, and Mykola Protsenko.
CloudIDEA: A malware defense architecture for cloud data centers.

159



160

BIBLIOGRAPHY

[30]

In 5th International Symposium on Cloud Computing, Trusted Comput-
ing and Secure Virtual Infrastructures - Cloud and Trusted Computing
(C&TC 2015), October 2015. (to appear).

A. Galis, S. Denazis, A. Bassi, A. Berl, A. Fischer, H. de Meer, J. Strass-
ner, S. Davy, D. Macedo, G. Pujolle, J. R. Loyola, J. Serrat, L. Lefevre,
and A. Cheniour. Management architecture and systems for future
internet networks. In Georgios Tselentis, John Domingue, Alex Galis,
Anastasius Gavras, David Hausheer, Srdjan Krco, Volkmar Lotz, and
Theodore Zahariadis, editors, Towards the Future Internet - A European
Research Perspective, pages 112—122. IOS Press, May 2009. ISBN 978-
1-60750-007-0. doi: 10.3233/978-1-60750-007-0-112.

Alex Galis, Stuart Clayman, Andreas Fischer, Alexandru Paler,
Yahya Al-Hazmi, Hermann De Meer, Abderhaman Cheniour, Olivier
Mornard, Jean Gelas, Laurent Lefevre, Javier Loyola, Antonio As-
torga, Joan Serrat, and Steven Davy. Future internet management
platforms for network virtualisation and service clouds. In Elisa-
betta Di Nitto and Ramin Yahyapour, editors, Proc. of the 3rd Euro-
pean Conf. on Towards a Service-Based Internet (ServiceWave 2010),
volume 6481 of Lecture Notes in Computer Science (LNCS), pages
235-237. Springer-Verlag, 2010. ISBN 978-3-642-17693-7. doi: 10.
1007/978-3-642-17694-4_39. The original publication is available at
www.springerlink.com.

Alex Galis, Stuart Clayman, Laurent Lefevre, Andreas Fischer, Her-
mann De Meer, Javier Rubio-Loyola, Joan Serrat, and Steven Davy.
Towards in-network clouds in future internet. In John Domingue,
Alex Galis, Anastasius Gavras, Theodore Zahariadis, Dave Lambert,
Frances Cleary, Petros Daras, Srdjan Krco, Henning Miiller, Man-Sze
Li, Hans Schaffers, Volkmar Lotz, Federico Alvarez, Burkhard Stiller,
Stamatis Karnouskos, Susanna Avessta, and Michael Nilsson, editors,
The Future Internet, volume 6656 of Lecture Notes of Computer Science
(LNCS), pages 19—33. Springer, 2011. ISBN 978-3-642-20897-3. doi:
10.1007/978-3-642-20898-0_2.

Gerg6 Lovasz, Andreas Fischer, and Hermann de Meer. Network vir-
tualization and energy efficiency. In gth Wiirzburg Workshop on IP:
Joint ITG and Euro-NF Workshop on Visions of Future Generation Net-
works (EuroView 2009), Wiirzburg, Germany, July 2009. University of
Wuerzburg.

Waseem Mandarawi, Andreas Fischer, Hermann de Meer, and Eva
Weishaupl. Qos-aware secure live migration of virtual machines. In
2nd Workshop on security in highly connected IT systems (SHCIS 2015),
September 2015. (to appear).

Waseem Mandarawi, Andreas Fischer, Amine Mohamed Houyou,
Hans-Peter Huth, and Hermann De Meer. Constraint-based virtualiza-



[33]

[34]

(35]

BIBLIOGRAPHY

tion of industrial networks. In Lance Fiondella and Antonio Puliafito,
editors, Principles of Performance and Reliability Modeling and Evalu-
ation: Essays in Honor of Kishor Trivedi on his 7oth Birthday, Springer
Series in Reliability Engineering, pages 567-586. Springer, Cham, 2016.
ISBN 978-3-319-30597-4. doi: 10.1007/978-3-319-30599-8_22.

Giannis F. Marias, Joao Barros, Markus Fiedler, Andreas Fischer, Har-
ald Hauff, Ralph Herkenhoener, Antonio Grillo, Alessandro Lentini,
Luisa Lima, Charlott Lorentzen, Wojciech Mazurczyk, Hermann
de Meer, Paulo F. Oliveira, George C. Polyzos, Enric Pujol, Krzysztof
Szczypiorski, Joao P. Vilela, and Tiago T. V. Vinhoza. Security and pri-
vacy issues for the network of the future. Security and Communication
Networks, 5(9):987-1005, 2012. ISSN 1939-0122. doi: 10.1002/sec.384.

Alexandru Paler and Andreas Fischer. vCPI - virtual Component Pro-
gramming Interface. Praxis der Informationsverarbeitung und Kommu-
nikation, 34(3):142—-143, 2011. ISSN 0930-5157. doi: 10.1515/piko.2011.
028.

Alexandru Paler, Andreas Fischer, and Hermann De Meer. Demon-
strating distributed virtual networks. In Elisabetta Di Nitto and
Ramin Yahyapour, editors, Proc. of the 3rd European Conf. on Towards
a Service-Based Internet (ServiceWave 2010), volume 6481 of Lecture
Notes in Computer Science (LNCS), pages 229—230. Springer-Verlag,
2010. ISBN 978-3-642-17693-7. doi: 10.1007/978-3-642-17694-4_36.

George C. Polyzos, Giannis Marias, Stamatios Arkoulis, Pantelis A.
Frangoudis, Markus Fiedler, Alexandru Popescu, Hermann De Meer,
Ralph Herkenhoener, Andreas Fischer, and Jens O. Oberender.
ASPECTS: Agile spectrum security. In Proc. of the 7th Euro-NF
Conf. on Next-Generation Internet (NGI z2o011), pages 1-2. IEEE,
2011. doi: 10.1109/NGl.2011.5985872. URL http://www.fim.
uni-passau.de/fileadmin/files/lehrstuhl/
meer/publications/pdf/Polyzos2011a.pdf

Javier Rubio-Loyola, Joan Serrat, Antonio Astorga, Andreas Fischer,
Andreas Berl, Hermann De Meer, and Giannis Koumoutsos. A view-
point of the network management paradigm for future internet net-
works. In Proc. of the 1st IFIP/IEEE Int’l Workshop on Management of
the Future Internet (ManFI 2009), pages 93—100. IEEE, 2009. ISBN 978-
1-4244-3923-2. doi: 10.1109/INMW.2009.5195943.

[36] Javier Rubio-Loyola, Antonio Astorga, Joan Serrat, Wei K. Chai, Lef-

teris Mamatas, Alex Galis, Stuart Clayman, Abderhaman Cheniour,
Laurent Lefevre, Olivier Mornard, Andreas Fischer, Alexandru Paler,
and Hermann De Meer. Platforms and software systems for an auto-
nomic internet. In Proc. of the IEEE Global Communications Conf. (IEEE
GLOBECOM zo010), pages 1-6, Dec. 2010. ISBN 978-1-4244-5636-9. doi:
10.1109/GLOCOM.2010.5683380.

161


http://www.fim.uni-passau.de/fileadmin/files/lehrstuhl/meer/publications/pdf/Polyzos2011a.pdf
http://www.fim.uni-passau.de/fileadmin/files/lehrstuhl/meer/publications/pdf/Polyzos2011a.pdf
http://www.fim.uni-passau.de/fileadmin/files/lehrstuhl/meer/publications/pdf/Polyzos2011a.pdf

162 BIBLIOGRAPHY

[37] Javier Rubio-Loyola, Antonio Astorga, Joan Serrat, Laurent Lefevre,

Abderhaman Cheniour, David Muldowney, Steven Davy, Alex Galis,
Lefteris Mamatas, Stuart Clayman, Daniel Macedo, Zeinab Movahed,i,
Guy Pujolle, Andreas Fischer, and Hermann De Meer. Managability
of future internet networks from a practical viewpoint. In Georgios
Tselentis, Alex Galis, Anastasius Gavras, Srdjan Krco, Volkmar Lotz,
Elena Simperl, Burkhard Stiller, and Theodore Zahariadis, editors, To-
wards the Future Internet - Emerging Trends from European Research,
volume o, pages 105-114. IOS Press, May 2010. ISBN 978-1-60750-538-
9. doi: 10.3233/978-1-60750-539-6-105.

[38] Javier Rubio-Loyola, Alex Galis, Antonio Astorga, Joan Serrat, Laurent

Lefevre, Andreas Fischer, Alexandru Paler, and Hermann De Meer.
Scalable service deployment on software defined networks. IEEE
Communications Magazine, 49(12):84—93, 2011. ISSN 0163-6804. doi:
10.1109/MCOM.2011.6094010.

Benjamin Taubmann, Hans P. Reiser, Thomas Kittel, Andreas Fischer,
Waseem Mandarawi, and Hermann De Meer. CloudIDEA: Cloud In-
trusion Detection, Evidence preservation and Analysis. In European
Conference on Computer Systems (EuroSys zo15), 2015. URL http:
//eurosys2015.labri.fr/posters/p37.pdf.


http://eurosys2015.labri.fr/posters/p37.pdf
http://eurosys2015.labri.fr/posters/p37.pdf

BIBLIOGRAPHY

REFERENCES

[40]

[46]

Vahid Abedifar and Mohammad Eshghi. A novel routing and wave-
length assignment in virtual network mapping based on the mini-
mum path algorithm. In Ubiquitous and Future Networks (ICUFN),
2012 Fourth International Conference on, pages 204—208, July 2012. doi:
10.1109/ICUFN.2012.6261693.

Réka Albert and Albert-Laszl6 Barabési. Statistical mechanics of
complex networks. Rev. Mod. Phys., 74:47-97, Jan 2002. doi: 10.
1103/RevModPhys.74.47. URL http://link.aps.org/doi/
10.1103/RevModPhys.74.47.

Edoardo Amaldi, Stefano Coniglio, Arie M.C.A. Koster, and Martin
Tieves. On the computational complexity of the virtual network em-
bedding problem. Electronic Notes in Discrete Mathematics, 52:213-220,
2016. ISSN 1571-0653. doi: http://dx.doi.org/10.1016/j.endm.2016.03.
028. URL http://www.sciencedirect.com/science/
article/pii/S1571065316300336. {INOC} 2015 — 7th In-
ternational Network Optimization Conference.

David G. Andersen. Theoretical approaches to node assignment. Un-
published Manuscript, December 2002.

Thomas Anderson, Larry Peterson, Scott Shenker, and Jonathan
Turner. Overcoming the internet impasse through virtualization.
Computer, 38:34—41, April 2005. ISSN 0018-9162. doi: 10.1109/

MC.2005.136. URL http://portal.acm.org/citation.

cfm?i1d=1058219.1058273.

Md. Faizul Bari, Raouf Boutaba, Rafael Esteves, Lisandro Z. Granville,
Maxim Podlesny, Md. Golam Rabbani, Qi Zhang, and Mohamed F.
Zhani. Data center network virtualization: A survey. IEEE Communi-
cations Surveys Tutorials, 15(2):909—928, Second 2013. ISSN 1553-877X.
doi: 10.1109/SURV.2012.090512.00043.

Leonardo Richter Bays, Rodrigo Ruas Oliveira, Luciana Salete Buriol,
Marinho Pilla Barcellos, and Luciano Paschoal Gaspary. Security-
aware optimal resource allocation for virtual network embedding. In
Proceedings of the 8th International Conference on Network and Service
Management, CNSM ’12, pages 378-384, Laxenburg, Austria, Austria,
2013. International Federation for Information Processing. ISBN 978-
1-4503-2210-2. URL http://dl.acm.org/citation.cfm?
1d=2499406.2499466.

Abdeltouab Belbekkouche, Md. Mahmud Hasan, and Ahmed Kar-
mouch. Resource discovery and allocation in network virtualization.
Communications Surveys Tutorials, IEEE, PP(99):1-15, 2012. ISSN 1553-
877X. doi: 10.1109/SURV.2011.122811.00060.

163


http://link.aps.org/doi/10.1103/RevModPhys.74.47
http://link.aps.org/doi/10.1103/RevModPhys.74.47
http://www.sciencedirect.com/science/article/pii/S1571065316300336
http://www.sciencedirect.com/science/article/pii/S1571065316300336
http://portal.acm.org/citation.cfm?id=1058219.1058273
http://portal.acm.org/citation.cfm?id=1058219.1058273
http://dl.acm.org/citation.cfm?id=2499406.2499466
http://dl.acm.org/citation.cfm?id=2499406.2499466

164

BIBLIOGRAPHY

(48]

[49]

(53]

[54]

Eric Berberich, Matthias Hagen, Benjamin Hiller, and Hannes
Moser. Chapter 8. experiments. In Matthias Miiller-Hannemann
and Stefan Schirra, editors, Algorithm Engineering, volume 5971
of Lecture Notes in Computer Science, pages 325-388. Springer
Berlin Heidelberg, 2010. ISBN 978-3-642-14865-1. doi: 10.1007/
978-3-642-14866-8_8. URL http://dx.doi.org/10.1007/
978-3-642-14866-8_8.

Andreas Blenk and Wolfgang Kellerer. Traffic pattern based virtual
network embedding. In Proceedings of the 2013 Workshop on Stu-
dent Workhop, CONEXT Student Workhop ’13, pages 23-26, New York,
NY, USA, 2013. ACM. ISBN 978-1-4503-2575-2. doi: 10.1145/2537148.
2537151. URL http://doi.acm.org/10.1145/2537148.
2537151.

Andreas Blenk, Arsany Basta, Martin Reisslein, and Wolfgang Kellerer.
Survey on network virtualization hypervisors for software defined
networking. IEEE Communications Surveys Tutorials, 18(1):655-685,
Firstquarter 2016. ISSN 1553-877X.  doi: 10.1109/COMST.2015.
2489183.

Nabeel Farooq Butt, N. M. Chowdhury, and Raouf Boutaba. Topology-
awareness and reoptimization mechanism for virtual network em-
bedding. In Networking zoio, volume 6091, pages 27-39. Springer
Berlin Heidelberg, 2010. ISBN 978-3-642-12962-9. doi: 10.1007/

978-3-642-12963-6_3.

Zhiping Cai, Fang Liu, Nong Xiao, Qiang Liu, and Zhiying Wang. Vir-
tual network embedding for evolving networks. In Global Telecom-
munications Conference (GLOBECOM 2010), zo10 IEEE, pages 1—5, Dec
2010. doi: 10.1109/GLOCOM.2010.5683160.

Jorge Carapinha and Javier Jiménez. Network virtualization: A view
from the bottom. In Proceedings of the 1st ACM Workshop on Vir-
tualized Infrastructure Systems and Architectures, VISA 09, pages
73—-80, New York, NY, USA, 2009. ACM. ISBN 978-1-60558-595-6.
doi: 10.1145/1592648.1592660. URL http://doi.acm.org/10.
1145/1592648.1592660.

Dongdong Chen, Xuesong Qiu, Zhaowei Qu, Shunli Zhang, and Wen-
jing Li. Algorithm for virtual nodes reconfiguration on network vir-
tualization. In Advanced Intelligence and Awareness Internet (AIAI
2011), 2011 International Conference on, pages 333—337, Oct 2011. doi:
10.1049/Cp.2011.1484.

Xuzhou Chen, Yan Luo, and Jie Wang. Virtual network embedding
with border matching. In Communication Systems and Networks
(COMSNETS), 2012 Fourth International Conference on, pages 1-8, Jan
2012. doi: 10.1109/COMSNETS.2012.6151356.


http://dx.doi.org/10.1007/978-3-642-14866-8_8
http://dx.doi.org/10.1007/978-3-642-14866-8_8
http://doi.acm.org/10.1145/2537148.2537151
http://doi.acm.org/10.1145/2537148.2537151
http://doi.acm.org/10.1145/1592648.1592660
http://doi.acm.org/10.1145/1592648.1592660

[56]

(57]

[60]

[61]

[64]

BIBLIOGRAPHY

Yang Chen, Jianxin Li, Tianyu Wo, Chunming Hu, and Wantao Liu.
Resilient virtual network service provision in network virtualization
environments. In Parallel and Distributed Systems (ICPADS), zo10 IEEE
16th International Conference on, pages 51-58, Dec 2010. doi: 10.1109/
ICPADS.2010.26.

Xiang Cheng, Sen Su, Zhongbao Zhang, Hanchi Wang, Fangchun
Yang, Yan Luo, and Jie Wang. Virtual network embedding through
topology-aware node ranking. SIGCOMM Comput. Commun. Rev., 41:
38-47, April 2011. ISSN 0146-4833. doi: http://doi.acm.org/10.1145/
1971162.1971168. URL http://doi.acm.org/10.1145/
1971162.1971168.

Xiang Cheng, Sen Su, Zhongbao Zhang, Kai Shuang, Fangchun
Yang, Yan Luo, and Jie Wang. Virtual network embedding through
topology awareness and optimization. Computer Networks, 56(6):
1797-1813, Apr 2012. ISSN 1389-1286. doi: 10.1016/j.comnet.2012.

01.022. URL http://dx.doi.org/10.1016/j.comnet.

2012.01.022.

N. M. Mosharaf Kabir Chowdhury, Muntasir Raihan Rahman, and
Raouf Boutaba. Virtual network embedding with coordinated node
and link mapping. In INFOCOM 2009, IEEE, pages 783-791, April 2009.
doi: 10.1109/INFCOM.2009.5061987.

N. M. Mosharaf Kabir Chowdhury, Fady Samuel, and Raouf Boutaba.
Polyvine: policy-based virtual network embedding across multiple do-
mains. In Proceedings of the second ACM SIGCOMM workshop on Vir-
tualized infrastructure systems and architectures - VISA ’10, pages 49—
56. ACM Press, 2010. ISBN 978-1-4503-0199-2. doi: 10.1145/1851399.

1851408. URL http://dx.doi.org/10.1145/1851399.

1851408.

N. M. Mosharaf Kabir Chowdhury, Muntasir Raihan Rahman, and
Raouf Boutaba. Vineyard: Virtual network embedding algorithms
with coordinated node and link mapping. Networking, IEEE/ACM
Transactions on, 20(1):206—-219, Feb 2012. ISSN 1063-6692. doi: 10.
1109/TNET.2011.2159308.

N.M. Mosharaf Kabir Chowdhury and Raouf Boutaba. Network vir-
tualization: state of the art and research challenges. IEEE Commu-
nications Magazine, 47(7):20-26, July 2009. ISSN 0163-6804. doi:
10.1109/MCOM.2009.5183468.

N.M. Mosharaf Kabir Chowdhury and Raouf Boutaba. A survey of
network virtualization. Computer Networks, 54(5):862—-876, 2010. ISSN
1389-1286. doi: 10.1016/j.comnet.2009.10.017.

Christopher Clark, Keir Fraser, Steven Hand, Jacob Gorm Hansen, Eric
Jul, Christian Limpach, Ian Pratt, and Andrew Warfield. Live mi-

165


http://doi.acm.org/10.1145/1971162.1971168
http://doi.acm.org/10.1145/1971162.1971168
http://dx.doi.org/10.1016/j.comnet.2012.01.022
http://dx.doi.org/10.1016/j.comnet.2012.01.022
http://dx.doi.org/10.1145/1851399.1851408
http://dx.doi.org/10.1145/1851399.1851408

166

BIBLIOGRAPHY

[69]

[70]

[71]

(73]

gration of virtual machines. In Proceedings of the znd conference on
Symposium on Networked Systems Design & Implementation - Volume
2, NSDI'os, pages 273-286, Berkeley, CA, USA, 2005. USENIX Asso-
ciation. URL http://portal.acm.org/citation.cfm?
1d=1251203.1251223.

Hao Di, Lemin Li, Vishal Anand, Hongfang Yu, and Gang Sun. Cost
efficient virtual infrastructure mapping using subgraph isomorphism.
In Asia Communications and Photonics Conference and Exhibition,
pages 533—-534. IEEE, Dec 2010. ISBN 978-1-4244-7111-9. doi: 10.1109/
acp.2010.5682614. URLhttp://dx.doi.org/10.1109/ACP.
2010.5682614.

Reinhard Diestel. Graph Theory. Springer, 4th edition, 2012. ISBN
978-3-642-14911-5.

Paul Erdos and Alfréd Rényi. On random graphs. Publicationes Math-
ematicae, 6:290—-297, 1959.

[lhem Fajjari, Nadjib Aitsaadi, Guy Pujolle, and Hubert Zimmermann.
Vne-ac: Virtual network embedding algorithm based on ant colony
metaheuristic. In Communications (ICC), zo11 IEEE International Con-
ference on, pages 1-6, June 2011. doi: 10.1109/icc.2011.5963442.

Ilhem Fajjari, Nadjib Aitsaadi, Guy Pujolle, and Hubert Zimmermann.
Vnr algorithm: A greedy approach for virtual networks reconfigura-
tions. In Global Telecommunications Conference (GLOBECOM 2z011),
2011 IEEE, pages 1-6, Dec 2011. doi: 10.1109/GLOCOM.2011.6134006.

[lhem Fajjari, Nadjib Aitsaadi, Guy Pujolle, and Hubert Zimmermann.
Adaptive-vne: A flexible resource allocation for virtual network em-
bedding algorithm. In Global Communications Conference (GLOBE-
COM), 2012 IEEE, pages 2640-2646, Dec 2012. doi: 10.1109/GLOCOM.
2012.6503515.

E. Falkenauer and A. Delchambre. A genetic algorithm for bin pack-
ing and line balancing. In IEEE International Conference on Robotics
and Automation, volume 2, pages 1186—1192, May 1992. doi: 10.1109/
ROBOT.1992.220088.

Emanuel Falkenauer. A hybrid grouping genetic algorithm for bin
packing. Journal of Heuristics, 2(1):5—-30, 1996. ISSN 1572-9397. doi:
10.1007/BF00226291. URL http://dx.doi.org/10.1007/
BF00226291.

Jinliang Fan and Mostafa H. Ammar. Dynamic topology configuration
in service overlay networks: A study of reconfiguration policies. In IN-
FOCOM 2006. 25th IEEE International Conference on Computer Commu-
nications. Proceedings, pages 1—12, April 2006. doi: 10.1109/INFOCOM.
2006.139.


http://portal.acm.org/citation.cfm?id=1251203.1251223
http://portal.acm.org/citation.cfm?id=1251203.1251223
http://dx.doi.org/10.1109/ACP.2010.5682614
http://dx.doi.org/10.1109/ACP.2010.5682614
http://dx.doi.org/10.1007/BF00226291
http://dx.doi.org/10.1007/BF00226291

[74]

[77]

[80]

(81]

BIBLIOGRAPHY

Nick Feamster, Lixin Gao, and Jennifer Rexford. How to lease the in-
ternet in your spare time. ACM SIGCOMM Computer Communication
Review, 37:61-64, 2007.

Martin Fowler. Patterns of enterprise application architecture. Addison-
Wesley Longman Publishing Co., Inc., Boston, MA, USA, 2002. ISBN
0321127420.

Martin Fowler. Inversion of control containers and the dependency in-
jection pattern. Online: http://www.martinfowler.com/
articles/injection.html, 2004. Retrieved: 02. Nov. 2015.

Carlo Fuerst, Stefan Schmid, and Anja Feldmann. Virtual network em-
bedding with collocation: Benefits and limitations of pre-clustering. In
Cloud Networking (CloudNet), 2013 IEEE 2nd International Conference
on, pages 91-98, Nov 2013. doi: 10.1109/CloudNet.2013.6710562.

Xiujiao Gao, Hongfang Yu, Vishal Anand, Gang Sun, and Hao Di. A
new algorithm with coordinated node and link mapping for virtual
network embedding based on lp relaxation. In Communications and
Photonics Conference and Exhibition (ACP), zo10 Asia, pages 152—153,
Dec 2010. doi: 10.1109/ACP.2010.5682788.

Andy Georges, Dries Buytaert, and Lieven Eeckhout. Statistically rig-
orous java performance evaluation. In OOPSLA, pages 57-76. ACM,
2007.

Tay Ghazar and Nancy Samaan. Hierarchical approach for efficient
virtual network embedding based on exact subgraph matching. In
Global Telecommunications Conference (GLOBECOM zo011), 2011 IEEE,
pages 1-6, Dec 2011. doi: 10.1109/GLOCOM.2011.6133500.

E. N. Gilbert. Random graphs. The Annals of Mathematical Statis-
tics, 30(4):1141—-1144, Dec 1959. ISSN 0003-4851. doi: 10.1214/aoms/
1177706098. URL http://dx.doi.org/10.1214/aoms/
1177706098.

Robert P. Goldberg. Survey of Virtual Machine Research. Computer,
7(6):34 — 45, June 1974.

Xinjie Guan, Baek-Young Choi, and Sejun Song. Energy efficient
virtual network embedding for green data centers using data center
topology and future migration. Computer Communications, -:—, 2015.
ISSN 0140-3664.  doi: http://dx.doi.org/10.1016/j.comcom.2015.05.
003. URL http://www.sciencedirect.com/science/
article/pii/S0140366415001589. (in press, corrected
proof).

Tao Guo, Ning Wang, K. Moessner, and R. Tafazolli. Shared backup
network provision for virtual network embedding. In Communica-

167


http://www.martinfowler.com/articles/injection.html
http://www.martinfowler.com/articles/injection.html
http://dx.doi.org/10.1214/aoms/1177706098
http://dx.doi.org/10.1214/aoms/1177706098
http://www.sciencedirect.com/science/article/pii/S0140366415001589
http://www.sciencedirect.com/science/article/pii/S0140366415001589

168

BIBLIOGRAPHY

[90]

tions (ICC), zo11 IEEE International Conference on, pages 1—5, June 2011.
doi: 10.1109/icc.2011.5963301.

Bo Han, Vijay Gopalakrishnan, Lusheng Ji, and Seungjoon Lee. Net-
work function virtualization: Challenges and opportunities for inno-
vations. IEEE Communications Magazine, 53(2):90—-97, Feb 2015. ISSN
0163-6804. doi: 10.1109/MCOM.2015.7045396.

Mark Handley. Why the internet only just works. BT Tech-
nology Journal, 24:119-129, 2006. ISSN 1358-3948. doi: 10.1007/
$10550-006-0084-z. URL http://dx.doi.org/10.1007/
s10550-006-0084-z.

Sandra Herker, Ashiq Khan, and Xueli An. Survey on survivable vir-
tual network embedding — problem and solutions. In The Ninth In-
ternational Conference on Networking and Services (ICNS 2013), pages
99—104, 2013. ISBN 978-1-61208-256-1.

Gregor Hohpe and Bobby Woolf. Enterprise Integration Patterns.
Addison-Wesley, 2003. ISBN 978-0321200686.

Ines Houidi, Wajdi Louati, and Djamal Zeghlache. A distributed
and autonomic virtual network mapping framework. In Proceed-
ings of the Fourth International Conference on Autonomic and Au-
tonomous Systems, pages 241—247, Washington, DC, USA, 2008. IEEE
Computer Society. ISBN 978-0-7695-3093-2. doi: 10.1109/ICAS.
2008.40. URL http://dl.acm.org/citation.cfm?id=
1395980.1396079.

Ines Houidi, Wajdi Louati, Djamal Zeghlache, Panagiotis Papadim-
itriou, and Laurent Mathy. Adaptive virtual network provisioning.
In Proceedings of the second ACM SIGCOMM workshop on Virtual-
ized infrastructure systems and architectures, VISA ’10, pages 4148,
New York, NY, USA, 2010. ACM. ISBN 978-1-4503-0199-2. doi: http:
//doi.acm.org/10.1145/1851399.1851407. URL http://doi.acm.
0org/10.1145/1851399.1851407.

Ines Houidi, Wajdi Louati, Walid Ben Ameur, and Djamal Zegh-
lache. Virtual network provisioning across multiple substrate net-
works. Comput. Netw., 55:1011-1023, March 2011. ISSN 1389-1286.
doi: http://dx.doi.org/10.1016/j.comnet.2010.12.011. URL http://
dx.doi.org/10.1016/j.comnet.2010.12.011.

Chris Hyser, Bret McKee, Rob Gardner, and Brian J. Watson. Auto-
nomic virtual machine placement in the data center. Technical Report
HPL-2007-189, HP Laboratories, December 2007.

IEEE. 802.1q-2014 - bridges and bridged networks. Standard, Institute
of Electrical and Electronics Engineers, 2014.


http://dx.doi.org/10.1007/s10550-006-0084-z
http://dx.doi.org/10.1007/s10550-006-0084-z
http://dl.acm.org/citation.cfm?id=1395980.1396079
http://dl.acm.org/citation.cfm?id=1395980.1396079
http://doi.acm.org/10.1145/1851399.1851407
http://doi.acm.org/10.1145/1851399.1851407
http://dx.doi.org/10.1016/j.comnet.2010.12.011
http://dx.doi.org/10.1016/j.comnet.2010.12.011

[94]

(98]

[99]

[100]

[101]

[102]

BIBLIOGRAPHY

IETF. RFC 1853 - IP in IP tunneling. Technical Report 1853, Internet
Engineering Task Force, 1995.

IETF. RFC 2817 - upgrading to TLS with HTTP/1.1. Technical Report
2817, Internet Engineering Task Force, 2000.

IETF. RFC 4301 - security architecture for the internet protocol. Tech-
nical Report 4301, Internet Engineering Task Force, 2005.

IETF. RFC 4253 - the secure shell (SSH) transport layer protocol. Tech-
nical Report 4253, Internet Engineering Task Force, 2006.

Johannes Infithr and Giinther R. Raidl. Introducing the virtual net-
work mapping problem with delay, routing and location constraints.
In Julia Pahl, Torsten Reiners, and Stefan Vof, editors, Network Op-
timization, volume 6701 of Lecture Notes in Computer Science, pages
105-117. Springer Berlin Heidelberg, 2011. ISBN 978-3-642-21526-1.
doi: 10.1007/978-3-642-21527-8_14. URL http://dx.doi.org/
10.1007/978-3-642-21527-8_14.

Abdallah Jarray and Ahmed Karmouch. Cost-efficient mapping for
fault-tolerant virtual networks. Computers, IEEE Transactions on, 64(3):
668-681, March 2015. ISSN 0018-9340. doi: 10.1109/TC.2013.2295612.

Ding Jian, Huang Tao, Wang Jian, Hu Wenbo, Liu Jiang, and Liu Yun-
jle. Virtual network embedding through node connectivity. The
Journal of China Universities of Posts and Telecommunications, 22
(1):17 — 56, 2015. ISSN 1005-8885. doi: http://dx.doi.org/10.1016/
S1005-8885(15)60620-3. URL http://www.sciencedirect.
com/science/article/pii/S1005888515606203.

David S. Johnson. A theoretician’s guide to the experimental anal-
ysis of algorithms. In Michael H. Goldwasser, David S. Johnson,
and Catherine C. McGeoch, editors, Data Structures, Near Neighbor
Searches, and Methodology: Fifth and Sixth DIMACS Implementation
Challenges, volume 59, pages 215-250. AMS and DIMACS, 2002. ISBN
978-0-8218-2892-2.

Richard M. Karp. Complexity of Computer Computations: Proceed-
ings of a symposium on the Complexity of Computer Computations,
held March z0-22, 1972, at the IBM Thomas J. Watson Research
Center, Yorktown Heights, New York, and sponsored by the Office of
Naval Research, Mathematics Program, IBM World Trade Corporation,
and the IBM Research Mathematical Sciences Department, chapter Re-
ducibility among Combinatorial Problems, pages 85-103. Springer
US, Boston, MA, 1972. ISBN 978-1-4684-2001-2.  doi: 10.1007/
978-1-4684-2001-2_9. URL http://dx.doi.org/10.1007/
978-1-4684-2001-2_09.

169


http://dx.doi.org/10.1007/978-3-642-21527-8_14
http://dx.doi.org/10.1007/978-3-642-21527-8_14
http://www.sciencedirect.com/science/article/pii/S1005888515606203
http://www.sciencedirect.com/science/article/pii/S1005888515606203
http://dx.doi.org/10.1007/978-1-4684-2001-2_9
http://dx.doi.org/10.1007/978-1-4684-2001-2_9

170

BIBLIOGRAPHY

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

Ashiq Khan, Alf Zugenmaier, Dan Jurca, and Wolfgang Kellerer. Net-
work virtualization: a hypervisor for the internet? Communications
Magazine, IEEE, 50(1):136—143, 2012. ISSN 0163-6804. doi: 10.1109/
MCOM.2012.6122544.

Keith Kirkpatrick. Software-defined networking. Commun. ACM, 56
(9):16—19, September 2013. ISSN 0001-0782. doi: 10.1145/2500468.
2500473. URL http://doi.acm.org/10.1145/2500468.
2500473.

Jon M. Kleinberg. Single-source unsplittable flow. In In Proceedings of
the 37th Annual Symposium on Foundations of Computer Science, pages

68-77, 1996.

Jon M. Kleinberg. Aproximation Algorithms for Disjoint Paths Problems.
PhD thesis, Massachusetts Institute of Technology, 1996.

Stavros G. Kolliopoulos and Clifford Stein. Improved approximation
algorithms for unsplittable flow problems. In Foundations of Computer
Science, 1997. Proceedings., 38th Annual Symposium on, pages 426 —436,
oct 1997.

Balakrishnan Krishnamurthy. Constructing test cases for partitioning
heuristics. Computers, IEEE Transactions on, C-36(9):1112—1114, Sept
1987. ISSN 0018-9340. doi: 10.1109/TC.1987.5009543.

Tae-Ho Lee, Shahnaza Tursunova, and Tae-Sang Choi. Graph cluster-
ing based provisioning algorithm for virtual network embedding. In
Network Operations and Management Symposium (NOMS), zo12 IEEE,
pages 1175-1178, April 2012. doi: 10.1109/NOMS.2012.6212045.

Charles E. Leiserson. Fat-trees: Universal networks for hardware-
efficient supercomputing. Computers, IEEE Transactions on, C-34(10):
892-901, Oct 1985. ISSN 0018-9340. doi: 10.1109/TC.1985.6312192.

Aris Leivadeas, Chrysa Papagianni, and Symeon Papavassiliou. Socio-
aware virtual network embedding.  Network, IEEE, 26(5):35—43,
September 2012. ISSN 0890-8044. doi: 10.1109/MNET.2012.6308073.

Aris Leivadeas, Chrysa Papagianni, and Symeon Papavassiliou. Ef-
ficient resource mapping framework over networked clouds via iter-
ated local search-based request partitioning. Parallel and Distributed
Systems, IEEE Transactions on, 24(6):1077-1086, June 2013. ISSN 1045-
9219. doi: 10.1109/TPDS.2012.204.

Tishya Leong, Peter Shor, and Clifford Stein. Implementation of a
combinatorial multicommodity flow algorithm. Network Flows and
Matching, 12:387-405, 1993.

Xiao-ling Li, Huai-min Wang, Chang-guo Guo, Bo Ding, Xiao-yong
Li, Wen-qi Bi, and Shuang Tan. Topology awareness algorithm for


http://doi.acm.org/10.1145/2500468.2500473
http://doi.acm.org/10.1145/2500468.2500473

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

BIBLIOGRAPHY

virtual network mapping. Journal of Zhejiang University Science C, 13
(3):178-186, 2012. doi: 10.1631/jzus.C1100282.

Jens Lischka and Holger Karl. A virtual network mapping algorithm
based on subgraph isomorphism detection. In VISA ’09: Proceedings
of the 1st ACM workshop on Virtualized infrastructure systems and ar-
chitectures, pages 81-88, New York, NY, USA, 2009. ACM. ISBN 978-
1-60558-595-6. doi: http://doi.acm.org/10.1145/1592648.1592662.

John D. C. Little. A proof for the queuing formula: L = AW. Oper-
ations Research, 9(3):pp. 383-387, 1961. ISSN 0030364X. URL http:
//www.jstor.org/stable/167570.

Jiang Liu, Tao Huang, Jian-ya Chen, and Yun-jie Liu. A new algo-
rithm based on the proximity principle for the virtual network embed-
ding problem. Journal of Zhejiang University Science C, 12(11):910-918,
2011. doi: 10.1631/jzus.C1100003.

Shuhao Liu, Zhiping Cai, Hong Xu, and Ming Xu. Security-aware
virtual network embedding. In Communications (ICC), zo14 IEEE In-
ternational Conference on, pages 834—840, June 2014. doi: 10.1109/ICC.
2014.6883423.

Shuhao Liu, Zhiping Cai, Hong Xu, and Ming Xu. Towards security-
aware virtual network embedding. Computer Networks, 91:151 — 163,
2015. ISSN 1389-1286. doi: http://dx.doi.org/10.1016/j.comnet.2015.08.
o14. URL http://www.sciencedirect.com/science/
article/pii/S1389128615002741.

Bo Lu, Tao Huang, Zhen-kai Wang, Jian-ya Chen, Yun-jie Liu, and
Jiang Liu. Adaptive scheme based on status feedback for virtual net-
work mapping. The Journal of China Universities of Posts and Telecom-
munications, 18(5):87 — 94, 2011. ISSN 1005-8885.

Jing Lu and Jonathan Turner. Efficient mapping of virtual networks
onto a shared substrate. Technical Report WUCSE-2006-35, Washing-
ton University in St. Louis, 2006. URLhttp://www.arl.wustl.
edu/Publications/2005-09/wucse2006-35.pdf.

Pin Lv, Zhiping Cai, Jia Xu, and Ming Xu. Multicast service-oriented
virtual network embedding in wireless mesh networks. Communica-
tions Letters, IEEE, 16(3):375-377, March 2012. ISSN 1089-7798. doi:
10.1109/LCOMM.2012.012412.112364.

Clarissa C. Marquezan, Lisandro Z. Granville, Giorgio Nunzi, and Mar-
cus Brunner. Distributed autonomic resource management for net-
work virtualization. In Network Operations and Management Sym-
posium (NOMS), zo1o IEEE, pages 463—470, April 2010. doi: 10.1109/
NOMS.2010.5488490.

171


http://www.jstor.org/stable/167570
http://www.jstor.org/stable/167570
http://www.sciencedirect.com/science/article/pii/S1389128615002741
http://www.sciencedirect.com/science/article/pii/S1389128615002741
http://www.arl.wustl.edu/Publications/2005-09/wucse2006-35.pdf
http://www.arl.wustl.edu/Publications/2005-09/wucse2006-35.pdf

172

BIBLIOGRAPHY

[124]

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

Sarang Bharadwaj Masti and Serugudi V. Raghavan. Vna: An en-
hanced algorithm for virtual network embedding. In Computer Com-
munications and Networks (ICCCN), 2012 21st International Conference
on, pages 1—9, July 2012. doi: 10.1109/ICCCN.2012.6289180.

Sarang Bharadwaj Masti, Siva P. Meenakshi, and Serugudi V. Ragha-
van. Vnemsx: Virtual network embedding test-bed using mpls and
xen. In Yevgeni Koucheryavy, Lefteris Mamatas, Ibrahim Matta,
and Vassilis Tsaoussidis, editors, Wired/Wireless Internet Communi-
cation, volume 7277 of Lecture Notes in Computer Science, pages 1—
12. Springer Berlin Heidelberg, 2012. ISBN 978-3-642-30629-7. doi:
10.1007/978-3-642-30630-3_1. URL http://dx.doi.org/10.
1007/978-3-642-30630-3_1.

Catherine C. McGeoch. Experimental Analysis of Algorithms. PhD the-
sis, Carnegie-Mellon University, Computer Science Department, Pitts-
burgh, PA 15213-3890, Dec 1987.

Catherine C. McGeoch. Analyzing algorithms by simulation: Variance
reduction techniques and simulation speedups. ACM Comput. Surv.,
24(2):195-212, June 1992. ISSN 0360-0300. doi: 10.1145/130844.130853.
URL http://doi.acm.org/10.1145/130844.130853.

Catherine C. McGeoch. Feature article—toward an experimental
method for algorithm simulation. INFORMS Journal on Computing,
8(1):1—15, Feb 1996. ISSN 1526-5528. doi: 10.1287/ijoc.8.1.1. URL
http://dx.doi.org/10.1287/ijoc.8.1.1.

Catherine C. McGeoch. Experimental studies of algorithms. Math-
ematical systems theory, 29(1):3—4, 1996. ISSN 1433-0490. doi:
10.1007/BFo1201810. URL http://dx.doi.org/10.1007/
BF01201810.

Catherine C. McGeoch. Experimental analysis of algorithms. Notices
of the AMS, 48(3):304-311, 2001.

Catherine C. McGeoch. A Guide to Experimental Algorithmics. Cam-
bridge University Press, January 2012. ISBN 9780521173018.

Alberto Medina, Anukool Lakhina, Ibrahim Matta, and John Byers.
Brite: an approach to universal topology generation. In Modeling,
Analysis and Simulation of Computer and Telecommunication Systems,
2001. Proceedings. Ninth International Symposium on, pages 346-353,
2001. doi: 10.1109/MASCOT.2001.948886.

Sevil Mehraghdam, Matthias Keller, and Holger Karl. Specifying and
placing chains of virtual network functions. In Cloud Networking
(CloudNet), zo14 IEEE 3rd International Conference on, pages 7-13, Oct
2014. doi: 10.1109/CloudNet.2014.6968961.


http://dx.doi.org/10.1007/978-3-642-30630-3_1
http://dx.doi.org/10.1007/978-3-642-30630-3_1
http://doi.acm.org/10.1145/130844.130853
http://dx.doi.org/10.1287/ijoc.8.1.1
http://dx.doi.org/10.1007/BF01201810
http://dx.doi.org/10.1007/BF01201810

[134]

[135]

[137]

[138]

[139]

[140]

[141]

[142]

[143]

BIBLIOGRAPHY

Rashid Mijumbi, Joan Serrat, Juan-Luis Gorricho, and Raouf Boutaba.
A path generation approach to embedding of virtual networks. IEEE
Transactions on Network and Service Management, 12(3):334—348, Sept
2015. ISSN 1932-4537. doi: 10.1109/TNSM.2015.2459073.

Bernard M.E. Moret. Towards a discipline of experimental algorith-
mics. In M. H. Goldwasser, D. S. Johnson, and C. C. McGeoch, editors,
Data structures, near neighbor searches, and methodology, number 59
in DIMACS Monographs, pages 197-213. AMS Press, 2002.

Susanta Nanda and Tzi-cker Chiueh. A survey on virtualization tech-
nologies. Rpe report, Department of Computer Science, SUNY at
Stony Brook, Stony Brook, NY 11794-4400, 2005.

Michael Niedermeier and Hermann de Meer. Constructing depend-
able smart grid networks using network functions virtualization. Jour-
nal of Network and Systems Management, 24(3):449—469, 2016. ISSN
1573-7705. doi: 10.1007/s10922-016-9380-1. URL http: //dx.doi.
org/10.1007/s10922-016-9380-1.

Jodo Nogueira, Marcio Melo, Jorge Carapinha, and Susana Sargento.
Virtual network mapping into heterogeneous substrate networks. In
Computers and Communications (ISCC), 2011 IEEE Symposium on,
pages 438—444, June 2011. doi: 10.1109/ISCC.2011.5983876.

S. Orlowski, R. Wessily, M. Pioro, and A. Tomaszewski. SNDIib
1.0—Survivable Network Design library. Networks, 55(3):276-286,
2010. ISSN 1097-0037. doi: 10.1002/net.20371. URL http://dx.
doi.org/10.1002/net.20371.

Lawrence Page, Sergey Brin, Rajeev Motwani, and Terry Winograd.
The pagerank citation ranking: Bringing order to the web. Techni-
cal Report 1999-66, Stanford InfoLab, November 1999. URL http:
//ilpubs.stanford.edu:8090/422/. Previous number =
SIDL-WP-1999-0120.

Albert Pages, Jordi Perello, Salvatore Spadaro, and Gabriel Junyent.
Strategies for virtual optical network allocation. IEEE Commun.
Lett., 16(2):268-271, Feb 2012. ISSN 1089-7798. doi: 10.1109/lcomm.
2011.120211.111900. URL http://dx.doi.org/10.1109/
LCOMM.2011.120211.111900.

Chrysa Papagianni, Aris Leivadeas, Symeon Papavassiliou, Vasilis
Maglaris, Cristina Cervello-Pastor, and Alvaro Monje. On the optimal
allocation of virtual resources in cloud computing networks. Comput-
ers, IEEE Transactions on, 62(6):1060-1071, June 2013. ISSN 0018-934o0.
doi: 10.1109/TC.2013.31.

Martha G Pilcher and Ronald L Rardin. A random cut generator
for symmetric traveling salesman problems with known optimal so-

173


http://dx.doi.org/10.1007/s10922-016-9380-1
http://dx.doi.org/10.1007/s10922-016-9380-1
http://dx.doi.org/10.1002/net.20371
http://dx.doi.org/10.1002/net.20371
http://ilpubs.stanford.edu:8090/422/
http://ilpubs.stanford.edu:8090/422/
http://dx.doi.org/10.1109/LCOMM.2011.120211.111900
http://dx.doi.org/10.1109/LCOMM.2011.120211.111900

174

BIBLIOGRAPHY

[144]

[145]

[146]

[147]

[148]

[149]

[150]

[151]

[152]

lutions. Technical Report CC-87-4, Institute for Interdisciplinary En-
gineering Studies, Purdue University Lafayette, IN, 1987.

C. Pittaras, C. Papagianni, A. Leivadeas, P. Grosso, J. van der Ham,
and S. Papavassiliou. Resource discovery and allocation for feder-
ated virtualized infrastructures. Future Generation Computer Sys-
tems, 42:55 — 63, 2015. ISSN 0167-739X. doi: http://dx.doi.org/10.
1016/j.future.2014.01.003. URL http://www.sciencedirect.
com/science/article/pii/S0167739X14000089.

Gerald J. Popek and Robert P. Goldberg. Formal requirements for vir-
tualizable third generation architectures. Communications of the ACM,
17(7):412—421, Jul 1974. ISSN 0001-0782. doi: 10.1145/361011.361073.
URL http://dx.doi.org/10.1145/361011.361073.

Dhanji R. Prasanna. Dependency Injection. Manning Publications
Co., Greenwich, CT, USA, 1ist edition, 2009. ISBN 193398855X,

9781933988559.

Muntasir Raihan Rahman, Issam Aib, and Raouf Boutaba. Surviv-
able virtual network embedding. In Mark Crovella, LauraMarie
Feeney, Dan Rubenstein, and S.V. Raghavan, editors, NETWORKING
2010, volume 6091 of Lecture Notes in Computer Science, pages 40—
52. Springer Berlin Heidelberg, 2010. ISBN 978-3-642-12962-9. doi:
10.1007/978-3-642-12963-6_4. URL http://dx.doi.org/10.
1007/978-3-642-12963-6_4.

Ronald L. Rardin and Reha Uzsoy. Experimental evaluation of heuris-
tic optimization algorithms: A tutorial. Journal of Heuristics, 7(3):
261-304, 2001. ISSN 1381-1231. doi: 10.1023/A:1011319115230. URL
http://dx.doi.org/10.1023/A%3A1011319115230.

Adil Razzaq and Muhammad S. Rathore. An approach towards re-
source efficient virtual network embedding. In Evolving Internet (IN-
TERNET), zo010 Second International Conference on, pages 68—73, Sept
2010. doi: 10.1109/INTERNET.2010.21.

Adil Razzagq, Peter Sj6din, and Markus Hidell. Minimizing bottleneck
nodes of a substrate in virtual network embedding. In Network of the
Future (NOF), 2011 International Conference on the, pages 35—40, Nov
2011. doi: 10.1109/NOF.2011.6126679.

Roberto Riggio, Abbas Bradai, Davit Harutyunyan, Tinku Rasheed,
and Toufik Ahmed. Scheduling wireless virtual networks functions.
IEEE Transactions on Network and Service Management, 13(2):240-252,
June 2016. ISSN 1932-4537. doi: 10.1109/TNSM.2016.2549563.

Dennis M. Ritchie. The unix system: The evolution of the unix time-
sharing system. AT & T Bell Laboratories Technical Journal, 63(8):1577—
1593, Oct 1984. ISSN 0748-612X. doi: 10.1002/j.1538-7305.1984.tbo0054.
X.


http://www.sciencedirect.com/science/article/pii/S0167739X14000089
http://www.sciencedirect.com/science/article/pii/S0167739X14000089
http://dx.doi.org/10.1145/361011.361073
http://dx.doi.org/10.1007/978-3-642-12963-6_4
http://dx.doi.org/10.1007/978-3-642-12963-6_4
http://dx.doi.org/10.1023/A%3A1011319115230

[153]

[154]

[155]

[157]

[158]

[159]

[160]

[161]

BIBLIOGRAPHY

James Roberts. The clean-slate approach to future internet design:
a survey of research initiatives. Annals of Telecommunications, 64:
271-276, 2009. ISSN 0003-4347. URL http://dx.doi.org/10.
1007/s12243-009-0109-Yy. 10.1007/812243-009-0109-Y.

Sahel Sahhaf, Wouter Tavernier, Didier Colle, and Mario Pickavet. Net-
work service chaining with efficient network function mapping based
on service decompositions. In Network Softwarization (NetSoft), 2015
1st IEEE Conference on, pages 1—5, April 2015. doi: 10.1109/NETSOFT.
2015.7116126.

Jyotiprakash Sahoo, Subasish Mohapatra, and Radha Lath. Virtualiza-
tion: A survey on concepts, taxonomy and associated security issues.
In Computer and Network Technology (ICCNT), 2010 Second Interna-
tional Conference on, pages 222—226, April 2010. doi: 10.1109/ICCNT.
2010.49.

Fady Samuel, Mosharaf Chowdhury, and Raouf Boutaba. Polyvine:
policy-based virtual network embedding across multiple domains.
Journal of Internet Services and Applications, 4(1):6, 2013. ISSN 1869-
0238. doi: 10.1186/1869-0238-4-6. URL http://dx.doi.org/
10.1186/1869-0238-4-6.

Laura A. Sanchis. On the complexity of test case genera-
tion for np-hard problems. Information Processing Letters, 36(3):
135-140, 1990. ISSN 0020-0190. doi: http://dx.doi.org/10.1016/
0020-0190(90)90082-9. URL http://www.sciencedirect.
com/science/article/pii/0020019090900829.

Laura A. Sanchis. Generating hard and diverse test sets for np-hard
graph problems. Discrete Applied Mathematics, 58(1):35-66, Mar 1995.
ISSN 0166-218X. doi: 10.1016/0166-218x(93)eo140-t. URL http://
dx.doi.org/10.1016/0166-218X(93)E0140-T.

Gregor Schaffrath, Stefan Schmid, and Anja Feldmann. Optimizing
long-lived cloudnets with migrations. In Proceedings of the 201z
IEEE/ACM Fifth International Conference on Utility and Cloud Comput-
ing, UCC ’12, pages 99—106, Washington, DC, USA, 2012. IEEE Com-
puter Society. ISBN 978-0-7695-4862-3. doi: 10.1109/UCC.2012.7. URL
http://dx.doi.org/10.1109/UCC.2012.7.

Petra Schwerin and Gerhard Wiascher. The bin-packing problem: A
problem generator and some numerical experiments with ffd packing
and mtp. International Transactions in Operational Research, 4(5-6):
377-389, 1997. ISSN 1475-3995. doi: 10.1111/].1475-3995.1997.tb00093.
x. URL http://dx.doi.org/10.1111/j.1475-3995.
1997.tb00093.x.

Jawwad Shamsi and Monica Brockmeyer. Qosmap: Qos aware map-
ping of virtual networks for resiliency and efficiency. In Globecom

175


http://dx.doi.org/10.1007/s12243-009-0109-y
http://dx.doi.org/10.1007/s12243-009-0109-y
http://dx.doi.org/10.1186/1869-0238-4-6
http://dx.doi.org/10.1186/1869-0238-4-6
http://www.sciencedirect.com/science/article/pii/0020019090900829
http://www.sciencedirect.com/science/article/pii/0020019090900829
http://dx.doi.org/10.1016/0166-218X(93)E0140-T
http://dx.doi.org/10.1016/0166-218X(93)E0140-T
http://dx.doi.org/10.1109/UCC.2012.7
http://dx.doi.org/10.1111/j.1475-3995.1997.tb00093.x
http://dx.doi.org/10.1111/j.1475-3995.1997.tb00093.x

176

BIBLIOGRAPHY

[162]

[163]

[164]

[165]

[166]

[167]

[168]

[169]

[170]

Workshops, zooy IEEE, pages 1—6, Nov 2007. doi: 10.1109/GLOCOMW.
2007.4437786.

Jawwad Shamsi and Monica Brockmeyer. Efficient and dependable
overlay networks. In Parallel and Distributed Processing, 2008. IPDPS
2008. IEEE International Symposium on, pages 1-8, April 2008. doi:
10.1109/IPDPS.2008.4536149.

Jawwad Shamsi and Monica Brockmeyer. Qosmap: Achieving quality
and resilience through overlay construction. In Internet and Web Ap-
plications and Services, 2009. ICIW “09. Fourth International Conference
on, pages 58—67, May 2009. doi: 10.1109/ICIW.2009.17.

Jodo Soares and Susana Sargento. Optimizing the embedding of
cloud network virtual infrastructures. In Telecommunications (ICT),
2014 21st International Conference on, pages 416—420, May 2014. doi:
10.1109/ICT.2014.6845150.

David Stezenbach, Matthias Hartmann, and Kurt Tutschku. Parame-
ters and challenges for virtual network embedding in the future inter-
net. In Network Operations and Management Symposium (NOMS), 2012
IEEE, pages 1272-1278, April 2012. doi: 10.1109/NOMS.2012.6212063.

Sen Su, Zhongbao Zhang, A.X. Liu, Xiang Cheng, Yiwen Wang, and
Xinchao Zhao. Energy-aware virtual network embedding. Network-
ing, IEEE/ACM Transactions on, 22(5):1607-1620, Oct 2014. ISSN 1063-
6692. doi: 10.1109/TNET.2013.2286156.

Gang Sun, Hongfang Yu, Lemin Li, Vishal Anand, and Hao Di. The
framework and algorithms for the survivable mapping of virtual net-
work onto a substrate network. IETE Technical Review, 28(5):381-391,
2011. doi: 10.4103/0256-4602.85968.

Gang Sun, Hongfang Yu, Vishal Anand, Lemin Li, and Hao Di. Optimal
provisioning for virtual network request in cloud-based data centers.
Photonic Network Communications, 24(2):118-131, 2012. ISSN 1387-
974X. doi: 10.1007/s11107-012-0372-0. URL http://dx.doi.
org/10.1007/s11107-012-0372-0.

Gang Sun, Hongfang Yu, Lemin Li, Vishal Anand, Yanyang Cai, and
Hao Di. Exploring online virtual networks mapping with stochas-
tic bandwidth demand in multi-datacenter. Photonic Network Com-
munications, 23(2):109-122, 2012. ISSN 1387-974X. doi: 10.1007/
s11107-011-0341-z. URL http://dx.doi.org/10.1007/
s11107-011-0341-z.

Gang Sun, Hongfang Yu, Vishal Anand, and Lemin Li. A cost effi-
cient framework and algorithm for embedding dynamic virtual net-
work requests. Future Generation Computer Systems, 29(5):1265 — 1277,
2013. ISSN 0167-739X. doi: http://dx.doi.org/10.1016/j.future.2012.08.


http://dx.doi.org/10.1007/s11107-012-0372-0
http://dx.doi.org/10.1007/s11107-012-0372-0
http://dx.doi.org/10.1007/s11107-011-0341-z
http://dx.doi.org/10.1007/s11107-011-0341-z

[171]

[172]

[173]

[174]

[175]

[177]

BIBLIOGRAPHY

0oo2. URL http://www.sciencedirect.com/science/
article/pii/S0167739X12001586. Special section: Hy-
brid Cloud Computing.

Tri Trinh, Hiroshi Esaki, and Chaodit Aswakul. Quality of service
using careful overbooking for optimal virtual network resource al-
location. In The 8th Electrical Engineering/ Electronics, Computer,
Telecommunications and Information Technology (ECTI) Association of
Thailand - Conference zo11, pages 296—299. IEEE, May 2011. ISBN
978-1-4577-0425-3. doi: 10.1109/ecticon.2011.5947831. URL http:
//dx.doi.org/10.1109/ECTICON.2011.5947831.

Cong Wang, S. Shanbhag, and T. Wolf. Virtual network mapping
with traffic matrices. In Communications (ICC), 201z IEEE Interna-
tional Conference on, pages 2717-2722, June 2012. doi: 10.1109/ICC.
2012.6364255.

Li Wang, Hua Qu, Jihong Zhao, and Ya Guo. Virtual network embed-
ding with discrete particle swarm optimisation. Electronics Letters, 50
(4):285-286, Feb 2014. ISSN 1350-911X. doi: 10.1049/€l.2013.3202. URL
http://dx.doi.org/10.1049/el1.2013.3202.

Bernard M. Waxman. Routing of multipoint connections. I[EEE Journal
on selected areas in communications, 6(9):1617—-1622, 1988. ISSN 0733-
8716. doi: 10.1109/49.12889.

Wai-Leong Yeow, Cédric Westphal, and Ulas Kozat. Designing and
embedding reliable virtual infrastructures. In Proceedings of the Second
ACM SIGCOMM Workshop on Virtualized Infrastructure Systems and
Architectures, VISA "10, pages 33—40, New York, NY, USA, 2010. ACM.
ISBN 978-1-4503-0199-2. doi: 10.1145/1851399.1851406. URL http:
//doi.acm.org/10.1145/1851399.1851406.

Hongfang Yu, Chunming Qiao, Vishal Anand, Xin Liu, Hao Di, and
Gang Sun. Survivable virtual infrastructure mapping in a federated
computing and networking system under single regional failures. In
Global Telecommunications Conference (GLOBECOM zo010), 2010 IEEE,
pages 1-6, Dec 2010. doi: 10.1109/GLOCOM.2010.5683951.

Hongfang Yu, Vishal Anand, Chunming Qiao, and Gang Sun. Cost
efficient design of survivable virtual infrastructure to recover from fa-
cility node failures. In Communications (ICC), 2011 IEEE International
Conference on, pages 1—6, June 2011. doi: 10.1109/icc.2011.5962604.

Hongfang Yu, Vishal Anand, Chunming Qiao, Hao Di, and Xuetao
Wei. A cost efficient design of virtual infrastructures with joint node
and link mapping. Journal of Network and Systems Management, 20(1):
97-115, 2012. ISSN 1064-7570. doi: 10.1007/510922-011-9209-x. URL
http://dx.doi.org/10.1007/s10922-011-9209-x.

177


http://www.sciencedirect.com/science/article/pii/S0167739X12001586
http://www.sciencedirect.com/science/article/pii/S0167739X12001586
http://dx.doi.org/10.1109/ECTICON.2011.5947831
http://dx.doi.org/10.1109/ECTICON.2011.5947831
http://dx.doi.org/10.1049/el.2013.3202
http://doi.acm.org/10.1145/1851399.1851406
http://doi.acm.org/10.1145/1851399.1851406
http://dx.doi.org/10.1007/s10922-011-9209-x

178

BIBLIOGRAPHY

[179]

[180]

[181]

[182]

[183]

[186]

Minlan Yu, Yung Yi, Jennifer Rexford, and Mung Chiang. Rethink-
ing virtual network embedding: Substrate support for path splitting
and migration. SIGCOMM Comput. Commun. Rev., 38(2):17-29, March
2008. ISSN 0146-4833. doi: 10.1145/1355734.1355737. URL http:
//doi.acm.org/10.1145/1355734.1355737.

Yang Yu, Chen Shan-zhi, Li Xin, and Wang Yan. Rmap: An algorithm
of virtual network resilience mapping. In Wireless Communications,
Networking and Mobile Computing (WiCOM), 2011 7th International
Conference on, pages 1—4, Sept 2011. doi: 10.1109/Wwicom.2011.6040467.

Ying Yuan, Cuirong Wang, Cong Wang, Bin Zhang, Shimin Zhu, and
Na Zhu. A novel algorithm for embedding dynamic virtual network
request. In Information Science and Control Engineering (ICISCE), zo15
2nd International Conference on, pages 28—32, April 2015. doi: 10.1109/
ICISCE.2015.15.

Donggyu Yun and Yung Yi. Virtual network embedding in wireless
multihop networks. In Proceedings of the 6th International Confer-
ence on Future Internet Technologies, CFI "11, pages 30-33, New York,
NY, USA, 2011. ACM. ISBN 978-1-4503-0821-2. doi: 10.1145/2002396.
2002404. URL http://doi.acm.org/10.1145/2002396.
2002404.

Donggyu Yun, Jungseul Ok, Bongjhin Shin, Soobum Park, and Yung Yi.
Embedding of virtual network requests over static wireless multihop
networks. Computer Networks, 57(5):1139—-1152, Apr 2013. ISSN 1389-
1286. doi: 10.1016/j.comnet.2012.12.006. URL http://dx.doi.
org/10.1016/j.comnet.2012.12.006.

Ellen W. Zegura, Kenneth L. Calvert, and Samrat Bhattacharjee. How
to model an internetwork. Proceedings of IEEE INFOCOM °96. Con-
ference on Computer Communications, 2:594-602, 1996. doi: 10.1109/
infcom.1996.493353. URL http://dx.doi.org/10.1109/
INFCOM. 1996.493353.

Sheng Zhang, Zhuzhong Qian, Song Guo, and Sanglu Lu. Fell: A flex-
ible virtual network embedding algorithm with guaranteed load bal-
ancing. In Communications (ICC), 2011 IEEE International Conference
on, pages 1-5, June 2011. doi: 10.1109/icc.2011.5962960.

Sheng Zhang, Zhuzhong Qian, Jie Wu, and Sanglu Lu. An opportunis-
tic resource sharing and topology-aware mapping framework for vir-
tual networks. In INFOCOM, 2012 Proceedings IEEE, pages 2408—2416,
March 2012. doi: 10.1109/INFCOM.2012.6195630.

Sheng Zhang, Jie Wu, and Sanglu Lu. Virtual network embedding
with substrate support for parallelization. In Global Communications
Conference (GLOBECOM), zo1z IEEE, pages 2615-2620, Dec 2012. doi:
10.1109/GLOCOM.2012.6503511.


http://doi.acm.org/10.1145/1355734.1355737
http://doi.acm.org/10.1145/1355734.1355737
http://doi.acm.org/10.1145/2002396.2002404
http://doi.acm.org/10.1145/2002396.2002404
http://dx.doi.org/10.1016/j.comnet.2012.12.006
http://dx.doi.org/10.1016/j.comnet.2012.12.006
http://dx.doi.org/10.1109/INFCOM.1996.493353
http://dx.doi.org/10.1109/INFCOM.1996.493353

[188]

[190]

[191]

[192]

(193]

[194]

[195]

BIBLIOGRAPHY

Sheng Zhang, Zhuzhong Qian, Jie Wu, Sanglu Lu, and Leah Epstein.
Virtual network embedding with opportunistic resource sharing. IEEE
Transactions on Parallel and Distributed Systems, 25(3):816—827, Mar

2014. ISSN 1045-9219. doi: 10.1109/tpds.2013.64. URL http://dx.

doi.org/10.1109/TPDS.2013.64.

Shun-li Zhang and Xue-song Qiu. A novel virtual network mapping
algorithm for cost minimizing. Journal of Selected Areas in Telecom-
munications, 29(1):1-9, 2011.

Xian Zhang, C. Phillips, and Xiuzhong Chen. An overlay mapping
model for achieving enhanced qos and resilience performance. In Ul-
tra Modern Telecommunications and Control Systems and Workshops
(ICUMT), 2011 3rd International Congress on, pages 1—7, Oct 2011.

Xian Zhang, Xiuzhong Chen, and Chris Phillips. Achieving effective
resilience for qos-aware application mapping. Computer Networks, 56
(14):3179 — 3191, 2012. ISSN 1389-1286. doi: http://dx.doi.org/10.1016/

j.comnet.2012.06.015. URL http://www.sciencedirect.

com/science/article/pii/S1389128612002411.

Zhongbao Zhang, Xiang Cheng, Sen Su, Yiwen Wang, Kai Shuang, and
Yan Luo. A unified enhanced particle swarm optimization-based vir-
tual network embedding algorithm. International Journal of Commu-
nication Systems, 26(8):1054—1073, 2013. ISSN 1099-1131. doi: 10.1002/
dac.1399. URL http://dx.doi.org/10.1002/dac.1399.

Zhongbao Zhang, Sen Su, Yikai Lin, Xiang Cheng, Kai Shuang, and
Peng Xu. Adaptive multi-objective artificial immune system based
virtual network embedding. Journal of Network and Computer Appli-
cations, 53:140 — 155, 2015. ISSN 1084-8045. doi: http://dx.doi.org/10.
1016/j.jnca.2015.03.007. URL http://www.sciencedirect.
com/science/article/pii/S1084804515000624

Ye Zhou, Yong Li, Depeng Jin, Li Su, and Lieguang Zeng. A virtual
network embedding scheme with two-stage node mapping based on
physical resource migration. In Communication Systems (ICCS), zo10
IEEE International Conference on, pages 761-766, Nov 2010. doi: 10.
1109/ICCS.2010.5686504.

Jin Zhu and T. Wolf. Vnmbench: A benchmark for virtual network
mapping algorithms. In Computer Communications and Networks (IC-
CCN), 2012 21st International Conference on, pages 1-8, July 2012. doi:
10.1109/ICCCN.2012.6289308.

Yong Zhu and M. Ammar. Algorithms for assigning substrate net-
work resources to virtual network components. In INFOCOM 2006.
25th IEEE International Conference on Computer Communications. Pro-
ceedings, pages 1—12, April 2006. doi: 10.1109/INFOCOM.2006.322.

179


http://dx.doi.org/10.1109/TPDS.2013.64
http://dx.doi.org/10.1109/TPDS.2013.64
http://www.sciencedirect.com/science/article/pii/S1389128612002411
http://www.sciencedirect.com/science/article/pii/S1389128612002411
http://dx.doi.org/10.1002/dac.1399
http://www.sciencedirect.com/science/article/pii/S1084804515000624
http://www.sciencedirect.com/science/article/pii/S1084804515000624




COLOPHON

This document was typeset using the typographical look-and-feel clas-
sicthesis developed by André Miede. The style was inspired by Robert
Bringhurst’s seminal book on typography “The Elements of Typographic Style”.
classicthesis is available for both EIEX and IyX:

http://code.google.com/p/classicthesis/

Happy users of classicthesis usually send a real postcard to the au-
thor, a collection of postcards received so far is featured here:

http://postcards.miede.de/

Final Version as of June 28, 2016 (classicthesis Git commit 1bse1dd(2016-
06-27— 15:43:10 +0200)).


http://code.google.com/p/classicthesis/
http://postcards.miede.de/

	Abstract
	Acknowledgments
	Contents
	Lists
	List of figures
	List of tables
	List of definitions
	List of source code listings
	List of algorithms

	Acronyms
	1 Introduction
	1.1 Experimental evaluation of VNE algorithms
	1.2 Solution approach
	1.3 Contributions of this thesis
	1.4 Thesis structure

	2 Background and related work
	2.1 Experimental algorithm evaluation
	2.2 Virtualization of network elements
	2.2.1 Node virtualization
	2.2.2 Link virtualization
	2.2.3 Network virtualization
	2.2.4 A note on graphical terminology

	2.3 Virtual Network Embedding
	2.3.1 Common assumptions for the VNE problem
	2.3.2 A conventional problem formulation

	2.4 VNE simulators
	2.4.1 Concept of a VNE simulator
	2.4.2 Publicly available VNE simulators


	3 An analysis of the VNE problem
	3.1 A mathematical formulation of the VNE problem
	3.1.1 Assumptions
	3.1.2 Basic concepts: Graph, path, network
	3.1.3 Network Weight Matrix
	3.1.4 Defining the VNE problem
	3.1.5 VNE algorithms
	3.1.6 Limitations and extensions of the formulation
	3.1.7 Application considerations

	3.2 The experimental evaluation approach
	3.2.1 Using simulation for experimental evaluation
	3.2.2 Generic VNE simulation process
	3.2.3 Offline and online embedding

	3.3 Common scenario generation parameters
	3.3.1 Network topologies
	3.3.2 Network size
	3.3.3 Number of VNRs
	3.3.4 Node and link constraints
	3.3.5 Standard set of scenario generation parameters

	3.4 Evaluation of VNE algorithm performance
	3.4.1 Time complexity: Runtime
	3.4.2 Embedding quality
	3.4.3 Application of metrics in the VNE literature

	3.5 Effects of current VNE evaluation approaches
	3.5.1 Resource provisioning bias
	3.5.2 Caveats in evaluation
	3.5.3 Optimal solutions

	3.6 Chapter summary

	4 An architecture for VNE simulation
	4.1 Requirements of a VNE simulator
	4.2 Components of a VNE simulator
	4.2.1 VNE model
	4.2.2 Problem generation
	4.2.3 Algorithm execution
	4.2.4 Evaluation of VNE algorithm performance
	4.2.5 Data export
	4.2.6 Simulation orchestration

	4.3 Modeling of constraints
	4.3.1 Quantitative constraints
	4.3.2 Qualitative constraints

	4.4 Scenario generation
	4.4.1 Using topology, resource, and demand generators
	4.4.2 Using a chain of generation elements
	4.4.3 Replicating a conventional scenario generation process
	4.4.4 Further types of chain elements
	4.4.5 Comparison of the two architectures

	4.5 Specifying VNE experiments
	4.5.1 Experiment specification files
	4.5.2 An XML-based specification format
	4.5.3 Integration with the simulator

	4.6 Implementing a VNE simulator
	4.6.1 The ALEVIN data model for VNE problems
	4.6.2 Core simulation classes

	4.7 Chapter summary

	5 Generating solvable embedding scenarios
	5.1 The problem of unsolvable scenarios
	5.2 Using filters to avoid unsolvable embedding scenarios
	5.2.1 Requirements
	5.2.2 Description of two filtering mechanisms
	5.2.3 Using filters to improve algorithms
	5.2.4 Filtering effects

	5.3 Perfectly solvable scenarios
	5.4 Substrate network replication
	5.4.1 Description of the scenario generation element
	5.4.2 Properties of the scenario generator
	5.4.3 Possible extensions

	5.5 Iterative VNR subtraction
	5.5.1 Description of the scenario generation element
	5.5.2 Algorithm properties
	5.5.3 Extensions

	5.6 Additive SN construction
	5.6.1 Description of the scenario generation element
	5.6.2 Properties of the scenario generator

	5.7 Chapter summary

	6 Demonstrating structured evaluation of VNE algorithms
	6.1 Overview of the experimental approach
	6.1.1 A strategy for conducting VNE experiments
	6.1.2 The evaluation environment
	6.1.3 The VNE algorithms under evaluation

	6.2 The influence of topological differences in the SN
	6.2.1 Experiment design
	6.2.2 Experiment results using a conventional scenario
	6.2.3 Experiment results using a perfectly solvable scenario
	6.2.4 Lessons learned

	6.3 The influence of embedding parameters with a replicated SN
	6.3.1 Investigating the fragmentation of demands
	6.3.2 Investigating the resource scarcity
	6.3.3 Investigating the SN size
	6.3.4 Lessons learned

	6.4 Chapter summary

	7 Conclusions
	7.1 Outcomes and main results
	7.2 Scientific impact
	7.3 Outlook

	A XML schema for VNE experiment specification files
	Glossary
	Bibliography
	Publications by the author
	References

	Colophon

