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SUMMARY v

Summary

Nowadays, consumers are often required to disclose private data in various
contexts such as while surfing the internet, downloading a mobile application, or
engaging in a business relationship with a firm. Privacy-related decision-making
research has so far mainly investigated data disclosure as a cognitive risk-benefit
trade-off analysis. While this cognitive approach might be appropriate for situations
where consumers have the opportunity for cognitive evaluations, there are many
situations in the modern landscape where consumers cannot or do not want to
engage in cognitive processing. Decision-making under stress or data disclosure to
a business network of collaborating firms, for example, constitute challenges to
purely cognitive decision-making approaches, calling for an extension of the
established paradigm of cognitive privacy-related decision making. This dissertation
advocates for the crucial role of affective processing in many modern data
disclosure situations, where consumers do not engage in purely cognitive
processing due to external hindrances or a lack of personal involvement in the data
disclosure situation.

In three independent essays, | investigate the overall research question of
how peculiarities of the modern, digital landscape influence consumers’ cognitive
and affective privacy-related decision-making strategies. In the first essay, | review
privacy-related decision-making literature to identify situational factors, which trigger
consumers’ perceptions of the disclosure situation as stressful. Drawing on the
transactional model of stress and coping, | conceptualize data disclosure situations
as stressful, if environmental demands exceed consumers’ internal (e.g., cognitive
capability) and external resources (e.g., information about data handling) for
elaborate decision-making. Moreover, | delineate consumers’ cognitive and affective
decision-making strategies under stress. The corresponding conceptual model and
derived propositions offer directions for empirical research on consumers’ privacy-

related decision-making under stress.
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In the second essay, | provide a deep-dive into consumers’ decision-making
in situations, where consumers confront the need to disclose data to networks of
firms engaging in business network data exchange (BNDE). Essay 2 tests a dual-
processing model of privacy-related decision-making accounting for both cognitive
and affective processing. Findings reveal the crucial role of consumers’ affective
processes when confronted with data disclosure settings characterized by
uncertainty. Specifically, consumers in a BNDE disclosure situation report negative
immediate affect elicited by the uncertainty of the situation, which in turn lowers
disclosure intentions through the affective processing system as well as through an
interference with the cognitive processing system.

The third essay, investigates how consumers’ sense making of the
disclosure situation and decision-making can be supported by data gathering firms
to generate favorable outcomes for both consumers and firms. To address this
issue, essay 3 proposes to alter data disclosure requests such, that they include a
preview of a meaningfully gamified data disclosure process. Results confirm that
consumers are more likely to enter the disclosure process when anticipation of
meaningful engagement (elaborate, cognitive processing) and anticipation of
hedonic engagement (affective, peripheral processing) are triggered with a preview
of a meaningfully gamified data disclosure process. Thereby, consumers’ route
choice depends on their involvement levels, such that highly involved consumers
are more prone to engage in cognitive processing (i.e., anticipate meaningful
engagement), whereas low involvement fosters affective processing (i.e.,
anticipation of hedonic engagement).

Overall, these essays yield three major findings. First, consumers’ privacy-
related decision-making is influenced by various peculiarities of modern data
disclosure situations such as time pressure or uncertainty. Second, privacy-related
decision-making in modern data disclosure situations cannot be sufficiently

described by purely cognitive processing approaches but needs to account for
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affective processing as well. Third, consumers’ decision making is prone to
influences of contextual cues offering an opportunity to design disclosure situations
to support consumers’ privacy-related decision-making.

As such, this dissertation makes substantial contributions to research on
consumers’ privacy-related decision-making and the acceptance of direct marketing
approaches based on consumers’ data disclosure. In addition, my dissertation
provides actionable recommendations for managers, which seek to successfully
employ business models based on consumer data and outlines promising avenues

for further research.
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INTRODUCTION 1

1. Introduction

1.1 Digital Landscape: New Challenges for Privacy-related Decision-

making

| share data every time | leave the house, whether | wantto or not . . . The
data is there, and it’s being used, and there isn’t a . . . thing most of us can do about
it, . . . It’s too late to put that genie back in the bottle. (Rainie & Duggan, 2016, p. 2).

With the advancement of information and communication technology,
consumers face the need to decide whether or not to disclose private data on a daily
basis (Rust & Huang, 2014). Engaging in loyalty card programs, downloading a
mobile application, or simply surfing the internet are everyday activities, which all
come at a cost (Bélanger & Crossler, 2011; Hennig-Thurau et al., 2010; Keith,
Thompson, Hale, Lowry, & Greer, 2013; Xu, Teo, & Tan, 2005): In such situations,
consumers need to disclose private data. Firms’ opportunities to collect and utilize
consumer data are manifold (Agarwal & Dhar, 2014). A sophisticated exploit of
consumer data allows for product and service personalization (Chellappa & Sin,
2005), enables access to free services (Chen, 2008; Schumann, von Wangenheim,
& Groene, 2014), and fosters more relevant marketing communication (Tsang, Ho,
& Liang, 2004; Tucker, 2012). These benefits come with the downside for
consumers of disclosing private data (Chellappa & Sin, 2005). Associated risks
range from unwanted marketing communication (Tucker, 2012) to fraud (Miyazaki &
Fernandez, 2001).

While academic research has long ago acknowledged the importance of
consumer privacy, its research efforts have been outpaced by data gathering
practice during the last decades (Martin & Murphy, 2017). One example for this
outpacing is literatures’ paradigm of cognitive processing, which seems incompatible
with many modern data disclosure situations. Literature on consumer privacy is

often based on the implicit assumption that consumers engage in a risk-benefit
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trade-off analysis when confronted with a data disclosure request (Culnan &
Armstrong, 1999; Dinev & Hart, 2006). For example, consumers who confront the
choice to join a loyalty card program would assess the potential risks of having their
purchase behavior tracked and weigh them against the potential for monetary
savings. Consumers would join the program, if the benefits outweigh the risks. In
line with this assumption of fully informed, cognitive elaboration, technological
advancements such as electronic health care systems or mobile applications have
been investigated as merely new contexts employing the established paradigm
(Angst & Agarwal, 2009; Xu et al., 2005). However, today’s digital landscape poses
a challenge for this assumption. Specifically, consumers in reality often need to
make decision under various peculiarities of modern data disclosure situations, such
as time pressure, incomplete information, and complex business constellations
(Acquisti, Brandimarte, & Loewenstein, 2015). Following up on the previous
example, consumers, who are confronted with the choice to join a loyalty program at
checkout lack sufficient information about the business partners within the loyalty
program and lack time to acquire the missing information to make well informed
data-disclosure decisions. Against this background, despite considerable knowledge
about consumers’ cognitive privacy-related decision-making (for literature review
see Smith et al., 2011), more insights pertaining to alternative decision-making
strategies suited for the peculiarities of modern disclosure situations are needed
(Dinev et al., 2015). Such investigations are important for two reasons. First,
consumers’ privacy-related decision-making is strongly influenced by the context
(Culnan & Bies, 2003; Li, Sarathy, & Xu, 2010). Accordingly, it is of high managerial
relevance to investigate modern data gathering practices and corresponding
business models as disclosure contexts distinct from widely investigated traditional
disclosure situations (e.g., dyadic disclosure situations). In order to successfully
engage in business models based on consumer data, firms need to understand how

and why consumers react in certain ways. These insights could help address
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consumers’ negative attitudes and increasing reluctance to disclose data (Culnan &
Armstrong, 1999), in turn helping firms establish a crucial competitive advantage
(Agarwal & Dhar, 2014; Sorescu, 2017; Bradlow, Gangwar, Kopalle, & Voleti, 2017).

Second, while a wide range of privacy research is based on the assumption
of cognitive processing (Smith et al., 2011), decision-making research has long
since acknowledged the fact that consumers do not make decisions in a purely
cognitive way (Epstein, 1994; Kahneman, 2003). Rather, decision-making literature
proposes that consumers often rely on automatic affective reactions when
confronted with a stimulus (Slovic, Finucane, Peters, & MacGregor, 2007; Zajonc,
1984). Consumers’ reliance on these affective reactions is especially likely for
modern data disclosure situations where elaborated, risk—benefit assessment are
hampered (Finucane, Alhakami, Slovic, & Johnson, 2000) by incomplete information
(Acquisti & Grossklags, 2005) or time constraints (Svenson & Maule, 1993). While
this theoretical assumption has already been adopted by some studies investigating
specific data disclosure situations (Alashoor, Al-Maidani, & Al-Jabri, 2018; Dinev et
al., 2015; Gerlach, Buxmann, & Dinev, 2019; Kehr, Kowatsch, Wentzel, & Fleisch,
2015; Li, Sarathy, & Xu, 2011; Wakefield, 2013), further research is needed to better
understand nuanced peculiarities of modern disclosure situations.

Against this background, this dissertation addresses challenges arising from
modern data disclosure situations and consumers’ resulting decision-making
strategies. It comprises three independent essays which seek to answer the
following overarching research question:

How do peculiarities of the modern digital landscape influence

consumers’ cognitive and affective privacy-related decision-making?

1.2 Research Objectives and Scope

In three independent essays, | address the overarching research question

pertaining to the role of peculiarities of the digital landscape on consumers’ privacy-

related decision-making. As a first step, | conduct a literature review in essay 1,
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identifying consumers’ internal limitations and external peculiarities of modern
decision-making situations, which lead to perceptions of stress, thereby influencing
privacy-related decision-making. The second essay focuses on business network
data exchange (BNDE)—one such potentially stressful disclosure-situation. Finally,
with the third essay, | investigate whether including a meaningfully gamified data
disclosure process into a data disclosure request could inform consumers’ decision-

making by fostering their appreciation of benefits resulting from data disclosure.

1.2.1 Essay 1: Privacy-related Decision-making under Stress: A

Conceptualization.

Essay 1 of this dissertation conceptualizes everyday data disclosure
situations as potentially stressful. Digital advancements such as location-based
mobile applications or collaborating business networks constitute critical situational
factors for consumers’ privacy-related decision-making. Previous research has
identified various situational factors that impact privacy-related decision-making
(Bansal & Gefen, 2010; Dinev & Hart, 2006; John, Acquisti, & Loewenstein, 2011;
Kehr et al., 2015). While those studies acknowledge the fact that privacy decision-
making situations become increasingly demanding (Walker, 2016), thus far no study
offers an integrated perspective of situational factors as potential stressors and
investigates consumers’ corresponding decision-making strategies. To address this
gap, essay 1 provides an integrated literature review. Drawing on the transactional
model of stress and coping (Lazarus & Folkman, 1984), | conceptualize data
disclosure situations as stressful, if environmental demands exceed consumers’
resources. Resources include both internal resources such as cognitive capability
and external resources such as firms’ communication of data handling practices.
Further, essay 1 delineates consumers’ decision-making strategies under stress
according to dual-processing models of decision-making, accounting for both
cognitive and affective processing styles (Epstein, 1994; Evans & Stanovich, 2013).

As such, essay 1 addresses the following research questions:
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How do environmental demands and (lack of) internal and external
resources lead to stress in data disclosure situations?

Which privacy-related decision-making strategies—both cognitive and
affective—do consumers employ under stress?

1.2.2 Essay 2: Privacy-related Decision-making in Business Network Data

Exchange Settings: The Role of Consumers’ Affective Reactions.

Essay 2 constitutes a deep dive into one of the identified, potentially stressful
data disclosure situations—namely, disclosure situations, where consumers confront
the need to disclose data to not only one single firm but to a network of data
exchanging firms. Essay 2 introduces these business network data exchange
(BNDE) situations and argues that they are distinct from dyadic disclosure settings,
which have been the main concern of previous privacy literature (Smith et al., 2011).
BNDE networks comprise a data-gathering firm which asks consumers to disclose
data and give consent to exchanging the data across the BNDE network. As such,
BNDE disclosure settings are characterized by a high degree of uncertainty
regarding future consequences of data disclosure (i.e., Who are the network
partners? Which risks and benefits can be expected from them?). Because of this
peculiarity of BNDE, literature’s widely accepted assumption of a purely cognitive
risk-benefit trade-off analysis (Bansal & Gefen, 2010; Dinev & Hart, 2006; Li et al.,
2010; Xu et al., 2005) cannot be transferred to BNDE disclosure situations (Acquisti
& Grossklags, 2005). Thus, essay 2 proposes and tests a complementary extension
of the established cognitive approach in form of a dual-processing model, arguing
that affective reactions play a crucial role in BNDE data disclosure situations.
Specifically, the main research question underlying essay 2 is:

How does BNDE influence consumers’ privacy-related decision-
making?
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1.2.3 Essay 3: Previewing a Meaningfully Gamified Data Disclosure
Process to Increase Consumers’ Willingness to Engage in Data

Disclosure Processes.

With essay 3, | investigate the possibility of informing consumers’ privacy-
related decision-making by employing gamification elements. While essay 1 and 2
focus on consumers’ decision-making processes forming their willingness to
disclose data, essay 3 investigates decision-making processes pertaining to
consumers’ willingness to enter a data disclosure process. Because of today’s
proliferation of data collection efforts, consumers are increasingly reluctant to
comply with disclosure requests (Culnan & Armstrong, 1999; Schumann et al.,
2014). Essay 3 argues that in order to overcome this reluctance, retailers should
integrate a preview of a meaningfully gamified data disclosure process into the data
request. Such an approach leverages theory about meaningful and hedonic
engagement with a gamified task (Eisingerich, Marchand, Fritze, & Dong, 2019; Liu,
Santhanam, & Webster, 2017; Suh, Cheung, Ahuja, & Wagner, 2017). Specifically,
consumers, who are confronted with a data request featuring a preview of a
meaningfully gamified data disclosure process can more easily envision how the
collected data might lead to positive personalization outcomes. Moreover, they
perceive the disclosure request to have a higher hedonic value. Thus, consumers
should be encouraged to enter the disclosure process. While both data disclosure
(for literature review see Smith et al., 2011) and gamification (for literature review
see Koivisto & Hamari, 2019) literature offer extensive insights, thus far no study
integrated these research streams to predict consumers’ intentions to comply with
data disclosure requests. To fill this void, essay 3 addresses the following major
research question:

Can consumers be encouraged to enter a data disclosure request by

including a preview of a meaningfully gamified data disclosure process
into the data request?
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1.3 Dissertation Structure

The remainder of this dissertation is structured as follows. Chapter 2
comprises essay 1. Within this chapter, | conceptualize the formation of stress in
data disclosure situations and propose a conceptual framework of corresponding
decision-making strategies. Chapter 3 features essay 2, which investigates the
impact of BNDE on consumers’ affective and cognitive decision-making processes.
Chapter 4 examines the effectiveness of previewing a meaningfully gamified data
disclosure process to leverage consumers’ willingness to comply with data
disclosure requests (essay 3). Taking a broader perspective, in chapter 5, | provide
theoretical and managerial implications as well as limitations and suggestions for
further research based on insights derived from all three essays. Chapter 6

comprises a short conclusion. Figure 1.1 features the structure of my dissertation.

Introduction
Digital Landscape: New Challenges for Privacy-related Decision-making
Research Scope
Structure of the Dissertation

Essay 1

Essay 2

Essay 3

Privacy-related

Stress: A
Conceptualization

Decision-making under

Privacy-related
Decision-making in
Business Network
Data Exchange
Settings: The Role of
Consumers’ Affective
Reactions

Previewing a
Meaningfully Gamified
Data Disclosure
Process to Increase
Consumers’
Willingness to Engage
in Data Disclosure
Processes

Theoretical Contributions
Managerial Implications
Limitations and Further Research

General Discussion

Conclusion

Figure 1.1. Structure of the dissertation.
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2. Essay 1: Privacy-related Decision-making under Stress: A

Conceptualization

Margarita Bidler

In many everyday situations, consumers confront data disclose settings
which they perceive as stressful. While prior literature has identified multiple
situational factors influencing consumers’ privacy-related decision-making, literature
pertaining to the role of consumers’ decision-making under stress remains
fragmented. Drawing on stress, decision-making, and privacy literature, this article
introduces a systematic conceptualization of data disclosure situations under stress
and delineates consumers’ resulting decision strategies. The conceptual model
uncovers potential for empirical research on consumers’ privacy-related decision-
making under stress. From a managerial perspective, identifying potential stressors
and corresponding decision strategies can help to design data disclosure requests

to facilitate consumers decision-making under stress.

Keywords: Privacy-related decision-making, stress, dual processing, heuristics
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2.1 Introduction

Data disclosure situations are omnipresent in today’s digital landscape
(Agarwal & Dhar, 2014). In times of mobile applications, online retailing, and loyalty
card programs, consumers are required to make privacy-related decisions in
increasingly complex environments (John, Acquisti, & Loewenstein, 2011; Keith,
Babb, Furner, Abdullat, & Lowry, 2016). In such situations, consumers’ decision-
making is affected by multiple factors. Specifically, environmental demands and
consumers’ lack of internal and external resources constitute a potential source for
perceptions of stress (Lazarus & Folkman, 1984; March, 1994). Such perceptions of
stress might arise from consumers’ simultaneous engagement in different tasks
(Kirsh, 2000; Klingberg, 2009; March, 1994; Veltri & lvchenko, 2017), time pressure
(Dinev et al., 2015), and various other internal and external factors (Johnson, 1974,
Kelley, 1967; Pavlou, Liang, & Xue, 2007). Stress perceptions in turn constitute a
severe challenge for privacy-related decision-making (Dinev, McConnell, & Smith,
2015).

While consumer privacy has received extensive attention in both the
information systems (Smith, Dinev, & Xu, 2011) and the marketing literature (Martin
& Murphy, 2017), privacy-related disclosure processes have not yet been
investigated in an integrated manner as (potentially) stressful situations. Rather,
literature discusses situational factors and consumers’ privacy-related decision-
making strategies in a fragmented way. For example, there has been a very active
body of research on contextual factors such as sensitivity of data (Bansal, & Gefen,
2010; John et al., 2011), dispositional trust (Dinev & Hart, 2006), or design aspects
(Kehr, Kowatsch, Wentzel, & Fleisch, 2015) which all impact consumers’ willingness
to disclose private data (John et al., 2011). While those studies address single,
situational aspects, accounting for the fact that decision-making situations become
increasingly complex (Walker, 2016), thus far no study offers an integrated

perspective of situational factors as potential stressors and consumers’
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corresponding decision-making strategies. Table 2.1 provides an overview of
literature focusing on individual and environmental factors from which stress might
arise and compares it with this work.

The fragmented nature of privacy literature pertaining to the role of stress is
especially surprising, as literature from the field of decision-making has long ago
acknowledged the fact that decision-making under stress is subject to various
peculiarities (Johnson, 1974; Keinan, 1987; Svenson & Maule, 1993).

To fill this void, the current study draws on the transactional model of stress
and coping (Lazarus & Folkman, 1984) to conceptualize consumers’ privacy-related
decision-making under stress and to identify corresponding decision-making
strategies, which will be delineated according to dual-processing models of decision-
making (Chaiken & Trope, 1999; Epstein, 1994; Evans & Stanovich, 2013). As such,
this paper contributes to privacy-related decision-making literature by offering a
comprehensive perspective on privacy-related decision-making situations as
potentially stressful. Moreover, by systematically investigating individual and
environmental resources to cope with stressful privacy situations, this article
advances literature on situational and individual factors impacting disclosure
behavior. Finally, this paper addresses a call for more research pertaining to low-
effort processing (Dinev et al., 2015) by uncovering the crucial role of affective
processing in consumers’ decision-making under stress.

The remainder of this paper is organized as follows: First, | will discuss the
transactional model of stress and coping (Lazarus & Folkman, 1984) in order to
conceptualize privacy-related decision-making as (potentially) stressful. Next, | will
draw on theories of dual processing in decision-making (Epstein, 1994; Evans &
Stanovich, 2013) to derive propositions regarding psychological processes
underlying consumers’ privacy-related decision-making under stress. The paper
concludes with a discussion of theoretical and managerial implications and provides

avenues for future empirical research.
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Table 2.1.

Prior work on potential stressors in privacy-related decision-making and comparison with this paper

Authors Research focus Potential stressors Conceptualized Decision-making Main findings
(Year) as stress? strategy
Invest|g§1te deC|S|on-mak|ng Consumers often lack information
- accounting for the influence ; T
Acquisti & : . : . . to make privacy decisions and,
of incomplete information, Incomplete information, - e . .
Grossklags, bounded rationality. and bounded rationalit No - even with sufficient information,
2005 : Y ¢ y are likely to engage in irrational
psychological deviations from )
d . behavior.
rationality.
Situational factors affect
Conceptual model . , s
. X . Cognitive resources, . consumers’ level of cognitive
Dinev etal. accounting for high-effortand ; High and low-effort L
L time constraints No . effort, which in turn moderates
(2015) low-effort processing in processing relations between privacy-related
privacy decision-making. P y
constructs.
Investigate hOW. . Stereotypical thinking induces
stereotypical thinking . ) s .
Gerlach et : . Stereotypical errors in users’ judgments, despite
can cause systematic Complexity No =
al. (2019) ; L thinking the presence of counter-
judgment errors in privacy- stereotypic privacy statements
related beliefs. ypiep y '
Introduces concept of Combplexit
surrendering to technology -omplexity, Sharing vs. Consumers surrender data in
Walker . time constraints, B .
and presents a sharing— L : No surrendering settings they do not adequately
(2016) L ; divided attention ) i
surrendering information information understand.
matrix.
. Individual resources (i.e., Cognitive and Perceptions of stress arise when
Conceptualizes data - : . R i
. T cognitive resources, affective processing individual and environmental
disclosure situations as . ! - .
attention, self-efficacy), strategies (i.e., resources do not suffice to meet
. stressful and uncovers : ) N
This study Environmental resources Yes biases, proneness  situational demands. Consumers

corresponding privacy-
related decision-making
strategies.

(i.e., time constraints,
incomplete information,
complexity, uncertainty)

to situational cues,
and employment of
heuristics)

under stress are likely to engage in
affective processing instead of
making purely cognitive decisions.
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2.2 Conceptualizing Stress

2.2.1 Transactional model of stress.

Conceptualizations and definitions of stress are manifold (Johnson &
Sarason, 1979; Lazarus, 1966; Selye, 1956). Among those, the transactional model
of stress from Lazarus and Folkman (1984) is a widely accepted conceptualization
of stress from the field of behavioral psychology. Lazarus and Folkman’s (1984)
model emphasizes the understanding of stress as a dynamic transaction between
individuals’ resources and environmental demands. According to this theory,
individuals undergo a process involving two stages when confronted with a
potentially stressful situation (Lazarus, 1966). During these stages, individuals
assess if the environmental demands exceed their resources to handle the situation
(Lazarus & Folkman, 1984). Before transferring the transactional model of stress to
the context of data disclosure situations in the following chapter, | will first discuss
the two steps of appraisal in general.

When confronted with a situation, consumers engage in primary appraisal in
a first step. Lazarus and Folkman (1984) distinguish three kinds of primary
appraisal: During this step, individuals evaluate whether a situation is irrelevant,
benign-positive or stressful. The later can be further classified into harm/loss, threat
or challenge (Lazarus, 1966). Harm/loss refers to the damage that has already
occurred, while threat refers to the possibility of future damage, which might arise
from the current situation. Individuals construe a situation as challenging, when they
believe the situation might hold the potential for future gains (Lazarus & Folkman,
1984).

When a situation is categorized as potentially harmful, threatening or
challenging, individuals engage in secondary appraisal. During this stage,
individuals evaluate if available resources are sufficient to cope with the focal
situation. Resources include personal capabilities, such as intelligence or personal

skills, as well as external resources, such as aid from others. If individuals come to
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the conclusion that available resources are not sufficient, stress arises (Lazarus,
1966). It is important to note, that both primary appraisal and secondary appraisal
can take place either consciously or unconsciously (Lazarus, 1966). Further, both
stages are not isolated processes, but rather happen simultaneously (Lazarus &
Folkman, 1984).

In case a situation is appraised as stressful, individuals employ strategies to
handle the stressful situation. Such strategies to reduce stress are referred to as
coping strategies (Folkman & Lazarus, 1980). Coping strategies can be categorized
into problem-based and emotion-based coping (Folkman & Lazarus, 1980).
Problem-focused coping includes all actions that are available to an individual in
order to change the disturbed person-environment-relationship. Emotion-focused
coping, on the other hand, comprises indirect actions that aim to change the
intensity and valence of thoughts and feelings regarding the present situation
(Folkman & Lazarus, 1988). In most cases, problem-focused and emotion-focused
coping strategies are employed simultaneously (Folkman & Lazarus, 1980). In the
context of data disclosure situations, which often require immediate reactions from
the consumer (i.e., disclosing data or not), problem-focused coping strategies are of
primary interest. For this reason, the remainder of the article will focus on problem-

focused coping strategies.

2.2.2 Data disclosure situations through the lens of the transactional

model of stress.

Many consumers describe situations in which they are required to disclose
data as stressful. According to the classification of stressful events from Lazarus
and Cohen (1977) data disclosure settings can be classified into the group of daily
hassles. Compared to major events, daily hassles are less severely but elicit stress
nevertheless (Lazarus & Cohen, 1977). Through the lens of the transactional model
of stress, consumers’ stress perception in data disclosure settings can arise from

many circumstances in both the primary appraisal and secondary appraisal stage.
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Figure 2.1 summarizes the processes pertaining to consumers’ perception of a data

disclosure situation as stressful, which will be detailed in the following chapters.

Data Disclosure Situation

Primary Appraisal

Data disclosure situation can be perceived as ...
... Irrelevant
.. Benign-positive
.. Potentially stressful:
+ Harm/loss
* Threat
* Challenge

Secondary Appraisal

+ Limited individual resources
» Cognitive resources
« Attention
+ Self-efficacy
» Knowledge of privacy-preferences
» Limited environmental resources
+ Time constraints
* Incomplete information (complexity and
uncertainty)

Coping Strategies

« Emotion-focused coping strategies

+ Problem-focused coping strategies — Dual processing
model
* Cognitive processing
« Affective processing

Figure 2.1. The formation of stress in data disclosure situations.

2.2.2.1 Primary appraisal.

When confronted with a data disclosure situation, consumers instantly
construe a situation as irrelevant, benign-positive, or stressful. When a consumer
believes that the data disclosure setting carries no implication for the consumer’s
well-being, the situation falls within the category of irrelevant. Given that privacy is a
highly cherished value (Culnan, 1993; Taylor, 2003; Westin, 2003), it is not very
likely for consumers to construe data disclosure settings as irrelevant. According to
surveys on consumers’ privacy attitudes only about ten percent of consumers fall
into the group of “privacy unconcerned” (Taylor, 2003), which might classify a data

disclosure setting as irrelevant.
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The second option to appraise a situation is to construe it as benign-positive.
Consumers will classify a data disclosure setting as benign-positive if they believe
the outcome to be positive without any negative consequences (Lazarus, 1966).
Such appraisals might occur in the context of data disclosure, when consumers
disclose data for purposes, which carry high potential for positive outcomes,
suppressing thoughts about potential negative side effects. Disclosing necessary
data for health care purposes (e.g., medical treatment), for example, is likely to be
perceived as positive, because consumers’ focus lies on improving their health (He
Li, Wu, Gao, & Shi, 2016).

While the first two kinds of appraisals do not result in stress, stress
appraisals do. Stress appraisals include consumers’ perception of a data disclosure
situation as a challenge, harm/loss, or threat. Challenge appraisals occur, if
consumers focus on positive outcomes associated with the data disclosure setting.
Such positive outcomes include future gains from engaging in the data disclosure
process. Any data disclosure setting, where consumers are asked for their data in
return for benefits (e.g., personalization, monetary incentives, time saving, etc.) can
be construed as a challenge to engage in a privacy-related risk-benefit trade-off
(Chellappa & Sin, 2005; Dinev & Hart, 2006; Hann, Hui, Lee, & Png, 2007; Hui, Teo,
& Lee, 2007).

In contrast to challenge appraisals, harm/loss and threat appraisals, focus on
the negative outcomes associated with the data disclosure setting. While the
category of harm/loss is characterized by actual damage, which has already
occurred (e.g., data breach, phishing, etc.), threat focuses on anticipated harms or
losses that have not yet taken place. These two categories are often interrelated,
because each occurrence of harm/loss triggers negative implications for the future
(Lazarus & Folkman, 1984). In the context of data disclosure, consumers may be
confronted with personalized communication, which they perceive as an intrusion to

their privacy (Xu, Luo, Carroll, & Rosson, 2011). This negative encounter will then
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influence consumers’ anticipations of future negative consequences (Culnan &
Armstrong, 1999). Given the fact that the majority of consumers values their privacy
(Westin, 2003), data disclosure settings bear high potential for consumers to

appraise the situation as a harm/loss or threat (Culnan, 1993).

2.2.2.2 Secondary appraisal.

When consumers construe a data disclosure situation as challenging,
harmful or threatening, they assess their available resources to cope with the
situation in a next step. In the context of data disclosure, resources can be broadly
classified into two groups (Acquisti, Taylor, & Wagman, 2016): individual resources
and environmental resources — or lack thereof.

Individual resources. Among individual resources relevant for data
disclosure decisions, literature emphasizes the role of cognitive resources (Acquisti
et al., 2016; Dinev et al., 2015). An underlying assumption of privacy literature
concerns consumers’ decision-making as a strictly cognitive process (Dinev et al.,
2015). Behavioral research on the other hand has long since acknowledged that
consumers’ cognitive capabilities are innately limited (Simon, 1990). Bounded
rationality might negatively impact consumers’ ability to acquire and process all
relevant information in the focal privacy-related decision-making situation (Acquisti,
2004, 2009; Acquisti & Grossklags, 2005; Dinev et al., 2015). As such, limited
cognitive capabilities constitute a lack of a critical individual resource needed to
handle data disclosure situations under stress.

The issue of limited cognitive capabilities is further exacerbated by
consumers’ simultaneous engagement in multiple tasks, resulting in divided
attention on the focal decision-making issue (March, 1994). Driven by the
omnipresence of technological devices and constant access to the internet (Walker,
2016), consumers face the challenge to divide their limited cognitive attention
among many issues (Kirsh, 2000; Klingberg, 2009; March, 1994; Veltri & Ivchenko,

2017). Studies found that overall time spent engaging with media increased rapidly
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in the past years, which can be attributed to multitasking when engaging with media
(Rideout, Foehr, & Roberts, 2010). Another study unveiled driving to be one of the
most frequent multitasking activities regarding interaction with a mobile phone
(Sohn, Li, Griswold, & Hollan, 2008). In data disclosure situations such multitasking
activities might pose a serious challenge to privacy-related decision-making
(Acquisti & Grossklags, 2005).

Besides consumers’ cognitive resources and limited attention, the individual
characteristic of self-efficacy has often been discussed in privacy-related decision-
making contexts (Akhter, 2014; Chen & Chen, 2015; LaRose & Rifon, 2007; Lee &
Hill, 2013; Yao & Linz, 2008; Yao, Rice, & Wallis, 2007). Self-efficacy refers to a
consumer’s belief in his or her capabilities needed to successfully engage in the
current task (Bandura, 1977). As such, self-efficacy constitutes a valuable individual
resource, which might facilitate consumers’ privacy-related decision-making under
stress.

Finally, consumers’ knowledge of their own privacy-preferences constitutes
an individual resource determining consumers’ ability to cope with a stressful data
disclosure situation. This resource is especially crucial in the privacy context, as
consumers’ tend to be uncertain about the psychological value of their privacy
(Acquisti, 2004; Acquisti, John, & Loewenstein, 2013). Consumers lacking
knowledge about their privacy-preferences perceive data disclosure situations to be
more challenging. Hence, uncertainty about privacy preferences constitutes an
impediment to consumers’ coping strategies under stress.

Environmental resources. Often, even when consumers have sufficient
individual resources, they may be limited by a lack of external resources (Acquisti,
2004; Acquisti & Grossklags, 2005). Various environmental peculiarities can be
regarded as stress-inducing (Lazarus & Cohen, 1977).

Among those peculiarities, time constrains pose a serious threat to

consumers’ privacy-related decision-making (Dinev et al., 2015; Walker, 2016).
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Driven by technological advancements, especially in the online context, consumers
often face the challenge to make data disclosure decisions quickly (Keith et al.,
2016; Walker, 2016). Such time constraints can be elicited by an urgent situation,
where consumers seek to satisfy a certain need very quickly, such as in the case of
a medical emergency (Walker, 2016) or from less severely, but nonetheless
pressing matters such as navigating (Minch, 2004). Moreover, time constraints can
be induced deliberately by data gathering firms to foster fast decision-making:
Timely limited offers and calls to “act now!” can be employed to diminish consumers’
decision-making time (Dinev et al., 2015). As a result, consumers will appraise such
situations, where they lack time to systematically evaluate the consequences of data
disclosure as stressful (Dinev et al., 2015; Maule, Hockey, & Bdzola, 2000; Svenson
& Maule, 1993).

Complexity and uncertainty further exacerbate the issue of time constraints
in many modern data disclosure settings. While most data disclosure situations in
the past consisted of straightforward, dyadic constellations involving one consumer
and one firm (Culnan & Armstrong, 1999), consumers nowadays face increasingly
complex data disclosure settings, which trigger high degrees of uncertainty (Dinev et
al., 2006; Walker, 2016). One source for this complexity are business models based
on the collection and trade of personal digital data across commercial networks of
firms (Chen, Chiang, & Storey, 2012; Schumann, Winderlich, & Evanschitzky, 2014;
Steinhoff, Arli, Weaven, & Kozlenkova, 2019). Uber, Spotify, electronic payment
systems, and loyalty programs are only some everyday examples for networks
exchanging consumer data. Consumers confronting such complex networks face a
high degree of uncertainty when asked to disclose data. Uncertainty refers to “an
individual's perceived inability to predict something accurately” (Milliken, 1987).
Consequences of data disclosure in complex settings are highly uncertain, because
consumers often lack relevant information related to the further handling of their

disclosed data (Acquisti & Grossklags, 2005; Pavlou et al., 2007; Walker, 2016). In
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many situations, consumer engage in data disclosure setting without detailed
information about the identity and intentions of all involved parties (Walker, 2016).
As such, consumers cannot know ex ante which benefits and risks are to be
expected from the involved firms (Pavlou et al., 2007). As a result, data disclosure
settings, where consumers lack external resources by means of certainty about

resulting consequences, bear potential for stress (Johnson, 1974).

2.2.3 Dual-processing.

Consumers’ appraisal of the data disclosure situation results in a perception
of stress when they construe the situation as potentially threatening or harmful and
miss adequate individual and environmental resources to cope with the situation.
Consumers then use various strategies to deal with existing limitations in stressful
decision-making situations (Folkman & Lazarus, 1980). Decision-making processes
underlying these strategies can be broadly classified according to dual-processing
theory. Dual-processing theory comprises a group of distinct models (Chaiken,
1987; Chaiken & Trope, 1999; Epstein, 1994; Petty & Cacioppo, 1986), which share
the common assumption that individuals process information through two separate
but interacting systems (Evans, 2008; Evans & Stanovich, 2013). One system
involves cognitive elaboration (cognitive processing), while the other system
comprises affective processing (Evans, 2008). The following chapters will delineate
consumers’ privacy-related decision-making under stress according to this

assumption of dual processing.

2.3 Conceptual Framework
2.3.1 Cognitive processing: The privacy calculus.
According to cognitive processing assumptions, consumers’ privacy-related
decision-making could take the form of deliberate information processing
characterized by a systematic, organized information search, and thorough

consideration of all consequences as well as all available alternatives (Chaiken,
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1987; Janis & Mann, 1977; Petty & Cacioppo, 1986). The privacy calculus
framework, which is the predominant perspective on privacy-related decision-
making (Dinev & Hart, 2006; Laufer & Wolfe, 1977; Smith, Dinev, & Xu, 2011), can
be classified into this group of cognitive processes. It is based on the assumption of
an elaborate, well informed risk-benefit trade-off analysis (Culnan & Armstrong,
1999; Dinev & Hart, 2006). As such, consumers confronting the need to disclose
data would accept the accompanying risks of data disclosure if their benefit
perceptions outweighed those risks (Dinev & Hart, 2006).

Benefits in the context of privacy-related decision-making can take various
forms such as financial compensation (Li, Sarathy, & Xu, 2010), personalization
(Awad & Krishnan, 2006; Martin & Murphy, 2017), and access to digital content,
which would otherwise be denied (Xu, Teo, Tan, & Agarwal, 2009). These benefits
play a particularly important role in the context of e-commerce (Bleier & Eisenbeiss,
2015; Dinev & Hart, 2006; Hann, Hui, Lee, & Png, 2002). Another type of benefit in
the digital landscape is that of social adjustment (Lu, Tan, & Hui, 2004), which refers
to the need satisfaction of belonging to a social group. Moreover, literature identified
individually perceived attractiveness, convenience, and time savings through data
disclosure to be perceived as beneficial (Hann et al., 2002; Phelps, Nowak, &
Ferrell, 2000). Notably, all of these potential benefit perceptions are highly
subjective (Acquisti, 2004; Tversky, Slovic, & Kahneman, 1990).

Data disclosure also entails risks for consumers. Risks can be defined as the
extent to which data disclosure is associated with the potential for loss (Malhotra,
Kim, & Agarwal, 2004). Losses can take the form of consumers’ vulnerability to
fraud (Bleier & Eisenbeiss, 2015), privacy invasions (Culnan, 1993), unwanted or
even obtrusive marketing communications (Martin & Murphy, 2017), and price
discrimination (Odlyzko, 2003).

In order to cognitively assess risks and benefits associated with a data

disclosure setting, consumers need adequate individual coping resources (e.g.,
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undivided attention) and environmental coping resources (e.g., unambiguous
information regarding consequences of data disclosure) (March, 1994). As
described in the previous chapter, these resources are often limited, with the result
that consumers perceive the data disclosure setting as stressful. Inherently, stress
(i.e., limitation of coping resources) impedes cognitive processing. Such
impediments of cognitive processing foster affective processing (Dinev et al., 2015;
Finucane, Alhakami, Slovic, & Johnson, 2000). The following chapter will depict the
influence of stress on affective processing in privacy-related decision-making

contexts.

2.3.2 Affective processing.

Consumers’ appraisals of the decision-making task at hand and their
available resources elicits affective responses (Lazarus & Folkman, 1984). Affect is
often used as an umbrella term for mental feeling processes including emotions,
moods, and attitudes (Bagozzi, Gopinath, & Nyer, 1999). In the context of
consumers’ appraisal of a privacy-related decision-making situation, affective
reactions must be differentiated according to their valence (Lazarus, 1999).
Depending on whether the stress-triggering situation is perceived as a challenge, a
threat, or a loss, different affective reactions can arise (Lazarus, 1999). Whereas
challenging appraisals (i.e., focused on gains) are characterized by positive
reactions such as eagerness, excitement, and exhilaration, threat appraisals trigger
negative reactions such as fear, anxiety, or anger (Folkman & Lazarus, 1985).
Accordingly, the first proposition can be derived:

Proposition 1a: If consumers’ appraisal of the privacy-related decision-
making situation leads to perceptions of challenge, positive affective reactions will
be triggered.

Proposition 1b: If consumers’ appraisal of the privacy-related decision-
making situation leads to perceptions of threat or loss, negative affective reactions

will be triggered.
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It is important to note that stressful situations are likely to trigger multiple and
sometimes even conflicting affective reactions (Folkman & Lazarus, 1985; Lazarus
& Folkman, 1984), as has been found in the context of exam preparations, where
students felt both threat and challenge emotions (Folkman & Lazarus,1985).
Affective responses impact consumers’ privacy-related decision-making in various
ways (Dinev et al., 2015; Kehr et al., 2015; Yu, Hu, & Cheng, 2015). Figure 2.2
summarizes a conceptual model and corresponding propositions, that will be

derived next.

Stressful Data Disclosure Situation

l P1a-b
Positive Affective Negative Affective
Reaction Reaction
“ P3a-c
P2a-b i Pda-c

Cognitive Processing —

Privacy Calculus Affective Processing

Perceived Risks of Susceptibility ta
Data Disclosure Peripheral Cues

Perceived Benefits

of Data Disclosure Heuristic Processing

l

Data Disclosure Behavior

Figure 2.2. Conceptual framework for privacy-related decision-making under stress.
2.3.2.1 Affective reactions influencing the cognitive system.

Affective states can influence decision-making processes directly or
indirectly by adjusting perceptions of situational aspects (Loewenstein & Lerner,
2003). Before discussing direct effects in the next chapter, this chapter will focus on
indirect effects. Indirect effects refer to effects resulting from interferences of the
affective system in the cognitive system. Such indirect effects have been observed

in different contexts (Alhakami & Slovic, 1994; Hittel, Schumann, Mende, Scott, &
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Wagner, 2018; Lerner & Keltner, 2001; Slovic, Finucane, Peters, & MacGregor,
2004) including the privacy research domain. For example, Kehr et al. (2015) found
positive affective reactions elicited by situational triggers (i.e., interface design) to
influence disclosure behavior indirectly through an adjustment of perceived risks of
disclosure; that is, consumers underestimated the risks of disclosure. Wakefield
(2013) observed a similar interference investigating both positive and negative affect
toward a website, such that trust beliefs were adjusted. Transferring these findings
to the context of privacy-related decision-making under stress, affective reactions
elicited by consumers’ challenge or threat appraisals should lead to an adjustment
of risk and benefit perceptions according to the valence of the affective state. While
challenge appraisals and resulting positive affective reactions (e.g., eagerness,
excitement) should lead to an overestimation of benefits, threat appraisals and
resulting affective reactions (e.g., fear, anxiety) should lead to an overestimation of
risks. According to Alhakami and Slovic (1994), who found that risk and benefit
perceptions are often negatively correlated in consumers’ minds, an overestimation
of benefits (risks) should be accompanied by an underestimation of risks (benefits).
This inverse relationship is especially pronounced under time pressure (Finucane et
al., 2000) as is often the case in privacy-related decision-making situations under
stress.

Proposition 2a: Elicited by consumers’ appraisal of the disclosure setting as
a challenge, positive affective reactions lead to an overestimation of benefits and an
underestimation of risks associated with data disclosure.

Proposition 2b: Elicited by consumers’ appraisal of the disclosure setting as
a threat, negative affective reactions lead to an underestimation of benefits and an

overestimation of risks associated with data disclosure.



ESSAY 1: PRIVACY-RELATED DECISION-MAKING UNDER STRESS 30

2.3.2.2 Direct effects of affective processing on disclosure intentions

under stress.

Stress impairs cognitive processing (Keinan, 1987). To deal with these
impairments, consumers employ different strategies, which are often described as
intuitive, impulsive or even hypervigilant (Dinev et al., 2015; Janis & Mann, 1977,
Shiv & Fedorikhin, 1999). This group of strategies is characterized by selective
information search, such that not all information is taken into account, or attention is
paid only to distinctive properties (Janis & Mann, 1977). Environmental cues can
constitute such distinctive properties, which may even not be related to the focal
task, but are used by consumers to inform their privacy-related decision-making
nevertheless (John et al., 2011; Kehr et al., 2015). For example, visual cues, which
do not inherit critical information pertaining to the risks and benefits of data
disclosure (e.g., website design), have been found to influence disclosure decision
(John et al., 2011; Tang, Hong, & Siewiorek, 2011). Moreover, consumers tend to
process available information only superficially, such that consumers interpret the
mere existence of a privacy policy as an assurance for privacy (Urban & Hoofnagle,
2014). Keith et al. (2016) investigated other visual cues and found that consumers
are also likely to be influenced by reported network size (i.e., previous downloads of
a mobile application). They found that, when downloading a mobile application for
location based services (i.e., disclosure of geographical data), consumers were
more likely to download the application when download numbers indicated that
others have already done so. This effect can be traced back to herding effects,
which theorize that consumers are influenced by the behaviors of others in the same
situation, such that they tend to mimic those behaviors (Allen, 1965; Huang & Chen,
2006).

Another peripheral cue influencing consumers in an affective processing
mode is message framing (Chaiken, 1980; Tversky & Kahneman, 1981). Depending

on whether a message frames objective consequences as losses or gains,
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consumers’ reactions differ (Meyerowitz & Chaiken, 1987). Angst and Agarwal
(2009) investigated message framing in the context of attitudes toward data
disclosure and found that consumers’ provided with a positive message regarding
electronic healthcare records were more likely to opt-in (i.e., disclose data for that
purpose) compared to consumers presented with a neutral message.

Proposition 3: Consumers’ decision-making process in data disclosure
situations under stress is susceptible to environmental (i.e., peripheral) cues such as
(a) design (b) herding effects, and (c) message framing.

Consumers under stress do not only engage in simplistic processing
because of situational cues. Another group of affective processing strategies which
are, likely to arise under stress, are heuristics (Shah, Shafir, & Mullainathan, 2015).
Heuristics refer to simple schemes or decision rules based on past experiences and
observations (Chaiken, 1987). One prominent example for consumers’ employment
of heuristics is their tendency to rely on a retailers’ reputation (Xie, Teo, & Wan,
2006). Moreover, first investigations in the context of data disclosure found that
consumers do not only judge the focal firm by its own reputation but also employ
stereotypical thinking pertaining to data handling practices (Gerlach, Buxmann, &
Dinev, 2019), such that general assumptions are transferred to the focal firm.

Relatedly, the so-called halo effect proposes that consumers transfer their
perception of one attribute to another (Nisbett & Wilson, 1977). In the context of data
disclosure, consumers might believe that a reputable firm would perform well in
every regard including privacy protection (Li et al., 2016).

Moreover, consumers’ in an affective processing mode fall prey to biases
pertaining to their own vulnerability. According to the so-called optimistic bias,
consumers believe that negative outcomes are less likely to happen to them, so that
they underestimate the risks of disclosing data (Krasnova, Kolesnikova, & Guenther,

2009).
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Proposition 4: Consumers’ decision-making process in data disclosure
situations under stress is susceptible to heuristic processing such as (a)
stereotypical thinking (b) halo effects, and (c) optimistic biases.

In sum, privacy-related decision-making under stress evokes various
different heuristics and biases on which consumers form their disclosure decision

instead of engaging in elaborated, cognitive processing.

2.4 General Discussion
2.4.1 Theoretical contributions.

This article contributes to privacy-related decision-making literature
pertaining to the role of situational and individual influences on disclosure behavior.
As previously outlined, the majority of studies has focused on investigating single
situational or individual inhibitors for consumers’ privacy-related decision-making
(Bansal & Gefen, 2010; Culnan & Armstrong, 1999; Gerlach, Widjaja, & Buxmann,
2015; Wu, Huang, Yen, & Popova, 2012; Xu et al., 2009). While these studies offer
valuable insights into consumers’ decision-making under certain restrictions (e.g.,
complex privacy policies,) and personal characteristics (e.g., big five personality
traits), thus far no study comprehensively conceptualized individual resources and
environmental demands as potential triggers for perceived stress. The proposed
conceptualization of how stress arises in data disclosure decisions depending on
consumers’ appraisals of individual and environmental resources opens promising
avenues for future research. Among other things, it would be interesting to
investigate interdependencies between internal and external resources: Can internal
resources compensate for a lack of external resources or vice versa?

Second, this study contributes to the emerging research stream advocating
for the importance of affective processing in consumers’ privacy-related decision-
making (Acquisti & Grossklags, 2005; Alashoor, Al-Maidani, & Al-Jabri, 2018; Dinev
et al., 2015; Kehr et al., 2015; Wakefield, 2013). Specifically, results from the

literature review suggest that when under stress, consumers are more likely to
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engage in affective processing compared to cognitive processing, as is widely
assumed by privacy calculus researchers (Dinev & Hart, 2006; Li et al., 2010; Xu et
al., 2009). Affective reactions elicited by stress influence disclosure intentions
directly or through the adjustment of risk and benefit perceptions. To validate these
propositions, empirical research is needed. In this context, it might be interesting to
investigate whether dissonances between reported privacy concerns and actual
disclosure behavior (i.e., privacy paradox) (Adjerid, Peer, & Acquisti, 2018; Xu et al.,
2011) can be better understood, when regarding disclosure situations as stressful
(i.e., affective processing leads to data disclosure despite general privacy concerns).

Third, within the group of affect driven decision-making strategies, this paper
emphasizes heuristics as a crucial decision mechanism, thereby agreeing with
emerging research on the role of heuristics in privacy-related decision-making
(Gerlach et al., 2019; Gu, Xu, Xu, Zhang, & Ling, 2017; Sundar, Kang, Wu, Go, &
Zhang, 2013). Because consumers under stress lack resources to process the
decision-making situation in a cognitive, elaborated manner, they are more prone to
employ “rules of thumb” (i.e., heuristics). Further investigations pertaining to the role
of heuristics in privacy-related decision-making under stress as well as resulting

decision quality might yield interesting insights.

2.4.2 Managerial implications.

This article provides guidance to managers of data gathering firms pertaining
to consumers’ perception of potential stressors and resulting decision-making.
Especially, managers need to realize that consumers appraise data disclosure
settings through two stages: By assessing the potential threat to their privacy and by
evaluating individual and environmental resources as means to overcome the
stressful situation.

Against this background, data gathering firms should seek to design data
disclosure requests such that consumers are more likely to appraise the situations

as a challenge rather than a threat. When consumers perceive the situation as a
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challenge, stress-induced affective reactions will be positive, resulting in favorable
decision-making outcomes. In order to trigger appraisals of challenge, firms need to
emphasize future gains from data disclosure. To do so, they could offer benefits
such as personalization or future time saving. Thereby, it is important for firms to
take steps to support consumers’ actual appraisal of these benefits. Firms could, for
example, employ peripheral cues to highlight those benefits, thereby helping
consumers process the information in an easy manner.

Regarding consumers’ individual coping resources, data gathering firms
must be considerate of consumers’ limited cognitive capabilities. While firms cannot
directly influence those factors, they can manage environmental coping resources.
To provide consumers with resources needed to cope with the data disclosure
situation, firms should avoid putting consumers under time pressure deliberately
when requesting data. Moreover, firms should provide adequate information
regarding the future handling of the requested data to reduce uncertainty. If firms do
not provide sufficient resources, consumers will rely on affective processing during
decision-making, such as overestimating risks or engaging in stereotypical thinking.
Firms must be cautious about affective reaction even if they seem favorable at first:
Consumers who disclose data on a whim might regret is soon after, resulting in

negative long-term consequences for the consumer-firm relationship.

2.4.3 Limitations.

Although this article makes valuable contribution to privacy-related decision-
making literature, there are some limitations which offer opportunities for future
research. First, the conceptualization of consumers’ privacy-related decision-making
was based on prevalent drivers regarding environmental demands and individual
resources. While literature found those factors to form stressful decisions in general,
there may be other situational factors pertaining to privacy-related decision-making
situations in particular, which need to be identified yet. One interesting context to

investigate such privacy-specific stressors would be in the domain of the internet of
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things, where established stressors (e.g., divided attention) may be enhanced or
mitigated by newly arising stress-related resources (e.g., virtual assistants).

Second, this article did not address personality traits’ potential to moderate
the impact of stress on coping strategies. Among other characteristics, consumers’
resilience or hardiness might reduce consumers’ reliance on affective processing
even under stress, fostering more elaborated decision-making processes (Beasley,
Thompson, & Davidson, 2003).

Finally, this article considered problem-focused coping strategies pertaining
to general disclosure intentions. However, strategies such as the provision of false
or incomplete data have not been addressed. Future research might want to explore

such strategies.

2.5 Conclusion

Integrating fragmented literature pertaining to the role of inhibiting factors in
consumers’ privacy-related decision-making, this article conceptualizes data
disclosure settings as stressful situations and uncovers elicited decision-making
strategies. Drawing on stress, decision-making and privacy literature, a conceptual

model is derived, which provides a valuable framework for empirical investigations.
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3. Essay 2: Privacy-related Decision-making in Business Network Data

Exchange Settings: The Role of Consumers’ Affective Reactions

Margarita Bidler, Jan H. Schumann, Thomas Widjaja

Submitted at the Journal of the Academy of Marketing Science (VHB Ranking: A)

Today consumers are often required to disclose private data to not only one
single firm but to a network of data exchanging firms. We refer to such settings as
business network data exchange (BNDE). Privacy-related decision-making research
has so far mainly investigated data disclosure as a cognitive process in dyadic
consumer—firm settings. While this cognitive approach can be appropriate for dyadic
settings, we argue that BNDE disclosure settings cannot be easily assessed in a
purely cognitive way. Thus, we propose and test a complementary extension of the
established cognitive approach in form of a dual-processing model of privacy-related
decision-making. Six experimental studies (Nswdy1= 325, Nstwdy2a = 304, Nstuay2n =
322, Nstudysa= 215, Nswayzb = 292, Nsways = 306) reveal the crucial role of affective
processes when confronted with a BNDE network. Notably, our empirical results
indicate that the dual-processing model is suited to explain any data disclosure

setting characterized by uncertainty, including dyadic settings.
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3.1 Introduction

The telecommunication provider Telefonica caused an uproar in 2012 when
it tried to adapt a new business model based on the exchange of its customers’
location data within a new to be established network of firms ranging over various
branches, such as retailers, who could derive meaningful business insights from
these data. Consumers’ indignant reactions to this new business model halted the
venture for four years. These negative reactions to Telefénica’s shift from a dyadic
to a network business model are surprising considering that these data would only
have been used in an anonymous way and at an aggregated level and would have
provided consumers with benefits in return (e.g., innovative services from different
partner firms) (Telefénica, 2016). Another example for such negative reactions is the
music streaming service Spotify, who uses consumer data in a business network of
advertisers, concert providers and other third-party companies with the result that
consumers voice various reservations (Harding, 2019). Examples like these
illustrate consumers’ unfavorable reactions to a new class of business models we
denote as business network data exchange (BNDE). As consumer data constitutes
a crucial competitive advantage (Agarwal & Dhar, 2014; Sorescu, 2017) firms
engage in commercial networks, where consumer data are gathered by one firm and
are exchanged across the network (Steinhoff, Arli, Weaven, & Kozlenkova, 2019).
Typical BNDE collaboration aim to provide digital contents, services, or
advertisements on the basis of consumer data, thereby generating value for
consumers in the form of personalization. To do so, the focal data-gathering firm
(e.g., Spotify) asks consumers to disclose data and give consent to exchanging the
data across the BNDE network. With this, it takes control over consumers’ data and
shares it with its partners, without further need for consumers’ consents for every
single follow-up exchange. Detailed consumer profiles based on these newly

gathered data can increase the focal firm’s advertising revenues, because it can
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charge higher prices for advertising spaces. The data-receiving network partners
(e.g., concert providers) then use the data to confront consumers with personalized
advertisements with the goal to improve their products’ attractiveness. According to
a survey conducted by Forbes Insights (2018) two-thirds of the surveyed firms
allocate at least a quarter of advertising budgets to engage in such advertising
networks. 40% of those firms working with third-party partners belief that this
engagement yields their firms’ competitive advantage (Forbes Insights, 2018).
While many firms recognize the potential for monetizing consumer data
through BNDE settings, they do also hesitate to enter into BNDE networks, out of
fear of negative reactions by consumers to the potential BNDE accompanying
privacy intrusion, such as in the example of Telefonica. Hence, it is critical for firms
to understand why consumers react in such a negative way to BNDE networks.
Research on privacy-related decision-making indicates that when confronted
with a request to provide personal digital data, consumers engage in a “Privacy
Calculus” which is a cognitive risk—benefit trade-off analysis (Dinev & Hart, 2006).
According to this theoretical framework, data disclosure occurs in essence if the
benefits outweigh the expected risks of data disclosure (Dinev & Hart, 2006).
Investigations of the cognitive trade-off between risks and benefits focus on dyadic,
consumer—firm settings (Smith, Dinev, & Xu, 2011; Xu, Teo, Tan, & Agarwal, 2009).
The central assumption of elaborated decision-making seems fitting for dyadic
contexts: Consumers might be able to observe and assess the risks and benefits
associated with data disclosure to a single firm—however, even in dyadic settings,
innate bounded rationality could limit such purely cognitive approaches (Acquisti &
Grossklags, 2005). On the other hand, BNDE disclosure settings are characterized
by uncertainty, which is defined as an inability to predict accurately what the
outcomes of a decision might be (Milliken, 1987): e.g., Who are the data-receiving

partners? Which (parts) of the data will be exchanged? Which benefits and risks are
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to be expected from not only the focal firm but also from the other firms within the
network? Due to these uncertainties, consumers cannot thoroughly assess all
possible consequences of their data disclosures to (sometimes unknown) network
partners (Acquisti, Adjerid, & Brandimarte, 2013). Prior literature has found that such
uncertainties can hamper an elaborated, cognitive, risk—benefit assessment thereby
fostering consumers’ reliance on their very first automatic response to a stimulus
(i.e., affective processing) (Acquisti & Grossklags, 2005). Following this line of
argument, we belief that BNDE data disclosure settings are distinct contexts that
constitute a challenge to privacy-related decision-making literature’s assumption of
deliberate, cognitive decision-making. Surprisingly, prior literature on consumer
privacy related decision making has largely focused on dyadic settings. In a
structured literature review, we identified only a few notable exceptions that test
privacy-related decision-making in contexts similar to BNDE (see chapter privacy
calculus research). For example, Angst and Agarwal (2009) investigate privacy
concerns related to electronic health records, for which health providers store
patients’ data and make them accessible to other (medical) parties. Such a business
constellation represents a BNDE setting. However, while this study offers valuable
insights into the cognitive aspects related to data disclosure to networks, it overlooks
the peculiarity of BNDE accompanying uncertainty.

Against this background, we aim to (a) introduce BNDE settings as distinct
data disclosure settings different from dyadic settings and (b) propose and
empirically test a dual-processing model of privacy-related decision-making to
account for the peculiarity of BNDE-evoked uncertainty in consumers’ decision-
making. We argue that in order to account for uncertainty regarding potential risks
and benefits of BNDE data disclosure settings, established cognitive processing
needs to be complemented with an affective processing approach. In particular, we

propose and empirically test a dual-processing model of privacy-related decision-
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making (Epstein, 1994; Evans & Stanovich, 2013) for BNDE settings in one pre-
study observing real disclosure behavior and six experimental studies focusing on
disclosure intentions. We show the robustness of our focal effects with a within-
paper meta-analysis.

Before study 1 introduces a dual-processing model for data disclosure in
BNDE settings, a pre-study observing real behavior uncovers the unfavorable effect
of BNDE on consumers’ data disclosure behavior. Results from study 1 then show
that from a purely cognitive point of view, consumers are aware of the objective
scenario-specific differences resulting from data disclosure to a BNDE network.
However, when forming their disclosure intentions, consumers do not rely on these
objective aspects assessed on the cognitive processing route but rather base their
decisions on their spontaneous negative affective reactions elicited by BNDE. In
detail, we find that (1) immediate affective reactions triggered by BNDE
accompanying uncertainty lead to a direct reduction of disclosure intentions through
the affective processing route, and (2) immediate affective reactions influence
assessments on the cognitive processing route unfavorably, thereby indirectly
reducing disclose intentions through the cognitive processing route. In study 2a and
2b, we rule out perceived complexity and network size as alternative explanations
for our focal effect pertaining to the formation of immediate affective reactions,
supporting our assumption of BNDE accompanying uncertainty as the cause for this
effect. Studies 3a and 3b provide a deep-dive into the mechanism of how BNDE-
inherent uncertainty elicits immediate affective reactions. In study 3a, we
demonstrate that consumers—especially those with a high need for cognition—
express strong negative immediate affective reactions due to perceptions of
deprivation (Cohen, Stotland, & Wolfe, 1955) because BNDE-evoked uncertainty
hampers consumers’ opportunity for cognitive evaluations (Acquisti & Grossklags,

2005). Study 3b supports this finding by manipulating consumers’ opportunity to
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engage in cognitive processing in both dyadic and BNDE settings. Results confirm
that a hindrance of cognitive processing elicits immediate affective reactions. Finally,
in study 4 we demonstrate the power of immediate affective reactions as they can
induce spillover effects to cognitive evaluations of aspects unrelated to the focal
disclosure decision. Our six experimental studies uncover a robust unfavorable
effect of BNDE on immediate affective reactions and disclosure intentions, as a
within-paper meta-analysis confirms.

These findings collectively underpin several contributions to privacy-related
decision-making research and highlight practical insights for implementing business
models that rely on exchanges of consumer data. First, we complement privacy-
related decision-making research that so far has been predominantly investigated in
dyadic data disclosure settings by introducing BNDE as a new class of business
model, which has implications for consumers’ decision-making processes. We
demonstrate that compared to dyadic data disclosure settings, BNDE settings evoke
higher uncertainty, which leads to a hindrance of cognitive processing thereby
fostering negative immediate affective reactions.

Second, our results advance the emerging research stream which advocates
for the importance of low-effort processing (i.e., affective processing) in privacy-
related decision-making (Alashoor, Al-Maidani, & Al-Jabri, 2018; Dinev, McConnell,
& Smith, 2015; Gerlach, Buxmann, & Dinev, 2019; Kehr, Kowatsch, Wentzel, &
Fleisch, 2015; Li, Sarathy, & Xu, 2011; Wakefield, 2013), by delineating the
underlying mechanism according to a dual-processing model (Epstein, 1994; Evans
& Stanovich, 2013). Our dual-processing model complements established cognitive
processing approaches (i.e., risk-benefit trade-off) with an affective processing route
accounting for consumers’ first, automatic reaction to a BNDE disclosure setting.
With this, we address a call from Dinev et al. (2015) for empirical studies of the role

of low-effort processing in privacy-related decisions (e.g., affective reactions).
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Third, we contribute to privacy-related decision-making research by
suggesting that a dual-processing model is suited not only to BNDE settings but can
also be applied to other disclosure settings. The dual-processing model has greater
predictive power than a purely cognitive privacy-related decision-making model, for
both BNDE settings and dyadic settings. In turn, our work has managerial
implications for any data disclosure setting, where cognitive elaborations are
hampered such as BNDE settings but also dyadic settings characterized by
uncertainty.

This paper is organized as follows: In the next section, we review the
theoretical background and introduce BNDE as a distinct data disclosure context.
We next develop a dual-processing model for privacy-related decision-making in
BNDE settings. For this we first establish a cognitive base model corresponding to
the objective differences that arise in a dyadic versus BNDE setting. Next, we
extend this model to a dual-processing model of privacy-related decision-making.
Subsequent sections describe our data collection procedures, hypotheses testing
with serial mediation and moderation analyses, and discussions of each of the
experimental studies. Finally, we include a within-paper meta-analysis to test the
focal effects (i.e., affective reaction and disclosure intentions) in aggregate. We
conclude with a general discussion of the findings, limitations, and avenues for

further research.

3.2 Conceptual Model and Hypotheses

Two main streams of literature provide the theoretical foundation for this
work. The privacy calculus framework is the conceptual basis for our base model;
dual-processing theories offer a complementary view that encompasses affective

processes.
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3.2.1 Privacy calculus research.

An established approach to research individuals’ data disclosure is the
“Privacy Calculus” framework (Smith et al., 2011). This framework is based on the
notion of a calculus of privacy-related behavior that Laufer and Wolfe (1977)
propose. It predicts that consumers seek to behave in ways that maximize the
positive and minimize the negative outcomes (Culnan & Armstrong, 1999). Hence,
the privacy calculus is a strictly rational approach, in line with traditional decision-
making theories such as expectancy theory and utility maximization theory (Acquisti
& Grossklags, 2005; Li, 2012). If consumers confront the need to disclose private
data, the privacy calculus assumes they weight the potential risks against the
benefits of disclosing. This trade-off between risks and benefits in online settings
originally involved a consumer disclosing data to a specific firm (Culnan &
Armstrong, 1999). Consumers would accept the accompanying risks of data
disclosure if they reached a positive evaluation, in favor of their benefit perception
(Dinev & Hart, 2006). Through this rational consideration, the privacy calculus seeks
to explain privacy-related attitudes, behavioral intentions, and resulting consumer
behavior (Laufer & Wolfe, 1977).

Since the upcoming of the Privacy Calculus, numerous studies investigated
consumers’ privacy-related decision-making with this framework. Dinev and Hart
(2006) for example, extend it to include internet trust and personal internet interest,
to highlight how these positive beliefs can outweigh privacy risk perceptions. Other
researchers investigate personal factors, such as general privacy concerns (Angst &
Agarwal, 2009; Li et al., 2011), or situational factors, such as privacy assurances
(Hui, Teo, & Lee, 2007), trust (Bansal, Zahedi, & Gefen, 2015) and fairness
perceptions (Culnan & Armstrong, 1999; Li & Unger, 2012). Moreover, extensions of
the privacy calculus framework include data-related factors, such as data sensitivity

(Lwin, Wirtz, & Williams, 2007; Phelps, Nowak, & Ferrell, 2000), companies' uses of
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personal data (Phelps et al., 2000), and data collection mode (Baruh, Secinti, &
Cemalcilar, 2017). All these extensions leverage cognitive aspects to improve the
predictive power of the privacy calculus framework.

A structured literature review in accordance with Webster and Watson (2002)
specifies this observation further: We conducted structured keyword searches for
“data,” “information,” and “priva*,” combined with terms that represent data handling
(e.g., concern*, disclos*, shar*, use, trust*, protect*, calcul*, deci*, control*, reveal*,
trad*, expos*, provi*, collect*, inva*, gather*) in the title and keywords. We obtained
1,607 publications. After screening for publications which were specifically
concerned with consumers’ privacy-related decision-making (i.e., excluding articles,
which only casually regarded “privacy”), we identified 90 publications published
between 1991 and early 2017. Within these 90 publications, we identified studies
pertaining to the role of affect in privacy-related decision-making and those focused
on disclosure settings in which consumer data are exchanged across a network of
firms. Shared consumer data with third-party firms and affective reactions both have
received some research attention, but no study links them. Table 3.1 summarizes

the results of our literature review and illustrates how our paper addresses this gap.
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Table 3.1.

Prior work on privacy-related decision-making in BNDE or similar network settings or on affective reactions and comparison with this paper

Authors Research focus BNDE or similar Consideration of Main findings
(Year) disclosure setting affective reaction

Angst and The paper investigates how Consumer data - Individual's privacy concerns interact with

Agarwal individuals can be persuaded  within electronic argument framing and issue involvement to

(2009) to disclose medical health records can affect attitude, which further influences opt-in
information to electronic health be accessed by behavior to electronic health records.
records. various medical

parties.

Dinev et Propose that both high-effort - Low-effort processing A variety of factors impact the level of

al. (2015) and low-effort cognitive cognitive effort, which in turn modifies relations
responses influence privacy- between privacy-related constructs (APCO-
related attitudes and macro model).
behaviors.

Gerlach et Investigate the influence of Online social - Users’ privacy risk perceptions mediate the

al. (2015) privacy policy permissiveness  networks monetize effect that changes in policies’ monetization
on risk perception and consumer data (i.e., options have on users’ willingness to disclose
intention to disclose on online  targeted information.
social networks. advertising).

Kehr etal. Examine the effects of - Positive affect elicited Consumers underestimate the risks of

(2015) dispositional and situational by application design disclosure when confronted with an interface

factors on consumers’
willingness to use a data-
gathering smartphone
application.

that elicits positive affect.
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Authors
(Year)

BNDE or similar
disclosure setting

Research focus

Consideration of
affective reaction

Main findings

Krasnova et
al. (2009)

Li et al.
(2017)

Li et al.
(2011)

Wakefield
(2013)

Walker
(2016)

Investigate whether users are
willing to pay for online social
networks to circumvent having revenue through
their data used for personalized personalized
advertising. advertising.

Examine the effects of general

privacy concerns, cognitive

appraisals, and emotions -
formed during actual website

interactions.

Investigate the influence of

affective and cognitive reactions

toward an unfamiliar website on -
privacy protection and risk

believes.

Investigates the roles of positive
and negative affect on users’ -
trust and privacy beliefs.

. . Consumers face
Conceptualizes a matrix on the

difference between surrendering
to technology versus sharing
information online.

and uncertainty in

information.

Online social network
providers generate

increasing complexity

online exchanges of

Consumers’ liking of a
website

Emotion (i.e., fear and
joy)

Positive affect
(enjoyment) and
negative affect
(distress) toward using
a website

Network providers can capitalize on different user
preferences by offering premium accounts.

Consumers are more likely to disclose personal
information when they have positive cognitive
appraisals and liking toward the website.

Initial emotions formed from an overall impression
of an unknown website act as initial hurdles to
information disclosure.

Enjoyment positively influences website trust and
privacy beliefs enhancing data disclosure.

Consumers surrender data in circumstances that
they do not adequately understand.
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Authors BNDE or similar Consideration of P
Research focus . . . . Main findings
(Year) disclosure setting affective reaction
Test two competing models on Affect toward self-disclosure and toward social
Affect toward self- . .
Yu et al. the role of affect toward self- . networks relate positively to self-disclosure. Affect
: . . : - disclosure and toward : .
(2015) disclosure in online social . . a) directly steers self-disclosure (model 1) or b)
. : social network websites . ) )
network disclosure settings. influences cost and benefit appraisals (model 2).
BNDE disclosure _ Instgad (_)f engaging in pu_rely cogr_utlve decision
. . . Immediate affectasa making, immediate affective reactions lower
We introduce a dual-processing settings challenge . . : : : : L
model of privacy-related urelv coanitive first reaction to a disclosure intentions a) directly, b) indirectly
This study P Y purely cog stimulus (i.e., data- through adjustments of cognitive perceptions of

decision-making for the BNDE decision-making
context. because of
uncertainty.

disclosure to BNDE
network)

control, ad-intrusiveness, risks and benefits, and
¢) through spillover effects on risks and benefits
unrelated to BNDE.
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3.2.2 Business network data exchange.

Because the context for data disclosure strongly influences consumers’
privacy-related decision-making (Culnan & Bies, 2003; Li, Sarathy, & Xu, 2010), we
next identify BNDE as settings distinct from dyadic disclosure settings. We define
practices, where consumer data are gathered by one firm, which represents the
focal firm from the consumer’s perspective, and then are exchanged within a
commercial network of firms as BNDE. Compared to this, dyadic settings require the
consumer to disclose data to only one party, without further exchanges of data—as

illustrated in figure 3.1.

Traditional data exchanges (dyadic) BNDE

()~
Consumer | —— Firm Consumer |—— Firm 1 \
( J—I J =l J—I g ___/

Figure 3.1. Dyadic vs. BNDE data disclosure settings.
BNDE networks consist of at least two commercial parties. The focal firm

gathers consumer data, takes control of the disclosed data and exchanges (part of)
them with BNDE partners. Firms within a BNDE network can further exchange
consumer data among each other. Notably, we do not consider online social
networks to be BNDE networks in the sense, that consumers disclose data (i.e.,
postings) to other users of their online network, as those receiving users have no
commercial interest in further exchanging the disclosed data (i.e., objective risks and
benefits greatly differ in commercial and non-commercial settings).

BNDE should not be confused with unauthorized secondary data use, which
is the use of consumer data for a purposes other than they initially were provided for
and without consumers’ explicit knowledge or consent (Culnan, 1993). Contrary to
that, BNDE assumes consumers’ knowledge and consent to the data exchanges
across the BNDE network. In particular, when confronted with a BNDE network,
consumers are asked to disclose data and give consent for further exchanges of the

data within the BNDE network. Hence, while being informed about the general fact
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that data will be used in a BNDE network, BNDE settings create uncertainty, about
which partners have access to their data and how they will use them. These
uncertainties pose a challenge to consumers’ privacy-related decision-making going
beyond consumers’ privacy concerns about future unauthorized secondary use or
misuse, which is often researched in dyadic contexts (Smith et al., 2011). Compared
to dyadic settings, where consumers might face some lower degree of uncertainty, it
is inherent to the nature of BNDE networks to always elicit uncertainty regarding the
network partners and their future data usage.

BNDE networks feature different constellations and various revenue models
(Chen, Chiang, & Storey, 2012; Schumann, Wiinderlich, & Evanschitzky, 2014).
One prevailing example for a typical collaboration in BNDE networks is that of
partner firms joining the network to inform personalization efforts (e.g., online
targeting) (Aguirre, Mahr, Grewal, de Ruyter, & Wetzels, 2015). The BNDE
collaborations within this BNDE type can produce various forms of personalization,
but they all follow the same process: To provide services, contents, or
advertisements that reflect consumer data, the data-gathering firm asks the
consumer to disclose data to it and the whole BNDE network. Detailed consumer
profiles based on these newly gathered data can increase the focal firm’s
advertising revenues, because it can charge higher prices for advertising spaces.
The data-receiving partners than use these data to contact appropriate consumers
with personalized advertisements, which should improve their product
attractiveness. For consumers, such BNDE types are characterized by high degrees
of uncertainty regarding future risks and benefits of data disclosure, because they
cannot anticipate which kind of consequences to expect from each (often unknown)
firm (e.g., in terms of relevance and frequency of personalized communication). This

uncertainty about both risks and benefits might prompt consumers to engage in
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affective privacy-related decision-making more likely, rather than using a cognitive

route (Acquisti & Grossklags, 2005).

3.2.3 Data disclosure decisions in BNDE settings though the lens of the
privacy calculus: A cognitive base model.

Following the established assumption of cognitive decision-making, in this
chapter we focus on objective differences between a dyadic and a BNDE data
disclosure setting. We will compare this cognitive base model to a dual-processing
model accounting for immediate affective reactions triggered by BNDE in a next
step.

Privacy-related decision-making literature emphasizes the role of consumers’
perceived control over their private data (Smith et al., 2011). A widely accepted
understanding of information privacy as the ability to personally control private data
(Culnan, 1993; Smith, Milberg, & Burke, 1996) suggests that perceived control is
closely associated with the perceived risk of losing private data. From a cognitive
point of view, data disclosure in BNDE settings should reduce consumers’ control
over their personal data, because the data-collecting firm takes control over those
data and shares them with its network partners. In a typical collaboration involving
targeted advertising, the data-receiving partners then use the data to contact
consumers with advertisement reflecting insights from the gathered consumer data.
Research has shown that consumers often seek to avoid such marketing efforts
(Hann, Hui, Lee, & Png, 2008) as they perceive firm-initiated communication as
intrusive (Milne & Rohm, 2000). From consumers’ perspective, BNDE should lead to
increased perceptions of ad-intrusiveness, because consumers receive advertising
from not just the focal firm but also unknown firms within the BNDE network.
Therefore, instead of generating beneficial outcomes, personalized communication
may evoke consumers’ negative perceptions of the contacts as intrusive (Edwards,

Li, & Lee, 2002). As a result, from a cognitive point of view, BNDE accompanying
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control reduction over private data will lead to an increase of perceived privacy risks,
while BNDE accompanying ad-intrusiveness will have a negative impact on
perceived benefits.

Prior literature found that consumers do not assess risks and benefits
independently but rather suggests that risk and benefit perceptions are often
associated in consumers’ minds (Finucane, Alhakami, Slovic, & Johnson, 2000).
Hence, consumers’ perceptions of loss of control in BNDE settings could not only
influence risk perceptions positively, but may also reduce benefit perceptions, while
ad-intrusiveness could not only impact benefits perceptions negatively but also risk
perceptions positively. To account for that possibility, we will also test for those

crosswise effects.

3.2.4 Extending the base model: The role of immediate affective reactions

in decision-making.

3.2.4.1 Integrating cognitive privacy-related decision-making in a dual-

processing framework.

Consumers usually can assess the risks and benefits of data disclosure
cognitively in dyadic settings, but this assessment is more difficult in BNDE settings,
because they introduce uncertainty about who has access to the data and how they
are used. This uncertainty about negative and positive consequences hampers
integrated cognitive evaluations (Acquisti & Grossklags, 2005). Therefore, instead of
purely cognitive approaches to explain behavioral intentions, decision-making
literature often proposes dual-processing models of thinking (Epstein, 1994; Evans
& Stanovich, 2013), with two separate systems. The first system is a fast, automatic
process that sparks immediate affective reactions (i.e., affective system); the second
system is a deliberate, cognitive process, constrained by psychological limitations
and situational aspects (i.e., cognitive system). In accordance with such dual-
processing models, we propose that privacy-related decision-making in BNDE

settings occurs through two systems: Reliance on an immediate affective reaction,
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due to exposure to a stimulus (i.e., data disclosure to a BNDE network), and a
process of deliberate weighing of cognitive factors (i.e., perceptions of loss of
control, ad-intrusiveness, risks, and benefits). We argue that the use of the affective
system (i.e., using immediate affective reactions to inform decision-making) will be
especially likely for BNDE settings, because BNDE accompanying uncertainty
hinders processing through the cognitive system thereby fostering affective
processing (Finucane et al., 2000). That is, we suggest consumers in BNDE
contexts do not thoroughly evaluate objective cognitive aspects related to data
disclosure but instead rely on immediate affective reactions to form disclosure

intentions.

3.2.4.2 Immediate affective reactions to BNDE settings.

In response to a stimulus, consumers unconsciously and automatically refer
to an “affective pool” of positive and negative associations (Finucane et al., 2000;
Zajonc, 1980). Consumers’ immediate affective reactions to data disclosures likely
are negative, because consumers seek to protect personal data from intrusion
(Culnan, 1993). We argue that compared with dyadic settings, this negative affect is
stronger in BNDE settings, where consumers are uncertain about the potential
outcomes and feel trepidation about disclosing to a BNDE network of mostly
unknown firms (Wakefield, 2013). Specifically, consumers will perceive negative
immediate affective reactions because BNDE accompanying uncertainty limits their
opportunity to engage in cognitive processing, triggering perceptions of deprivation.

H1: BNDE elicits stronger negative immediate affective reactions than dyadic
data disclosure settings.

Research found that both positive and negative affect have strong direct
influences on intentions to disclose private data to an unfamiliar website (Wakefield,
2013). Therefore, we anticipate that negative immediate affective reactions elicited

by BNDE reduce consumers’ intention to disclose. This reliance on immediate
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affective reactions to inform decision-making through the affective system occurs
because BNDE accompanying uncertainty hinders processing through the cognitive
system thereby fostering affective processing (Finucane et al., 2000). In particular,
we posit that compared to dyadic disclosure situations, where there are no
hindrances to cognitive processing, BNDE disclosure situations foster consumers’
reliance on affective processing. That is, consumers do not rely on their cognitive
evaluations of loss of control, ad-intrusiveness, and the resulting risks and benefits
but rather rely on immediate affective reactions to make decisions.

H2: Consumers in BNDE disclosure setting more heavily rely on affective
processing to form disclosure intentions compared to consumers in dyadic

disclosure settings.

3.2.4.3 Interaction of the affective and cognitive system.

The mechanisms from the previous hypotheses argue for the impact of
BNDE on disclosure intentions through the affective system. However, dual-
processing models assert that although the affective and cognitive system exist
separately, they also interact (Epstein, 1994). For example, prior research has
shown that affective processing influences cognitive risk and benefit assessments
(Finucane et al., 2000). Hiittel, Schumann, Mende, Scott, and Wagner (2018) show
that positive affect leads to benefit-inflation and risk-deflation effects, such that the
benefits of a free product are overestimated and its risks are underestimated. Based
on Li et al. (2011), who show that both positive and negative affect influence
consumers’ privacy risk assessments, we argue that previous findings about the
impact of affective reactions on cognitive evaluations likely also apply to our BNDE
research setting. That is, the negative immediate affect elicited by BNDE increases
consumers’ perceptions of loss of control and ad-intrusiveness and leads to an
overestimation of risk perceptions and an underestimation of benefit perceptions

(i.e., risk-inflation and benefit-deflation).
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H3a-d: H3a-d: Immediate affective reactions elicited by BNDE bias
assessments on the cognitive processing route, by inducing (a) control-deflation, (b)
ad-intrusiveness-inflation, (c) risk-inflation, and (d) benefit-deflation effects.

Figure 3.2 summarizes our conceptual model.
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Figure 3.2. Conceptual model—Dual-processing model.

In the following section we will describe our experimental studies for testing
this conceptual model. In a pre-study, we compare consumers’ disclosure behavior
in a dyadic and a BNDE disclosure setting to investigate the potential economic
impact of consumers’ reactions to BNDE networks. Study 1 will introduce our
proposed dual-processing model and compare it to the cognitive base model. In
study 2a and 2b, we will rule out perceived complexity and the size of the BNDE
network as alternative explanation for the focal effects (i.e., immediate affective
reactions arise due to BNDE accompanying uncertainty and not because of
complexity or network size). Study 3a and 3b then represent deep-dives into the
mechanism of how BNDE—due to uncertainty—hinders cognitive elaborations and
thus fosters affective processing by investigating observed variance in consumers’
need for cognition in study 3a and by inducing an artificial hindrance of cognitive

processing in study 3b. Study 4 demonstrates the power of the affective processing
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system by investigating spillover effects on unrelated cognitive evaluations. Finally,
a within-paper meta-analysis underpins the robustness of our focal effects.
3.3 Research Methodology

3.3.1 Pre-study: Consumer intentions and behaviors in BNDE data

disclosure settings.
To investigate the potential economic impact of BNDE business models, we
first conducted a pre-test to evaluate if consumers’ data disclosure behavior differs

in dyadic versus BNDE disclosure settings.

3.3.1.1 Design, participants, and procedure.

Employing a paper-pencil approach, we exposed participants to a data
disclosure request to observe disclosure behavior. Specifically, we told participants
that an online fashion retailer required their private data (e.g., personal interests,
income, marital status) for personalization purposes. Online retailers are ubiquitous
and commonly request private data from consumers, so they provide an appropriate
study setting. We assigned participants randomly to either a dyadic group (no
BNDE), such that their data would be used by the focal firm only, or a BNDE group,
such that the data would be shared with 30 partner firms in the shop’s network.
Appendix A provides the visual material used for the manipulation.

The convenience sample consists of data from 146 undergraduate students
(Mage = 20.68 years, SDage = 2.42, 57.8% women). Participants were exposed to the
manipulation such that they would see either a data disclosure request from a
fashion retailer (dyadic setting) or a data request from a retailer engaging in a BNDE
network (BNDE setting). Participants were instructed to disclose the requested data
or choose to decline the request. Both choices included real behavior (filling out the
data request vs. checking a decline option). After engaging in this task, participants
answered questions on their intention to disclose data (three items adopted from

Malhotra, Kim, and Agarwal (2004) on a 7-point semantic differential scale).
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3.3.1.2 Results of pre-study.

A chi square test of independence was conducted comparing the data
disclosure behavior of consumers presented with a dyadic versus a BNDE
disclosure setting. Results reveal a significant association between disclosure
situation and consumers’ data disclosure (x? (1) = 16.47, p <.000). Consumers in
the dyadic condition were more likely to disclose data (60.00%) than consumers in
the BNDE condition (27.03%). Moreover, we find that consumers’ intention to

disclose data predicted actual disclosure behavior (Accuracy = 77.1%).

3.3.1.3 Discussion of pre-study.

The pre-study provides first evidence for the economic impact of BNDE
business models. We find that consumers are significantly less likely to engage in
data disclosure when confronting a BNDE network compared with a single firm
requesting data. As such, this pre-study emphasizes the importance of investigating
this new class of business models constituting a basis for our experimental studies,

which we will discuss in the following chapters.

3.3.2 Study 1: Introducing a dual-processing model.

With this first study, we test whether a dual-processing model appropriately
describes data disclosure decisions in BNDE settings. We start with the cognitive
base model which accounts for the objective difference between data disclosure to a
single firm and disclosure to a BNDE network (i.e., increased loss of control and ad-
intrusiveness). We next compare this cognitive approach with our extended dual-
processing model, which complements cognitive processing with an affective

processing route.

3.3.2.1 Design, participants, and procedure.
We employed an online experimental approach and randomly assigned
participants to a single treatment with two conditions, for which we manipulated

BNDE in a fictional online shop setting. Similarly to the pre-study, we told
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participants that the online shop required their private data (e.g., personal interests,
income, marital status) for personalization purposes. Within this context, we then
assigned participants randomly to either a dyadic group (no BNDE) or a BNDE
group, (BNDE network of 30 firms). We coded the manipulation such that dyadic (0)
versus BNDE (1) provided our independent variable.

From an online panel, we recruited participants who are representative of
adult internet users. The sample consists of data from 325 respondents (Mage =
31.99 years, SDage = 8.13, 50% women). Participants were exposed to the
manipulation and then answered questions on all constructs specified in our
theoretical framework. We adopted measures from prior studies and contextualized
them to an online shopping setting. The multi-item scales improved the reliability
and validity of the measurement. For intentions to disclose data, we used three
items adopted from Malhotra, Kim, and Agarwal (2004) on a 7-point semantic
differential scale. The perceived risks of data disclosure were measured with four
items from Dinev, Xu, Smith, and Hart (2013), and the perceived benefits of data
disclosure relied on four items from Voss, Spangenberg, and Grohmann (2003), all
measured on seven-point Likert scales. We measured immediate affective reactions
to BNDE on a bipolar 5-point scale (1: very negative immediate affect; 5: very
positive immediate affect), adopted from Shampanier, Mazar, and Ariely (2007).
This intuitive measure for immediate affective reactions corresponds well to our goal
of measuring consumers’ very first, automatic association with a data disclosure
setting without cognitive interference. Participants also indicated their perceived
control over private data (four items from Dinev et al. (2013)), ad-intrusiveness (four
items from Li, Edwards, and Lee (2002)), how sensitive they perceived the
requested data to be (one item from Xie, Teo, and Wan (2006)), and socio-
demographic aspects. We also included three questions regarding consumers’

perceived uncertainty: Reflecting our assumption that a BNDE situation is
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characterized by a higher degree of uncertainty (compared to a dyadic setting) we
asked participants whether the presented data disclosure situation was 1. easy to
comprehend - difficult to comprehend, 2. straightforward — unclear, 3. not complex —
complex. These questions served as our manipulation check. The Cronbach’s
alphas for all constructs were at least 0.77, indicating the high internal consistency
of each construct (see the Appendix B).

To mitigate concerns about self-reported data (common method bias), we
implemented the actions recommended by Podsakoff, MacKenzie, Lee, and
Podsakoff (2003): We assured anonymity for all participants, provided contextual
information to reduce ambiguity, and highlighted that there were no right or wrong

answers.

3.3.2.2 Results of study 1.

Running our manipulation check we find that participants in the BNDE
condition reported significantly higher perceptions of uncertainty (Msnoe = 4.64)
compared to participants in the dyadic data collection condition (Mpyadic = 4.15),
indicating that our underlying assumption about the challenging nature of decision-
making in BNDE settings seems correct (t(323) = -3.24, p < .001). We next used the
PROCESS macro for SPSS to test the proposed mediation model (Hayes, 2017).
Thus, we programmed a customized serial mediation model with 5,000
bootstrapping samples, creating a 95% bias-corrected confidence interval (Cl). Age,
gender, and perceived sensitivity of the requested data were covariates.

Cognitive base model. In a first run, we tested the cognitive base model.
Participants in the BNDE condition reported significantly lower intentions to disclose
private data (Msnpe = 2.50) than those in the dyadic condition (Mpyadic = 4.03, 1(323)
= 6.88, p <.001). In line with our assumptions, the analyses confirmed that BNDE
exerted a negative effect on control perceptions (8 = -.44, t(320) = -3.94, p <.001)

and a positive effect on perceptions of ad-intrusiveness (8 = .29, t(320) = 2.67, p =
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.008). Control in turn marginally affected risk perceptions negatively (8 = -.09, t(318)
=-1.82, p =.06), while ad-intrusiveness had a significant negative impact on benefit
perceptions (8 = -.36, t(318) = -7.34, p <.001). Moreover, we find positive effects of
ad-intrusiveness on risk perceptions (8 = .21, t(318) = 4.13, p < .001) and of
perceived control on benefit perceptions (8 = .20, t(318) = 4.24, p < .001),
supporting the assumptions of crosswise effects related to risk and benefit
perceptions.

In line with the trade-off assumption of the privacy calculus framework, we
confirm a negative effect of risk perceptions (8 = -.16, t(316) = -3.75, p < .001) and a
positive effect of benefit perceptions (8 = .48, t(316) = 10.75, p < .001) on disclosure
intentions. The mediation analyses reveal significant indirect effects of BNDE on
disclosure intentions, through ad-intrusiveness and risk perceptions (8 = -.01, 95%
Cl [-.023, -.002)), as well as through ad-intrusiveness and benefit perceptions (8 = -
.05, 95% CI [-.101, -.012]) and through loss of control and benefit perceptions (8 = -
.04, 95% CI [-.085, -.013]). Contrary to our base model assumption pertaining to the
relationship between perceived control and risk perceptions, we do not find a
significant indirect effect of BNDE through loss of control and risk perceptions on
disclosure intentions (8 = -.006, 95% CI [-.019, .001]).

The serial mediation analyses also reveal significant direct effects of BNDE
on risk perceptions (8 = .21, t(318) = 2.06, p = .04), benefit perceptions (8 = -.34,
t(318) = -3.47, p < .001), and intentions to disclose (B = -.33, t(316) =-4.22, p <
.001), despite the expected full mediations by perceived control and ad-
intrusiveness in the cognitive base model.

Notably, perceived sensitivity of the requested data, which we included as a
control variable significantly influenced perceptions of ad-intrusiveness, risks,
benefits, and disclosure intentions. The effect sizes are detailed in the model

summary in the appendix (Appendix C). The cognitive base model explains 58% of
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the variance in disclosure intentions (adjusted R2 = .584, F(8, 316) =57.82, p <

.001). Figure 3.3 provides an overview of the empirical results from the base model.

Cognitive Base-model

T
£ Perceived B =-.007 Risk
2 control perception
0 .
> Dyadic oo
ﬁ vs. =21 Intention to
:E BNDE B = .20 disclose
£
8’ Perceived ad- Benefit B= .48
o intrusiveness B =-.36"" perception
B=-34"" B=-33

*p<.05,*p<.01,*p<.001
pedTpefL e Total effect: B = -.67, p < .001

Indirect effect via Control-Risk: B = -.006, 95% CI [-.019, .001]

Indirect effect via Ad-intrusiveness-Risk: p = -.01, 95% CI [-.023, -.002]
Indirect effect via Control-Benefit: B = -.04, 95% CI [-.085, -.013]

Indirect effect via Ad-intrusiveness-Benefit: § = -.05, 95% CI [-.101, -.012]

Figure 3.3. Cognitive base model results.

Dual-processing model. When we include immediate affect as a very first
automatic reaction to the disclosure situation into the model, all remaining direct
effects of BNDE on risks, benefits and disclosure intentions, which stayed significant
in the base model now become insignificant. Moreover, the cognitive paths through
control and ad-intrusiveness become insignificant, hinting at the strong predictive
power of immediate affective reactions in consumers’ privacy-related decision-
making. BNDE induces strong negative immediate affective reactions (8 = -.76,
t(320) = -7.67, p < .001). This finding confirms hypothesis 1. Further, immediate
affective reactions reduce disclosure intentions (8 = .52, t(315) = 10.78, p < .001),
resulting in full mediation of BNDE through immediate affective reactions on
disclosure intentions (8 = -.40, 95% CI [-.537, -.273]).

Next to this mediation effect through immediate affect on consumers’
disclosure intentions, we also find immediate affective reactions to influence the
cognitive system: In line with dual-processing theories, results confirm that
immediate affective reactions, reflecting affective processing, influence subsequent
cognitive evaluations. Immediate negative affect fosters consumers’ perceptions of

loss of control (8 = .34, t(319) = 5.67, p <.001) and ad-intrusiveness (B = -.48,
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t(319) = -8.51, p <.001). Moreover, negative immediate affective reactions lead to a
risk-inflation (8 = -.35, t(317) = -5.59, p < .001) and benefit-deflation (8 = .53, t(317)
=10.01, p <.001). These results support our hypotheses 3a-3d. Serial mediation
analyses further revealed significant indirect effects of BNDE through immediate
affect and benefit perceptions (8 = -.10, 95% CI [-.165, -.054]), and immediate
affect, perceived control and benefit perceptions (8 = -.006, 95% CI [-.016, -.000]),
as well as through immediate affect, ad-intrusiveness and benefit perceptions (8 = -
.016, 95% CI [-.031, -.006]) on disclosure intentions. The dual-processing model
(Figure 3.4) explains substantial variance in consumers’ data disclosure intentions

(adjusted R? = .695, F(9, 315) = 83.02, p < .001).
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Figure 3.4. Dual-processing model results.

Consumers’ reliance on affective processing — additional analyses. For
detailed evaluations pertaining to consumers’ reliance on affective processing as
proposed in H2, we split the data into dyadic and BNDE subsets. We calculated
hierarchical regression models for both and compared coefficients and the model fits
for both the base model and the dual-processing model for each set. The additional

analyses revealed that by adding immediate affective reactions to the base model,
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the R-square values increased by 0.257 for the dyadic subset (AR? = .257, F(1, 189)
=50.27, p < .001) and by 0.317 in the BNDE subset (AR? = .317, F(1, 122) = 40.94,
p <.001). Our proposed dual-processing framework explains more variance in
disclosure intentions than purely cognitive approaches in BNDE and dyadic settings
alike. Moreover, comparing the influence of immediate affective reactions on
disclosure intentions, we find the -coefficient to be higher in the BNDE subset (8 =
.56, 1(112) = 7.47, p <.001) than in the dyadic subset (8 = .46, t(189) = 7.28, p <
.001). As such, findings from study 1 suggest that (a) BNDE settings trigger higher
immediate affective reactions than dyadic settings and (b) consumers more heavily
rely on these immediate affective reactions in BNDE settings to form disclosure

intentions.

3.3.2.3 Discussion of study 1.

Study 1 complements privacy-related decision-making research in two
important ways. First, it conceptually introduces BNDE settings as data disclosure
settings distinct from dyadic disclosure settings. The uncertainty evoked by BNDE
settings with regard to the risks and benefits of data disclosure leads to a different
evaluation of the data disclosure setting than arises in dyadic settings. Second,
study 1 introduces and confirms a dual-processing model of privacy-related
decision-making. It provides an extension of purely cognitive models of privacy-
related decision-making, by adding a complementary affective system, which
accounts for consumers’ automatic, immediate affective reaction to a data
disclosure setting. In line with prior research (Milne & Rohm, 2000; Smith et al.,
2011), we find that the cognitive base model emphasizes the role of loss of control
and ad-intrusiveness for consumers’ evaluations of BNDE disclosure settings.
However, contrary to prior assumptions about strictly cognitive evaluations of
disclosure settings, consumers form disclosure intentions through the affective

system (i.e., immediate affective reactions) rather than by evaluating cognitive
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aspects related to BNDE setting (i.e., loss of control, ad-intrusiveness). That is,
consumers in BNDE disclosure settings perceive stronger immediate affective
reactions and more heavily rely on them to inform their decision-making compared
with consumers in dyadic disclosure settings. Immediate affective reactions further
influence consumers’ cognitive assessments such that loss of control, ad-
intrusiveness, and risks are overestimated while benefits are underestimated. This
finding is analogous to prior research that details influences of positive affect on risk
and benefit assessments (Hdttel et al., 2018; Li et al., 2011). Notably, the dual-
processing model explains more variance in disclosure intentions for both BNDE

settings as well as for dyadic settings.

3.3.3 Study 2a: Ruling out alternative explanations: Complexity.

Throughout this article, we argue that it is BNDE accompanying uncertainty
that elicits negative immediate affective reactions and triggers reliance on these
reactions through the affective processing route. Within study 2a, we consider
consumers’ perceived complexity of the data disclosure situation as an alternative
explanation driving these effects. Moreover, accounting for the fact that affective
reactions comprise a wide range of psychological reactions (Bagozzi, Gopinath, &
Nyer, 1999), study 2a makes an effort to investigate the validity of our measure of
immediate affective reactions (Shampanier et al., 2007) from study 1. Finally, within
study 2a, we seek to validate our manipulation check from study 1 using an

established measure for perceived uncertainty.

3.3.3.1 Design, participants, and procedure.
We replicated study 1 using the same experimental design and procedure.
The final sample consists of data from 304 participants (Mage = 36.28 years, SDage =
13.49, 53.3% women). Participants were exposed to the manipulation and answered
the same questions about their disclosure intentions and immediate affective

reaction as in study 1. Additionally, we included two items to measure perceived
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complexity (from Leppink et al. (2013)). Moreover, we included alternative measures
for affective reactions. Specifically, we measured arousal using the self-
assessments manikin scale by Bradley and Lang (1994) and general negative affect
using a short version of the PANAS scale from Thompson (2007) in an effort to
capture more elaborated perceptions of affect. Finally, we also included an
established measure for perceived uncertainty (Morgan & Hunt, 1994).

3.3.3.2 Results of study 2a.

Comparing group means we find that participants in the BNDE condition
reported significantly higher perceptions of uncertainty (Msnpe = 4.20) compared to
participants in the dyadic data collection condition (Mpyadic = 3.78, t(302) =-2.28, p =
.02). This replicates our finding from study 1 using an alternative measure for the
construct. Perceived complexity, on the other hand, does not differ between a
dyadic (Mpyadic = 2.84) and a BNDE disclosure situation (Menpe = 2.79, t(302) = .47,
p = .64), further underpinning our assumption about uncertainty being the crucial
difference between those two settings.

Additional analyses pertaining to the measure of affective reactions.
Investigating our measures of immediate affective reactions, arousal, and general
negative affect, we find moderate correlations between all measures (rshampanier-
Bradiey(304) = -.40, p < .01; rshampanier-Thompson(304) = -.61, p < .01; reradiey-Thompson(304) =
44, p <.01), suggesting that the measures capture similar but not identical
constructs. Group comparisons for immediate affective reactions reveal them to be
more negative in a BNDE (Mganpe = 2.24) compared to a dyadic disclosure setting
(Mpyadic = 2.91, 1(302) = 5.83, p < .01). We obtain similar results employing the two
other measures: Participant’s arousal (t(302) = -2.71, p <.01) and general negative
affect (t(302) = -5.58, p < .01) were both higher in the BNDE condition. These

findings provide further support for H1. Moreover, they suggest that our initial
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measure of immediate affective reactions employing a picture-based scale is valid
for measuring immediate affective reactions without cognitive interferences.
3.3.3.3 Discussion of study 2a.

Results from study 2a repeatedly confirm that BNDE disclosure situations
elicit negative immediate affective reactions. Investigating the cause for this effect,
we can rule out perceived complexity as an alternative explanation for the focal
effects observed in study 1, whereas results repeatedly find perceived uncertainty to
be significantly higher in a BNDE disclosure situation. This finding can be somewhat
explained by the fact that while BNDE disclosure situations might be commonly
described as complex (Walker, 2016), it is in fact not the situation per se that is
complex but rather future consequences. From a conceptual perspective,
perceptions of future consequences fall within the category of uncertainty (Milliken,
1987), as supported by our findings. Another potential explanation for consumers’
negative immediate affective reactions to BNDE disclosure situations might be the
amount of data sharing occurring in a network compared to a dyadic constellation.

Study 2b investigates this possibility.

3.3.4 Study 2b: Ruling out alternative explanations: Network size.

After 2a ruled out perceived complexity as an alternative explanation, study
2b focuses on network size as another potential explanation for the formation of
negative immediate affective reactions in BNDE settings. Study 1 tested the
proposed dual-processing model for a BNDE network with 30 firms; in study 2b, we
test the effects for different network sizes (i.e., 5, 30, and 100 interacting firms), in
an effort to rule out network size as a potential driver for consumers’ immediate
affective reactions.

3.3.4.1 Design, participants, and procedure.
The experimental design and procedure are similar to those for study 1 and

2a, except that we manipulated the existence of BNDE to present participants with
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networks of 5, 30, or 100 collaborating partners (three BNDE conditions) or a dyadic
disclosure setting (dyadic condition). The final sample consists of data from 322
respondents (Mage = 31.78 years, SDage = 7.66, 50% women). Again, after
respondents saw the manipulation, they reported their disclosure intentions,
immediate affective reactions and uncertainty (i.e., manipulation check) as in study
1.

3.3.4.2 Results of study 2b.

Looking at the focal effects from study 1, we find no significant differences
across the three network sizes for uncertainty (Ms.snpe = 4.86, Mzo-enpe = 5.02, Mioo-
enoe = 4.82), immediate affective reactions (Ms.snpe = 2.26, Mzo.enoe = 2.14, Mioo-noe
= 2.16) or disclosure intentions (Ms.snpe = 2.52, Mso-enoe = 2.62, Mioo-snoe = 2.76).
However, all BNDE conditions differ significantly from the dyadic setting. Previous
results thus appear robust, in that we find that uncertainty is generally lower (Mpyadic
=4.30, t(320) = -3.23, p < .001), immediate affective reactions are generally less
negative (Mpyadic = 2.97, 1(320) = 6.05, p <.001), and disclosure intention generally
higher (Mpyadic = 4.02, t(119.47) = 5.14, p < .001) in dyadic settings compared with
BNDE settings, as we depict in figure 3.5. This is a very conservative test, as we did
not include any control variables.

3.3.4.3 Discussion of study 2b.

Study 2b validates the results of the focal effects of study 1 and 2a by ruling
out network size as an alternative explanation for the occurrence of negative
immediate affect. Even when the size of the BNDE network varies, the negative
affective reaction and its effects on disclosure intentions still emerge. This is
surprising, because research into stimulus intensity (Nissen, 1977) suggests that
consumers should perceive a BNDE network consisting of 100 firms as a more
intense threat to their privacy, compared with a BNDE network of only five

potentially intrusive firms. Resulting affective reaction to stimuli of varying intensity
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should therefore differ. Instead, our results indicate that BNDE networks per se
evoke negative associations among consumers, and the actual network size has no

significant effect.

PERCEIVED UNCERTAINTY IMMEDIATE AFFECTIVE REACTION
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Figure 3.5. Effect of BNDE with varying network sizes.

This finding highlights the importance of BNDE as a distinct data disclosure
setting: Differences arise in consumers’ perceptions of uncertainty and resulting
immediate affective reactions to dyadic versus BNDE settings, but no such
differences emerge for varying network sizes. As such, study 2b provides further
evidence for our assumption about uncertainty as a driver for consumers’ immediate
affective reactions by ruling our network size as a potential alternative explanation
for this effect. Accordingly, firms employing a BNDE business model cannot hope to
circumvent its unfavorable effects by limiting their network size, though they also do

not face any additional “punishment” for joining very large networks.

3.3.5 Study 3a: Deep-dive into the mechanism: Need for cognition.
Our results thus far indicate that consumers’ privacy-related decision-making

in BNDE settings is driven by their imnmediate affective reactions rather than
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cognitive elaborations. We argue that (a) consumers perceive negative immediate
affective reactions and (b) use these affective reactions to inform their decision-
making (i.e., reliance on the affective system) because of uncertainty perceptions.
Specifically, BNDE-evoked uncertainty triggers negative immediate affective
reactions and fosters consumers’ reliance on affective processing by reducing
consumers’ opportunity for cognitive evaluations (Acquisti & Grossklags, 2005). With
study 3a we seek to further investigate this mechanism underlying the relationship
between BNDE-evoked uncertainty, the resulting hindrance of cognitive processing
and immediate affective reactions: To do so, we investigate consumers’ natural
predisposition to engage in cognitive processing, which is denoted as consumers’
need for cognition (Cacioppo & Petty, 1982; Cohen, Stotland, & Wolfe, 1955;
Verplanken, 1993). Consumers with a high need for cognition seek as much
relevant information as possible to come to a conclusion (i.e., rely on cognitive
system) (Cohen et al., 1955). They prefer structured, transparent situations to
ambiguous situations (Cohen et al., 1955). By investigating BNDE disclosure
settings, our study limits the chance to engage in cognitive efforts, leading to
perceptions of deprivation for consumers high in need for cognition (Cohen et al.,
1955). Hence, we expect consumers with a high need for cognition (i.e., with the
wish to process cognitively) to perceive the hindrance of their cognitive processing
to be especially severe. That is, their immediate affective reaction to BNDE will be
especially strong. In contrast, consumers with a low need for cognition have less
desire to engage in cognitive elaboration in the first place and therefore do not
perceive BNDE-evoked hindrances to their cognitive processing to be as severe, so

they might develop less negative immediate affective reactions.

3.3.5.1 Design, participants, and procedure.
As in the previous studies, participants saw a fictional online shop,

describing either a dyadic or a BNDE disclosure setting (network size of 30). The
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sample reflects data from 306 respondents (Mage = 31.87 years, SDage = 7.59, 51%
women). We measured all the constructs from the dual-processing framework, as
well as age, gender and perceived sensitivity of the requested data as covariates
(see study 1), but we also included a measure of need for cognition (four items from
Cacioppo, Petty, and Kao (1984)) to employ a 2 (dyadic vs. BNDE) x continuous
(need for cognition) design.

3.3.5.2 Results of study 3a.

Employing the PROCESS macro for SPSS, we calculated moderation effects
(Model 1; 5,000 bootstrapping samples; 95% bias-corrected Cl; Age, gender, and
perceived sensitivity of the requested data were covariates) (Hayes, 2017). In line
with our expectations, the conditional effects show that the negative effect of BNDE
on immediate affective reactions is stronger for consumers high in need for cognition
(B| (W =5.25) =-.84, 1(299) = -5.84, p < .001) than for consumers low in need for
cognition (B | (W = 3.25) = -.49, t(299) = -3.61, p < .001).

To account for the well-established effect of need for cognition on cognitive
elaborations (Cacioppo & Petty, 1982; Cohen et al., 1955; Nair & Ramnarayan,
2000), we also tested moderating effects of need for cognition on the effect of BNDE
on perceived loss of control and perceived ad-intrusiveness respectively (Model 1;
5,000 bootstrapping samples; 95% bias-corrected Cl; Age, gender, and perceived
sensitivity of the requested data were covariates) (Hayes, 2017). In line with prior
literature, conditional effects show that the effect of BNDE on perceived control is
stronger for consumers high in need for cognition (8 | (W = 5.25) = -.65, t(299) = -
4.18, p < .001) than for consumers low in need for cognition (8 | (W = 3.25) = -.29,
t(299) = -1.97, p = .049). The interaction of BNDE and need for cognition on
perceived ad-intrusiveness revealed conditional effects such that the negative effect
of BNDE on perceived ad-intrusiveness is only significant for consumers with high

levels of need for cognition (B | (W = 5.25) = .47, 1(299) = 3.12, p =.002) but not for
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consumers with low levels (8 | (W = 3.25) = .06, t(299) = .43, p = .67). Figure 3.6
provides group means for perceived control, ad-intrusiveness and immediate

affective reactions for low and high levels of need for cognition.

PERCEIVED CONTROL PERCEIVED AD-INTRUSIVENESS

278 4.81

3.9 4.27 4.38
. 2.74 I 2.70 l 4.02

Low need for cognition - High need for cognition Low need for cognition  High need for cognition

mDyadic = BNDE mDyadic =BNDE

IMMEDIATE AFFECTIVE
REACTION

3.09

2.90
. : l .

Low need for cognition ~ High need for cognition
mDyadic = BNDE

Figure 3.6. Effect of BNDE on cognitive and affective processing at low vs. high

levels of need for cognition.

3.3.5.3 Discussion of study 3a.

In study 1 we argued and empirically demonstrated, that consumers’ data
disclosure intentions in BNDE settings are based on their immediate affective
reactions rather than purely cognitive evaluations. With study 3a we now provide
further insight into how this effect is triggered because BNDE-evoked uncertainty
reduces consumers’ opportunity for cognitive evaluations (Acquisti & Grossklags,
2005). By investigating consumers’ need for cognition in a decision-making setting
characterized by a high degree of uncertainty (BNDE), our study limits the chance
that participants can engage in cognitive evaluations. This hindrance leads to a
perception of deprivation for consumers high in need for cognition (Cohen et al.,
1955). We show empirically that BNDE has a stronger influence on the immediate

affect expressed by consumers who demonstrate a high need for cognition.
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Specifically, consumers with a high need for cognition want to use a cognitive
approach to form their disclosure intentions, but they cannot, due to the uncertainty
of risks and benefits in BNDE settings. The effect of BNDE on their immediate
affective reaction thus is especially strong. This finding is in line with prior research
that argues that consumers with a high need for cognition experience tension when
they are unable to make sense of a decision situation (Cohen et al., 1955). In BNDE

settings this tension takes the form of negative immediate affective reactions.

3.3.6 Study 3b: Deep-dive into the mechanism: Cognitive blocking.

The previous study investigated the mechanism underlying the hindrance of
the cognitive system due to BNDE-accompanying uncertainty and the formation of
immediate affective reactions investigating natural variance in participants’
predisposition to engage in cognitive effort. With study 3b we seek to further
investigate this mechanism with an experimental approach. For this purpose, we
employed a 2 (dyadic vs. BNDE) x 2 (no cognitive blocking vs. cognitive blocking)
design. Arguing that it is indeed the hindrance of the cognitive system which triggers
negative immediate affective reactions, we propose that artificially hampering
participants’ opportunity for cognitive processing in a dyadic situation should elicit

immediate affective reactions similar to those be observe in a typical BNDE setting.

3.3.6.1 Design, participants, and procedure.
As in the previous studies, we assigned participants to either a dyadic or

BNDE disclosure setting in a fictional online shop context. Before presenting them
with the scenario, we manipulated memory load to decrease cognitive processing
capacity as suggested by previous research (Gilbert & Hixon, 1991; Shiv &
Fedorikhin, 1999). For this, we presented participants with a cognitive task, which
we manipulated such that one group (no cognitive blocking) was asked to memorize
two terms (i.e., sun, moon), whereas the other group was asked to memorize a set

of six terms (i.e., belief, team, venture, comment, intelligence, idea). We coded our
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independent variable such that it reflected the four manipulation groups (1 = Dyad—
No cognitive blocking, 2 = Dyad—Cognitive blocking, 3 = BNDE—No cognitive
blocking, 4 = BNDE-Cognitive blocking). The sample consists of data from 192
respondents (Mage = 33.55 years, SDage = 12.40, 59% women). After the memory
task, participants answered questions pertaining to their disclosure intentions and
immediate affective reaction as in the previous studies. At the end of the
questionnaire, participants were asked to recall the memorized terms.

3.3.6.2 Results of study 3b.

Investigating group means, we find that participants in the cognitive blocking
condition needed longer to finish the survey (Mcogsiock. = 6.2 min.) compared with
participants in the condition without cognitive blocking (Mnocoggiock- = 5.4 min.),
indicating our manipulation worked as intended.

To test our assumption about the impact of hampering cognitive processing
on immediate affective reactions, we next conducted an ANOVA. Results reveal a
significant effect of our independent variable on immediate affective reactions
(F(3,188) = 9.60, p < .001). Conducting a post hoc test we find that this effect is
driven by differences between the dyadic group without cognitive blocking (Mpyadic-
noCogBlock- = 3.45) and both BNDE conditions (Mgnpe-nocogsiock- = 2.61, p < .001; Mgnpe-
CogBlock = 2.37, p < .001). In line with our assumption, there are no differences in
reported immediate affective reactions between participants from the cognitively
blocked, dyadic group (Mpyadic-cogeiock. = 2.98) and the BNDE group without cognitive
hindrance (Mgnpe-nocogaiock. = 2.61, p = .43). As such, results suggest that hampering
consumers’ possibilities to engage in cognitive processing—regardless whether this
is done artificially or by BNDE-innate uncertainty— elicits negative immediate

affective reactions, as figure 3.7 illustrates.
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IMMEDIATE AFFECTIVE REACTION

3.45

2.98

2.61
2.37

Dyad Dyad BNDE BNDE
No Cog. Blocking Cog. Blocking No Cog. Blocking Cog. Blocking

Figure 3.7. Effects of a hindrance of the cognitive system on immediate affective

reactions.

3.3.6.3 Discussion of study 3b.

Study 3b provides further evidence for the mechanism underlying the
unfavorable effect of BNDE data disclosure situations on consumers’ perceptions of
negative immediate affective reactions. By inducing a hindrance of cognitive
processing into a dyadic data disclosure setting, we find that this hindrance elicits
negative immediate affective reactions. Consumers exposed to this artificial
hindrance of the cognitive system report similar levels of immediate affective
reactions as consumers exposed to a BNDE disclosure setting, which hinders
cognitive processing due to its innate uncertainty. As such, this study contributes to
literature’s understanding of how immediate affective reactions arise due to a lack of

opportunity for cognitive evaluations (Cohen et al., 1955).

3.3.7 Study 4: Spillover effects through the affective system.

The previous studies provide empirical evidence for the impact of BNDE on
disclosure intentions through immediate affective reactions directly and through
interactions of both systems. However, all of the previously accounted for constructs
directly relate to the BNDE data disclosure setting (i.e., loss of control, ad-

intrusiveness, risks and benefits resulting from disclosure to the BNDE network).
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With study 4 we investigate how the affective system can influence not only BNDE-
related assessments in the cognitive system but also might induce spillover effects
such that BNDE-unrelated aspects will be evaluated unfavorably. From a purely
cognitive point of view, consumers should only assess information related to the
focal decision-making situation when confronted with a decision-making task.
However, prior literature found that external information can trigger spillover effects
on unrelated aspects (Epstein, 1994). For example, an emotional carryover effect
describes how consumers in a strong affective state transfer their emotions to
unrelated situations (Loewenstein & Lerner, 2003). In the context of privacy Martin,
Borah, and Palmatier (2017) found privacy breaches from rival firm to have spillover
effects on focal firms. We expect similar spillover effects in the context of data
disclosures to BNDE networks, such that immediate affective reactions influence not
only BNDE-related constructs (i.e., risks and benefits related to disclosure to the
BNDE network) but also associated, not directly involved elements (i.e., BNDE-

unrelated risks and benefits).

3.3.7.1 Design, participants, and procedure.

We exposed participants to the same experimental design as in study 1, a
single treatment with two conditions (dyadic setting vs. BNDE setting with 30
network partners). The final sample consists of data from 215 respondents (Mage =
32.06 years, SDage =7.90, 51% women). Participants reported their immediate
affective reactions, disclosure intentions, perceived sensitivity of the requested data,
and socio-demaographic aspects (as in study 1). To identify spillover effects on
cognitive assessments unrelated to the focal decision, we asked participants for
their perceptions of risks and benefits unrelated to BNDE. That is, they evaluated
how beneficial they perceived a free product to be (measure adapted from Voss et
al. (2003)) and reported their perceptions of the risk of technical errors (adapted

from Dinev et al. (2013)). From a purely cognitive point of view, participants should
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report the same risk and benefit perceptions, whether in the BNDE condition or not.

But as we expect spillover effects, we propose that immediate affective reactions

influence not only BNDE-related constructs (i.e., risks and benefits) but also

associated, not directly involved elements (i.e., BNDE-unrelated risks and benefits).
3.3.7.2 Results of study 4.

We conducted a serial mediation analysis (PROCESS macro model 81;
5,000 bootstrapping samples; 95% bias-corrected Cl; Age, gender, and perceived
sensitivity of the requested data were covariates) (Hayes, 2017).

Replicating our findings from the previous studies, we again find BNDE to
elicit negative immediate affect (8 = -.67, t(210) = -5.44, p < .001). Serial mediation
analyses revealed a significant indirect effects of BNDE through immediate affect on
disclosure intentions (8 = -.38, 95% CI [-.537, -.229]). Furthermore, the negative
affect elicited by BNDE exerted a significant effect on BNDE-unrelated risks (8 = -
.29, 1(209) = -3.93, p < .001) as well as a significant effect on BNDE-unrelated
benefits (8 = .43, t(209) = 5.88, p <.001), highlighting the influential power of the
affective system on the cognitive system. These spillover effects suggest another
route that reduces consumers’ disclosure intentions: BNDE-unrelated risks
marginally (8 = -.08, t(207) = -1.78, p = .08) and BNDE-unrelated benefits
significantly (8 = .17, t1(207) = 3.59, p <.001) affect disclosure intentions
unfavorably. We also find an indirect effect of BNDE through affect and perceptions
of BNDE-unrelated benefits on disclosure intentions (8 = -.05, 95% CI [-.095, -.017]).

3.3.7.3 Discussion of study 4.

Study 4 illustrates the power of immediate affective reactions in consumers’
privacy-related decision-making by investigating potential spillover effects. We
uncover unfavorable spillover effects on consumers’ cognitive assessments of
BNDE-unrelated aspects. In particular, we find negative immediate affect to

influence consumers’ perceptions of free products and their perceptions of likelihood
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for technical errors on the website unfavorably. This finding is in line with literature

on spillover effects (Loewenstein & Lerner, 2003; Martin, Borah, & Palmatier, 2017).

3.3.8 Meta-analysis: Testing the robustness of the focal effects across
studies.

To test the overall validity of the negative effect of BNDE on immediate
affective reactions and on disclosure intentions we performed a single-paper meta-
analysis (McShane & Béckenholt, 2017) on those studies employing a single-
treatment design (i.e., studies 1, 2a, 2b, 3a, 4). The single-paper meta-analysis
analyzes multiple studies concerning the same research focus conjointly and thus
yields an estimate of the focal effect that is more accurate than the estimates of the
individual studies respectively (McShane & Béckenholt, 2017).The single-paper
meta-analysis revealed that across the five studies, BNDE elicited higher negative
immediate affective reactions (Estimate = -.715, SE = .053; z=-13.49, p <.001; I2=
20.33, 95% CI [.000, 61.689]) and resulted in lower disclosure intentions (Estimate =
-.696, SE = .052; z = 13.39, p < .001; I2 = 12.40, 95% CI [.000, 54.151]) than a
dyadic disclosure setting. We did not include any control variables, making this a
conservative test. The results are in support of our hypotheses providing evidence
for a robust unfavorable effect of BNDE on consumers’ privacy-related decision-

making.

3.4 General Discussion

Despite the practical relevance of business models based on exchanges of
consumer data within a network of firms, privacy-related decision-making research
has paid little attention to peculiarities of such BNDE disclosure settings and their
implications for consumers’ decision-making processes. With this paper, we
introduce BNDE as a distinct data disclosure situation and develop and empirically

test a dual-processing model to explain data disclosures in BNDE settings. By
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complementing existing cognitive approaches with an affective processing route, we

help explicate privacy-related decision-making.

3.4.1 Theoretical contributions.

This research contributes to privacy-related decision-making literature in
several ways. First, we introduce BNDE as a new class of business models, which
has distinct implications for consumers’ privacy-related decision-making compared
to dyadic settings. We provide empirical evidence that BNDE settings and their
accompanying uncertainty cannot be reconciled with traditional approaches—
originating from investigations of dyadic settings—that assume purely cognitive
privacy-related decision-making. Rather, ruling out perceived complexity and
network size as alternative explanations, our findings suggest that decision-making
models for BNDE settings need to account for the peculiarity of evoked uncertainty,
by considering immediate affective reactions. In this sense, our findings expand
research detailing the influence of uncertainty on privacy decision-making (Acquisti,
Brandimarte, & Loewenstein, 2015; Acquisti & Grossklags, 2005). We demonstrate
that consumers, who wish to employ the cognitive system but cannot due to
uncertainty, experience tensions because they cannot make sense of the BNDE
decision-making situation (Cohen et al., 1955). In turn, they exhibit a negative
immediate affective reaction and lower intentions to disclose data to BNDE
networks. Against this background, BNDE and similar disclosure settings should be
differentiated from traditional dyadic settings. Our study opens a promising avenue
for further research into BNDE data disclosure settings, as those could generate
additional insights into the peculiarities of BNDE.

Second, from a conceptual perspective, this study unveils the mechanism
underlying consumers’ decision-making in BNDE settings through an affective route.
While data exchange with third-party firms and affective reactions both have

received some research attention, thus far no study links them. We address this
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issue by introducing affective processing as a complementary route to cognitive
processing. Underpinned by the result of a within-paper meta-analysis, the results
from six experimental studies confirm a robust negative influence of immediate
affective reactions on consumers’ disclosure intentions. Consumers do not rely on
cognitive factors to evaluate the differences between a dyadic and a BNDE setting
but instead turn to the affective system to form disclosure intentions through reliance
on immediate affective reactions. In sum, we demonstrate a strong, direct, negative
effect of immediate affect on disclosure intentions; we also show that immediate
affective reactions bias assessments on the cognitive processing route, which
reduce consumers’ intentions to disclose their data. Finally, negative immediate
affect elicited by BNDE evokes spillover effects on BNDE-unrelated risk and benefit
assessments, leading to a third negative influence on disclosure intentions. Our
findings respond to a recent call by Dinev et al. (2015) for empirical research into the
role of low-effort processing (e.g., affective processing) and support emerging
research that highlights the importance of affect in privacy-related decision-making
(Alashoor et al., 2018; Gerlach et al., 2019; Kehr et al., 2015; Li et al., 2011;
Wakefield, 2013).

Third, we contribute to privacy-related decision-making by showing that our
dual-processing model is appropriate for BNDE settings but also for dyadic
disclosure settings. Our analyses reveal the higher predictive power of a dual-
processing model, relative to a purely cognitive approach, even in dyadic settings.
This finding further emphasizes the importance of affective processing in privacy-
related decision-making in general (Dinev et al., 2015) and opens promising options
for employing this generally valid approach to consumers’ privacy-related decision-
making. Among other things, it might be an interesting approach to help explaining
disparities between consumers’ general privacy concerns and disclosure behavior

(Acquisti et al., 2013; Adjerid, Peer, & Acquisti, 2018b), which cannot be explained
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by purely cognitive approaches (Acquisti et al., 2013). Hence, future studies could
not only apply our model to BNDE settings but also to other data disclosure settings,
even dyadic ones, in which disclosure intentions might not be based on purely

cognitive elaborations.

3.4.2 Managerial implications.

Our results also have important managerial implications. They can help firms
understand how consumers evaluate BNDE-related data disclosures. Our results
show that BNDE data disclosure settings differ from dyadic settings when it comes
to consumers’ decision-making process. Hence, firms shifting from a dyadic to a
BNDE business model cannot transfer prior experiences regarding consumers’
acceptance of data exchange practices to BNDE settings. For example, offering
purely cognitive arguments to encourage consumers to disclose data (e.g., promises
of more benefits), as is a common industry practice, are unlikely to achieve the
intended outcomes. Specifically, our findings suggest that although consumers
might recognize such cognitive arguments, their cognitive evaluation of these
arguments is hindered by affective inferences. Consumers will not rely on cognitive
evaluations, but rather on their immediate affective reactions to form disclosure
intentions. Moreover, immediate affective reactions bias consumers’ perceptions of
risks and benefits—both BNDE-related and unrelated—such that consumers will
overestimate the risks and underestimate the benefits of data disclosure. These
unfavorable effects cannot be circumvented by joining small BNDE networks with
only a few firms, as opposed to bigger networks of many collaborating firms.
Consumers experience immediate affective reactions and reduced disclosure
intentions, regardless of the network size. Accordingly, it is important for data-
gathering firms to mitigate the impact of immediate affective reactions. Based on our
findings regarding the underlying mechanism through consumers’ perception of

uncertainty and elicited immediate affect, we advise firms to design data disclosure
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request in such a way that consumers do not perceive the situation as an
impediment to an elaborated decision-making. To achieve this, data requests should
not require consumers to engage in much cognitive processing. In practice, data
requests could be visualized in such a way that they can be easily processed
without much cognitive effort. If consumers confront a situation which they feel they
do not have to analyze extensively, they will likely react less negative to the
hindrance of cognitive processing triggered by BNDE. Notably, our
recommendations do not only apply to firms employing BNDE business models but
also to any data disclosure setting, where consumers’ opportunity for cognitive

processing is hampered—including dyadic settings.

3.4.3 Limitations and further research.

The limitations of our study offer opportunities for further research. First, in
all of our experimental studies, we employed a setting, requesting moderately
sensitive data (personal interests, monthly income, marital status) for
personalization purposes. Consumers frequently encounter similar situations in real
life, but data disclosure also depends strongly on situational aspects (Dinev & Hart,
2006; Li et al., 2010; Xu et al., 2009). Therefore, continued research could examine
whether our findings are robust for BNDE constellations that require consumers to
disclose more sensitive information (e.g., health care), to generate additional
insights on the negative impacts of BNDE on data disclosures. A related line of
research could test whether consumers perceive negative immediate affect if the
disclosure involves a familiar, trustworthy, focal firm. Another interesting situational
aspect is the relevance of data collection (Lwin et al., 2007): If the BNDE network
seeks to create an integrated benefit for the consumer (i.e., data sharing is required
to generate the benefit), immediate affective reactions might be less negative
because consumers perceive the network to act as a single entity (similar to dyadic

setting).
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Second, in our experimental studies we consider consumers’ disclosure
intentions when confronted with a specific BNDE network for the first time. However,
especially in the online context consumers’ decision-making is often cascaded. That
is, consumers might first opt-in for certain types of data-usage and later on adjust
their disclosure settings in more detail (Adjerid, Acquisti, & Loewenstein, 2018). We
did not provide participants with any information about such further adjustments
being possible and it would be an interesting avenue for future research to
investigate the effect of immediate affective reactions on upstream and downstream
decisions in BNDE settings.

Third, despite our choice for an intuitive measure of immediate affective
reactions, it could be possible that participants reported more elaborated forms of
affect (e.qg., attitude), which could have arisen after the participants performed some
cognitive evaluations. A physiological measure would offer a promising next step to
examine immediate affective reactions in the very moment that consumers confront
the need to disclose their data.

Finally, we investigated consumers’ privacy-related decision-making in an
artificial BNDE setting. Whereas results from our pre-study offer preliminary
evidence for the impact of BNDE business models on actual disclosure behavior,
these findings origin from an artificial BNDE settings. This approach was appropriate
for our goal to uncover psychological processes (Aguinis & Bradley, 2014).
However, given the fact that consumers’ decision-making differs in hypothetical and
actual decision-making (Adjerid et al., 2018b) a fruitful direction for research would
be to investigate field data to uncover the objective economic harm (or value) of

BNDE business models.

3.4.4 Conclusion.
In modern, consumer-centric economic landscapes, business models based

on the exchange of consumer data are gaining momentum. This new class of
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business models depend on consumers’ willingness to disclose private data to
networks of firms, which we call BNDE networks. We investigate consumers’
privacy-related decision-making in such BNDE settings by introducing a dual-
processing model that complements established cognitive processing with an
affective processing route. We find that consumers’ intentions to disclose private
data are reduced, due to their immediate affective reactions to BNDE, in three ways,
such that negative immediate affect elicited by BNDE-inherent uncertainty (1)
directly reduces disclosure intentions; (2) leads to an overestimation of risks and
underestimation of benefits, and (3) influences assessments of risks and benefits
unrelated to BNDE. We rule our perceived complexity and network size as
alternative explanations for this unfavorable effect. The proposed dual-processing
model offers great predictive power, even in dyadic exchange settings. With these
findings, our study opens a promising avenue for further work on consumers’

immediate affective reactions to BNDE disclosure settings.
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3.6 Appendices
Appendix A
Base scenario for all studies

Please imagine that you are customer of the online fashion retailer Jantho. Your
past experiences with the retailer were largely positive: There have never been any
technical issues and your orders were always delivered correctly.

In order to make it easier for you to imagine, you can see an exemplary screenshot

of the online shop below:

On your latest visit to the online shop you get the following message:

»In order to provide a better services and personalized products we would like to
know some more about you. By answering the following questions, you help us to
improve your shopping experience. All data will be used for internal purposes only
(Dyadic/ No BNDE Condition) / All data will be used in cooperation with our network
partners (BNDE Condition).

As a thank-you gift you will receive a free t-shirt with your next order.”

This is the form Jantho asks you to fill out:

Please provide the following information:

O| Sports

Travel

Electronics

Art & Culture

Politics & Economics

What are you interested in?

Literature

Less than 500 €
500 €- 1,000 €
1,001 €- 1,500 €
1,501 €- 2,000 €
More than 2,000 €
Married

Single

How much money do you
have to spend each month:

Are you ...

OO0 000000 O0O0O0O0

Divorced

e
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Appendix B
Measurement Items and Validity Assessments, Studies 1-4
Construct Statistics?  Measurement Iltems?
Immediate Affective  / How did you feel when confronted with
Reaction the data disclosure situation right now?

Shampanier, Mazar, & @ 6 9 9 @

Ariely (2007)

Arousal / How strong was that reaction when you

confronted the data disclosure situation
Bradley & Lang right now?
(1994)

F —W —

Lﬂg Lg

Positive and O2a= .88 How did you feel when confronted with
Negative Affect the data disclosure situation right now?
Schedule (PANAS)

1. Upset
Thompson (2007) 2. Afraid

3. Nervous

4. Hostile

5. Ashamed
Perceived Control a1 =.96/ 1. | think | have control over who uses

Osza = .94 data | disclosed.
2. | believe | have control over who
gathers my personal data.
3. | believe | have control over who has
access to my personal data.

Dinev, Xu, Smith, &
Hart (2013)

Perceived Ad- a; =.92, Advertisements | will get based on my
intrusiveness Oza = .93 data disclosure will be ...
Li, Edwards, & Lee 1. ... intrusive.
(2002) 2. ... disturbing.
3. ... obtrusive.
4. ... distracting.

Perceived Risks of a;=.91 1. It would be risky to disclose personal

Data Disclosure data.

2. There would be high potential for
privacy loss associated with disclosing
personal data.

Dinev, Xu, Smith, &
Hart (2013)

! The values in this column refer to all studies in which the measure appears; subscripts
indicate which study.

2 For all items except the affect (smiley) and arousal (manikin) scale, participants indicated
their responses on seven-point Likert or semantic differential scales (1 = “strongly disagree,
and 7 = “strongly agree”).
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3. Personal data | disclosed could be
inappropriately used.

4. Disclosing my personal data would
involve many unexpected problems.

Perceived Benefits a; =.89  Benefits resulting from my data
of Data Disclosure disclosure will be...
Voss, Spangenberg, 1. ...functional.
& Grohmann (2003) 2. ...practical.
3. ...necessary.
4. ...helpful.
Perceived Risks a4=.95 Because itis likely that technical errors
Unrelated to BNDE occur on the website, ...
Dinev, Xu, Smith, & 1. ... it would be risky to disclose
Hart (2013) personal data.

2. ... there would be high potential for
privacy loss associated with
disclosing personal data.

3. ... personal data | disclosed could be
inappropriately used.

4. ... disclosing my personal data would

involve many unexpected problems.

Perceived Benefits a4 =.88  The use of the offered free t-shirt for me
Unrelated to BNDE is...
Voss, Spangenberg, 1. ...functional.
& Grohmann (2003) 2. ...practical.
3. ...necessary.

4. ...helpful.

Intention to Disclose a;=.97/ Specify the extent to which you would
Data 02a=.98 disclose the requested data.

[ Qzp= . .
Malhotra, Kim, & 97/ as,= 1. Unlikely/Likely
Agarwal (2004) 98/as= 2. Impossible/Possible

97 3. Unwilling/Willing
Perceived o, =.77 How do you perceive the data disclosure
Uncertainty o = .80  situation?

Self-developed

1. Easy to comprehend/Difficult to
comprehend

2. Straightforward/Unclear

3. Not complex/Complex
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Perceived O = .59
Uncertainty

Morgan & Hunt (1994)

To what extent did Jantho provide you
with adequate information for making
your disclosure decision?

Very adequate/Very inadequate

How confident are you in your ability to

make predictions regarding future

consequences of data disclosure?
Complete confidence/No confidence

Perceived O2a = .76
Complexity

Leppink et al. (2013)

1. The situation in which | had to decide
whether to disclose my data or not
was very complex.

2. The information Jantho provided
pertaining to future data handling
were very complex.

Need for Cognition Oza=.71

Cacioppo, Petty, &
Kao (1984)

1. I would prefer complex to simple
problems.

2. | find satisfaction in deliberating hard
and for long hours.

3. The idea of relying on thought to
make my way to the top appeals to
me.

4. | really enjoy a task that involves
coming up with new solutions to
problems.

Perceived /
Sensitivity of
Requested Data

Xie, Theo, & Wan
(2006)

How sensitive do you perceive the data
requested to be?

Not sensitive at all/Very sensitive
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Model Results

Appendix C

Dependent Variable

Intention to disclose

Study 1 Study 4

Base .

model Dual processing model
Age n.s. n.s. n.s.
Gender n.s. n.s. n.s.
Sensitivity of the Data -, 18%*= - 13 -.11*
Dyad (0) vs. BNDE (1) -, 33*** n.s. n.s.
Perceived Control n.s. n.s.
Perceived Ad-intrusiveness - 15%* n.s.
P_ercelved Risks of Data L Ere ns.
Disclosure
Pgrceived Benefits of Data 4G G
Disclosure ' '
Affective Reaction H2%k* H52%x*
BNDE-unrelated Risks -.0871
BNDE-unrelated Benefits A7
Adj. R2 .584 .695 597

Notes: Values show standardized regression coefficients. Tp < .10 * p < .05; ** p <

.01; *** p <.001
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4. Essay 3: Previewing a Meaningfully Gamified Data Disclosure
Process to Increase Consumers’ Willingness to Engage in Data

Disclosure Processes

Margarita Bidler, Johanna Zimmermann, Jan H. Schumann, Thomas Widjaja

Submitted at the Journal of Retailing (VHB Ranking: A)

Consumer data enable retailers to engage in personalization, making their
offers more relevant to consumers and more profitable for retailers. However,
proliferating requests for data challenge retailers to differentiate themselves from
competitors and convince consumers to enter a disclosure process. This paper
suggests that retailers’ disclosure requests should trigger consumers’ anticipation of
meaningful and hedonic engagement and thereby foster their willingness to enter
the disclosure process. Altering data disclosure requests to include a preview of a
meaningfully gamified data disclosure process could achieve this positive consumer
engagement. Three experimental studies confirm that consumers are more likely to
enter the disclosure process when data requests include a preview of a meaningfully
gamified data disclosure process compared with a preview of a traditional data
disclosure form. The authors propose three routes that underlie this effect: (1)
anticipation of meaningful engagement, (2) anticipation of hedonic engagement, and
(3) anticipation of process effort. Consumers’ route choice depends on their
involvement levels, such that highly involved consumers are more prone to
anticipate meaningful engagement, whereas low involvement generates anticipation

of hedonic engagement.

Keywords: data disclosure, meaningful engagement, hedonic engagement,

gamification, personalization



ESSAY 3: MEANINGFULLY GAMIFIED DATA DISCLOSURE PROCESSES 113

4.1 Introduction

With detailed consumer profiles, retailers can offer different products that
match consumers’ sociodemographic traits and personal interests, such that their
offers are more relevant to consumers and more profitable for the firm (Schumann,
Wangenheim, & Groene, 2014). Obtaining consumer data thus can establish a
crucial competitive advantage (Bradlow, Gangwar, Kopalle, & Voleti, 2017).
However, because of the widespread proliferation of data collection efforts,
consumers increasingly express negative attitudes toward disclosing personal data
(Culnan & Armstrong, 1999). Schumann et al. (2014) show that online users are
reluctant to participate in surveys that request personal data for personalization
purposes, suggesting that the hardest challenge is convincing consumers to
participate: Less than 1% of users click on online service providers’ survey
invitations, but, once started, 23.7% finish it (Schumann et al., 2014).

Online retailers use several approaches to address the difficult task of
engaging consumers in the data disclosure process. However, research suggests
that approaches such as providing appeals to lower consumers’ perceived risk to
foster their willingness to enter the data disclosure process have strict time limits
(Culnan & Armstrong, 1999; Li & Unger, 2012; Pan & Zinkhan, 2006; Phelps,
Nowak, & Ferrell, 2000), such that the positive effects disappear after only a few
seconds (Acquisti, Adjerid, & Brandimarte, 2013). Other retailers seek to strengthen
consumers’ perceived benefits by offering monetary incentives for participating in
data disclosure tasks (Hui, Teo, & Lee, 2007; Xu, Teo, Tan, & Agarwal, 2009), but
such approaches create a risk that consumers might later believe they were tricked
into something they will regret later on (e.g., Dinev, McConnell, & Smith, 2015),
because the incentives are unrelated to the original idea of exchanging data for
personalization benefits.

In line with an emerging research stream pertaining to consumers’

meaningful engagement with gamified tasks (Eisingerich, Marchand, Fritze, & Dong,
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2019; Liu, Santhanam, & Webster, 2017; Suh, Cheung, Ahuja, & Wagner, 2017), we
argue that retailers can overcome the hurdle of motivating consumers to enter the
data disclosure process by integrating a preview of a meaningfully gamified data
disclosure process into the data request. Such an approach leverages theory about
meaningful engagement, defined as a state of mind in which consumers feel a
sense of meaning and gain a deep understanding of the experienced event (Dewey,
1934; Liu et al., 2017; Nicholson, 2013), and applies it to the data disclosure
context. Data disclosure requests that foster meaningful engagement may help
consumers appreciate the direct benefits of data disclosure (e.g., personalized
services). Practitioner-oriented studies confirm the importance of communicating the
direct benefits of data disclosure to consumers: 83% of adult consumers would be
willing to disclose their data for personalization purposes, if retailers clearly stated
how those data would be used and communicated a direct link between the
disclosed data and resulting benefits (Accenture Interactive, 2018; Data & Marketing
Association, 2018).

We propose that, instead of confronting consumers with generic data
disclosure forms, retailers might collect the same data by letting consumers create a
personal avatar that reflects their appearance and financial aspects. Consumers
confronted with a data request featuring a preview of a meaningfully gamified data
disclosure process can more easily envision how the collected data might lead to
positive personalization outcomes. Thus, they should be encouraged to enter the
disclosure process. Moreover, in line with prior findings in the field of gamification,
employing a preview of a meaningfully gamified data disclosure process may lead to
positive outcomes through a second route: Consumers likely not only anticipate
meaningful engagement but also anticipate hedonic engagement (Muller-Stewens,
Schlager, Haubl, & Herrmann, 2017; Rettie, 2001), because a gamified process
should be more pleasant than filling out a generic form. However, gamification

research also highlights that gamification approaches come with the downside of
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increased effort (Csikszentmihalyi, 1997), forming a third (and in this case negative)
route through which previewing a meaningfully gamified data disclosure process
might influence consumers’ decision to enter the process. Reconciling these routes
with the Elaboration Likelihood Model (ELM), anticipation of meaningful engagement
reflects consumers’ central route choice, whereas anticipation of hedonic
engagement and process effort reflect peripheral route choice (Petty & Cacioppo,
1986). According to the ELM, consumers’ route choice depends on their level of
involvement. Thus, consumers’ involvement needs to be considered as a crucial
contingency factor of the relative strength of the psychological mechanisms that
drive the predicted effect.

Although both data disclosure (for a literature review see Smith, Dinev, & Xu,
2011) and gamification (for a literature review see Koivisto & Hamari, 2019)
literature offer extensive insights, we know of no study that integrates these
research streams to predict consumers’ intentions to comply with data disclosure
requests. This gap is surprising; the positive outcomes identified in gamification
research suggest a promising approach for encouraging data disclosure. To fill this
void and derive contributions for both research streams as well as to address
practical issues pertaining to consumers’ reluctance to enter disclosure processes,
we pursue three main research goals:

1. We seek to provide empirical evidence that confronting consumers with a
data request featuring a preview of a meaningfully gamified data
disclosure process increases their intention to enter the data disclosure
process for personalization purposes.

2. We aim to delineate the three psychological mechanisms underlying this
effect—namely, consumers’ anticipations of meaningful engagement,
hedonic engagement, and process effort.

3. We show how those three psychological mechanisms vary in strength

depending on consumers’ involvement.
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In turn, this study contributes to several streams of literature. First, regarding
consumer acceptance of direct marketing approaches such as personalization and
online targeting (Goldfarb & Tucker, 2011; Milne & Gordon, 1993; Schumann et al.,
2014), we integrate approaches from privacy-related decision-making literature and
gamification literature and thereby provide evidence of the effectiveness of a data
disclosure request featuring a preview of a meaningfully gamified data disclosure
process. It increases consumers’ anticipation of benefits, prompting greater
intentions to enter the disclosure process. As such, we introduce a new method to
reduce consumers’ reluctance to enter disclosure processes. Furthermore, we
advance retailing literature by uncovering the psychological mechanisms related to
three routes through consumers’ (1) anticipation of meaningful engagement, (2)
hedonic engagement, and (3) anticipated process effort.

Additionally, we contribute to privacy-related decision-making literature and
gamification literature in general. First, by investigating data disclosure requests, we
inform privacy-related decision-making literature, which thus far has focused on
general disclosure behavior, without explicitly differentiating between consumers’
willingness to enter a disclosure process and their intentions to disclose after entering
the process (for literature review see Smith et al., 2011). Because of this lack of
differentiation, privacy literature does not address the design of data disclosure
requests, which is a crucial first hurdle to overcome before consumers will enter the
disclosure process.

Second, we introduce the anticipation of meaningful engagement and hedonic
engagement as two strong drivers of consumers’ intentions to enter the data
disclosure process. This view adds a new perspective, beyond personalization-
unrelated, generic appeals (e.g., privacy protection seals, rewarding coupons) (e.g.,
Hui et al., 2007; Pan & Zinkhan, 2006; Xu et al., 2009). With this, we account for the
fact, that situational cues such as privacy assurances and coupons in exchange for

data disclosure constitute suboptimal leverages, as they can lose their effectivity after
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only 15 seconds (Acquisti et al., 2013) and miss to address consumers’ demand for
long-term benefits (Data & Marketing Association, 2018).

In a more general sense, we also respond to calls for research into the role
of meaningful engagement and the interaction of hedonic and meaningful
engagement by introducing consumers’ involvement as a contingency factor for
route choice (Eisingerich et al., 2019; Liu et al., 2017; Mekler, Bruhlmann, Opwis, &
Tuch, 2013; Nicholson, 2015; Suh et al., 2017).

From a practical perspective, we provide retailers with a data collection
request method that is superior to generic data disclosure request forms, because it
not only fosters consumers’ anticipation of personalization benefits but also
increases their anticipation of hedonic benefits, leading to a greater chance that
consumers will express willingness to enter the data disclosure process. Beyond the
expansion of retailing, data disclosure, and gamification literature, this study thus

highlights implications for practical implementation and avenues for further research.

4.2 Theoretical Background and Hypotheses Development
4.2.1 Privacy calculus perspective.

Based on the perception of privacy as a tradable commodity (Smith et al.,
2011), consumers conduct a risk—benefit analysis when confronted with the decision
to disclose data in exchange for economic or social benefits (Culnan & Armstrong,
1999; Dinev & Hart, 2006). This approach to explain individuals’ data disclosure is
called the “privacy calculus” framework (Smith et al., 2011). It assumes that data
disclosure decisions are conscious, cognitive processes in which consumers
consider the consequences, such as perceived risks or benefits of data disclosure,
before they make a situation-specific decision (Laufer & Wolfe, 1977). In general,
privacy calculus literature focuses on consumers’ willingness to disclose data (e.g.,
Smith et al., 2011)—not explicitly investigating consumers’ decision-making

underlying their willingness to enter a data disclosure process.
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Nevertheless, current industry practice uses some general principles from
literature on disclosure intentions to encourage consumers to enter the disclosure
process. Following the logic of the privacy calculus, retailers can employ two
approaches to enhance consumers’ willingness to enter data disclosure processes
(Hui et al., 2007). First, retailers can address consumers’ risk perceptions and
minimize factors that deter consumers from disclosing their personal data, by
highlighting their efforts to protect consumers’ privacy. Second, retailers can provide
benefits that motivate consumers to enter data disclosure processes.

The effectiveness of using situational factors to leverage disclosure
intentions through risk perceptions has been demonstrated in studies that consider
data sensitivity (Lwin, Wirtz, & Williams, 2007; Phelps et al., 2000), control over data
(Culnan, 1993; Smith, Milberg, & Burke, 1996), and privacy assurances (Hui et al.,
2007). However, recent research on the effectiveness of situational cues such as
privacy assurances suggests that the implications for data disclosure are time
limited, with positive effects disappearing after only a few seconds (Acquisti et al.,
2013). Regarding the leverage of disclosure intentions through consumers’
perception of benefits, both theory and practice suggest using monetary or time
saving incentives in exchange for consumer participation in data disclosure tasks
(Hui et al., 2007; Xu et al., 2009). The downside is that consumers might later
believe they were tricked into the disclosure (e.g., Dinev et al., 2015). Specifically,
consumers may regret participating in the data disclosure in exchange for a coupon,
after having reflected on the decision and its long-term impact—compared to the
short-term benefit of the coupon (Dinev et al., 2015). Thus, consumers might believe
that the retailer and not themselves profits the most from disclosure. Consumers
consider and agree to data disclosure requests when they believe that they explicitly
and directly benefit from participating (Data & Marketing Association, 2018). Yet
current, predominant, practical approaches continue to employ suboptimal forms of

leverage to increase consumers’ willingness to engage in disclosure behavior.
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Against this background, we argue that retailers should redesign their data
disclosure requests to catch consumers’ attention and convince them of the future

benefits of entering the disclosure process.

4.2.2 Increasing consumers’ willingness to engage through meaningfully

gamified data disclosure processes.

To encourage consumers to enter the data disclosure processes, retailers
might include a preview of a meaningfully gamified data disclosure process into their
data disclosure requests. Consumers, who are confronted with a preview of a
meaningfully gamified data disclosure process, can more easily envision how they
would feel when actually entering the process. They will understand—by visual
perception—how the collected data could lead to positive personalization outcomes.
As such, a preview would provide consumers with a means to explore and reflect on
the data disclosure and its potential benefits. In particular, data requests featuring a
meaningfully gamified data disclosure process grant consumers a personal
connection with this specific situation, generating a strong motivational affordance
(Deterding, Dixon, Khaled, & Nacke, 2011; Nicholson, 2015) that should affect
consumer behavior favorably (e.g., Berger, Schlager, Sprott, & Herrmann, 2018;
Muller-Stewens et al., 2017). Prior studies showed, for example, that presenting
information about a product innovation in a gamified manner positively influences
consumers’ inclination to consider adopting the innovation (Muller-Stewens et al.,
2017). We expect similar positive influences on consumers’ intentions to enter the
data disclosure processes for personalization purposes compared with generic data
request forms that do not trigger any similar motivational affordances.

H1: Presenting consumers with data disclosure requests featuring a preview
of a meaningfully gamified disclosure process increases their likelihood to enter the
data disclose process compared with requests featuring a preview of a generic

disclosure form.



ESSAY 3: MEANINGFULLY GAMIFIED DATA DISCLOSURE PROCESSES 120

4.2.3 Anticipated engagement in a gamified process.

The affective affordance model by Van Vugt et al. (2006) implies that the
motivational affordances of a gamified system should prompt positive user
engagement (Dominguez et al., 2013). To increase consumer engagement, retailers
should enhance consumers’ sense of meaning and foster an understanding and
appreciation of the benefits resulting from data disclosure. This can be achieved by
triggering perceptions of meaningful engagement. Meaningful engagement refers to
a state of mind in which consumers experience a sense of meaning and more
deeply understand the essence of the experienced event, while interacting with the
gamified system (Dewey, 1934; Liu et al., 2017; Nicholson, 2013). Our suggestion,
to leverage meaningful engagement as a psychological mechanism that underlies a
gamified experience, is in line with an emerging research stream that advocates for
its strong influence on consumer behavior (Eisingerich et al., 2019; Liu et al., 2017;
Suh et al., 2017). This recent stream of literature proposes that meaningful
engagement complements deep engagement, which has so far been considered as
the predominant driver of a gamified task (Suh et al., 2017). Deep engagement
reflects a depth of engagement from a hedonic perspective; thus, we refer to it as
hedonic engagement. Investigations of the hedonic perspective often include the
concept of flow, highlighting the need to design a gamified task in such a way that it
elicits enjoyment, a state of total immersion, and a loss of a sense of time (e.g.,
Csikszentmihalyi, 1990; Hamari et al., 2016). Hedonic engagement reflects a
situational state of mind eliciting immediate enjoyment (e.g., Agarwal & Karahanna,
2000; Hamari et al., 2016). For hedonic engagement to arise, the gamified activity
must be challenging but not insoluble (Csikszentmihalyi, 1997). Therefore, hedonic
engagement only occurs with a certain degree of process effort.

Meaningful engagement, the link between meaningful and hedonic
engagement as well as the influence of process effort have not yet received much

research attention. Moreover, no study has linked both engagement perspectives
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with consumers’ intention to enter a data disclosure process yet. This is especially
surprising because meaningful engagement is a future-oriented reflection of the
gamified task (Suh et al., 2017) and therefore especially valuable for retailers when
investigating consumers’ willingness to enter a data disclose process in exchange
for future personalization benefits.

In sum, consumers’ willingness to enter a data disclosure process can be
driven by two routes, accounting for the two complementary forces of user
engagement (i.e., anticipated meaningful engagement and anticipated hedonic
engagement). The third route, anticipated process effort, is an inhibitor. Figure 4.1

illustrates this conceptual framework and the forthcoming hypotheses.

Route 1

H2a H2b

Anticipated
Meaningful Engagement

H2c H2d

Route 2

H3a H3b

Anticipated
Hedonic Engagement

Route 3

Haa Anticipated
Process Effort

Preview of a Hab Perceived Benefits of

G . Data Disclosure
eneric Intention to Enter the
vs. Disclosure Process
Meaningfully Gamified X .
Data Disclosure Process Perceived Risks of Data

Hdc Disclosure

H1

Figure 4.1. Conceptual framework.

4.2.3.1 Route 1: The mediating role of anticipated meaningful

engagement.

Gamification literature stresses the importance of user engagement, noting
that the mere addition of gameful affordances does not automatically lead to
success (Hamari, 2013). Successful gamified systems should be designed to create
positive engagement as a psychological outcome (van Vugt et al., 2006). Following

prior literature on engagement with a gamified task (Eisingerich et al., 2019; Suh et
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al., 2017), we argue that presenting consumers with a preview of a meaningfully
gamified data disclosure process should trigger their anticipation of meaningful
engagement. Compared with data requests involving a generic data disclosure
process (e.qg., filling out a form), we predict that consumers presented with a data
request featuring a preview of a meaningfully gamified data disclosure process more
easily envision the resulting personalization benefits and therefore anticipate
meaningful engagement.

H2a: Consumers presented with a data disclosure request featuring a
preview of a meaningfully gamified data disclosure process anticipate greater
meaningful engagement than those presented with a disclosure request featuring a
preview of a generic data disclosure form.

Greater anticipated meaningful engagement in turn should motivate
consumer behavior (Suh et al., 2017). Thus, anticipation of meaningful engagement
may directly increase consumers’ intentions to enter the data disclosure process.
Beyond this direct effect, we expect two indirect effects. First, it should be easier for
consumers with a greater anticipation of meaningful engagement to imagine the
future benefits of data disclosure, leading to greater benefit perceptions. Second,
consumers’ perceptions of benefits and risks related to a focal object or situation
often correlate negatively, such that situations that offer more benefits appear to
pose lower risks, and vice versa (Finucane, Alhakami, Slovic, & Johnson, 2000;
Slovic, Finucane, Peters, & MacGregor, 2004). As such, anticipation of meaningful
engagement, which reflects consumers’ perception of beneficial outcomes, should
lead to decreased risk perceptions. Increased benefit and decreased risk
perceptions then should further enhance consumers' intentions to enter the data
disclosure process (Dinev & Hart, 2006).

H2b: The greater consumers’ anticipation of meaningful engagement, the

higher their intention to enter the data disclosure process.
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H2c-d: Consumers’ anticipation of meaningful engagement increases their
intentions to enter the disclosure process because of their (¢) increased anticipation
of the benefits of entering the gamified disclosure process and (d) decreased

anticipation of risks related to entering the gamified disclosure process.

4.2.3.2 Route 2: The mediating role of anticipated hedonic engagement.

Although our proposed data request method focuses on fostering
consumers’ anticipation of meaningful engagement, previewing a gamified data
disclosure process also might trigger anticipation of hedonic engagement. Various
forms of gamification positively affect hedonic engagement (Miiller-Stewens et al.,
2017; Rettie, 2001; Suh et al., 2017). Thus, when confronting consumers with a data
disclosure request featuring a preview of a meaningfully gamified data disclosure
process, consumers should anticipate that the meaningfully gamified data disclosure
will be a more entertaining task than filling out a generic data disclosure form.

H3a: Consumers presented with a data disclosure request featuring a
preview of a meaningfully gamified data disclosure process anticipate greater
hedonic engagement than those presented with a disclosure request featuring a
preview of a generic data disclosure form.

Whereas meaningful engagement represents a future-oriented reflection of
the gamified task that influences consumers’ benefit and risk assessments (Suh et
al., 2017), hedonic engagement reflects a situational state of mind (e.g., Agarwal &
Karahanna, 2000; Hamari et al., 2016). Thus, anticipation of hedonic engagement
should influence consumers’ willingness to enter the disclosure process directly,
without affecting the privacy calculus. Prior literature provides extensive evidence of
the positive effect of hedonic engagement on behavioral outcomes. For example,
hedonic engagement, conceptualized by a flow experience, prolongs the time
consumers spend on the Internet (Rettie, 2001), positively affects consumers’

exploratory behavior (Webster, Trevino, & Ryan, 1993), fosters continuous uses of



ESSAY 3: MEANINGFULLY GAMIFIED DATA DISCLOSURE PROCESSES 124

information systems (Suh et al., 2017), and increases consumers’ intentions for
future play (Hsu & Lu, 2004). These positive outcomes imply that consumers'
intentions to enter the data disclosure process are proportionate to their anticipation
of hedonic engagement.

H3b: The higher consumers’ anticipation of hedonic engagement, the greater

their intention to enter the data disclosure process.

4.2.3.3 Route 3: The mediating role of anticipated process effort.

Activities that promote a state of flow, reflecting hedonic engagement, must
be designed to be challenging but not insoluble (Csikszentmihalyi, 1997). If the
gamified activity is too challenging, consumers are likely to become anxious and
abort the activity. If the challenge is too easy, consumers lose interest, again leading
them to halt the activity (Hsu & Lu, 2004). For the meaningfully gamified data
disclosure process anticipated hedonic engagement might arise only together with a
certain degree of anticipated challenge (i.e., anticipated process effort). In
comparison, consumers presented with a data request featuring a generic data
collection process (i.e., filling out a form) may anticipate this disclosure to be less
effortful, because it is less time consuming.

H4a: Consumers presented with a data disclosure request featuring a
preview of a meaningfully gamified data disclosure process anticipate more process
effort than those presented with a disclosure request featuring a preview of a
generic data disclosure form.

Literature on value perceptions reveals that lower perceived process effort,
reflected by ease of use (Davis, 1993), can increase utilitarian value perceptions
related to the goal of the process (e.g., Davis, 1993; Venkatesh & Davis, 2000). In
the reverse case this should mean that anticipated process effort elicited by a data
disclosure request featuring a meaningfully gamified data disclosure process might

reduce consumers’ perceptions of personalization benefits. Furthermore,
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Featherman, Miyazaki, and Sprott (2010) find that perceived ease of use reduces
perceived risk levels in the context of consumer privacy. We expect analogous
effects; that is, anticipated process effort, as the opposite of perceived ease of use,
should increase consumers’ perceptions of the risks related to entering a
meaningfully gamified data disclosure process.

H4b: The higher consumers’ anticipation of process effort, the lower their
anticipation of benefits related to entering the meaningfully gamified disclosure
process.

H4c: The higher consumers’ anticipation of process effort, the greater their

anticipation of risks related to entering the meaningfully gamified disclosure process.

In sum, employing a data request featuring a preview of a meaningfully
gamified data disclosure process thus should affect consumers’ willingness to enter
the disclosure process through (1) anticipation of meaningful engagement and (2)
anticipation of hedonic engagement, accompanied by (3) anticipated process effort.
Before testing these proposed mechanisms in study 2, study 1 investigates the base

effect.

4.3 Study 1: The Base Effect of a Data Request Featuring a
Meaningfully Gamified Data Disclosure Process on Intention to

Enter the Disclosure Process
The first study tests our first hypothesis by comparing the effectiveness of
presenting consumers with a data request that previews a meaningfully gamified
data disclosure process with a traditional approach that displays a generic data

collection form.

4.3.1 Design, participants, and procedure.
We employed an online scenario experiment to investigate the main effect in

a controlled setting (Aguinis & Bradley, 2014) that produces valid results related to
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consumers’ perceptions and intentions. We randomly assigned participants to a
single treatment with two conditions, for which we manipulated the data disclosure
request in a fictional online fashion retail setting. Online shops are ubiquitous and
commonly request private data from consumers, so they provide a reasonable and
realistic study setting. We told participants that the fashion retailer required personal
data to provide personalized services and style recommendations.

We presented patrticipants with either a short video demonstrating a generic
data request form (i.e., preview of a non-gamified process) or a request featuring a
preview of a gamified data disclosure process, where data disclosure involved
creating an avatar that mimics the participants (see Appendix D). We chose the
creation of avatars because this task triggers both meaningful and hedonic
engagement: It visually emphasizes the potential for future personalization benefits
and also is enjoyable. We added videos for two reasons. First, a dynamic visual
approach helps consumers better envision the actual engagement that might occur
during the disclosure process, leading to greater anticipation of this engagement.
Such anticipation then should increase consumers’ intentions to enter the disclosure
process. Second, previewing videos is a realistic retailing practice.

The videos were matched to participants’ gender, so that female (male)
participants saw a video featuring a female (male) avatar. In the generic data
disclosure condition, participants watched a video that detailed the procedure for
filling out a form, with data attuned to either male or female characteristics (e.g.,
average height). Both data disclosure requests collected the same data (physical
appearance, financial affairs).

We administered the questionnaire to a convenience sample of 114
participants (Mage = 23.11 years, SDage = 6.65, 59% women). We first asked
participants to indicate their gender so that we could expose them to a manipulation
reflecting their gender: generic disclosure request setting (coded 0) vs. request

setting featuring a meaningfully gamified disclosure process (coded 1).
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After we exposed respondents to the manipulation, they indicated their
intention to enter the data disclosure process. We adopted three items from
Malhotra et al. (2004), using a 7-point semantic differential scale, to measure
disclosure intentions. This established multi-item scale offers strong reliability and
validity. The Cronbach’s alpha for this construct was .97, indicating high internal
consistency (see Appendix E). Next, participants completed manipulation checks.
Specifically, they indicated how meaningful (“When deciding to update my profile, |
would feel that the update will result in future benefits for me”) and how playful
(“When deciding to update my profile, | would feel that | could have fun”) they
perceived the potential data disclosure process. to be. These measures used 7-
point Likert scales, ranging from 1 (“strongly disagree”) to 7 (“strongly agree”).
Finally, participants reported their perception of realism and socio-demographic
aspects. To mitigate concerns about common method bias (Podsakoff, MacKenzie,
Lee, & Podsakoff, 2003), we assured anonymity for all participants, provided
contextual information to reduce ambiguity, and highlighted that there were no right

or wrong answers.

4.3.2 Results of study 1.

Results from study 1 indicate that our manipulation of anticipated meaningful
engagement (t(112) = -2.03, p = .045, Mgeneric = 3.36; Mgamiiied = 4.06) and
anticipated hedonic engagement ((86.68) = -4.48, p < .001, Mceneric = 1.87; Mgamified
= 3.34) performed as intended. Participants perceived both scenarios as equally
realistic (t(112) = .022, p = .98).

The group means show that consumers’ intentions to enter the data
disclosure process are significantly greater in the meaningfully gamified condition
(Mgamified = 2.96) compared with the generic request (Mgeneric = 2.28) (t(112) = -2.15,

p = .033). This finding confirms H1.
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4.3.3 Discussion of study 1.

Study 1 confirms our hypothesis 1 about the favorable effect of confronting
consumers with a data request featuring a preview of a meaningfully gamified
disclosure process. The results of the two single item measures pertaining to
anticipations of meaningful and hedonic engagement provide the first evidence for
our prediction that incorporating a gamified data disclosure process increases
anticipation of both meaningful and hedonic engagement. Study 2 therefore
addresses the constructs of anticipated meaningful engagement and hedonic
engagement and investigates the role of anticipated process effort, which we did not

account for thus far.

4.4 Study 2: Mechanisms Underlying the Effect of a Data Disclosure
Request Featuring a Preview of a Meaningfully Gamified Data

Disclosure Process on Consumers’ Intentions to Enter the Process
Study 2 aims to uncover the psychological mechanisms driving the positive

effect we found in study 1. In particular, we test our hypotheses about the two
parallel, positive mediating routes through anticipated meaningful engagement and
anticipated hedonic engagement, as well as the accompanying anticipated process

effort (i.e., the third, negative mediating route).

4.4.1 Design, participants, and procedure.

The experimental design and procedure for study 2 are identical to those for
study 1. We recruited participants representative of an online shopping population
from a professional panel provider. The final sample consisted of 295 participants
(Mage = 34.50 years, SDage = 14.94, 58% women). Again, we first asked participants
to indicate their gender so that we could expose them to the corresponding
manipulation. Then we randomly assigned participants to either a generic disclosure
request setting (coded 0) or to a request setting featuring a meaningfully gamified

disclosure process that matched their gender (coded 1). Participants then indicated
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their intention to enter the data disclosure process as in study 1, and answered
questions related to the anticipated process variables. We adopted four items from
Agarwal and Karahanna (2000) to measure flow experience, reflecting the
anticipated hedonic engagement of the meaningfully gamified disclosure process.
Five items from Suh et al. (2017) measured anticipated meaningful engagement
with a gamified task. To measure anticipated process effort, we employed three
items from Franke and Schreier (2010). We measured the anticipated benefits and
risks of data disclosure with three and four items, respectively (Dinev et al., 2013).
Finally, we considered the perceived sensitivity of the requested data as a control
variable, using a single-item measure adopted from Xie, Teo, and Wan (2006). All
constructs were measured on 7-point Likert scales. Again, the Cronbach’s alphas for
all constructs showed satisfactory values, indicating high internal consistency (see

Appendix E).

4.4.2 Results of study 2.

We used the PROCESS macro for SPSS (Hayes, 2018) and programmed a
customized serial mediation model with 5,000 bootstrapping samples, creating a
95% bias-corrected confidence interval (Cl). Age, gender, and perceived sensitivity
of the requested data were covariates. By considering all process variables at the
same time, we can draw conclusions about the psychological drivers of the positive
effect of previewing a meaningfully gamified data disclosure process during the data
request on consumers’ intentions to enter the disclosure process

Route 1: Mediation through anticipated meaningful engagement.
Investigating the first proposed mediating route through meaningful engagement, we
find that, in support of H2a, data requests featuring a meaningfully gamified data
disclosure process elicited consumers’ anticipation of meaningful engagement (8 =
.24, 1(290) = 2.17, p = .03). Anticipated meaningful engagement directly increased

consumers’ intentions to enter the disclosure process (8 = .26, t(285) = 3.75, p <
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.001), and it indirectly increased consumers’ intentions through benefit (8 = .68,
t(287) = 11.13, p < .000) and risk (8 = -.42, t1(287) = -6.06, p < .000) perceptions, in
support of H2b—d. Serial mediation analyses revealed significant positive indirect
effects of a data request featuring a meaningfully gamified data disclosure process
on intentions to enter the disclosure process through anticipated meaningful
engagement (8 = .06, 95% CI [.006, .144]), anticipated meaningful engagement and
benefit perceptions (8 = .03, 95% CI [.003, .064]), and anticipated meaningful
engagement and risk perceptions (8 = .03, 95% CI [.003, .058]).

Route 2: Mediation through anticipated hedonic engagement. The results
from the second mediating route support H3a, demonstrating the positive impact of
previewing a meaningfully gamified data disclosure process during the data request
on anticipated hedonic engagement (8 = .32, t(290) = 2.81, p = .005). As proposed,
compared with anticipated meaningful engagement, we find that anticipation of
hedonic engagement had no effect on consumers’ perceptions of the benefits
associated with data disclosure (8 = .05, t(287) = .84, p = .40) or their perceived
risks of data disclosure (8 = .002, t(287) = .03, p =.98). In line with H3b, anticipated
hedonic engagement directly and positively influenced consumers’ intentions to
enter the disclosure process (8 = .18, t(285) = 3.27, p < .001), constituting a
significant positive mediation (8 = .06, 95% CI [.009, .126]).

Route 3: Mediation through anticipated process effort. In support of H4a—
representing a downside of gamification—we find that data requests featuring a
meaningfully gamified data disclosure process elicited anticipation of process effort
(B = .45, t1(290) = 3.95, p <.000). This anticipated process effort lowered consumers’
perceptions of the benefits of data disclosure, as we predicted in H4b (8 =-.17,
t(287) = -3.95, p <.000), but it had no effect on risk perceptions, contrary to H4c (8
= .06, t(287) = 1.32, p = .19). Nor do we find any direct effect of anticipated process
effort on consumers’ intentions to enter the disclosure process (8 = -.01, t(285) = -

.19, p = .85). The negative indirect effect through anticipated process effort and
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benefit perceptions (8 = -.012, 95% CI [-.026, -.003]) was weaker than the positive
effects related to anticipated meaningful and hedonic engagement. The research
model (Figure 4.2) explains substantial variance in consumers’ behavioral intentions

(adjusted R? = .60, F(9, 285) = 51.12, p < .000).

Route 1

B =.24,p=.03 Anticipated B =.26, p=.000
Meaningful Engagement
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Anticipated
Process Effort
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G . Data Disclosure
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vs. Disclosure Process
Meaningfully Gamified Dat
eaB?:ggsﬁre T:’T;(LZSS - ns. Perceived Risks of Data
Disclosure B =-.26, p= .000

n.s.

Figure 4.2. Mediation model results.

4.4.3 Discussion of study 2.

Study 2 uncovers the psychological mechanisms underlying the favorable
effect of data requests featuring a meaningfully gamified data disclosure process on
consumers’ willingness to enter the data disclosure process. In support of our
hypotheses, we find anticipation of both meaningful and hedonic engagement and
anticipated process effort to be crucial process variables explaining this effect. The
positive aspects related to anticipated meaningful and hedonic engagement
outweigh the negative effect associated with process effort.

Contrary to H4c, anticipated process effort does not influence consumers’
risk perceptions unfavorably. Although this finding is surprising, it seems consistent
with the mixed findings of prior literature regarding this relationship (Featherman et
al., 2010). Of the two engagement routes, anticipated meaningful engagement has a

greater impact on intention to enter the disclosure process. While anticipated
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meaningful engagement has a strong direct effect on behavioral intentions and the
privacy calculus (i.e., risk and benefit perceptions), anticipated hedonic engagement
has no impact on consumers’ privacy-related decision making through the privacy
calculus; it only directly influences behavioral intentions.

Study 2 uncovers the psychological mechanisms driving the favorable effect
of previewing a meaningfully gamified data disclosure process. However, following
the ELM, consumers should respond to persuasive messages differently depending
on their involvement. Therefore, study 3 aims to understand how consumers,
depending on their individual involvement, are more likely to base their decision to
enter the disclosure process, based on their anticipation of either meaningful or

hedonic engagement, accompanied by their anticipation of process effort.

4.5 Study 3: Involvement as a Contingency Factor Determining Route

Choice

Building on our findings from study 2 for the two types of anticipated
engagement, study 3 aims to investigate how consumers differ in their route choice
when confronted with a data disclosure request featuring a meaningfully gamified
data disclosure process, depending on their involvement levels. The ELM of
persuasion proposes that when presented with information, consumers process this
information on either a central or a peripheral route (Petty & Cacioppo, 1986).
Consumers’ route choice depends largely on their motivation to process the
information, which in turn is determined by personal interest (i.e., involvement) in the
subject (Morris, Woo, & Singh, 2005). When involvement is low, consumers are
more likely to process information on the peripheral route, relying on heuristic
shortcuts and situational cues related to negative or positive associations (Petty &
Cacioppo, 1986). When consumers are more involved though, they likely process
information on the central route, characterized by thoughtful elaborations (Petty &

Cacioppo, 1986). In transferring this theoretical perspective to a data disclosure
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request featuring a meaningfully gamified data disclosure process, we predict that
consumers’ involvement determines the impact of the request on consumers’
perception of the elicited process variables: High involvement should lead
consumers to reflect on the meaning and future benefits of entering the meaningfully
gamified disclosure process (i.e., anticipated meaningful engagement) and ignore
additional process effort. Consumers with low involvement levels instead should be
more focused on peripheral cues, such as the positive association of enjoyment
when playing a game (i.e., anticipated hedonic engagement). Moreover, low levels
of involvement should make consumers more prone to anticipate more process
effort. Figure 4.3 illustrates the proposed moderations.

H5a-c: Consumers’ involvement moderates the relationship of a data
disclosure request featuring a meaningfully gamified data disclosure process on
three process variables, such that consumers with high involvement anticipate (a)
more meaningful engagement but not process effort, whereas consumers with low

involvement anticipate (b) more hedonic engagement and (c) more process effort.

______________________________________________________________________________________________

Involvement

Route 1

H5a-c Anticipated

/ Meaningful Engagement

| - Route 2
i Preview of a /

Generic / Anticipated

VS,

Gamified Data
Disclosure Process

Hedonic Engagement

\4 Route 3

Anticipated
Process Effort

Figure 4.3. Moderation model.

4.5.1 Design, participants, and procedure.
We employed a 2 (data disclosure request: generic vs. gamified) x 2

(involvement: fashion retailer vs. retailing bank) experimental design. To induce
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variety in perceived involvement, we randomly assigned participants to either a
fashion retailing context, as in the previous studies, or a retail banking context.
These two settings likely differ in the level of involvement they evoke from
consumers, so we gain more variety in participants’ measured involvement. We built
the retail banking setting to match the manipulations from the two previous studies.
Thus, participants in the data request condition featuring a meaningfully gamified
data disclosure in the retail banking (fashion) setting received a data inquiry about
their household makeup (data about physical appearance) and financial aspects. To
create a realistic scenario, we changed the name of the fictional company
requesting the data from the previous studies to fit both a fashion retailer and a
retailing bank. Otherwise, we used the same scenarios as in the previous studies for
the fashion retailing condition. Again, we provided videos of the fictional data
disclosure process in our manipulation to achieve better insights on variables related
to the process. The measures, acquisition of participants, and procedure were the
same as in study 2. We also measured involvement using three items adopted from
Swilley and Goldsmith (2007) and the perceived realism of the scenario, as in study
1. Our final sample included 318 participants (Mage = 39.72 years, SDage = 15.26,

58.8% women).

4.5.2 Results of study 3.

Robustness of the mediation model. Participants reported high realism
measures (Mgeaism = 4.93) with no differences between corresponding groups,
indicating that our manipulation suited both online retailing and retail banking
settings. To confirm the results from study 2, we ran a customized serial mediation
model (Hayes, 2018). The results confirm the findings from study 2: Data requests
featuring a meaningfully gamified data disclosure process elicit anticipation of
meaningful engagement (8 = .24, t(312) = 2.20 p = .03), which increases

consumers’ intention to enter the data disclosure process directly (8 = .43, t(307) =
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7.00, p < .000), as well as by adjusting their risk (8 = -.33, t(309) = -4.71, p < .000)
and benefit (8 = .62, t(309) = 10.25, p <.000) perceptions. Therefore, we identify
three positive indirect effects, through anticipated meaningful engagement (8 = .10,
95% CI [.012, .203]), anticipated meaningful engagement and benefit perceptions (8
=.03, 95% CI [.003, .067]), and anticipated meaningful engagement and risk
perceptions (8 = .02, 95% CI [.001, .036]), on consumers’ intentions to enter the
disclosure process. These findings confirm H2a—d.

Study 3 also confirms the second route through anticipated hedonic
engagement. Previewing a meaningfully gamified data disclosure process triggers
anticipation of hedonic engagement (8 = .24, t(312) = 2.29, p = .02), which
increases consumers’ intentions to enter the data disclosure process (B = .11, t(307)
= 2.25, p = .03), resulting in a positive indirect effect (8 = .03, 95% CI [.000, .071]).
These findings support H3a and H3b. Moreover, in line with H4a and H4b, a data
request featuring a meaningfully gamified data disclosure process elicits anticipation
of process effort (8 = .37, t(312) = 3.36, p < .000), which further reduces perceived
benefits (8 = -.16, t(309) = -3.59, p < .000; indirect effect: 8 =-.01, 95% CI [-.026, -
.003]). Again, we did not find an effect of anticipated process effort on perceived
risks (8 = .08, t(309) = 1.65, p = .10), which led to the rejection of H4c. The model
explains substantial variance in consumers’ intentions to enter the data disclosure
process (adjusted R? = .59, F(10, 307) = 45.32, p < .000).

Involvement as a contingency factor. We ran moderation analyses to
investigate consumers’ route choice, according to their involvement (Hayes, 2018;
5,000 bootstrapping samples, 95% bias-corrected Cl; age, gender, perceived
sensitivity of the requested data, and the context [fashion/retail banking] were
covariates). We did not find significant interaction effects of a gamified data
disclosure process with involvement on anticipated meaningful engagement (8 =
.08, t(311) = .80, p = .42), hedonic engagement (8 = -.10, t(311) = -.88, p = .38), or

process effort (8 =-.19, t(311) = -1.69, p =.09). Thus, we formally reject H5a—c.
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However, the conditional effects analyses uncover the expected tendencies, such
that compared with consumers with low involvement levels (8 | (W = 2.00) = .13,
t(311) = .84, p = .40), consumers with moderate involvement levels (8 | (W = 4.00) =
.23, 1(311) = 2.17, p = .03) and high involvement levels (B | (W = 5.33) = .26, t(311)
= 2.04, p = .04) anticipated more meaningful engagement when confronted with a
data request featuring a meaningfully gamified data disclosure process. Anticipation
of hedonic engagement emerged only for consumers with low involvement levels (B8
| (W =2.00) = .33, t(311) = 2.08, p = .04), compared with those with moderate (8 |
(W =4.00) =.21, t(311) = 1.93, p = .054) and high (8 | (W =5.33) =.97, t(311) = .90,
p = .37) involvement levels. In addition, we find that consumers with low involvement
levels (8 | (W =2.00) = .57, 1(311) = 3.52, p <.000) and moderate involvement
levels (8 | (W =4.00) = .34, t(311) = 3.02, p = .003), but not with high involvement
levels (8| (W =5.33) = .19, t(311) = 1.21, p = .23), anticipate process effort.

To generate more detailed insights, we employed the Johnson-Neyman
procedure for all moderation analyses, to establish “regions of significance”. We find
that a gamified data disclosure process elicits meaningful engagement for
consumers with involvement levels ranging from 3.55 to 5.62, hedonic engagement
for consumers with involvement levels ranging from 1.55 to 3.95, and process effort

for consumers with involvement levels below 4.74 (all on 7-point Likert scales).

4.5.3 Discussion of study 3.

Study 3 confirms the results from study 2 regarding the three routes
underlying the favorable effect of previewing a meaningfully gamified data disclosure
process on consumers’ willingness to enter the disclosure process. Although we do
not find overall moderating effects, the results from the conditional effects analyses
generate important insights into the role of consumers’ involvement in determining
which type of engagement is more likely to emerge and drive the favorable effect on

consumer intentions. Consumers with moderate and high involvement levels who
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encounter a data request featuring a meaningfully gamified data disclosure process
likely base their decision to enter the disclosure process on their anticipation of
meaningful engagement. Low and moderately involved consumers instead are likely
to base their decision on their anticipation of hedonic engagement.

These findings highlight an important finding of employing data disclosure
requests that feature meaningfully gamified disclosure processes: Retailers can
profit from the favorable effect of this method, regardless of consumers’
involvement. Although anticipation of meaningful engagement drives the effect for
highly involved consumers, anticipation of hedonic engagement drives the effect for
low involvement levels, and both result in increased consumer intentions to enter the
data disclosure process. Only highly involved consumers do not anticipate that the

meaningfully gamified disclosure process will be effortful.

4.6 General Discussion

With this article, we introduce a data disclosure request featuring a preview
of a meaningfully gamified data disclosure process as a means to increase
consumers’ acceptance of, and participation in, retailers’ data collection processes.
We investigate the effectiveness of this approach and explore the underlying
psychological mechanisms via three routes. Reconciling these routes with the ELM,
we further explore consumers’ route choice by accounting for involvement as a

contingency factor.

4.6.1 Theoretical contributions.

Our study contributes to retailing literature in two ways. First, this study
informs retailing literature on consumers’ acceptance of direct marketing
approaches such as personalization and online targeting (Goldfarb & Tucker, 2011;
Milne & Gordon, 1993; Schumann et al., 2014). We integrate findings from privacy-
related decision-making literature and gamification literature to introduce a new

approach, reconciling retailers’ need for data and consumers’ demand for direct
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benefits in exchange for those data. Specifically, we propose that this new
technological approach facilitates consumers’ decision-making in the retailing
context (Grewal, Roggeveen, & Nordfélt, 2017). We provide evidence for the
effectiveness of confronting consumers with a data disclosure request previewing a
meaningfully gamified data disclosure process. A meaningfully gamified data
disclosure request increases consumers’ understanding of how the requested data
could lead to positive personalization outcomes, resulting in an increased
willingness to enter the disclosure process.

Second, we advance literature on the acceptance of direct marketing
approaches by uncovering the psychological mechanisms that drive consumers’
willingness to enter the data disclosure process. Specifically, we find that a data
request previewing a meaningfully gamified data disclosure process influences
consumers’ intentions to enter the process through three routes: (1) anticipation of
meaningful engagement, (2) anticipation of hedonic engagement, and (3)
anticipation of process effort. Anticipated meaningful engagement has a stronger
effect on consumers’ intentions to enter the disclosure process because it not only
directly increases consumers’ intentions to enter but also indirectly adjusts their
benefit and risk anticipations. In contrast, anticipated hedonic engagement only
directly, and less severely, affects consumers’ intentions to enter the disclosure
process. Finally, though a preview of a meaningfully gamified disclosure process
leads to increased anticipation of process effort, it only reduces consumers’
anticipation of benefits resulting from disclosure and has no further negative effects
on disclosure intentions.

Besides our contributions to retailing literature, we also contribute to privacy-
related decision-making literature in two ways. First, we argue that the initial hurdle
of getting consumers to enter the process needs to be addressed separately from
privacy-related disclosure behavior in general. Privacy research mainly has focused

on investigating risks and benefits related to consumers’ willingness to disclose
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data, without differentiating between consumers’ willingness to enter the disclosure
process and their willingness to disclose after entering the process (Smith et al.,
2011). As such current literature ignores the fact that consumers entering the
disclosure process in the first place is distinct from consumers’ disclosure behavior
during the process. Our proposed procedure for designing data disclosure requests
advances this research. As another contribution to privacy-related decision-making
literature detailing the provision of personalization-unrelated, generic appeals (e.g.,
privacy protection seals, rewarding coupons) to increase general disclosure
intentions (e.g., Hui et al., 2007; Pan & Zinkhan, 2006; Xu et al., 2009), we argue
that such situational cues constitute suboptimal forms of leverage, because they
lose effectiveness quickly (Acquisti et al., 2013) and fail to address consumers’
demands for long-term benefits related to the disclosed data (Data & Marketing
Association, 2018). Altering data disclosure requests to include a preview of a
meaningfully gamified data disclosure process offers a promising new approach,
because it meets consumers’ expectations of direct benefits and encourages long-
term engagement.

Finally, this study contributes to gamification literature. Specifically, we
contribute to emerging research in the gamification literature that advocates for the
importance of meaningful engagement (e.g., Eisingerich et al., 2019; Liu et al.,
2017; Suh et al., 2017), whereas prior literature cites hedonic engagement as the
only driver of a gamified task (Csikszentmihalyi, 1990; Hamatri et al., 2016; Miller-
Stewens et al., 2017; Rettie, 2001). When employing data disclosure requests
featuring the preview of a meaningfully gamified data disclosure process, retailers
foster consumers’ anticipation of the future benefits that can result from their data
disclosure (i.e., anticipation of meaningful engagement). In addition to this prevailing
anticipation of meaningful engagement, the preview of a meaningfully gamified data
disclosure process elicits anticipation of hedonic engagement, accompanied by

anticipated process effort. By reconciling these routes with the ELM (i.e., uncovering
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the moderating role of consumers’ involvement determining consumers’ route
choice), our findings inform literature on the relationship between meaningful and
hedonic engagement and the role of process effort in gamified processes.
Specifically, we find that greater involvement makes consumers more likely to
anticipate meaningful engagement and less likely to anticipate process effort,
whereas low involvement favors the anticipation of hedonic engagement and
process effort. With these findings, we respond to calls for more research into the
role of meaningful engagement and the interaction of hedonic and meaningful
engagement (Eisingerich et al., 2019; Liu et al., 2017; Mekler et al., 2013;

Nicholson, 2015; Suh et al., 2017).

4.6.2 Managerial implications.

Our results also have important implications for retail managers. We propose
a new appeal to foster consumers’ willingness to enter the data disclosure process
for personalization purposes. Instead of offering additional appeals, such as
monetary rewards for disclosure, the data disclosure request should be designed to
help the consumer understand how the requested data lead directly to
personalization benefits. To do so, retailers might employ a meaningfully gamified
data disclosure process and include a preview of this altered process into their data
requests. Although the previewed meaningfully gamified data disclosure process is
likely to be perceived as more effortful than generic data disclosure approaches, the
positive aspects outweigh this negative effect.

However, when implementing the proposed meaningful appeal, retailers
must consider consumers’ involvement with their product or service, which
determines the driver of the favorable effect. Retailers selling high involvement
products and services are more likely to profit from the positive effect of anticipated
meaningful engagement. To foster consumers’ anticipation of meaningful

engagement, those retailers should highlight the objective benefits resulting from
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participating in the data disclosure. In contrast, retailers offering low involvement
products and services are more likely to benefit from anticipated hedonic
engagement and should design their data requests accordingly, such as by
enhancing enjoyment. However, we caution those retailers not to focus solely on
hedonic triggers, because consumers might believe they were tricked into

disclosure, which could backfire on the retailer (e.g., Dinev et al., 2015).

4.6.3 Limitations and further research.

The limitations of this study offer opportunities for further research. First, we
investigated consumer engagement as a motivator to enter a meaningfully gamified
data disclosure process. It involved designing the previewed meaningfully gamified
data disclosure process to include various gamification elements (avatars, direct
feedback, progress bars, and curiosity) (Deterding et al., 2011). Future research
might wish to investigate the influence of those affordances separately. Curiosity, for
example, functions as a hedonically beneficial motivator in the marketing context
(Ruan, Hsee, & Lu, 2018), constituting an interesting research object.

Second, to investigate the psychological mechanisms underlying consumers’
privacy-related decision-making, we chose a data disclosure situation, which
required moderately sensitive data. To draw more generally valid conclusions about
the roles of the three process variables (i.e., anticipated meaningful engagement,
hedonic engagement, and anticipated process effort), further research could
investigate the relative importance of the three process variables and their
relationship to one another for varying levels of sensitivity (e.g., could there be
disclosure settings in which anticipated hedonic engagement would have no effect
on willingness to enter the disclosure process because consumers perceive the
situation as highly sensitive and are thus not prone to hedonic influences?).

Third, continued research might investigate the next step of our proposed

approach. Whereas we investigated data disclosure requests as a means to
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increase consumers’ intentions to enter the disclosure process, additional studies
could investigate how consumers behave, after they have entered a meaningfully
gamified data disclosure process. An interesting question would be whether
consumers answer more truthfully, because they understand that genuine answers

will result in greater personalization benefits.

4.7 Conclusion

To resolve the increasing tension between retailers’ need for consumer data
and consumers’ perception of a lack of benefits and resulting reluctance to enter
data disclosure processes, we propose the use of data disclosure requests that
preview a meaningfully gamified data disclosure process. We find that this appeal
affects consumers’ intentions to enter the previewed data disclosure process
through three mediation routes: (1) anticipation of meaningful engagement, (2)
anticipation of hedonic engagement, and (3) anticipation of process effort.
Anticipated meaningful engagement increases intentions to enter both directly and
indirectly through benefit and risk perceptions, whereas anticipated hedonic
engagement only directly affects intention to enter. Anticipation of process effort
reduces consumers’ anticipation of benefits but has no further negative effects.

Consumers' involvement levels determine their route choices.
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4.9 Appendices

Appendix D

Scenario of Study 1

Please read the following scenario carefully and then answer the questions:
You are a registered customer of the online retailer Youlando and get asked to
update your profile. Youlando promises to use this information in the future to
present you with personalized product suggestions and search results.

Please watch the following video. It shows you how to update your profile:

generic data disclosure form meaningfully gamified disclosure
process
Qo0 Q00!
wowtn | MEN | kDS youlando B W wowtn | MEN | kDS youlando B W
UPDATE YOUR PROFILE! ) I UPDATE YOUR PROFILE!
o o tE—
s . QU
- . -~
U & == 8
Fzes HoeD
Qo0 Q00!
wowtn | MEN | kDS youlando B W wowtn | MEN | kDS youlando B W
UPDATE YOUR PROFILE! ) I UPDATE YOUR PROFILE!
- - =y :
ww [T e - ' ” “ - ﬂ
- . gy
= B
—2
- =N -2
Fzes HoeD
Qo0 Q00!
wawen | wen | s youlando EER=] wowen | won 1 wos youlando B w
9 Profile | UPDATE YOUR PROFILE! ) I UPDATE YOUR PROFILE!
What i your mamly income? ™ [P :ﬁ 7
Ho much do you typiealy spendt Hudr‘ﬂé
FEes HoeD

Note: Screenshots taken from the videos
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Scenario of Study 2

Please read the following scenario carefully and then answer the questions:

You are a registered customer of the online retailer Youlando and get asked to
update your profile.

Youlando informs you that you could benefit from personalized product suggestions
in the future by updating your profile. All you need to do is give some additional
information regarding your looks and budget. Youlando promises to use this
information in the future to present you with personalized product suggestions.

The following video illustrates the process of updating your profile:

generic data disclosure form meaningfully gamified disclosure
process
. L) _ o0,
I youlando = v | e | oos youlando B W
e‘w UPDATE YOUR PROFILE! e‘w UPDATE YOUR PROFILE!
D
[fi5c G ticc 5]
. L) _ o0,
I youlando = v | e | oos youlando B W
e‘w UPDATE YOUR PROFILE! e‘w I UPDATE YOUR PROFILE!
rser History ::: - = . rser History bid m“—:“:“ T
e n e e |
o - ¥V o U [ ‘
- o ™| &
= )
[fi5c G ticc 5]
(e070) . Q00
youlando B W w1 e | wos youlando B W
9 Profile | UPDATE YOUR PROFILE! J e‘w UPDATE YOUR PROFILE!
um wo N ﬂ_}i
[[i5c5) ticc 5]

Note: Screenshots taken from the videos
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Scenario of Study 3

Please read the following scenario carefully and then answer the questions:

You are a customer of the online retailer/retail bank Wiwando and get asked to
update your profile. Wiwando informs you that you could benefit from personalized
(financial) product suggestions in the future by updating your profile. All you need to
do is give some additional information regarding your looks/household makeup and
budget.

Wiwando will use this information to provide you personalized product suggestions/
individualized financial products.

The following video illustrates the process of updating your profile:

generic data disclosure form: fashion meaningfully gamified disclosure
and retailing bank context process: fashion and retailing bank
context
. a ® o a ®
Clothing chces Brands wiwando Clothing choen arands wiwando
e - . e fi
Service Sromn Service ? _—— w
[ H = ‘
: h SO B
““““ [EEGCE] [GECE]
= . ® - a ®
Credtcarts FinancialProducts Ontine-Bankng W WWaLTNCLO Credtcarts FinmncialProducts Ontine-Bankng W WWaLINCl O

~g >

““““ Contar Privscy #) velp Contar Privscy ]

Note: Screenshots taken from the videos
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Appendix E

Measurement Items and Reliability Assessment for Constructs in Studies 1-3

Construct

Statistics®

Measurement Items*

Intention to
Disclose Data

a1 =.97/a,=.98/
sz = .98

Specify the extent to which you would
engage in disclosing the requested
personal data to Youlando.

Malhotra, Kim,

and Agarwal 1.Unlikely/Likely

(2004) 2 Impossible/Possible
3.Unwilling/Willing

Perceived a2;=.80/a3=.84 1. Disclosing my personal information

Benefits of Data to Youlando could help me obtain

Disclosure future product suggestions and

Dinev, Xu, Smith
and Hart (2013)

content | want.

2. In the future, | could get exactly the
product suggestions and content that
I want from Youlando.

3. | believe that in the future | could
benefit from customized product
suggestions and content.

Perceived Risks
of Data
Disclosure

Dinev, Xu, Smith
and Hart (2013)

Az = .91/03 =.90

1. In general, it would be risky to
disclose personal information to
Youlando when updating my profile.

2. There would be high potential for
privacy loss associated with
disclosing personal information by
updating my profile.

3. Youlando could inappropriately use
my personal information that |
disclose.

4. Providing Youlando with my
personal information could involve
many unexpected problems.

Anticipated
Hedonic
Engagement

Agarwal and
Karahanna
(2000)

A2 = .65/03 =.64

1. While updating my profile, | would
be immersed in the task | am
performing.

2. Time would appear to go by very
quickly when | am updating my
profile.

153

8 The values in this column refer to all studies in which the measure appears; subscripts
indicate the relevant study.

4 For all items, participants indicated their responses on seven-point Likert or semantic
differential scales (1 = “strongly disagree,” and 7 = “strongly agree”).
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3. When updating my profile, | would
feel in control.

4. | would enjoy updating my profile.

Anticipated a0, =.94/0a3=.93
Meaningful

Engagement

Suh, Cheung,
Ahuja and
Wagner (2017)

While updating my profile...

1. ...l would be aware of how | could
benefit from the update in the
future.

2. ...l would believe that the update
would result in benefits for me in
the future.

3. ...I'would feel that the update is
important for me to benefit from
personalization in the future.

4. ... I would feel | discovered new
paths to a personalized shopping
experience.

5. ... would feel | knew exactly how
to proceed to benefit from
personalization in the future.

Anticipated 02 =.92/0a3=.92

Process Effort

Franke and
Schreier (2010)

Updating my profile...

1. ...would require much effort.
2. ...would be exhausting.

3. ...would be time-consuming.

Involvement az = .88

Swilley and
Goldsmith (2007)

1. | have a strong interest in fashion/
financial services.

2. Fashion/ Financial Services is/ are
important to me.

3. Fashion/ Financial Services is/ are
not relevant for me.

Sensitivity of
the Data

Xie, Theo and
Wan (2006)

Please indicate your perception of the
sensitivity of the requested data.

Not sensitive at all/ very sensitive

154
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Regression Results for Direct Effects Study 2

Appendix F

Dependent Variable

Anticipated Anticipated Anticipated Perceived Perceived Risks Intention to Enter
Meaningful Hedonic Process Effort Benefits of of Disclosure the Disclosure
Engagement Engagement Disclosure Process
Age -.16** n.s. n.s. n.s. n.s. - 167+
Gender n.s. n.s. n.s. n.s. n.s. n.s.
Sensitivity of Data - 19+ -.12* n.s. L18%** 34 -. 18
Data Request
Featuring a
Meaningfully .24* .32%* A5rE* n.s. n.s. n.s.
Gamified Data
Disclosure Process
Anticipated
Meaningful BTrR* - QHx* e
Engagement
Anticipated Hedonic o
Anticipated Process
Effort - 17 n.s. n.s.
Perceived Benefits of
Disclosure A7
Perceived Risks of DGR

Disclosure

R2? (adjusted)

.60

Notes: Values show standardized regression coefficients. * p < .05; ** p < .01; *** p < .001.
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Regression Results for Direct Effects Study 3

Dependent Variable

Anticipated Anticipated Anticipated Perceived Perceived Risks Intention to Enter
Meaningful Hedonic Process Effort Benefits of of Disclosure the Disclosure
Engagement Engagement Disclosure Process
Age -.01** n.s. n.s. n.s. n.s. -01.*
Gender n.s. n.s. n.s. n.s. n.s. n.s.
Sensitivity of Data -.22%** -.19* n.s. n.s. 2T n.s.
Data Request
Featuring a
Meaningfully .25* .24* 37 n.s. n.s. n.s.
Gamified Data
Disclosure Process
Anticipated
Meanlngfu' 62*** - 33*** 43***
Engagement ' ' '
Anticipated Hedonic
Engagement n.s. n.s. A1
Anticipated Process
Effort -.16%** n.s. i
Perceived Benefits of
Disclosure X i
Perceived Risks of e

Disclosure

R2? (adjusted)

.58

Notes: Values show standardized regression coefficients. * p < .05; ** p < .01; *** p < .001.



ESSAY 3: MEANINGFULLY GAMIFIED DATA DISCLOSURE PROCESSES

157

Conditional Effects of Anticipated Meaningful Engagement at Values of Involvement

Level of Effect SE LLCI ULCI
Involvement

3.6544 3132 .1592 .0000 .6263
3.7000 .3164 .1590 .0035 .6292
4.0000 .3375 .1610 .0208 .6543
4.3000 .3587 .1680 .0281 .6893
4.6000 .3798 .1795 .0266 7331
4.9000 .4010 .1947 .0179 .7840
5.2000 4221 2127 .0036 .8407
5.2629 4266 .2168 .0000 .8531

Notes: bootstrap sample size = 5,000; SE: standard error; LLCI & ULCI: lower and upper
levels for confidence interval.

Conditional Effects of Anticipated Hedonic Engagement at Values of Involvement

Level of Effect SE LLCI ULCI
Involvement

1.4761 .4285 .2178 .0000 .8571
1.6000 4194 .2101 .0061 .8328
1.9000 .3974 1921 .0194 7753
2.2000 .3753 1754 .0302 7204
2.5000 .3533 .1604 .0378 .6688
2.8000 3312 .1475 .0410 .6215
3.1000 .3092 .1375 .0387 5797
3.4000 .2872 .1309 .0296 .5447
3.7000 .2651 .1283 .0127 5175
3.8633 .2531 .1286 .0000 .5062

Notes: bootstrap sample size = 5,000; SE: standard error; LLCI & ULCI: lower and upper
levels for confidence interval.

Conditional Effects of Anticipated Process Effort at Values of Involvement

Level of Effect SE LLCI ULCI
Involvement

1.0000 1.0192 .3253 3791 1.6594
1.3000 .9701 .2996 .3806 1.5595
1.6000 .9209 2748 .3803 1.4616
1.9000 .8718 .2513 3774 1.3662
2.2000 .8226 .2294 3712 1.2741
2.5000 7735 .2098 .3607 1.1862
2.8000 7243 .1930 .3446 1.1040
3.1000 .6752 .1798 .3213 1.0290
3.4000 .6260 1712 .2891 .9619
3.7000 .5769 .1678 .2467 9071
4.0000 5277 .1699 .1934 .8621
4.3000 4786 1773 .1296 .8275
4.6000 4294 .1895 .0566 .8022
4.8133 .3945 .2005 .0000 .7890

Notes: bootstrap sample size = 5,000; SE: standard error; LLCI & ULCI: lower and upper
levels for confidence interval.
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5. General Discussion

Within this dissertation, | sought to answer my overarching research question
on how peculiarities of the modern digital landscape influence consumers’ cognitive
and affective privacy-related decision-making. To answer this question, |
investigated modern data disclosure situations in three independent essays.
Thereby, essay 1 provides a conceptualization of data disclosure situation as
potentially stressful and derives a conceptual model pertaining to consumers’
privacy-related decision-making strategies under stress. Essay 2 addresses
business network data exchange (BNDE) settings as disclosure situations triggering
affective decision-making processes. Finally, essay 3 focuses on the potential of
employing gamified approaches to encourage consumers to enter data disclosure
processes, by highlighting the objective benefits of disclosure. The following
chapters discuss theoretical and managerial implications that can be derived from
these three essays. Subsequently, | outline limitations of my dissertation which offer

potential for future research before providing a concluding remark.

5.1 Theoretical Contributions
Taking a broader perspective, this dissertation offers three key contributions

to consumers’ privacy-related decision-making research.

5.1.1 Peculiarities in modern data disclosure settings.

First, | contribute to previous privacy literature pertaining to the role of
situational factors by demonstrating that peculiarities of modern data disclosure
situations have a critical impact on consumers’ perceptions and decision-making
processes. Based on the findings of this dissertation, | agree with previous research
on the importance of situational aspects in privacy-related decision-making (Bansal
& Gefen, 2010; Dinev & Hart, 2006; John, Acquisti, & Loewenstein, 2011; Li, Wu,
Gao, & Shi, 2016). | find that that modern data disclosure situations are

characterized by various peculiarities such as time pressure, uncertainty, or
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simultaneous engagement in different tasks, all of which impact consumers’
perceptions and resulting disclosure behaviors. Essay 1 and 2 highlight the
increasingly demanding digital landscape in which consumers are required to
disclose data (i.e., under stress or to networks of firms). Essay 3 investigates how
technological advances (i.e., data request featuring gamified data disclosure
processes) might be employed to inform consumers’ decision-making processes.
Specifically, results suggest that while technological advancements might constitute
challenges for consumers’ decision-making processes, they can also be used to
help consumers cope with these challenges. Against this background, | advocate for
the need to consider situational factors in a more integrated manner to better
understand the multiple implications for privacy-related decision-making. Among
other things, it may yield interesting results to investigate the interaction of
established situational factors (e.g., familiarity with a firm) and peculiarities of

modern disclosure situations (e.g., familiar firm engaging in a BNDE network).

5.1.2 Consumers’ privacy-related decision-making through two systems.
Second, building on my first contribution, | advance privacy-related decision-

making literature by demonstrating that dual-processing models are more
appropriate for investigating decision-making in modern data disclosure situations
compared to established, purely cognitive approaches (Culnan & Armstrong, 1999;
Dinev & Hart, 2006; Li et al., 2016). This contribution corresponds to a call by Dinev,
McConnell, and Smith (2015) for research pertaining to the role of both affective and
cognitive processing in the privacy domain. Essay 1 proposes that driven by certain
characteristics of modern data disclosure situations, stress arises, which in turn
hampers cognitive processing (Acquisti & Grossklags, 2005) thereby fostering
consumers’ reliance on affective processing (Finucane, Alhakami, Slovic, &
Johnson, 2000). Affective processing in turn can severely impact consumers’

disclosure intentions both directly and indirectly by biasing assessments on the
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cognitive processing route. Essay 2 and 3 provide empirical evidence for this
conceptualization. Specifically, they unveil the mechanisms underlying consumers’
privacy-related decision-making processes though a cognitive and an affective
route. While essay 2 introduces an affective processing route as a complementary
extension to established cognitive processing, essay 3 demonstrates consumers’
decision-making though meaningful engagement, reflecting cognitive processing,
and hedonic engagement, reflecting affective processing. Accordingly, this
dissertation advances the emerging research stream on affective reactions in
privacy-related decision-making (Alashoor, Al-Maidani, & Al-Jabri, 2018; Gerlach,
Buxmann, & Dinev, 2019; Kehr et al., 2015; Li, Sarathy, & Xu, 2011; Wakefield,
2013) by emphasizing the need to account for affective processing in modern data
disclosure situations. As such, this dissertation opens promising avenues for further
research employing a dual-processing perspective. Such investigations might help
advance knowledge on the privacy paradox. That is, affective processing could help
explain why consumers engage in data disclosure despite their privacy concerns
(Acquisti, Brandimarte, & Loewenstein, 2015; Sundar, Kang, Wu, Go, & Zhang,

2013).

5.1.3 The role of contextual cues in privacy-related decision-making.

Third, my dissertation contributes to privacy-related decision-making
research by uncovering consumers’ susceptibility to contextual cues. Extant
research has focused on various contextual cues comprising appeals designed to
reduce consumers’ risk perceptions (e.g., privacy assurances) (Li & Unger, 2012;
Hui, Teo, & Lee, 2007) or increase benefit perceptions (e.g., monetary incentives)
(Hui et al., 2007; Hann, Hui, Lee, & Png, 2007). This dissertation expands this range
of contextual cues by arguing that consumers in an affective processing mode tend
to rely on distinctive properties to inform their decision-making (Janis & Mann, 1977)

regardless of whether these properties are related to the focal decision-making task
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or not (John et al., 2011; Kehr et al., 2015; Tang, Hong, & Siewiorek, 2011). Based
on a literature review, essay 1 uncovers consumers’ susceptibility to visual cues
(John et al., 2011; Kehr et al., 2015), message framing (Chaiken, 1980; Tversky &
Kahneman, 1981; Angst & Agarwal), and herding effects, which refer to consumers’
tendency to mimic behaviors of others (e.g., previous downloads of a mobile
application) (Keith, Babb, Furner, Abdullat, & Lowry, 2016). Essay 3 finds empirical
support for such susceptibility. Specifically, results reveal that consumers presented
with a video of a gamified data disclosure process during a data request are more
likely to engage in the disclosure process. This effect can be traced back to the fact
that consumers could more easily understand—»by visual perception—how they
could benefit from engagement (i.e., enjoyment and personalization). As such, the
video as a contextual cue informed their decision-making process by fostering both
cognitive evaluations regarding future benefits and affective processing pertaining to
their expectation of enjoyment. Future research could provide further evidence on
consumers’ tendencies to inform their privacy-related decision-making with
contextual cues. Findings could help design privacy-related situations to yield

favorable outcomes for both firms and consumers.

5.2 Managerial Implications

From a managerial perspective, the findings of my dissertation offer valuable
insights for firms basing their business models on consumer data.

5.2.1 Understanding the challenges of consumers’ decision-making in the
digital landscape.

Findings from this dissertation help firms understand how consumers
evaluate and behave in modern data disclosure situations. Specifically, results
suggest that peculiarities of modern disclosure situations impact consumers’
decision-making processes. Thus, managers should be aware that prior experiences

with consumers’ acceptance and behavior in less demanding disclosure situations
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(e.g., dyadic disclosure settings, disclosure without interference of stress) cannot be
transferred to more demanding disclosure situations (e.g., BNDE disclosure
settings, disclosure under stress). When designing their management activities,
managers always should acknowledge the peculiarities their activities might bring
into consumers’ decision-making process—keeping in mind consumers’ innate
limited cognitive capabilities. For example, time pressure or ambiguous information
might severely impact consumer behavior. Thus, acknowledgement of these
challenges helps managers create strategies counteracting unfavorable effects of

those peculiarities, as | detail in the following.

5.2.2 Managing consumers’ affective reactions.

Consumers’ affective reactions and reliance on those reactions to inform
decision-making constitute a critical factor in modern data disclosure situations, as
this dissertation demonstrates. In particular, | find that managers of data gathering
firms must be considerate of the affective reactions their disclosure requests are
likely to trigger. These affective reactions will likely be negative in most disclosure
situations, as consumers highly value their privacy and perceive peculiarities of
modern disclosure situations to impede on their ability to manage their privacy.
Managers could counteract these negative perceptions in various ways. Based on
the findings from essay 1, for example, | advise managers to design data disclosure
request to foster consumers’ perceptions of the situation as a challenge rather than
a threat to privacy. Compared to perceptions of threat, perceptions of the data
disclosure situation as a challenge elicit positive affective reactions, leading to more
favorable behavioral intentions. Moreover, managers need to understand that
consumers’ reliance on affective reactions (i.e., affective processing) fosters
susceptibility to peripheral cues and heuristics. While some affective processing
strategies, such as the herding effect, seem to elicit positive outcomes for data-

gathering firms (i.e., data disclosure), long-term effects pertaining to the consumer-
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firm relationship are likely to be negative, because consumers will feel tricked into

disclosure.

5.2.3 Providing resources to foster cognitive processing.

In addition to managing affective reactions, managers should also try to
foster consumers’ decision-making through the cognitive processing route. In order
to successfully emphasize the objective risks and benefits of data disclosure,
managers should provide sufficient resources, thereby mitigating consumers’
reliance on affective processing. In particular, managerial activities should seek to
design data disclosure situations to include sufficient, unambiguous information
pertaining to future data handling, thus providing consumers with the opportunity to
assess the risks and benefits in an elaborated manner. As results from essay 3
suggest, employing visual cues to demonstrate the potential for future benefits,
results in more favorable privacy-related behaviors. However, | caution firms to not
employ activities designed to artificially limit consumers’ time for decision-making in
an effort to hinder consumers’ risk assessments, as time pressure foster affective

processing resulting in long-term negative effects.

5.3 Limitations and Further Research

My dissertation makes valuable contributions to research on consumers’
privacy-related decision-making. Yet, it also has some limitations that provide
avenues for further research.

First, this dissertation focuses of the importance of situational factors in
privacy-related decision-making (Dinev & Hart, 2006; Martin & Murphy, 2017).
Individual characteristics which are known to play a crucial role in decision-making
(Bansal & Gefen, 2010; Taddicken, 2014), were only conceptually considered in the
context of individual coping resources in essay 1. Continued research might
investigate the interplay of individual characteristics and situational factors to

provide a nuanced understanding of modern data disclosure situations for different
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consumer groups. For example, resilient consumers might be better able to cope
with stressful disclosure situation in a cognitive manner (Beasley, Thompson, &
Davidson, 2003).

Second, while essays 2 and 3 provide first evidence for the influence of
peculiarities of modern data disclosure situations and resulting decision strategies
which | identified in essay 1, further research is still needed. Specifically, among all
the identified peculiarities and decision strategies, | only investigated uncertainty in
the context of BNDE disclosure situations, and peripheral cues in the form of videos
featuring meaningfully gamified data disclosure processes. Continued research on
distinct peculiarities of modern disclosure situations and their impact on consumers’
decision-making would add further valuable insights. Among other things, it may be
interesting to investigate consumers affective processing strategies in more detail,
differentiating between susceptibility to peripheral cues, biases and heuristics.

Third, my findings originate from a literature review (essay 1) and self-report
data in the context of artificial data disclosure situations (essays 2 and 3). While this
approach offers the advantage of controlling conditions to reveal the causal
relationships at interest without the interference of exogenous variables (Aguinis &
Bradley, 2014), it did not uncover the actual economic impact the investigated
disclosure situations would have in the field. Thus, further research could investigate

field data to uncover the objective economic impact of such disclosure situations.
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6. Conclusion

Business models based on consumer data are omnipresent in today’s digital
landscape. Such business models depend on consumers’ willingness to disclose
private data, which in turn is highly influenced by the specific data disclosure
situation. Such disclosure situations become increasingly demanding, constituting a
challenge for consumers’ privacy-related decision-making processes, such that
consumers’ lack the capabilities and resources to evaluate the situation in a purely
cognitive manner. Contributing to emerging research in the field of consumer
privacy, | highlight the need to account for consumers’ affective processing in
situations where consumers’ opportunities for elaborate, purely cognitive processing
are reduced. Investigating consumers’ privacy-related decision-making under stress,
data disclosure to business networks (BNDE), and meaningfully gamified data
disclosure requests, | find that firms need to be considerate of consumers’ affective
processing to avoid overly negative consumer reactions. Firms can benefit from
consumers’ susceptibility to affective processing by helping consumers to more
easily understand the benefits of data disclosure, leading to favorable outcomes for
both consumers and firms. As such, this dissertation offers actionable implications

for data-gathering firms and provides fruitful avenues for further research.



