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Abstract 

Due to the advances of digitalization, firms are able to collect more and more personal consumer 

data and strive to do so. Moreover, many firms nowadays have a data sharing cooperation with 

other firms, so consumer data is shared with third parties. Accordingly, consumers are confronted 

regularly with the decision whether to disclose personal data to such a data sharing cooperation 

(DSC). Despite privacy research has become highly important, peculiarities of such disclosure 

settings with a DSC between firms have been neglected until now. To address this gap is the first 

research objective in this thesis. Another underexplored aspect in privacy research is the impact of 

low-cognitive-effort decision-making. This is because the privacy calculus, the most dominant 

theory in privacy research, assumes for consumers a purely cognitive effortful and deliberative 

disclosure decision-making process. Therefore, to expand this perspective and examine the impact 

of low-cognitive-effort decision-making is the second research objective in this thesis. 

Additionally, with the third research objective, this thesis strives to unify and increase the 

understanding of perceived privacy risks and privacy concerns which are the two major antecedents 

that reduce consumers’ disclosure willingness.  

To this end, five studies are conducted: i) essay 1 examines and compares consumers’ privacy risk 

perception in a DSC disclosure setting with disclosure settings that include no DSC, ii) essay 2 

examines whether in a DSC disclosure setting consumers rely more strongly on low-cognitive-

effort processing for their disclosure decision, iii) essay 3 explores different consumer groups that 

vary in their perception of how a DSC affects their privacy risks, iv) essay 4 refines the 

understanding of privacy concerns and privacy risks and examines via meta-analysis the varying 

effect sizes of privacy concerns and privacy risks on privacy behavior depending on the applied 

measurement approach, v) essay 5 examines via autobiographical recall the effects of consumers’ 

feelings and arousal on disclosure willingness.  

Overall, this thesis shines light on consumers’ personal data disclosure decision-making: essay 1 

shows that the perceived risk associated with a disclosure in a DSC setting is not necessarily higher 

than to an identical firm without DSC. Also, essay 3 indicates that only for the smallest share of 

consumers a DSC has a negative impact on their disclosure willingness and that one third of 

consumers do not intensively think about consequences for their privacy risks arising through a 

DSC. Additionally, essay 2 shows that a stronger reliance on low-cognitive-effort processing is 

prevalent in DSC disclosure settings. Moreover, essay 5 displays that even unrelated feelings of 

consumers can impact their disclosure willingness, but the effect direction also depends on 

consumers’ arousal level.  

This thesis contributes in three ways to theory: i) it shines light on peculiarities of DSC disclosure 

settings, ii) it suggests mechanisms and results of low-effort processing, and iii) it enhances the 

understanding of perceived privacy risks and privacy concerns as well as their resulting effect sizes.  

Besides theoretical contributions, this thesis offers practical implications as well: it allows firms to 

adjust the disclosure setting and the communication with their consumers in a way that makes them 

more successful in data collection. It also shows that firms do not need to be too anxious about a 

reduced disclosure willingness due to being part of a DSC. However, it also helps consumers 

themselves by showing in which circumstances they are most vulnerable to disclose personal data. 

That consumers become conscious of situations in which they are especially vulnerable to disclose 

data could serve as a countermeasure: this could prevent that consumers disclose too much data 

and regret it afterwards. Similarly, this thesis serves as a thought-provoking input for regulators as 
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it emphasizes the importance of low-cognitive-effort processing for consumers’ decision-making, 

thus regulators may be able to consider this in the future.  

In sum, this thesis expands knowledge on how consumers decide whether to disclose personal data, 

especially in DSC settings and regarding low-cognitive-effort processing. It offers a more unified 

understanding for antecedents of disclosure willingness as well as for consumers’ disclosure 

decision-making processes. This thesis opens up new research avenues and serves as groundwork, 

in particular for more research on data disclosures in DSC settings.  
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Introduction 

Motivation and Research Objectives 

“I believe people are smart. And some people want to share more data than other people do. Ask 

them.” (Jobs, 2010). But what if consumers do not always make smart, meaning thoughtful, 

decisions regarding personal data disclosure but rather intuitive or affective decisions as indicated 

by several studies (Wang et al., 2011; Wakefield, 2013; Dinev, McConnell and Smith, 2015). Such 

emotionally charged situations are situations in which consumers can be especially vulnerable to 

be willing to disclose personal data (Wang et al., 2011; Wakefield, 2013; Kehr, Kowatsch, Wentzel 

and Fleisch, 2015). This is particularly problematic since more and more individuals have access 

to the Internet at almost any time and therefore are able to disclose personal data in any situation 

(The Sunday Times, 2018), even in emotionally charged situations (cf. Wang et al., 2011). A 

prediction that an average person in 2025 will produce 4900 data interactions per day (Samad, 

2019) emphasizes the importance to understand consumers’ personal data disclosure decision-

making in detail (cf. Dinev et al., 2015).  

This understanding is highly important for firms, as personal data is necessary to personalize 

products and services or to be able to target appropriate consumer groups (Rust and Huang, 2014; 

Gartner, 2019; Österreichische Marketing Gesellschaft and Marketagent, 2019; Hanafizadeh and 

Harati Nik, 2020). Thus, an increasing number of firms strive to collect more detailed personal data 

from their consumers (Internet World Business, 2018; Samad, 2019; Brandt, 2020; Hanafizadeh 

and Harati Nik, 2020). To be successful in data collection it is necessary for firms to understand 

how their consumers make their disclosure decisions. The increasing importance for firms to 

understand their consumers’ disclosure decision-making is also reflected in the growing value of 

the global data market, which is based on the collection and sale of consumer data. In 2016 the 

global data market was already large with $18.9 bn, it grew to $34.6 bn in 2019 and will rise even 

more with an expected value of $52.3 bn in 2021 (OnAudience, 2020).  

Due to the ever-growing amount of data collection online, consumers nowadays are confronted 

regularly with the decision whether to disclose personal data (Rust and Huang, 2014; The Sunday 

Times, 2018; Brandt, 2020; Ovide, 2020). Disclosing personal data can be a requirement for 

consumers to be able to use certain services at all, to use them more conveniently through 

personalization, or in order to obtain other benefits by disclosing their personal data (Chellappa and 

Sin, 2005; Smith, Dinev and Xu, 2011; Schumann, von Wangenheim and Groene, 2014). However, 

collecting personal data does not only bring benefits for consumers and firms, as personal data 

collection could deter privacy concerned consumers (Smith et al., 2011; Xu, Luo, Carroll and 

Rosson, 2011). Indeed, many consumers are highly concerned about their privacy due to the mass 

amount of personal data collected in the digital environment, as data disclosures entail risks to ones’ 

privacy, e.g., misuse of personal data (Smith et al., 2011; European Commission, 2016; Pew 

Research Center, 2019; Bandara, Fernando and Akter, 2020). It is important for consumers 

themselves as well as legislators to know under which circumstances consumers are most 

vulnerable to disclose their personal data online. An increased understanding of the disclosure 

decision-making process could help to protect consumers from disclosing too much personal data, 

so that consumers will not experience any severe privacy intrusions and regret their disclosure 

decisions (cf. Wang et al., 2011; Xie and Kang, 2015; Vaidhyanathan, 2018).  

An attempt to protect consumers’ digital privacy was made in the European Union with the General 

Data Protection Regulation (GDPR) enacted in May 2018 (European Union, 2016). One aspect of 
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the new regulation, which should help consumers to make better data disclosure decisions, is the 

increased transparency requirement for data handling procedures of firms and institutions.  

With this new regulation, firms are forced to clearly inform their consumers about which data types 

(e.g., income data, geographical data, etc.) are collected, and with which third-parties this personal 

data is shared. Nowadays most firms, and even some public institutions, share their consumer data 

with additional parties (Gesamtverband der Deutschen Versicherungswirtschaft e.V., 2019; 

LiveRamp, 2021) to create value by selling consumer data or by enabling and improving offered 

services (Smith et al., 2011; Wharton School, 2019). An example, that shows how prevalent it is 

nowadays for firms to share consumer data can be found in Apples’ iOS app store: most of the 

available apps share consumer data with third-parties (Dimitrov, 2021). Similarly, Paypal is one of 

many successful firms that share consumer data with further parties (Paypal, 2018; Wharton 

School, 2019).  

However, the existing privacy literature has not yet examined the effects on consumers’ willingness 

to disclose personal data arising through a data sharing cooperation (DSC) between firms. Previous 

literature has primarily examined dyadic data disclosures (cf. Figure 1, left) in which consumers 

disclose their data solely to one firm (e.g., Bansal, Zahedi and Gefen, 2010; H. Li, Sarathy and Xu, 

2011). Even when a data sharing cooperation setting was examined, the peculiarities and resulting 

effects that could occur when firms share personal consumer data to third-parties were mostly 

ignored (e.g., Angst and Agarwal, 2009). However, this aspect seems to be particularly important 

with a higher data policy transparency as required by the GDPR, because consumers can exactly 

see which parties obtain their data. As a first step, this thesis strives to extend knowledge by 

examining peculiarities of a simple DSC between two firms (cf. Figure 1, right), which is often 

done in practice (e.g., Beach Majors GmbH, 2019)1. Thus, the first research objective (RO1) of this 

thesis is the following:  

Understanding consumers’ data disclosure decision-making in a data disclosure setting in which 

a data sharing cooperation between two firms exists.  

 

 

Figure 1. Illustration of the two data disclosure settings. Left side: personal data disclosure in a dyadic setting (without 

any data sharing between firms). Right side: personal data disclosure in a data sharing cooperation (between two firms) 

setting. The right side is the focus of research objective 1, which is addressed in essay 1, 2, and 3.  

 

 
1 To watch streams of the beach volleyball world championship in 2019 for free, it was necessary to register at the 

Beachstream.de website, i.e., provide data to the Beach Major GmbH, and allow them to share your personal data with 

Comdirect (Augsburger Allgemeine, 2019; Beach Majors GmbH, 2019). 



Motivation and Research Objectives 

3 

 

 

Another aspect that is not fully understood regarding consumers’ disclosure decision-making is 

reflected in a so called privacy paradox: even though many individuals state to have high concerns 

about their privacy in the digital context, they oftentimes willingly disclose their personal data 

(Pavlou, 2011; Taddicken, 2014; Gerber, Gerber and Volkamer, 2018). One explanation for this 

surprising observation could lie in the research gap identified by Dinev, McConnell, and Smith 

(2015): the privacy calculus is widely used to explain individuals’ disclosure behavior and assumes 

that individuals base their decision-making solely on thoughtful consideration, i.e., on high-

cognitive-effort processing. However, most studies on data disclosures neglect low-cognitive-effort 

decision-making. Thus, Dinev et al. (2015) call for more research on decision-making based on 

low-cognitive-effort processing as they expect this processing type to be important. To additionally 

consider low-cognitive-effort heuristics, such as affective reactions or feelings, could help to 

understand consumers decision-making in more detail (Dinev et al., 2015; Gerber et al., 2018). In 

line, qualitative interviews with consumers show that personal data disclosures that lead to 

unfavorable outcomes are oftentimes associated with decision-making based on low-cognitive-

effort processing, e.g., based on feelings or affect (Wang et al., 2011).  

So far, only few quantitative studies consider disclosure decision-making based on low-cognitive-

effort processing. These studies confirm an indirect or direct effect on disclosure willingness (H. 

Li et al., 2011; Wakefield, 2013; Kehr et al., 2015; H. Li, Luo, Zhang and Xu, 2017; Aivazpour 

and Rao, 2020). Despite these studies consider low-cognitive-effort processing, there is still a need 

for more research to enhance the understanding of consumers’ disclosure decision-making process 

as well as the role of low-cognitive-effort processing in it (Gerber et al., 2018). For example, these 

studies do not examine direct effects of low-cognitive-effort factors, such as feelings, on disclosure 

willingness while also considering the privacy calculus including benefits and privacy risks 

associated with the disclosure. Also, these studies only examine dyadic disclosure settings and 

therefore, do not consider how a data sharing cooperation between firms affects low-cognitive 

effort processing. Thus, it motivates to address the research call by Dinev et al. (2015) in this thesis 

with the following research objective RO2: 

Understanding the impact of low-cognitive-effort processing, such as affective reactions or 

feelings, on consumers’ data disclosure decision-making.  

A second explanation why consumers generally state high privacy concerns and yet are mostly 

willing to provide personal data can be found in an ambiguous understanding of commonly used 

constructs to explain consumers’ disclosure decision-making in privacy research (Davazdahemami, 

Hammer, Luse and Kalgotra, 2018; Gerber et al., 2018). This seems especially problematic for the 

“cost” side of data disclosures as there are distinct understandings and conceptualizations of privacy 

concerns (Hong and Thong, 2013; Davazdahemami et al., 2018; Gerber et al., 2018). Additionally, 

the distinction between privacy concerns and privacy risks remains sometimes blurred (cf. Y. Li, 

2012; Hong and Thong, 2013; Davazdahemami et al., 2018). Thus, the last research objective 

(RO3) in this thesis is as follows: 

Understanding privacy risks, privacy concerns, and their effects on consumers’ disclosure 

willingness.  

To address these research objectives and to understand consumers’ data disclosure in more detail, 

this thesis builds on five essays which examine different antecedents. An illustration of the three 

research objectives in this thesis are provided in Figure 1 and Figure 2. In Figure 1, two distinct 

personal data disclosure settings are displayed, whereby RO1 focuses on understanding consumers’ 
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decision-making in the DSC setting (Figure 1, right). Figure 2 provides an overview of RO2 and 

RO3 in form of a simplified research model. Both figures additionally display which of the five 

essays contribute to which of the three research objectives. A more detailed overview of the content 

is provided in the section “summary of the five essays and how they are related”.  

 

 

Figure 2. Illustration of the research objectives RO2 and RO3 in form of a simplified research model based on the studies 

in this thesis displaying constructs and effects of primary interest. RO2 is addressed in essay 2, 3, and 5. RO3 is addressed 

in essay 1, 2, 4, and 5.  
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Main Concepts 

Privacy Calculus. The privacy calculus is one of the most dominant theories to understand and 

predict consumers’ personal data disclosure behavior (Smith et al., 2011; Dinev et al., 2015; Gerber 

et al., 2018). Therefore, the privacy calculus is used as a foundation to extend knowledge in all 

essays in this thesis.  

The privacy calculus is based on the theory of reasoned action (Y. Li, 2012). Thus, one assumption 

of the privacy calculus is that consumers’ disclosure intention does predict their actual disclosure 

behavior. However, oftentimes there is criticism that this is a weakness of the privacy calculus 

because intentions do not always predict actual disclosure behavior correctly (Norberg, Horne and 

Horne, 2007; Pavlou, 2011). Nevertheless, drawing on the privacy calculus and measuring 

consumers’ disclosure intention or willingness is a common research approach (e.g., Al-Natour, 

Cavusoglu, Benbasat and Aleem, 2020) as these constructs are among the best predictors for actual 

disclosure behavior (Gerber et al., 2018).  

Furthermore, the privacy calculus draws on the utility maximization theory (Awad and Krishnan, 

2006; Y. Li, 2012). The privacy calculus assumes that consumers behave like a homo economicus 

and always choose the option, i.e., to disclose or not to disclose their personal data, that offers the 

highest utility (Smith et al., 2011; Y. Li, 2012; Gerber et al., 2018). Therefore, the privacy calculus 

assumes that decision-making is solely built on deliberative and logical thinking. However, this 

assumption is criticized as the influence of simpler processing heuristics, which require less 

cognitive effort, is neglected (Dinev et al., 2015). The privacy calculus explains consumers’ 

decision-making with a weighing process where consumers calculate their utility of data disclosure 

by subtracting the perceived privacy risk from the perceived benefit associated with the respective 

data disclosure (Awad and Krishnan, 2006; Smith et al., 2011).2  

Perceived benefits associated with a personal data disclosure can exist in several forms: for 

example, the possibility for consumers to use a service at all, to get more personalized results 

respectively to use the service easier or more efficiently, to obtain monetary or social benefits 

(Chellappa and Sin, 2005; Smith et al., 2011; H. Li, Gupta, Zhang and Sarathy, 2014). The higher 

consumers’ perceived benefits, the more consumers are willing to disclose their personal data 

(Smith et al., 2011; H. Li et al., 2014).  

Privacy Risk. In this work, the primary focus is on the privacy risk consumers associate with a 

personal data disclosure. This focus is chosen as privacy risk is one of the major antecedents that 

reduce consumers’ disclosure willingness (Smith et al., 2011; Y. Li, 2012). It is highly important 

to understand how consumers assess privacy risks. For instance, in order to adapt the design of firm 

networks that share consumers’ personal data, to adapt the technical data processing procedures, or 

to adapt privacy policies as well as the communication strategy with consumers (cf. Tsai, Egelman, 

Cranor and Acquisti, 2011; Bornschein, Schmidt and Maier, 2020). Consumers can become victims 

of different privacy threats, for example, their personal data can be misused in form of unauthorized 

data sharing to third parties, unwanted marketing e-mails, blackmailing, or even identity theft 

(Milne, Pettinico, Hajjat and Markos, 2017; gfs-zürich, 2019).  

 
2 However, to apply the privacy calculus it is necessary that consumers are aware that they are confronted with a data 

disclosure. The GDPR should help to increase consumers awareness in such disclosure settings due to the higher 

transparency requirements regarding firms’ data handling procedures. Thus, in this thesis the research focus is on data 

disclosure settings where consumers are aware that they disclose data and whether this data is shared in a DSC. 
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Based on the privacy calculus and the assumed cognitive effortful evaluation of risks, consumers 

consider and assess all possible threats they perceive, to make their disclosure decision (Smith et 

al., 2011; Y. Li, 2012). Thus, these different threats make up the total privacy risk. Based on a 

“rational” or a high-cognitive-effort perspective, consumers’ total perceived privacy risk is 

calculated by multiplying the probability of a specific threat with its severity (i.e., the damage 

caused by the respective threat) and summing up these values over all threats (Peter and Tarpey, 

1975).3 This procedure applies equally to the perceived benefits.  

However, additivity of risks respectively benefits as well as the rationality in assessments is 

challenged, for example, by the prospect theory (Kahneman and Tversky, 1979; Tversky and 

Kahneman, 1992; Mothersbaugh, Foxx, Beatty and Wang, 2012). Therefore, it is interesting to 

verify whether additivity holds when the privacy risk is stemming from two distinct firms in a data 

sharing cooperation disclosure setting (cf. essay 1). Privacy risk perception is strongly situation 

dependent (cf. Dinev, Xu, Smith and Hart, 2013; Kehr et al., 2015; Brakemeier, Wagner and 

Buxmann, 2017), i.e., situational factors like the firm4 that collects the data (Pavlou and Gefen, 

2004; D. J. Kim, Ferrin and Rao, 2008; H. Li et al., 2014) or the sensitivity of the required personal 

data, are highly important for consumers’ risk assessment (Dinev et al., 2013; Kehr et al., 2015). 

Accordingly, in the studies of this thesis, consumers’ perceived privacy risk is conceptualized on a 

situational level as an antecedent of consumers’ disclosure willingness. Privacy risk is examined in 

all essays in this thesis, with a focus on it in essay 1, 3, and 4.  

Privacy Concerns. Besides privacy risk, another important antecedent that decreases consumers’ 

disclosure willingness is consumers’ privacy concerns. There are several acknowledged 

measurement instruments for consumers’ online privacy concerns, e.g., the “concerns for 

information privacy” (CFIP) from Smith, Milberg and Burke (1996), “internet users’ information 

privacy concerns” (IUIPC) from Malhotra, Kim and Agarwal (2004), “privacy concerns” from 

Buchanan, Paine, Joinson and Reips (2007), or the privacy concerns measurement instrument from 

Hong and Thong (2013). These partially different conceptualizations of privacy concerns range 

from first-order to third-order constructs (Hong and Thong, 2013). Nevertheless, almost all these 

different privacy concern measurement instruments consider equal aspects that shape consumers’ 

privacy concerns. These aspects comprise i) the amount of personal data collected, ii) unauthorized 

data access, iii) use of data for unauthorized purposes, iv) correctness and accuracy of user data, v) 

missing control over data, and vi) missing transparency (cf. Smith, Milberg and Burke, 1996; Dinev 

and Hart, 2004; Malhotra, Kim and Agarwal, 2004; Buchanan, Paine, Joinson and Reips, 2007; 

Hong and Thong, 2013).  

Despite these similarities of the measurement instruments and although most of them clearly 

describe these privacy concerns as a general construct that is an antecedent of privacy risk (cf. 

Smith et al., 1996; Malhotra et al., 2004; Hong and Thong, 2013; Kehr et al., 2015), there is a 

certain ambiguity in the understanding of privacy concerns. Some other researchers understand 

them as the privacy costs of a specific personal data disclosure (cf. Mothersbaugh et al., 2012;  

 
3 Commonly, the consumers can neither identify all possible threats, nor the objective severity and probability of the 

threats due to, e.g., incomplete information or bounded rationality (Acquisti and Grossklags, 2005). Thus, in this thesis 

the focus does not lie on objective privacy risks, probabilities, severities, or benefits but on consumers perception of these 

constructs as this is what consumers use in their decision-making (cf. Acquisti and Grossklags, 2005; Brakemeier et al., 

2017). 
4 In this regard, consumers’ trust in the firms can be important for the privacy risk assessment in disclosure settings when 

consumers had experience or are familiar with the firm they disclose to (Gefen, Karahanna and Straub, 2003; M.-S. Kim 

and Ahn, 2007; Ozturk, Nusair, Okumus and Singh, 2017). It must be noted that all essays in this thesis draw on 

hypothetical, unknown firms making effects of trust in these studies less important (cf. Gefen et al., 2003; M.-S. Kim and 

Ahn, 2007). However, trust is considered for control purposes in essay 2.  
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Y. Li, 2012; Davazdahemami et al., 2018) similar to the interpretation of privacy risks in this thesis. 

Another ambiguity is about the wording of the measurement items, e.g., several instruments include 

some items that measure consumers’ expectation of firms’ data processing behavior and some items 

that measure their own tendency to be concerned regarding firms’ handling of their data (cf. Hong 

and Thong, 2013). This could lead to problems when measuring privacy concerns, as these distinct 

wording types do not reflect the same construct (Hong and Thong, 2013). To reduce such problems, 

the conceptualization of privacy concerns in this work is based mainly on the conceptualization 

perspective of Hong and Thong (2013): privacy concerns reflect consumers’ self-assessment of 

one’s general tendency to develop concerns regarding one’s privacy (cf. Malhotra, Kim and 

Agarwal, 2004; Hong and Thong, 2013). Followingly, in this work privacy concerns are 

conceptualized on a general instead of a situational level and are interpreted as a general antecedent 

of consumers’ perceived privacy risk (cf. Malhotra et al., 2004; Hong and Thong, 2013; Kehr et 

al., 2015). The impact of the applied abstraction levels for privacy concerns as well as privacy risks 

on the resulting effect sizes are examined in more detail in essay 4. For the empirical studies in 

essay 2 and 3, rather short measurement instruments in form of the CFIP (Smith et al., 1996) and 

the privacy concerns measurement instrument from Dinev et al. (2006) are used to reduce the length 

of the questionnaires. Similarly, in essay 5 a shortened conceptualization based on the measurement 

instrument from Hong and Thong (2013) is used.  

Types of Processing. One of the main points of criticism regarding the privacy calculus is that 

only high-cognitive-effort processing is considered to explain consumers’ data disclosure decision-

making whereas the influence of low-cognitive-effort processing is mostly ignored (Dinev et al., 

2015). This is in contrast to more psychological research streams where it is commonly accepted 

that individuals do not purely base their decision-making on high-cognitive-effort processing and 

that individuals do not always act “rationally” (Epstein, 1994; Stanovich and West, 2000; 

Kahneman, 2012; Evans and Stanovich, 2013). These theories assume individuals to base their 

decision on two processing types, which are also called processing systems (Epstein, 1994; Slovic, 

Finucane, Peters and MacGregor, 2004; Kahneman, 2012; Evans and Stanovich, 2013). Most of 

these dual processing theories describe the two processing systems in a very similar way: i) 

processing system 1 is intuitive and can be used even subconsciously. This type can be used to 

process several inputs simultaneously, is very fast and requires only low cognitive effort. Factors 

like vividness, immediacy, and individuals’ feeling states are important information for processing 

with system 1 (Epstein, 1994; Loewenstein, Weber, Hsee and Welch, 2001; Slovic et al., 2004; 

Kahneman, 2012; Evans and Stanovich, 2013). From now on this processing type is simply referred 

to as low-effort processing (cf. Dinev et al., 2015); ii) processing system 2 can be described as a 

more conscious reasoning and deliberative thinking procedure in order to process the inputs in a 

sequential order. This processing type is cognitively very demanding and time-consuming. 

Especially inputs like probabilities and severities are important for processing with system 2 

(Epstein, 1994; Slovic et al., 2004; Kahneman, 2012; Evans and Stanovich, 2013). From now on 

this processing type is simply referred to as high-effort processing (cf. Dinev et al., 2015). When 

individuals base their decision-making only on system 2 it should lead to a decision-making that 

resembles the one of a homo economicus under the assumption that all relevant information is 

accessible (and processable) by the individuals. Thus, deliberative weighing of benefits against 

risks for a data disclosure according to the privacy calculus can clearly be attributed to system 2 

processing (cf. Kahneman, 2012; Dinev et al., 2015). Decision-making based on system 1 

processing is the focus in several publications. For instance, the feelings-as-information theory 

(Schwarz and Clore, 1983, 2003), the risks-as-feelings theory (Loewenstein et al., 2001), or the 

affect heuristic (Finucane, Alhakami, Slovic and Johnson, 2000; Slovic, Finucane, Peters and 

MacGregor, 2002, 2007) discuss the impact of affective states on decision-making.  
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According to these theories, individuals can rely on both processing systems to make their decision 

respectively to solve a certain task. However, the degree of influence of the respective processing 

type on a decision can vary depending on the person, the situation, and the decision to be made 

(Daw, Niv and Dayan, 2005; Kahneman, 2012). Also, the two processing systems can interact with 

each other during decision-making (Loewenstein et al., 2001; Daw et al., 2005; Slovic et al., 2007; 

Kahneman, 2012). For instance, system 1 can make suggestions for system 2 (e.g., regarding the 

privacy risk assessment associated with a data disclosure), which can be adopted, modified, or 

completely rejected and overruled by system 2 (Kahneman, 2012).  

Affect as an Umbrella Term. The term affect is tightly linked to system 1, i.e., low-effort 

processing (Slovic et al., 2007). However, affect is an umbrella term which is used differently 

depending on the research streams (Zhang, 2013). This chapter introduces some of the most 

important concepts regarding affect drawing mainly on the work of Russell (2003, 2009), Zhang 

(2013) and Finucane, Alhakami, Slovic and Johnson (2000). However, this is not intended to be a 

comprehensive overview of these concepts (for more details, cf. Russell, 2003, 2009; Slovic et al., 

2007; Zhang, 2013).  

To discuss the more abstract meaning of affect, Zhang (2013) and Russell (2003, 2009) use the 

term core affect: according to their more general designed frameworks, core affect is always present 

in every individual. Core affect is a neurophysiological state experienced as raw feelings (Russell, 

2003, 2009). This state can vary between individuals as well as it can vary over time or due to 

stimuli. Nevertheless, core affect is always present, i.e., time unconstrained. Core affect must not 

be directed or attributable to a certain object or stimulus, nevertheless it can be directed or 

attributable to something (Russell, 2003, 2009; Zhang, 2013). Core affect consists of two 

dimensions that describe the current core affect of an individual: i) the valence direction, i.e., does 

an individual feel good or bad; and ii) the arousal level, i.e., how activated (excited) or deactivated 

(sleepy) is an individual (Russell, 2003, 2009; Zhang, 2013). “Core affect is a fundamental concept 

that is the basis to all other affective concepts [such as affective reactions, feelings, emotions, and 

mood] making them affective in nature” (Zhang, 2013, p. 254). Therefore, drawing on these 

constructs for decision-making is clearly attributable to system 1, i.e., low-effort processing. This 

common nature between affective reactions, emotions, and mood explains why there are many 

different definitions and understandings of these concepts and why affect serves as an umbrella 

term (Russell, 2009; Zhang, 2013). In the following, a short distinction between the more specific 

manifestations of affective states, such as emotions, feelings, mood, and affect according to the 

affect heuristic is provided as a basis for this thesis. 

Emotions and Feelings. Emotions and feelings are often used as interchangeable synonyms (cf. 

Zhang, 2013). For the sake of uniformity, this thesis draws on the term feelings. Feelings are evoked 

by a specific and attributable stimulus. This is in contrast to individuals’ mood, for which there is 

usually no attributable reason or stimulus (Russell, 2009; Zhang, 2013). Feelings also have a shorter 

lifespan than moods (Russell, 2009; Zhang, 2013). Feelings exist only as long as the supporting 

perceptions or other elicitors are present (Russell, 2003; Scherer, 2005). When examining 

individuals’ decisions or assessments, individuals can be confronted with a decision-unrelated 

stimulus, for example, the weather being currently sunny or rainy. This stimulus is unrelated to 

individuals’ assessments of their general life-satisfaction. With the sunny stimulus, individuals are 

more satisfied with their lives in general than under the rainy condition (Schwarz and Clore, 1983). 

Thus, even affective states evoked by a stimulus that is completely unrelated to a specific decision 

can influence this specific decision (Schwarz and Clore, 1983, 2003). Therefore, another distinction 

of evoked feelings is possible: feelings evoked by a decision-related or unrelated stimulus (cf. 

Schwarz and Clore, 2003; Dunn and Schweitzer, 2005). Feelings can also be subdivided into more 
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fine-granular distinct affective states, such as fear, anger, and happiness (Russell, 2003). In essay 

5, the focus is on the impact of positive feelings, evoked by a disclosure-decision unrelated 

stimulus, on consumers’ personal data disclosure willingness.  

Affect According to the Affect Heuristic. Another similar concept to emotions that influences 

decision-making based on affective states is the affect heuristic examined in essay 2 (Finucane et 

al., 2000; Slovic et al., 2002, 2007). Slovic et al. (2007) define affect in their framework as “the 

specific quality of ‘‘goodness’’ or ‘‘badness’’ (i) experienced as a feeling state (with or without 

consciousness) and (ii) demarcating a positive or negative quality of a stimulus. Affective responses 

occur rapidly and automatically” (Slovic et al., 2007). These affective responses can impact 

assessments and decisions, for example privacy risk assessments and the decision to disclose 

personal data (cf. Slovic et al., 2007).  

Decision-making based on affect according to the affect heuristic (cf. Finucane et al., 2000; Slovic 

et al., 2002, 2007) is similar to decision-making based on feelings (cf. Schwarz and Clore, 1983, 

2003) and was not explicitly distinguished in the more generally designed frameworks of Zhang 

(2013) and Russell (2003, 2009). This section shortly provides a fine-granular distinction applied 

in this thesis between the concept of affect according to the affect heuristic (from now on simply 

referred to as affect) and emotions. First, affect is the very first intuitive association of 

goodness/badness towards a certain stimulus experienced as an affective state. Therefore, affect 

mainly focuses on the perceived valence of a certain stimulus while the concept of emotions focuses 

on both, the valence and arousal that is present in an individual (Russell, 2003; Zhang, 2013). 

Second, the concept of affect is always focused on a certain stimulus and due to the very short-

lived and intuitive character of affect, it is always related to the disclosure-decision in this thesis 

(cf. essay 2). Although present feelings are evoked by a certain stimulus, in contrast to the concept 

of affect, the concept of emotions does not necessarily focus on the stimulus but rather on the 

feeling states of individuals. Feelings are also not necessarily related to a certain disclosure decision 

as feelings can be evoked by a stimulus unrelated to the decision (cf. essay 5). However, such 

evoked feelings can similarly impact unrelated decision-making (Schwarz and Clore, 1983).  

Data Sharing Cooperation. A factor that could alter the impact of low-effort processing 

heuristics, e.g., relying on affect or feelings for consumers’ disclosure decision-making, could be 

the existence of a data sharing cooperation (DSC). In this thesis a DSC refers to the procedure that 

a firm shares consumers’ personal data with further firms or organizations. Therefore, consumers 

in a disclosure setting with a DSC disclose their data to a firm which subsequently shares their data 

with further parties (cf. Figure 1, right). The reason for a DSC could be to create more value by 

enabling or improving services, or simply by monetizing the data (Smith et al., 2011; Wharton 

School, 2019). In contrast, in a dyadic data disclosure setting consumers disclose their data only to 

one firm which does not share their data with further parties (cf. Figure 1, left). There are several 

differences between these two disclosure settings which could impact consumers’ disclosure 

decision-making.  

For instance, the assessment of privacy risks in a deliberative manner, as assumed in the privacy 

calculus, could seem too difficult for consumers in a DSC setting due to the increased number of 

parties obtaining personal data. Therefore, they might rely more strongly on low-effort-processing 

in disclosure settings with a DSC compared to dyadic disclosure settings (cf. Daw et al., 2005; 

Pezzulo, Rigoli and Chersi, 2013; Maglio and Reich, 2019). This is examined in essay 2.  

Also, the privacy risk perception associated with a data disclosure setting with a DSC could vary 

between consumers. For instance, some consumers could perceive that a DSC i) increases their 
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privacy risks, e.g., due to additional firms obtaining the data (cf. Peter and Tarpey, 1975; van den 

Braak, Choenni, Meijer and Zuiderwijk, 2012; Gartner, 2018), ii) reduces their privacy risks, e.g., 

due to exchange of security know-how (cf. Lei and Slocum Jr., 1992; Mason, 1993), or iii) does 

not affect their privacy risks at all, e.g., as consumers may avoid to think about consequences (cf. 

Kool, McGuire, Rosen and Botvinick, 2010). Consequences of a DSC regarding consumers risk 

perception are examined in essay 1 and 3.  

Similarly, it could be possible that one of the firms in the DSC outshines all other firms and is the 

dominant, i.e., the most relevant, firm for the decision-making process (similar to a dominant firm 

in a strategic alliance, e.g., British Airways compared to their franchise partners, cf. Netzer, 1999). 

For example, this could be the firm with the biggest revenue, the one with the best reputation, or 

the touchpoint firm, i.e., the one the consumers disclose their data to. Therefore, the firm order in 

the DSC could be a characteristic that impacts consumers’ disclosure decision. Another effect of a 

dominant firm could be that it might serve as an anchor: for instance, when the other firms in the 

DSC are associated with less privacy risk than the anchor, this could lead to an increased 

willingness to disclose (cf. Tversky and Kahneman, 1974). An additional influential aspect in a 

DSC setting for consumers disclosure decision could be whether consumers perceive the data 

sharing between firms as necessary to enable or improve the service for consumers, or if the DSC 

exists only for data monetization purposes (cf. European Commission, 2021a, 2021b).  
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Research Methods 

Groundwork. To give an overview of the current state of research regarding DSCs between firms 

and low-cognitive-effort decision-making in personal data disclosure situations, a broad and 

structured literature review for the topic of personal data disclosure was conducted. The procedure 

for the structured literature review was based on Webster and Watson (2002) and Tranfield, Denyer 

and Smart (2003). This review considered literature between 1991 and early 2017. This review was 

not only used as a basis for the essays presented in this thesis but also for a research proposal 

approved by the Deutsche Forschungsgemeinschaft (DFG) as well as for a published book 

contribution (cf. Specht-Riemenschneider et al., 2019). 5  A brief overview of the structured 

literature review is attached in the appendix.  

Due to the scarce literature on data sharing cooperations between firms, 14 comprehensive 

interviews with consumers as well as researchers in the context of personal data and information 

systems (IS) were conducted based on Meuser and Nagel (1989) as well as Myers and Newman 

(2007). This was done to refine the planned research projects for this thesis on the consumers’ 

perspective on data sharing cooperations. The obtained knowledge was the first input for the five 

essays.  

Samples. In order to examine the research questions in essays 1-3 as well as in essay 5, three 

scenario-based experimental online surveys were created with Questback Enterprise Feedback 

Suite. The surveys were based on hypothetical scenarios as this is a common approach in IS privacy 

research (e.g., Brakemeier, Wagner and Buxmann, 2017). All samples were collected in 

cooperation with Respondi, a German market research firm which is well-established in scientific 

research. All surveys included only established measurement instruments which were identified via 

several literature reviews. These measurement instruments were adapted to the research context if 

necessary. The questionnaires and scenarios in all surveys were checked for comprehensibility by 

means of interviews with potential participants as well as experts in the field of privacy before the 

surveys were launched.  

The first survey conducted for essay 1 included four scenarios and led to a sample size of 61.  

In the second survey, 364 completed questionnaires were obtained in total. The sample consisted 

of two groups with different scenarios. The complete sample was used for essay 2, whereas for 

essay 3 only a smaller subsample was used due to a narrower research focus that only was 

applicable to one of the two groups. Thus, one group was removed for data analysis in essay 3, 

leading to a sample size of 182 participants in essay 3.  

The third survey was conducted for essay 5, which had a total sample size of 368 participants. The 

sample consisted of two groups. However, this time the groups obtained the same scenario but 

differed only regarding their positively valenced feelings which were manipulated via an 

autobiographic recall at the very beginning of the survey (cf. Martin, 1990; Jallais and Gilet, 2010).  

For the quantitative meta-analysis in essay 4, the privacy paradox literature review of Kokolakis 

(2017) was used as foundation and was complemented with recent publications from 2015-2020 

based on the same procedure. Of these publications only studies that quantitatively examine an 

effect of privacy concerns or privacy risks on disclosure or protection willingness were further 

examined via meta-analysis.  

 
5 Due to copyright restrictions from the publisher, this article was not allowed to be part of this thesis.  
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Statistical Analysis. The data was prepared and analyzed with R studio version 1.2. For Fisher’s 

randomization test, the R package EnvStats (Millard, 2013) was used. The mediation test in essay 

3 was conducted with the R package mediation (Tingley et al., 2014). The procedure of the 

quantitative meta-analysis in essay 4 was based on Del Re (2015), Quintana (2015), and Balduzzi, 

Rücker and Schwarzer (2019). For the meta-analysis, the R packages MAd (Del Re and Hoyt, 

2018), metafor (Viechtbauer, 2020) and compute.es (Del Re, 2020) were applied. In order to 

compare the resulting effect sizes in essay 4, the R package cocor (Diedenhofen, 2016) was used . 

For survey-based studies, Cronbach’s alpha and factor loadings were calculated with SmartPLS 3 

if structural equation modeling (SEM) (Hair, Hult, Ringle and Sarstedt, 2016) was applied, 

otherwise the R package psych (Revelle, 2021) was used. 

To test the hypothesized research models in essay 2 and 5, the prepared data were analyzed via 

SEM. To be precise, partial least squares SEM (PLS-SEM) was applied and conducted in 

SmartPLS 3. It should be noted that there is an ongoing discussion about the advantages and 

disadvantages of PLS-SEM compared to covariance-based SEM (CB-SEM) (e.g., Rönkkö and 

Evermann, 2013; Hair Jr et al., 2017). CB-SEM and PLS-SEM differ in several ways. One of the 

fundamental differences is in the statistical objective of these two SEM methods: the aim of CB-

SEM is to minimize differences between the observed sample covariance matrix and the estimated 

theoretical covariance matrix. Unlike in CB-SEM, in PLS-SEM the statistical objective is to 

maximize the explained variance for the dependent variables (Hair Jr et al., 2017). In essay 2, the 

research focus is on comparing the effect sizes of affect on disclosure willingness between two 

different disclosure settings. The aim is to investigate in which disclosure setting affect explains 

more variance in the dependent variables. Thus, the appropriate SEM method for such a research 

aim is PLS-SEM. Also, for essay 5, this is the adequate method as PLS-SEM is suited to be applied 

when a theoretical model is expanded, and PLS-SEM is also designed to work with continuous 

moderators as well as with complex models. Additionally, in both models some variables are non-

normally distributed, which make the selection of PLS-SEM even more appropriate as there are no 

distributional requirements for this method (Hair Jr et al., 2017). 
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Summary of the Five Essays and How They are Related 

The first essay “An Exploratory Study of Risk Perception for Data Disclosure to a Network of 

Firms” co-authored with Thomas Widjaja and Jan H. Schumann was published as a short paper in 

the Proceedings of the 14th International Conference on Wirtschaftsinformatik 2019. The second 

essay “The Effect of Data Sharing Between Firms on Low-Cognitive-Effort Processing – An 

Integrative Approach” has not yet been submitted to a conference or journal. The third essay 

“Consumer Groups and Their Risk Perception in a Data Sharing Cooperation Between Two Firms” 

was published in the Proceedings of the International Telecommunications Society 2020. The 

version in this thesis is a slightly revised version of that essay which can also be found via the 

Proceedings of the International Telecommunications Society 2020. The fourth essay “The Impact 

of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks – A Quantitative 

Meta-Analysis” was submitted to the 29th European Conference on Information Systems 2021. The 

fifth essay “The Effects of Positive Feelings and Arousal on Privacy Decision-Making” was 

published in the Proceedings of the 23rd Biennial Conference of the International 

Telecommunications Society 2021. Essay 5 was additionally awarded with the Student Paper Award 

at the 23rd Biennial Conference of the International Telecommunications Society 2021. Except for 

the first essay, all essays are single author contributions.  

A brief overview of the primary research focus and disclosure settings applied in the essays are 

displayed in Figure 3. A more detailed description of the essays and their contribution to the 

research objectives are provided in the following sections.  

 

 

Figure 3. Overview and content of the five essays.  
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Essay 1. Generally, research on DSCs between firms is scarce.6 One unexplored aspect of DSCs is 

how additional firms in a DSC impact consumers’ risk perception for a personal data disclosure. In 

order to address this research gap, consumers’ privacy risk perception in a disclosure setting with 

a DSC between two firms is compared with the risk perceptions regarding dyadic disclosures to the 

identical firms.  

There are two possible outcomes for the privacy risk perception in this scenario: i) the privacy risk 

in the DSC setting is perceived to be higher compared to the maximum perceived privacy risks of 

the two respective dyadic settings. This could be the case as the privacy risks perceived when 

disclosing to the two firms in a dyadic setting should contribute to the total privacy risk in the DSC 

disclosure setting. This should increase the total perceived privacy risk in the DSC setting above 

the maximum perceived privacy risk of the two dyadic settings, e.g., RiskDSC > RiskDyad1_Max > 

RiskDyad2_Min (cf. for simple additivity: Peter and Tarpey, 1975; for a function with diminishing 

marginal value cf. Kahneman and Tversky, 1979; Tversky and Kahneman, 1992). ii) consumers 

could perceive less privacy risk in the DSC disclosure setting than the maximum of the two dyadic 

settings, e.g., RiskDyad1_Max > RiskDSC > RiskDyad2_Min or RiskDyad1_Max > RiskDyad2_Min > RiskDSC. This 

could be due to increased data protection through technical know-how or mutual control between 

the firms in the DSC setting (cf. Hamel, Doz and Prahalad, 1989; Mason, 1993). This leads to the 

following research question:  

Is consumers’ privacy risk perception in a disclosure setting with a DSC between two firms higher 

or lower than the maximum perceived privacy risk of the two respective dyadic settings?  

Based on a within-subject design (n=61), the results show that participants perceive the disclosure 

in the DSC setting as significantly less risky than the riskiest of the two dyadic data disclosures 

(RiskDyad1_Max > RiskDSC > RiskDyad2_Min). Therefore, this essay contributes to an increased 

understanding of privacy risks (RO3) in DSC disclosure settings (RO1).  

This work offers first insights for theory as well as practitioners: research should examine the exact 

reasons and mechanisms that lead to this observation as a DSC setting has new aspects that are not 

existent in dyadic disclosure settings. For instance, research could focus on consumers’ expectancy 

that firms in a DSC decrease the privacy risk due to mutual control that leads to less data 

mishandling, or due to an increase in data protection through technical know-how exchange. 

However, research should also focus on “non-rational” explanations that could explain the observed 

results (Dinev et al., 2015). For example, low-effort processing draws on different information than 

high-effort processing (Loewenstein et al., 2001). A stronger reliance on low-effort processing in a 

DSC setting could be another explanation for the resulting low risk perception in a DSC setting (cf. 

Dinev et al., 2015).  

For firms that are associated with a very high privacy risk, these results indicate that it is possible 

to lower consumers’ total perceived privacy risk via a data sharing cooperation with a firm, that is 

associated with less privacy risk in the mind of consumers. This could reduce consumers’ perceived 

privacy risk to an acceptable level and in turn, make data collection for the firms more successful 

in total. Especially, the privacy risky firm is clearly more successful regarding data collection in 

such a DSC than without being in a DSC. However, the privacy unrisky firm would be even more 

successful regarding data collection on its own, i.e., without being in a DSC with a privacy risky 

 
6 In essay 1 and essay 2, the term Business Network Data Exchange (BNDE) is used synonymously to describe a Data 

Sharing Cooperation (DSC) between firms. 
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firm. This could make redistribution mechanisms necessary to balance cooperation benefits 

between privacy risky and unrisky firms in a DSC.  

These results are subject to some limitations, such as the small sample size, or that the within-

subject design misses an order randomization for the different disclosure settings. Also, the simplest 

form of a data sharing cooperation consisting of only two firms was used. Further studies could use 

a bigger sample size and a more complex DSC network to verify the observed results.  

Essay 2. This essay follows the call of Dinev et al. (2015) for more research on low-effort 

processing in the context of data disclosures. Based on first insights from essay 1, this work focuses 

on differences between dyadic and DSC disclosure settings (RO1) regarding low-effort processing 

(RO2). In particular, this essay examines the following research question:  

Is consumers’ reliance on low-effort processing for their decision-making stronger in a personal 

data disclosure setting with a DSC between two firms, or in an identical dyadic disclosure setting 

(without data sharing between the two firms)?  

Only few studies have examined low-effort processing in the context of data disclosures before 

(e.g., H. Li et al., 2011; Wakefield, 2013), but research on DSC disclosure settings is even more 

scarce. Thus, interdisciplinary dual-processing literature is used in this essay to develop hypotheses 

on whether a stronger reliance on low-effort processing in DSC settings is prevalent. The 

hypotheses development is especially based on reinforcement learning literature (e.g., Daw et al., 

2005; Gläscher, Daw, Dayan and O’Doherty, 2010), and cognitive effort studies (e.g., Garbarino 

and Edell, 1997; Pezzulo, Rigoli and Chersi, 2013). According to these studies, a certain decision 

can be made by using both processing types, high-effort and low-effort processing. The degree of 

reliance on these processing systems can vary depending on the situation and the individual 

(Garbarino and Edell, 1997; Pezzulo et al., 2013). Based upon the knowledge of these 

interdisciplinary research streams, a simplified consumers’ disclosure decision-making process is 

developed. Applying this decision-making perspective, a DSC setting signals consumers increased 

cognitive requirements for high-effort processing via the statement that the firms share consumer 

data. Particularly, this statement signals consumers that their disclosure decision-making is more 

complex under high-effort processing due to the increased number of firms that obtain their 

personal data in a DSC. Thus, to reduce cognitive requirements and to enable a higher decision-

certainty, a stronger reliance of consumers on low-effort processing for their decision-making in 

DSC settings is hypothesized (cf. Garbarino and Edell, 1997; Daw et al., 2005; Pezzulo et al., 2013). 

When consumers rely more strongly on low-effort processing in a DSC setting compared to an 

identical dyadic setting, the following is hypothesized: consumers perceive their decision-making 

in retrospect, i.e., after the decision-making process, to be less complex and perceive a lower 

decision uncertainty in the DSC setting than in the dyadic setting (Garbarino and Edell, 1997; 

Pezzulo et al., 2013). 

In order to examine the degree of reliance on low-effort processing between the two disclosure 

setting types, the privacy calculus is used as a base-model (Smith et al., 2011) and is extended with 

affect as an instance of low-effort processing (Slovic et al., 2007). The effects of affect on 

consumers’ perceived benefit, perceived privacy risk, and their willingness to disclose is examined 

(H. Li et al., 2011; Wakefield, 2013) and compared between dyadic and DSC disclosure settings.  

To this end, a hypothetical online survey with two groups, i.e., dyadic (n=172) and DSC (n=165) 

disclosure setting, is used. In the resulting SEMs for both disclosure settings, affect increases 

participants’ perceived benefit, decreases perceived privacy risk, and increases participants’ 

disclosure willingness. Participants’ privacy concerns and trust do not impact their disclosure 
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willingness directly but indirectly via perceived privacy risk in both settings. As hypothesized, 

affect exerts a stronger effect, i.e., participants rely more strongly on affect for their perceived 

benefit and for their willingness to disclose in the DSC setting. Contrary to the initial expectation, 

affect does not have a stronger effect on perceived privacy risk in the DSC setting. As furthermore 

hypothesized, participants in the DSC setting perceive decision-making to be less complex and 

were more certain regarding their decision in retrospect.  

This study offers important theoretical implications: First, dual-processing knowledge of 

reinforcement learning, and cognitive effort studies are used to develop a simplified decision-

making process. This new perspective enables new hypotheses regarding consumers’ decision-

making and their reliance on low-effort processing for data disclosures. This is particularly helpful 

for the almost unexplored field of DSC disclosure settings. This perspective could also help to 

understand whether consumers’ reliance on low-effort processing is increased when they are asked 

to disclose more data types.  

Second, this study emphasizes that consumers’ disclosure decision-making is not solely based on 

high-effort weighing of perceived benefits against perceived privacy risks. Therefore, it could 

explain behavior that deviates from decision-making purely based on high-effort processing. 

Especially in DSC settings, consumers rely more strongly on low-effort processing and thus, 

researchers need to explicitly consider this when examining DSC contexts.  

Besides, this study offers implications for practitioners as well. It may help firms and regulators to 

adapt their consumer communication strategy in DSC settings to the increased low-effort 

processing reliance of consumers. An easier processable information format, such as simple privacy 

icons in addition to long and complex privacy policies, could help consumers to include more 

information when relying more strongly on low-effort processing in DSC settings. In turn, this 

could help firms to increase disclosure willingness of their consumers. Moreover, this essay could 

help legislators to improve protection of consumers’ privacy, especially in DSC settings.  

However, this study must be viewed in light of its limitations, which could open further research 

avenues. Although the hypotheses build on established insights of the dual-process literature and 

are mostly confirmed in the study, the applied method is not suited to verify if the assumed 

mechanism of the decision-making process is correct. Therefore, to examine what is exactly 

happening in the mind of consumers, neurological methods could be more adequate. Also, only the 

affect heuristic was used as a proxy for low-effort processing. Thus, other low-effort constructs and 

heuristics could be examined to confirm these results in future research. Future studies could also 

examine more complex DSC disclosure settings, i.e., settings with a DSC between more than just 

two firms. Last, consumers are not always completely aware of the data sharing practice between 

firms, which is why in these specific DSC situations the obtained results of this study are probably 

not applicable.  

Essay 3. Based on the first interviews conducted and due to insights from essay 1, this work 

examines consumers’ perspectives on implications for their perceived privacy risks due to the data 

sharing process of firms in a disclosure setting with a DSC between two firms. Thus, essay 3 

contributes primarily to a more detailed understanding of consumers’ privacy risk perception (RO3) 

by considering new aspects existent in the context of DSC (RO1). Consumers can assess a DSC 

between firms as either i) risks are increasing (“risks increasing”-group), e.g., because additional 

data transfers could be necessary (cf. Peter and Tarpey, 1975; Gartner, 2018); ii) risks are 

decreasing (“risks decreasing”-group), e.g., because firms exert mutual control or exchange 

technical data protection know-how (Hamel et al., 1989; Mason, 1993); or iii) risks are unaffected 
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(“unreflected”-group), e.g., because consumers do not think intensively about the impact of such a 

data sharing practice on their risks (cf. Kool, McGuire, Rosen and Botvinick, 2010) or simply see 

neither a positive nor a negative impact due to it.  

The first research question relates to whether these consumer groups really exist:  

Are there consumer groups with distinct perceptions of a data sharing cooperation between two 

firms? 

Besides verification of the groups’ existence and their distribution, the differences between the 

groups especially regarding privacy risk perception and disclosure willingness is examined. The 

expectation for the “risks increase”-group is that these consumers perceive a rather high level of 

risks and have a rather low willingness to disclose personal data. In contrast, the “risks decrease”-

group is expected to perceive a rather low level of risks and is rather willing to disclose personal 

data. However, the characteristics of the third group, i.e., the “unreflected”-group are hard to 

predict. This leads to the second research question:  

What are the differences between consumers who see their privacy risks not affected due to a data 

sharing cooperation and consumers who see their privacy risks affected? 

The “unreflected”-group that does not see any influence on privacy risks due to data sharing 

between firms are hypothesized to have this perspective simply because it can be easily obtained 

without thinking about risk consequences of a DSC. Thus, the “unreflected”-group is hypothesized 

to spend less cognitive effort in assessing their privacy risks and to deal less intensively with 

privacy relevant aspects of a disclosure situation than the other two groups. This is expected due to 

less privacy intrusion experiences of consumers in the “unreflected”-group compared to the other 

groups, which is why for these consumers intensive thinking about detailed privacy risk 

implications of a certain data sharing practice is not dominant or necessary in their mind (Osberg 

and Shrauger, 1986; Kahneman, 2012). When consumers have less privacy intrusion experiences, 

they mostly have less privacy concerns in general (Smith et al., 1996; Cranor, Reagle, Joseph, and 

Ackerman, M. S., 1999; Awad and Krishnan, 2006). This, in turn, leads usually to a lower privacy 

risk perception and to an increased willingness to disclose personal data (Awad and Krishnan, 2006; 

Smith et al., 2011; Dinev et al., 2015). Accordingly, the “unreflected”-group is hypothesized to 

have less privacy intrusion experiences, less privacy concerns, less perceived privacy risks and a 

higher willingness to disclose personal data compared to the other two groups. It is also 

hypothesized that the “unreflected”-groups’ perspective on data sharing procedures between firms, 

i.e., that this does not affect their risks, increases their disclosure willingness. This effect is expected 

to be fully mediated by their privacy risk perception.  

In order to address these research questions and hypotheses, this study draws on a subsample of 

essay 2, i.e., it only examines participants with the hypothetical DSC setting (n=182). Participants 

are asked in retrospect how this data sharing procedure between firms affects their privacy risks. 

Based on this answer, participants are split into the three aforementioned groups. Participants are 

almost equally distributed between the three groups with a slight dominance of the “risks increase”-

group. This answers RQ1 as all perspectives regarding the impact of DSCs on privacy risks exist 

among consumers.  

Regarding the differences in RQ2, the hypotheses are confirmed via Fishers’ randomization test 

and via mediation test: participants in the “unreflected”-group have used less cognitive effort for 

their privacy risk assessment and for dealing with privacy relevant aspects in the situation compared 

to the other two groups. Also, they have less privacy intrusion experiences, less privacy concerns, 
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less perceived privacy risks and a higher willingness to disclose personal data compared to the other 

two groups. Moreover, the perspective that such a data sharing procedure between firms does not 

impact privacy risks has an effect on disclosure willingness. As hypothesized, this effect is fully 

mediated by consumers’ privacy risk perception while it was controlled for the effects of perceived 

benefits and privacy concerns.  

This work provides several theoretical implications, such as a refined understanding of consumers’ 

risk perception in a DSC context (RO1+3). Thus, this essay contributes to a theory for analyzing 

(cf. Gregor, 2006) as new consumer groups were explored and compared. This work also provides 

initial insights into the group differences. Also, it displays a first way to identify consumers who 

do not effortfully assess privacy relevant details in a DSC disclosure situation without asking them 

directly. This is especially helpful for future cognitive effort studies in DSC disclosure settings, as 

it could prevent to trigger participants to the topic of cognitive effort.  

This study offers implications for practitioners as well. Two-thirds of the participants do not think 

that a DSC would have a negative impact on their privacy risks. Thus, the results are a first 

indication that firms do not need to be too anxious about being part of a DSC. Also, one-third of 

the consumers do not intensively think about consequences for their privacy risks due to data 

sharing procedures between firms. These consumers have a relatively high disclosure willingness. 

However, it also displays that two-thirds of the consumers do think about consequences for their 

privacy risks due to data sharing between firms. Thus, these consumers eventually could be 

convinced to disclose data with logical arguments, for instance, the application of high encryption 

standards (cf. Tsai et al., 2011). Similarly, emphasizing the benefits arising through a data sharing 

cooperation, such as personalization or time savings, could finally increase consumers’ disclosure 

willingness (Smith et al., 2011).  

However, this study has some limitations. The distribution of the consumer groups may vary for 

different firm constellations or for a higher number of firms in the DSC. Furthermore, the results 

could be dependent on cultural or regulatory differences (cf. Miltgen and Peyrat-Guillard, 2014).  

Essay 4. Privacy concerns and privacy risks are two of the most important factors that reduce 

consumers’ disclosure willingness (Smith et al., 2011; Y. Li, 2012). Despite extensive research in 

this field, there is still some ambiguity regarding the concepts of privacy concerns and privacy risks, 

which became clearer through the literature reviews conducted for the previous essays in this thesis.  

Sometimes researchers do not differentiate sufficiently between privacy risks and privacy concerns 

and use them ambiguously (e.g., Y. Li, 2012). Furthermore, some studies find a significant effect 

of privacy concerns on disclosure or protection decisions (e.g., Aivazpour and Rao, 2020), while 

other studies find only small or even non-significant effects (e.g., Zafeiropoulou, Millard, Webber 

and O’Hara, 2013). The phenomenon that this effect is sometimes not significant, i.e., that 

consumers’ privacy concerns are not in line with their privacy behavior, is also known as privacy 

paradox (Norberg et al., 2007; Pavlou, 2011).7 These mixed findings make it unclear when and 

why significant effects exist.  

In order to better interpret such mixed findings, this essay strives to increase the understanding and 

differences of privacy concerns and privacy risks. Thus, this essay addresses RO3. In particular, 

the varying effect sizes of privacy concerns and privacy risks among different studies are 

investigated using meta-analysis by additionally considering the applied abstraction levels. 

 
7 The term privacy paradox is used for even more phenomena (for details cf. Kokolakis, 2017; Risius, Baumann and 

Krasnova, 2020). However, these are not within the scope of this work. 
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According to Davazdahemami et al. (2018), a construct such as privacy concerns can be measured 

on three abstraction levels: on a general, contextual, or a situation-specific abstraction level. They 

show that measuring privacy concerns (independent variable) and disclosure willingness 

(dependent variable) on different abstraction levels, i.e., unaligned, leads to weaker or even non-

significant effects (Davazdahemami et al., 2018). However, this study goes a step further and seeks 

to understand which combinations of aligned abstraction levels are likely to have the strongest 

effect sizes of privacy concerns and privacy risks based on a sharpened conceptualization of the 

constructs. Thus, this leads to the following research aim:  

Distinguishing the constructs privacy concerns and privacy risks and understanding differences in 

the resulting effect sizes based on abstraction level combinations. 

Therefore, a meta-analysis is conducted whereby only literature is considered that quantitatively 

examines an effect of privacy concerns or privacy risks on disclosure or protection behavior8 and 

additionally considers itself as a privacy paradox study. The latter is done to reduce publication 

bias. This leads to a final sample size of 27 publications.  

Drawing on literature that developed privacy concerns measurement instruments (Smith et al., 

1996; Malhotra et al., 2004; Hong and Thong, 2013) and based on knowledge of self-schemata 

literature (Markus, 1977; Sheeran and Orbell, 2000), this essay defines privacy concerns as a 

“generalized self-assessment regarding the disposition to develop concerns due to privacy issues” 

(essay 4, p. 5). Due to the general nature of privacy concerns, the strongest effect size is 

hypothesized for the aligned abstraction level combination where privacy concerns and the 

dependent variable (disclosure/protection behavior) are measured on a general level.  

Consumers’ perceived privacy risks reflect the privacy costs that are associated with a specific 

disclosure decision (Malhotra et al., 2004; Smith et al., 2011; Kehr et al., 2015). Thus, this construct 

is the situational manifestation of the general tendency to develop privacy concerns. In line, in this 

essay privacy concerns are seen as the general antecedent of the situation specific privacy risks 

(Malhotra et al., 2004; Kehr et al., 2015). Accordingly, the strongest effect size is hypothesized for 

the abstraction level combination where privacy risks as well as the dependent variable are 

measured on a more specific, i.e., situational level. Furthermore, privacy risks are hypothesized to 

exert a stronger effect on disclosure behavior compared to privacy concerns when the variables are 

measured on a situational level. This is expected because privacy concerns were not initially 

designed to reflect situational privacy cost while this was the intended aim for privacy risks.  

The results verify that privacy concerns exert the strongest effect on protection behavior when the 

variables are measured on a general level. The effect of privacy risks on disclosure behavior is the 

strongest when both variables are measured aligned on a contextual or a situational level. When all 

variables are measured on a situational level, the effect size for privacy risks on disclosure behavior 

compared to the effect size of privacy concerns on disclosure behavior is significantly stronger.  

This study offers several theoretical contributions, such as a refined understanding of privacy 

concerns as a general self-schema to develop privacy concerns. Similarly, it provides a sharpened 

understanding of privacy risks as the situational privacy cost manifestation of consumers’ general 

tendency to develop privacy concerns. This understanding allows to explain even paradoxical 

seeming findings (e.g., Mothersbaugh et al., 2012; Zafeiropoulou et al., 2013). It also helps to build 

 
8 The considered studies did not have to examine actual behavior. Measurements of disclosure intention, willingness, and 

self-reported as well as actual behavior were considered and not separately examined in this study to not further reduce 

the publication sample size. The same procedure was applied to protection behavior. 
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a more common understanding and differentiation of the constructs in future research. This enables 

a better comparability across different studies. Furthermore, the refined understanding helps to 

explain and predict effect sizes even for aligned abstraction level effects, which was not addressed 

in the study of Davazdahemami et al. (2018). Based on the obtained Pearson’s r estimates, a better 

assessment and comparison of the effect sizes in previous privacy studies is possible. Also, the 

obtained Pearson’s r estimates could help future researchers to plan their required study sample size 

more detailed in advance (Anderson, Baskerville and Kaul, 2017).  

The limitations of the results must be taken into account, which could help future research to 

address the weaknesses. The structured literature review covers only privacy paradox studies that 

examined the discussed effects quantitatively but is far from covering all studies that examine such 

effects. Also, the number of publications in the subsamples is relatively small and heterogeneity of 

effect sizes is still high due to different covariates or different measurement instruments between 

the studies. A higher sample size in future research would enable a more detailed splitting of the 

publications to reduce heterogeneity and still achieve a sufficient number of publications in each 

subsample. Also, there is sometimes a huge difference between the number of observations in the 

subsamples and the subsamples are sometimes overlapping which could distort the applied effect 

size comparison test.  

Essay 5. This essay extends essay 2 by considering the influence of positive feelings as well as by 

considering arousal levels on disclosure behavior instead of examining the affect heuristic. In 

particular, the positive feelings are evoked by a disclosure decision-unrelated stimulus. Such 

feelings are expected to influence even unrelated assessments and decisions. This expectation is 

based on dual-process literature such as the feelings-as-information theory (Schwarz and Clore, 

1983, 2003). According to this theory, even unrelated positive feelings can decrease privacy risk 

perception and increase benefit perception. In this study, the research focus is on feelings evoked 

by an unrelated stimulus, which complements the research on the decision-related affect heuristic 

examined in essay 2. Furthermore, the influence of consumers’ arousal level and not only the 

valence of the feeling state is examined. To consider both constructs together is rather rare in IS 

privacy research (there are few studies that examine arousal, for instance, Coker and McGill, 2020). 

However, this could be helpful as arousal is expected to increase individuals’ reliance on low-

cognitive-effort processing (cf. Svenson and Maule, 1993; Finucane et al., 2000; Ariely and 

Loewenstein, 2006; Ditto et al., 2006; Coker and McGill, 2020; Y. Kim et al., 2020). Therefore, an 

interaction effect of consumers’ feelings and arousal levels on privacy related assessments is 

hypothesized to address the research question of this study:  

How do positively valenced unrelated feelings and arousal levels impact individuals’ willingness 

to disclose personal data? 

Thus, this essay contributes primarily to RO2. To answer the research question, an online survey 

with a hypothetical disclosure setting placed in a social media context is conducted. The 

participants are asked to share personal data, such as a photo of them, with an Instagram account 

of a firm which operates in the field of soccer. Thus, this setting corresponds to a DSC disclosure 

setting. However, to examine special characteristics of such a DSC setting is not in the scope of 

this work. A similar research base model as in essay 2 is applied. Consumers’ privacy concerns as 

well as the privacy calculus including consumers’ willingness to disclose personal data as well as 

their benefit and privacy risk perceptions are included in the research model. To understand the 

effect of consumers’ feelings and arousal on perceived (total) privacy risk in more detail, the 

following two privacy risk antecedents are considered besides privacy concerns: perceived risk 



Summary of the Five Essays and How They are Related 

21 

 

severity as well as perceived risk probability (cf. Howard and Gengler, 2001). Thus, this study 

contributes to RO3 as well.  

The structural equation model results (n=368) confirm the influence of positively valenced 

unrelated feelings and arousal on disclosure willingness and its antecedents. Both, unrelated 

positively valenced feelings and arousal levels directly increase benefit perception without any 

significant interaction effect.  

For the effects of feelings and arousal on perceived risk severity, neither significant direct effects 

nor a significant interaction effect is observable. In contrast, the interaction effect of positively 

valenced unrelated feelings and arousal on disclosure willingness, perceived (total) privacy risk, 

and perceived risk severity is significant, while the direct effects are not significant. This is due to 

a special type of interaction effect called crossover interaction (Loftus, 1978; Williams, 2015): 

arousal serves as a “switch” for the effects of unrelated positive feelings on perceived privacy risk, 

perceived severity and disclosure willingness. Under high arousal levels, stronger positive feelings 

decrease perceived privacy risk and risk severity, while disclosure willingness is increased. 

Whereas under low arousal levels, more positively valenced feelings have the opposite effect: they 

increase perceived privacy risk and risk severity, while disclosure willingness is decreased. 

Therefore, to correctly predict and understand the effects of more positively valenced unrelated 

feelings it is necessary to also consider the arousal level.  

Additionally, this essay provides a first explanation for the switch function of arousal. The feelings-

as-information theory (Schwarz and Clore, 1983, 2003) is dominant for the high arousal level case, 

as it explains and predicts the effects correctly for high arousal levels: consumers rely on their 

positive feelings for privacy related assessments and thus, perceive less privacy risk and are more 

willing to disclose their data. Whereas under low arousal levels, the affect regulation theory 

(Andrade, 2005) seems to be dominant as it is suitable to explain and predict consumers’ privacy 

related assessments: consumers want to maintain their positive feeling state and do not want to risk 

their positive feelings by disclosing personal data which is associated with a potential loss of 

privacy. Therefore, they perceive more risk and are less willing to disclose their personal data.  

This study provides several important theoretical contributions: it addresses the field of positively 

valenced unrelated feelings and arousal levels, which is underexamined in IS privacy research. The 

study shows that the effect mechanism of these two constructs is different for the effect on the 

benefit side compared to the risk side of the privacy calculus. Furthermore, the influence of 

unrelated positive feelings and arousal on the privacy risk assessment is examined in detail. This 

essay also provides an explanation for the observed crossover interaction, which displays the 

feelings-as-information theory applicable for privacy assessments under high arousal while under 

low arousal levels the affect regulation theory should be able to explain privacy assessments best.  

Similarly, this study offers insights for practitioners as well. It emphasizes that it is possible to alter 

disclosure willingness of consumers by using stimuli that evoke certain feelings. In this study, it 

was demonstrated that this is even valid when only positively valenced feelings are evoked that are 

decision-unrelated. However, this insight is also important for lawmakers: it indicates that it could 

be helpful to not only regulate the content of a disclosure consent form but also the degree to which 

an organization is allowed to evoke positive feelings or high arousal levels while consumers are 

asked for their consent (cf. Schaub, Balebako, Durity and Cranor, 2015; Y. Kim et al., 2020).  

However, this study must be viewed in light of its limitations. For survey participation, participants 

needed to be interested in soccer and must have had an existing Instagram account. Thus, this 

sample may not reflect the whole population. Also, the interaction effect sizes are rather weak when 
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applying the standards of Cohen (1988) for direct effects. However, compared to published 

interaction effect sizes, the interaction effect sizes observed in this essay have to be interpreted as 

medium to large (Aguinis, Beaty, Boik and Pierce, 2005; Kenny, 2015). Furthermore, the arousal 

level is not manipulated in isolation (e.g., a recalled positive experience could either be a thrilling 

bungee jump experience with high arousal levels, or a relaxing sauna visit with low arousal levels). 

Therefore, future research could draw on a more representative sample and apply a 2x2 factorial 

design to examine the effects of feelings and arousal in more detail.      
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Overall Discussion 

The five essays in this thesis deepen the understanding of consumers’ personal data disclosure decision-

making. To this end, various research methods are performed, including i) multiple literature reviews 

on data disclosure decision-making, ii) quantitative meta-analysis, iii) empirical group-comparisons, 

and iv) regression analysis as well as structural equation modeling. Considering all essays as a whole, 

this thesis offers three main contributions to IS privacy research. 

Contributions. The first contribution is primarily associated with RO1, i.e., to understand peculiarities 

of consumers’ data disclosure decision-making in a DSC setting. In this thesis, new phenomena and 

factors are identified that play a crucial role for understanding consumers’ decision-making in personal 

data disclosure settings with a DSC between firms. Especially three peculiarities of DSC settings are 

examined in this thesis, that could serve as a starting point for the scarce research in this context: i) a 

lower risk perception in DSC settings than expected based on traditional risk theory (Peter and Tarpey, 

1975) or prospect theory (Kahneman and Tversky, 1979; Tversky and Kahneman, 1992) is observed in 

essay 1. This observation can be partially explained with the next two peculiarities of DSC settings 

examined in this thesis: ii) the impact of a DSC between two firms on consumers’ perceived privacy 

risks, as examined in essay 3. Roughly one third of the participants think a DSC between two firms 

reduces their privacy risks while another third assumes that their privacy risks are not affected. 

Therefore, consumers’ assessment of a DSC can be indeed positive, which could plausibly explain the 

results in essay 1. iii) an overall stronger reliance on low-effort processing for consumers’ disclosure 

decision-making in a DSC setting compared to a dyadic setting is confirmed in essay 2. This is also 

strongly connected to the next contribution.  

Second, this thesis contributes to RO2, i.e., to understand the impact of low-effort processing on 

personal data disclosure decision-making in more detail. In particular, in essay 2 perspectives of 

interdisciplinary dual-process literature (e.g., Daw et al., 2005; Pezzulo et al., 2013) are transferred to 

the field of privacy disclosure settings to explain consumers’ decision-making. In this thesis, different 

constructs and stimuli are used to verify that affective states do influence benefit and risk perception as 

well as consumers’ willingness to disclose. In contrast to previous research, this thesis does not only 

confirm that consumers depend on low-effort processing in their disclosure decision-making. The 

results in this thesis rather indicate that the impact strength of low-effort processing can depend on the 

situation, e.g., the disclosure setting (essay 2), and individual characteristics (essay 3). Also, previous 

research assumed positive affective states to generally increase consumers’ willingness to disclose (e.g., 

H. Li et al., 2011; Wakefield, 2013). This is also observed in essay 2 in which the affect heuristic with 

the disclosure situation itself as decision-related stimulus is examined. However, essay 5 indicates that 

this is not as simple: the effect direction of positively valenced unrelated feelings can depend on the 

arousal level. This may even help to explain why some studies find non-significant effects of positively 

valenced feelings on disclosure willingness or privacy risk perception (e.g., Kehr et al., 2015; 

Kordzadeh, Warren and Seifi, 2016). As indicated by the results of previous studies (e.g., Kehr et al., 

2015; Kordzadeh, Warren and Seifi, 2016), essay 2 and 5 show that low-effort processing affects benefit 

and privacy risk perception differently. This thesis additionally offers initial insights to understand this 

difference. For risk perception, a crossover interaction of arousal and positively valenced feelings is 

observed in essay 5 while arousal and feelings have a direct effect on benefit perception.  

Third, in line with RO3, a more fine-granular differentiation of privacy risk and privacy concerns is 

provided in essay 4. This work emphasizes that privacy concerns are a general antecedent of privacy 

risk. In line, privacy concerns primarily exert an indirect effect via privacy risks on disclosure 
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willingness. This is confirmed by means of structural equation modeling in essay 2 and 5. This 

interpretation helps to establish a more unified conceptualization of privacy concerns and privacy risks 

(Malhotra et al., 2004; Hong and Thong, 2013). It also helps to better understand why some previous 

studies find only weak or non-significant direct effects of privacy concerns on disclosure willingness 

(e.g., Zafeiropoulou et al., 2013). Overall, this refined understanding helps to compare different studies, 

allows the interpretation of seemingly paradoxical results, and supports future privacy research in their 

study design (Davazdahemami et al., 2018).  

Besides theoretical contributions, this thesis offers practical implications. Firms that want to increase 

their consumers’ willingness to disclose personal data can do more than objectively providing more 

benefits for consumers or reducing privacy risks as suggested by previous research (cf. Smith et al., 

2011; Keith, Thompson and Greer, 2012). Firms additionally could adapt the data disclosure situation 

itself in a way that increases consumers’ positively valenced feelings and their arousal levels, which in 

turn lead to a higher benefit perception, a lower risk perception, and a higher willingness to disclose 

(cf. essay 2; essay 5; Wakefield, 2013; Kehr et al., 2015; Coker and McGill, 2020). Even unrelated 

stimuli can help to achieve this goal (cf. essay 5; Schwarz and Clore, 1983, 2003). Furthermore, firms 

do not need to worry too much about having a data sharing cooperation with other firms as most 

consumers see their privacy risk not negatively impacted by a DSC (cf. essay 3). In addition to that, 

firms may use a DSC disclosure setting to increase consumers’ reliance on low-effort processing (cf. 

essay 2), which could sometimes, i.e., depending on the situation, be beneficial for firms (cf. essay 1 

and 5).  

Although drawing on this knowledge could help firms to be more successful in collecting personal data, 

it carries some disadvantages for consumers at the same time. Consumers are most vulnerable to 

disclose personal data in very positively valenced and highly aroused affective states. This is especially 

critical for DSC disclosure settings where low-effort processing is even more important. Therefore, this 

thesis indicates that regulators may need to protect consumers in particular when they are in such 

affective states and when confronted with a DSC disclosure setting. Also, this thesis could help 

consumers themselves as it displays their weak spots for personal data disclosures. When consumers 

know when they are most vulnerable to disclose personal data, they can try to counter their weak spot 

in these situations by becoming conscious of the reasons for their affective state and its’ consequences 

(cf. Schwarz and Clore, 1983; Ciarrochi, Caputi and Mayer, 2003).  

Limitations and Avenues for Further Research. In addition to the limitations already discussed for 

each individual essay, the overall thesis has limitations that could open new avenues for further research.  

This thesis solely draws on consumers’ willingness to disclose and its antecedents such as privacy risk 

to examine consumers’ privacy decision-making which is a common approach in IS privacy research 

(cf. Smith et al., 2011; Kehr et al., 2015; Al-Natour et al., 2020). Nevertheless, this is a limitation as 

actual disclosure behavior is not considered in this thesis and there can be a gap between intended and 

actual disclosure behavior (Norberg et al., 2007). Therefore, to measure actual behavior instead of self-

reported behavior or intentions would be the best measurement approach for future studies (cf. Junco, 

2013; Gerber et al., 2018). But still, disclosure intention and willingness to disclose are together with 

perceived benefits and privacy risks among the best predictors for actual disclosure behavior (cf. Ajzen 

and Fishbein, 1980; Keith et al., 2012; Gerber et al., 2018). In this regard, studies confirmed that privacy 

risks can not only impact consumers’ actual disclosure behavior indirectly via disclosure intention 

(Keith et al., 2012), but can also exert a direct effect on disclosure behavior (Keith et al., 2015). 

Additionally, privacy risks impact consumers’ self-reported data protection behavior (Miltgen and 
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Smith, 2015). Thus, perceived privacy risk should also be considered in future studies that measure 

actual behavior whenever possible.  

Also, this thesis mostly draws on scenarios with hypothetical firms, i.e., unknown firms. But for firms, 

consumers had already experience with, trust is of high importance (Gefen, Karahanna and Straub, 

2003; M.-S. Kim and Ahn, 2007). In essay 2, effects of trust are considered in the SEM (cf. Ozturk, 

Nusair, Okumus and Singh, 2017), resulting only in an indirect effect on disclosure willingness via 

perceived privacy risk. Nevertheless, to examine the role of trust in DSC disclosure settings including 

familiar firms as well as the role of trust regarding low-effort processing is important to expand 

knowledge and should therefore be considered in future studies.  

Besides not examining known firms, this thesis neither examines how the order of the firms in the DSC 

setting (e.g., which firm is the touchpoint for consumers), or the single characteristics of each firm in a 

DSC disclosure setting (e.g., which firm is the largest, which creates the most value for consumers, or 

which is the best-known firm) affects consumers’ decision-making. This is an almost unexplored 

research field that could include several, maybe opposing effects to explore in future research.   

Similarly, the essays in this thesis examine only hypothetical settings where consumers are asked 

directly for their personal data. Depending on the regulation of the country and the situation, consumers 

are not always asked in an easily understandable and transparent way for their data in everyday life 

(Gindin, 2009; Tuunainen, Pitkänen and Hovi, 2009), or are not willing to read the privacy policies 

carefully (LINK Institut and SRG SSR, 2018; Latzer, Büchi and Festic, 2019). Thus, maybe they are 

not fully aware that they are about to disclose data and that this data is shared in a DSC. Thus, consumers 

probably behave differently in such situations compared to the observations in this thesis. To examine 

consumers’ decision-making in such situations could be a new avenue for further research. 

Also, in this thesis, the privacy risk and benefit levels are not manipulated specifically, for instance, by 

splitting participants into groups that must disclose more or less sensitive personal data (cf. 

Mothersbaugh et al., 2012) and obtaining more or less benefits. It could be helpful for future research 

to examine how varying benefit and privacy risk levels affect consumers’ reliance on low-effort 

processing. Also, this thesis only examines how consumers perceive their privacy risk to be affected by 

a DSC between firms. However, benefits such as improved personalization or time-savings could also 

be affected by a DSC. Future research on the impact of a DSC could distinguish between offered 

benefits that can be affected by a DSC between firms in the eyes of consumers and offered benefits that 

are unlikely to be affected by such a DSC. Future research in this field may even help to better 

understand differences for effects of low-effort processing on benefit and privacy risk perceptions as 

observable in essay 2 and 5.   

Conclusion. In conclusion, this thesis examines and provides initial explanations for peculiarities of 

DSC disclosure settings such as an unexpected privacy risk perception as well as a stronger reliance on 

low-effort processing in DSC disclosure settings compared to dyadic settings. Besides, this thesis 

indicates that the benefits and risks associated with a data disclosure are affected differently by low-

effort processing. Furthermore, this thesis focuses on the cost side of a data disclosure and increases the 

understanding of the concepts privacy concerns and privacy risks as well as their disclosure willingness 

reducing effects. This thesis also emphasizes the need for more research in the context of data 

disclosures regarding low-effort processing in DSC disclosure settings to understand the mechanisms 

in detail. It displays that the privacy research field offers many unexplored peculiarities in DSC settings 

that are just waiting to be examined: for instance, there could be unique effects resulting from different 

value contributions of firms to their DSC, or from different firm orders, or from different anchors.  
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Abstract 

Research on the Privacy Calculus, which explains individuals' intention to disclose personal data, 

mostly focuses on dyadic disclosures in which individuals disclose data to a single firm. So far, 

little attention has been paid to understand the characteristics of data disclosures to a network of 

firms. We refer to data sharing of firms in a network as "Business Network Data Exchange" 

(BNDE). We explore risk perception for data disclosures in a BNDE context based on an 

exploratory survey. Our results indicate that risk perception for data disclosures in the BNDE 

context deviates from rational risk perception theory. In particular, individuals perceive the risk to 

disclose data to a network of two firms as lower than the maximum risk of the separate dyadic data 

disclosures. These results portend the need for an adapted and nuanced view on perceived risks in 

this context and have important practical implications for data-sharing among firms. 
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Abstract 

In privacy research mostly dyadic disclosure settings are examined, i.e., individuals disclose their 

personal data to a single firm that does not share personal data with further firms. However, 

individuals often disclose their personal data to a network of firms, i.e., to a firm which shares 

their personal data with other firms. We refer to such a procedure as business network data 

exchange (BNDE). In previous privacy research mostly a cognitive effortful data decision-

making process was assumed for individuals. Nevertheless, individuals can base their decision 

also on another processing system that is based on different factors, e.g., affect/emotions, and 

requires less cognitive resources. In this study, we explore how a personal data disclosure to a 

network of firms (i.e., BNDE setting) compared to a dyadic disclosure impacts individuals 

decision-making. Therefore, we compare individuals’ reliance on the cognitively less effortful 

processing system between dyadic and BNDE disclosure settings. Based on reinforcement 

learning knowledge, we predict that individuals in a BNDE disclosure setting rely more strongly 

on low-cognitive-effort processing for their decision-making process. Due to that, we also assume 

that these individuals perceive the decision-making process in retrospect as easier and perceive 

less decision-uncertainty. We draw on two hypothetical data disclosure scenarios and perform 

structural equation modeling to compare the effect sizes of affect. We find a stronger reliance on 

low-cognitive-effort processing for BNDE disclosure settings. This study contributes to a refined 

understanding of individuals’ disclosure decision-making process. The results also demonstrate 

that it could be beneficial for firms and regulators to adapt firm communication to individuals’ 

low-cognitive-effort processing system, especially for BNDE disclosure settings.   
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Abstract 

Privacy research has paid little attention to consequences and peculiarities when firms share 

consumer data with a third party. Thus, we explore consumers’ distinct standpoints regarding an 

impact on their perceived privacy risks due to a data sharing cooperation between two firms. We 

identify three consumer groups, whereby two of them see their privacy risks affected (either 

increased or decreased) and the third consumer group sees their privacy risks not affected due to a 

data sharing cooperation between two firms. We show that this special third group does not 

intensively deal with privacy related issues in this situation, which results in lower perceived 

privacy risks and a higher willingness to disclose personal data compared to the two other consumer 

groups. We show that this group effect on willingness to disclose even holds when controlling for 

effects of consumers’ privacy concerns and their perceived benefits. Furthermore, this effect is fully 

mediated by consumers’ perceived privacy risks. Our study provides first insights into different 

consumer groups and its characteristics in a data disclosure setting in which firms have a data 

sharing cooperation. Therefore, this work allows future research to apply a refined view on 

consumers, especially in such complex data disclosure settings. 
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Abstract 

Most studies obtain significant effects between privacy concerns / privacy risks and personal data 

disclosure / protection behavior, while some find non-significant effects between these constructs. 

We consider the abstraction levels of these constructs to explain the statistical differences. In 

particular, the abstraction level describes whether a construct is measured on a general, contextual, 

or situational level. Based on a structured literature review we classify the applied abstraction levels 

and compare the resulting effect sizes via meta-analyses for different abstraction level 

combinations. We propose to employ privacy concerns as a general self-schema and privacy risks 

as a more situation-specific construct suited to reflect privacy costs in a particular disclosure 

situation. In line with this perspective, we show that privacy concerns exert the strongest effect on 

a general abstraction level, while privacy risks exert the strongest effect on a more specific level. 

This work contributes to a better understanding of paradoxical appearing results for such effects.  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

88 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

89 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

90 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

91 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

92 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

93 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

94 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

95 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

96 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

97 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

98 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

99 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

100 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

101 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

102 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

103 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

104 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

105 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

106 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

107 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

108 

 

 



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

109 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

110 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

111 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

112 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

113 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

114 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

115 

 

  



Essay 4: The Impact of Abstraction Levels on the Effect Sizes of Privacy Concerns and Privacy Risks –  

A Quantitative Meta-Analysis 

116 

 

  



Essay 5: The Effects of Positive Feelings and Arousal on Privacy Decision-Making 

117 

 

The Effects of Positive Feelings and Arousal on Privacy 

Decision-Making 

 

 

Author:   Tobias Steudner, University of Passau, Germany 

 

Presented at:  23rd Biennial Conference of the International Telecommunications 

Society, 2021, online conference due to COVID-19 

 

Published in: Proceedings of the 23rd Biennial Conference of the International 

Telecommunications Society, 2021 

 

 

Abstract 

The goal of this study is to contribute to the underexplored interplay of unrelated positive feelings 

and arousal and their effects on users’ willingness to provide personal data. To this end, we conduct 

an online survey (n=368) based on a hypothetical social network sweepstake scenario in which 

personal data, such as a photo, must be disclosed for participation. We perform structural equation 

modeling based on an extended privacy calculus model. Drawing on the feelings-as-information 

theory, more positively valenced feelings, even when evoked by an unrelated stimulus, should lead 

to a higher willingness to disclose personal data and participate in the sweepstake. We examine 

how arousal influences this effect as well as users’ willingness to disclose. We find three significant 

crossover interactions for unrelated positive feelings and arousal, i.e., for more positively valenced 

feelings under higher arousal levels users are more willing to disclose data which is in line with the 

feelings-as-information theory. Surprisingly, less positively valenced feelings under low arousal 

levels also lead to a higher willingness to disclose personal data. We explain these results by 

additionally drawing on the affect regulation theory, which assumes that individuals try to protect 

their feelings in positive affective states and take actions in order to improve their feelings in less 

positive affective states. We interpret the arousal level as a “switch” that helps to determine which 

theory is suited best to predict the direction of the effect of unrelated positive feelings and thus, 

explain the observed crossover interactions: for high arousal levels, the feelings-as-information 

theory and for low arousal levels, the affect regulation theory fits best.    
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Appendix 

In cooperation with Prof. Dr. Jan H. Schumann, Prof. Dr. Thomas Widjaja, Dr. Margarita Bidler 

and Tobias Steudner a structured literature review was conducted and used as basis to write a 

research proposal approved by the Deutsche Forschungsgemeinschaft (DFG) as well as to write a 

published book contribution (cf. Specht-Riemenschneider et al., 2019). The following description 

of the procedure for the structured literature review as well as a brief overview of the results are 

taken directly from the DFG research proposal: 

We conducted a structured literature review (in accordance with Tranfield, Denyer, & Smart, 2003 

and Webster & Watson, 2002) and we searched for studies on data disclosure within marketing 

and information systems journals ranked A+, A, and B in the VHB JOURQUAL ranking.9 We 

conducted structured keyword searches for “data,” “information,” and “priva*,” combined with 

terms that represent data handling (e.g., concern*, disclos*, shar*, use, trust*, protect*, calcul*, 

deci*, control*, reveal*, trad*, expos*, provi*, collect*, inva*, gather*) in the title and keywords. 

Starting with a data set of 1,607 papers, we screened the title, abstract, and keywords to select all 

papers that actually focus on data disclosure. In a second phase, we analyzed the remaining papers 

in detail and excluded publications that use the term “privacy” without deeper explanation of the 

underlying decision-making process. As a result, we obtained and analyzed a sample of 90 

publications published between 1991 and early 2017, as listed in the following table.  

  

 
9 For more information see http://vhbonline.org/vhb4you/jourqual/vhb-jourqual-3/gesamtliste/  
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