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Abstract

The rapid evolution of wireless communication technologies, particularly the introduction
of Fifth-Generation (5G) networks and the anticipated transition to Sixth-Generation (6G)
systems, ushers in a new era of connectivity, enabling transformative applications across
industrial automation, the Internet of Everything (IoE), and the Industrial Internet of Things
(1loT). However, the exponential growth in the number of connected devices, stringent reliability
requirements, and increasing security challenges pose significant hurdles for current network
architectures. This dissertation addresses these challenges by proposing innovative frameworks
and mechanisms that enhance reliability, optimize resource utilization, and strengthen security

and trust management in next-generation mobile networks.

The first contribution of this dissertation focuses on reliability enhancements in 5G networks.
While existing mechanisms, such as Dual Connectivity (DC) and Network Function (NF)
redundancy, provide partial solutions, they do not fully resolve application-layer reliability
and dynamic server failover. To bridge this gap, this work introduces the Make-Before-Break-
Reliability (MBBR) and enhanced Make-Before-Break-Reliability (eMBBR) mechanisms. These
frameworks proactively establish redundant communication paths, ensuring seamless failovers
with minimal latency and service disruption. By extending reliability to the application layer
and integrating adaptive path selection and dynamic failover capabilities, these mechanisms

offer robust solutions for latency-sensitive and mission-critical applications.

The second major contribution addresses bandwidth optimization for industrial networks.
The black channel paradigm, widely adopted for industrial safety applications, relies heavily on
cyclic keep-alive messages to detect connection loss, leading to significant signaling overhead.
This dissertation proposes a novel solution leveraging 5G Channel State Information (CSI)
to replace cyclic messaging with real-time connection quality monitoring. By exposing CSI
metrics, such as Signal-to-Noise Ratio (SNR) and Channel Quality Indicator (CQI), to the
application layer, the proposed mechanism reduces bandwidth consumption while maintaining

the safety and reliability requirements of industrial networks.

Addressing the growing complexity of security requirements in /loT, the third contribution

introduces the AF-based Security Framework (AERO) framework. This framework empowers

il



application providers to dynamically apply cryptographic mechanisms to the user plane,
overcoming the limitations of legacy protocols and eliminating the need for redundant security
layers. By ensuring backward compatibility and enabling both static and dynamic configuration
of user plane encryption, AERO enhances security while minimizing computational overhead

and reducing transmission delays.

The fourth and final contribution redefines trust management in mobile networks through
the SecUre deleGAtion of tRust (SUGAR) framework. Traditional trust models, which rely
on identity chips for each connected device, are becoming increasingly impractical in the
IoE era, where billions of devices require connectivity. The SUGAR framework introduces a
delegation-based trust model, allowing Parent Devices (PaDs) to delegate trust to multiple
Child Devices (ChDs) securely. This approach eliminates the need for individual identity chips,
significantly reducing costs and enhancing scalability. Integration with System-on-a-Chip

(SoC)-based identity enclaves further strengthens the security of trust credentials.

The findings of this dissertation offer substantial contributions to both academia and
industry. The proposed frameworks effectively address critical gaps in current 5G standards
and provide valuable contributions for developing the 6G framework. By enhancing reliability,
optimizing bandwidth, and redefining security and trust management, this dissertation provides
a comprehensive foundation for the design and deployment of next-generation mobile networks.
Furthermore, the solutions presented are adaptable to a wide range of applications, including

industrial automation, autonomous systems, and smart city infrastructures.

In conclusion, this dissertation represents a significant step toward realizing the full
potential of next-generation mobile networks. By addressing key challenges in reliability,
resource optimization, security, and trust management, the proposed frameworks pave the way
for scalable, secure, and efficient mobile ecosystems that are essential for the dynamic and

interconnected world of the future.



Kurzfassung

Die rasante Entwicklung der drahtlosen Kommunikationstechnologien, insbesondere die
Einfiihrung von Netzen der fiinften Generation (5G) und der voraussichtliche Ubergang zu
Systemen der sechsten Generation (6G), hat eine neue Ara der Konnektivitit eingeldutet, die
transformative Anwendungen in der industriellen Automatisierung, dem Internet of Everything
(IoE) und dem industriellen Internet der Dinge (IIoT') ermdglicht. Das exponentielle Wachstum
der Anzahl der angeschlossenen Gerite, die strengen Anforderungen an die Zuverladssigkeit und
die zunehmenden Sicherheitsherausforderungen stellen jedoch erhebliche Hiirden fiir aktuelle
Netzwerkarchitekturen dar. Diese Dissertation befasst sich mit diesen Herausforderungen, indem
sie innovative Rahmenwerke und Mechanismen vorschligt, die die Zuverlissigkeit verbessern,
die Ressourcennutzung optimieren und die Sicherheit und das Vertrauensmanagement in

mobilen Netzwerken der nachsten Generation stiarken.

Der erste Beitrag dieser Dissertation konzentriert sich auf die Verbesserung der Zuverlassig-
keit in 5G-Netzwerken. Bestehende Mechanismen wie Dual Connectivity (DC) und Network
Function (NF)-Redundanz bieten zwar Teillosungen, 16sen aber die Zuverlissigkeit der Anwen-
dungsschicht und die dynamische Serverausfallsicherung nicht vollstindig. Um diese Liicke
zu schlieBBen, werden in dieser Dissertation die Mechanismen Make-Before-Break-Reliability
(MBBR) und enhanced Make-Before-Break-Reliability (eMBBR) vorgestellt. Diese Frameworks
richten proaktiv redundante Kommunikationspfade ein und gewéhrleisten nahtlose Failover
mit minimaler Latenz und Dienstunterbrechung. Durch die Ausweitung der Zuverldssigkeit
auf die Anwendungsebene und die Integration von adaptiver Pfadauswahl und dynamischen
Failover-Funktionen bieten diese Mechanismen robuste Losungen fiir latenzempfindliche und

unternehmenskritische Anwendungen.

Der zweite wichtige Beitrag liegt in der Optimierung des Bandbreitenverbrauchs fiir
industrielle Netze. Das Black-Channel-Paradigma, das fiir industrielle Sicherheitsanwendungen
weit verbreitet ist, stiitzt sich stark auf zyklische Keep-Alive-Nachrichten zur Erkennung von
Verbindungsverlusten, was zu einem erheblichen Signalisierungs-Overhead fiihrt. In dieser
Dissertation wird eine neuartige Losung vorgeschlagen, die 5G Channel State Information

(CSI) nutzt, um zyklische Nachrichten durch eine Uberwachung der Verbindungsqualitit in



Echtzeit zu ersetzen. Indem CSI-Metriken wie Signal-Rausch-Verhiltnis (SNR) und Kanal-
qualitatsindikator (CQI) der Anwendungsschicht zugénglich gemacht werden, reduziert der
vorgeschlagene Mechanismus den Bandbreitenverbrauch und erfiillt gleichzeitig die Sicherheits-

und Zuverldssigkeitsanforderungen industrieller Netzwerke.

Der dritte Beitrag befasst sich mit der wachsenden Komplexitit der Sicherheitsanforderun-
gen im //oT und stellt das AF-basierte Security Framework (AERO) vor. Dieses Framework
ermoglicht es Anwendungsanbietern, kryptografische Mechanismen dynamisch auf die Be-
nutzerebene anzuwenden, die Beschrankungen ilterer Protokolle zu iiberwinden und den
Bedarf an redundanten Sicherheitsschichten zu beseitigen. Durch die Gewihrleistung der
Abwirtskompatibilitit und die Moglichkeit, die Verschliisselung auf der Benutzerebene sowohl
statisch als auch dynamisch zu konfigurieren, erhoht AERO die Sicherheit bei gleichzeitiger

Minimierung des Rechenaufwands und der Ubertragungsverzogerungen.

Der vierte und letzte Beitrag definiert das Vertrauensmanagement in mobilen Netzwerken
durch das SecUre deleGAtion of tRust (SUGAR)-Framework neu. Herkommliche Vertrau-
ensmodelle, die auf Identitédts-Chips fiir jedes angeschlossene Gerit beruhen, werden in der
(IoE)-Ara, in der Milliarden von Geriten Konnektivitit bendtigen, zunehmend unpraktisch.
Das (SUGAR)-Framework fiihrt ein delegationsbasiertes Vertrauensmodell ein, das es Eltern-
geriten (PaDs) ermoglicht, Vertrauen sicher an mehrere Kindgerite (ChDs) zu delegieren.
Dieser Ansatz macht einzelne Identitédts-Chips iiberfliissig, was die Kosten erheblich senkt
und die Skalierbarkeit verbessert. Die Integration mit System-on-a-Chip (SoC)-basierten

Identitatsenklaven starkt die Sicherheit der Vertrauensnachweise weiter.

Die Ergebnisse dieser Dissertation bieten sowohl der Wissenschaft als auch der Industrie
wesentliche Beitridge. Die vorgeschlagenen Rahmenwerke schlieen effektiv kritische Liicken
in den aktuellen 5G-Standards und liefern wertvolle Beitrige fiir die Entwicklung von 6G-
Rahmenwerken. Durch die Verbesserung der Zuverldssigkeit, die Optimierung der Bandbreite
und die Neudefinition von Sicherheit und Vertrauensmanagement bietet diese Dissertation
eine umfassende Grundlage fiir die Entwicklung und den Einsatz von Mobilfunknetzen
der nédchsten Generation. Darliber hinaus sind die vorgestellten Losungen an eine Vielzahl
von Anwendungen anpassbar, darunter industrielle Automatisierung, autonome Systeme und

intelligente Stadtinfrastrukturen.

Zusammenfassend lisst sich sagen, dass diese Dissertation einen bedeutenden Schritt in
Richtung der vollen Ausschopfung des Potenzials von Mobilfunknetzen der néichsten Generation
darstellt. Durch die Bewiltigung wichtiger Herausforderungen in den Bereichen Zuverléssigkeit,
Ressourcenoptimierung, Sicherheit und Vertrauensmanagement ebnen die vorgeschlagenen
Rahmenwerke den Weg fiir skalierbare, sichere und effiziente mobile Okosysteme, die fiir die

dynamische und vernetzte Welt der Zukunft unerlésslich sind.
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Chapter 1

Introduction

Mobile communication technologies have experienced significant advancements over the past
few decades, with each generation addressing evolving consumer needs and technological
advancements. Beginning with the 1G analog systems, which prioritized voice communication,
the transition to 2G systems introduced digital capabilities and data services. This evolution
continued with the 3G, which enabled broadband data transmission, paving the way for mobile

internet and multimedia applications.

The advent of 4G marked a major turning point, delivering high-speed data services and
facilitating the widespread adoption of smartphones. It provided the foundation for mobile
broadband connectivity, supporting applications that redefined global communication. Building
on this progress, 5G was introduced to support enhanced Mobile Broadband (eMBB), Ultra-
Reliable Low-Latency Communication (URLLC), and massive-Machine-Type Communication

(mMTC), addressing the demands of a more interconnected digital landscape [ 1 1].

The rollout of 5G has enabled advancements in applications across various sectors, including
Virtual Reality (VR), Augmented Reality (AR), autonomous systems, and industrial automation.
Despite these capabilities, the rapidly increasing data demands and growing complexity of
applications are pushing 5G to its performance limits. The need for faster, more reliable, and
scalable solutions underscores the demand for a next-generation network [12, 13]. Projections
indicate that global mobile data traffic will grow by approximately 55% annually, with monthly
data traffic expected to exceed 5,000 exabytes by 2030 [14]. Emerging applications, such
as holographic communication [15], autonomous transportation, Cyber-Physical Systems
(CPS) [16], and advanced industrial automation, require data rates up to 5 Tbit/s and end-to-end

latencies below 1 ms performance levels unattainable with 5G [17-19].

To bridge these gaps, the 6G network is envisioned as a transformative platform, capable
of delivering ultra-reliable, secure, and intelligent communication. Beyond enhancing speed

and data handling, 6G must seamlessly integrate sensing, computing, and communication,
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supporting diverse environments such as autonomous manufacturing systems, smart cities,
and real-time machine-to-machine (Machine-to-Machine (M2M)) interactions. This paradigm
shift requires addressing the exponential increase in connected devices and implementing
scalable identity and trust management frameworks. Furthermore, robust security measures
are essential to counter emerging threats, including those posed by advancements in quantum
computing. Thus, 6G represents not just an upgrade but a comprehensive rethinking of network
architecture to balance adaptability, security, and reliability.

1.1 Evolution from 5G to 6G and Emerging Communication

Requirements

The rapid proliferation of the IoE and the expansion of //oT applications have highlighted
critical limitations in current mobile communication networks, underscoring the need for
enhanced performance, scalability, and reliability. While 5G introduced groundbreaking
advancements, including eMBB, URLLC, and mMTC, its architecture falls short in meeting the
requirements of ultra-reliable applications. Examples include autonomous vehicles, remote
surgeries, and smart manufacturing, which demand exceptionally low latency, high data

throughput, and ultra-reliable connections [20, 21].

The exponential growth in connected devices within the IoE environment has further
exacerbated challenges in trust and identity management. Current 5G networks rely on a
hardware-based trust model involving physical Subscriber Identity Module (SIM) cards or
embedded SIMs (embedded Universal Subscriber Identity Module (eSIM) [22]) for each device.
While effective for individual devices, this approach lacks scalability for scenarios where a
single user manages multiple devices. This limitation creates inefficiencies and increases
administrative overhead, particularly at the scale of billions of connected devices. Without a
scalable trust management framework, deployment costs and operational complexity hinder

the expansion of loE networks [23, 24].

Moreover, the demands of next-generation applications underscore the performance
limitations of 5G. Autonomous systems, immersive virtual environments, and tactile Internet
applications require not only extreme data rates but also real-time responsiveness and ultra-
reliable communication [ 19, 25]. For instance, autonomous vehicles depend on instantaneous
data exchange to ensure operational safety, while remote surgeries demand sub-millisecond
latency to achieve precise, delay-free functionality [26]. Similarly, advanced industrial
automation and CPS require high-throughput communication to support intelligent decision-

making and real-time control [17, 18, 27].
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The 6G network aims to address these challenges by offering ultra-reliable, intelligent, and
adaptive communication frameworks capable of supporting the IoE and CPS [16]. Unlike the
generalized architecture of 5G, 6G emphasizes scalability, security, and seamless integration
with advanced technologies such as artificial intelligence and quantum-resistant cryptographic
protocols. By addressing these requirements, 6G is poised to redefine mobile communication

and enable the interconnected and intelligent systems of the future.

1.2 Limitations of Current 5G Architecture

While 5G represents a significant advancement in mobile communication technologies, it
inherits architectural and operational constraints that limit its effectiveness for emerging
ultra-reliable, secure, and low-latency applications. Designed primarily as a connectivity
enabler, 5G employs a network-centric approach that prioritizes connectivity over the tailored
needs of diverse application domains. This "one-size-fits-all" model poses challenges in
high-demand scenarios, particularly in industrial automation, healthcare, and the IoE, where
application-specific requirements for flexibility, reliability, and low latency are paramount.
These limitations become more pronounced with next-generation applications such as CPS,
telemedicine, unmanned aerial vehicles, haptic communication which require reliability as
high as 10~ Packet Loss Rate [20, 21].

Reliability and Application-Layer Constraints

A notable limitation of 5G lies in its reliability mechanisms, many of which are adaptations of
legacy methods from 4G. The current redundancy mechanisms, including dual connectivity
and multi-path support, focus primarily on network-layer reliability by establishing redundant
data paths [28]. However, these mechanisms are often anchored to a single, static application
endpoint, reducing adaptability in cases where application servers are cloud-based or edge-
based [29]. This design is ill-suited for dynamic environments where application servers may
be distributed across cloud or edge networks, each requiring distinct redundancy strategies.
While the 3"¢ Generation Partnership Project (3GPP) has defined mechanisms that protect
against failures in network links or nodes, these solutions do not adequately address failures at
the application layer. For instance, application server outages, which can occur due to power
loss or network disconnection, are not sufficiently mitigated by existing 3GPP redundancy
features [28].

Moreover, 5G assumes that application-layer reliability is an external responsibility, falling

outside the scope of the mobile network’s operational duties. As a result, the 5G System

(5GS) often fails to maintain a communication session if the application server becomes
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unavailable. This gap in functionality can significantly affect applications that require ultra-
reliable connectivity, such as those in autonomous systems or remote healthcare. Emerging
technologies such as cyber-physical fusion, holoportation, and haptic communications [ |3,

], which rely on seamless application-network interactions, exacerbate this issue. Without
application-aware redundancy mechanisms, 5G struggles to meet the ultra-high reliability
standards that these applications demand, underlining the necessity for a more flexible and

integrated solution in future networks, particularly 6G [31].

Security and Trust Framework Limitations

Another critical limitation of 5G lies in its security framework, which does not fully meet
the specific requirements of IoE and industrial applications [32]. Traditional industrial
protocols such as PROFINET [33] and openSAFETY [34] were not originally designed with
secure wireless communication in mind. Retrofitting these protocols with encryption and
authentication mechanisms introduces latency and processing overhead, undermining the
deterministic performance required for real-time industrial operations. Furthermore, although
5G introduces network slicing to isolate resources for specific applications [28], it does not
offer the level of physical separation required by industrial security standards, such as those
specified in IEC 62443 [35]. Consequently, industrial wireless networks face the challenge
of providing robust security while ensuring the low-latency and deterministic performance
needed for critical operations in environments such as factory floors [36]. Furthermore, 5G
technology needs to address key challenges for secure communications and efficient use of

limited air interface bandwidth, such as Trust Zone

The 5G trust model, which relies on physical identity chips such as SIM cards or eSIM,
also demonstrates scalability issues in the context of IoE [37]. With the number of connected
devices per user expected to grow exponentially, managing unique identity chips for each
device becomes prohibitively expensive and logistically complex [38]. A flexible and scalable
trust framework that supports dynamic, secure identity management across multiple devices is
essential to accommodate the anticipated growth in connected devices and ensure seamless

operation in the IoFE era.

Summary of Findings

In summary, while 5G has transformed mobile communication, its architecture is not equipped
to meet the expansive demands of future loE and IloT applications. The transition to 6G
must address the rigidity inherent in 5G’s connectivity, reliability, and security frameworks,

transforming mobile networks into adaptive, application-aware systems capable of supporting
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next-generation digital environments. To meet the demands of ultra-reliable, low-latency, and
secure communication, 6G must incorporate more flexible architectures, robust security models,
and scalable identity management solutions, paving the way for the future of interconnected

systems.

1.3 Research Problem Statement

While 5G represents a significant advancement in mobile communication, it presents several
limitations that hinder its ability to fully support the demands of emerging applications in
the IoE and the IloT. These limitations arise from a combination of architectural constraints,

operational limitations, and the evolving needs of next-generation applications.

A key problem is 5G’s focus on network-layer reliability, which does not adequately address
failures at the application layer. Existing redundancy mechanisms, such as dual connectivity
and multi-path support [28], assume fixed application endpoints and are insufficient for
dynamic environments where application servers operate across cloud and edge networks. This
limitation can significantly impact mission-critical applications requiring seamless End-to-End
(E2E) reliability [30].

Furthermore, 5G’s security framework is not fully optimized for industrial and loE
environments [32, 39]. Legacy industrial protocols lack built-in security, and retrofitting
them with authentication and encryption introduces latency and operational overhead. While
network slicing isolates resources, it does not meet strict industrial security standards like IEC

62443 [35]. This creates challenges in securing critical industrial applications [36].

The reliance on hardware-based identity mechanisms, such as SIM cards, also limits
scalability in IoE. Managing unique credentials for a growing number of connected devices
becomes increasingly complex [37, 38]. A more flexible, scalable trust framework is essential

to accommodate the rapid expansion of interconnected devices.

In summary, 5G’s architectural constraints hinder its ability to fully support the dynamic,
interconnected, and security-critical environments of IoE and IloT. Addressing these gaps
requires novel solutions to enhance E2F reliability, strengthen security, and establish scalable
trust frameworks. This thesis proposes mechanisms to bridge these deficiencies, enabling the

next generation of secure and reliable 6G communication systems [15, 16].

1.4 Research Questions and Objectives

Addressing the limitations outlined in Section 1.3, this thesis focuses on three core research

questions, each targeting fundamental challenges in next-generation mobile networks. These
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research questions and their corresponding objectives define a structured approach toward
achieving enhanced reliability, security, and scalable trust management in future wireless

communication systems.

Research Question 1: How can E2FE reliability be enhanced in 6G networks to ensure
uninterrupted service in scenarios that require ultra-high reliability, even in cases of network

and application layer failures?

* Objective 1.1: Design a mechanism that ensures continuous service availability by

integrating redundancy across both the network and application layers.

* Objective 1.2: Incorporate an application-aware failure detection system that allows

network-level adjustments based on application status, minimizing service interruptions.

* Objective 1.3: Evaluate the impact of different failure scenarios on service continuity,

reliability, and network efficiency.

This thesis investigates proactive and adaptive solutions to improve E2E reliability by
integrating multi-layer redundancy and application-aware failure detection. The study examines
how proactive failover mechanisms and resource optimization techniques contribute to achieving
ultra-reliable connectivity, particularly for mission-critical applications such as industrial

automation and remote operations.

Research Question 2: What modifications or enhancements to traditional industrial
communication are required to achieve secure and efficient wireless communication for

industrial applications in the next generation of mobile networks?

* Objective 2.1: Develop a flexible security framework that aligns with industry standards
like IEC 62443 [35], offering zone-based security and isolation for wireless industrial

protocols.

* Objective 2.2: Define a lightweight security approach that enables encryption and
integrity protection without introducing excessive computational or bandwidth overhead
for IloT.

* Objective 2.3: Assess the framework’s effectiveness in providing robust security while

maintaining operational efficiency for industrial wireless communication.

This thesis explores the design of scalable security solutions tailored for industrial wireless
networks. It investigates how advanced authentication, encryption, and integrity verification

techniques can be adapted to support industrial automation while complying with stringent
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industrial security standards. The proposed framework ensures low-latency and low-overhead

security mechanisms suitable for real-time applications.

Research Question 3: How can a scalable trust mechanism be developed to support the

IoE ecosystem without requiring dedicated cryptographic hardware for each device?

* Objective 3.1: Develop a flexible trust model that enables the secure delegation of
identity and trust credentials across multiple devices.

* Objective 3.2: Develop a mechanism that allows dynamic trust establishment and identity
management for devices without relying on pre-configured cryptographic hardware,

reducing deployment costs and enhancing scalability.

* Objective 3.3: Evaluate the proposed trust model’s effectiveness in terms of security,

scalability, and cost for various IoE environments /oE environments.

This thesis proposes a scalable trust management framework that goes beyond traditional
identity chip-based authentication. The contribution explores how delegated authentication
and software-based identity verification can enhance flexibility while maintaining security and
cost-efficiency. This approach addresses the scalability challenges of managing billions of

interconnected devices in the evolving IoE ecosystem.

1.5 Summary of Contributions

This dissertation presents a series of novel contributions addressing critical limitations in
current mobile communication frameworks, as outlined in Section 1.3, particularly in the areas
of E2FE reliability, bandwidth optimization, security, and trust management. Each contribution
is supported by original research, published in peer-reviewed conferences, demonstrating the
practical feasibility and effectiveness of the proposed solutions. The key contributions and

their corresponding publications are outlined below.

E2E Reliability Mechanisms

Patents:

M. R. Sama, R. Guerzoni, S. Thakolsri, M. Atsushi, and W. Kiess, ''Server
computer, method for providing an application, mobile communication network
and method for providing access to a server computer'', EPO Patent EP3896572
(Granted in 2025), 2020 [6].
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Publications:

M. R. Sama, R. Guerzoni, W. Kiess, S. Thakolsri, and J. Jiirjens, '"Why is
Application Reliability an Issue for an Ultra-Reliable 6G Network?'', Joint

European Conference on Networks and Communications and 6G Summit,
2021 [1].

These contributions develop a novel MBBR mechanism that enhances reliability by
integrating application-network interactions. The proposed approach allows the network
to detect application server failures and seamlessly transition communication sessions to

redundant servers, ensuring uninterrupted service.

The work identifies a major limitation in 5G’s reliability framework: the lack of coordination
between network and application layers, which results in session drops when an application
server fails. To address this, MBBR extends the GPRS Tunnelling Protocol (GTP) header to
enable failure detection and session restoration. The mechanism is designed to be applicable
across different deployment scenarios, including edge and cloud computing environments, and
supports both context-dependent and context-independent applications.

Through theoretical analysis and numerical simulations, the paper demonstrates that
MBBR significantly improves reliability over existing 3GPP mechanisms, particularly in
scenarios where ultra-high availability is required. Experimental evaluations further validate
the effectiveness of the approach, highlighting the impact of keep-alive message wait times on

packet loss rates.

Patents:

M. R. Sama, R. Guerzoni, S. Thakolsri, M. Atsushi, M. Taniguchi, T.
Min and W. Kiess, '"Communication network component and method for

re-establishement of a communication connection'', EPO Patent EP22185934
(Grant Pending), 2022 [7].

M. R. Sama, R. Guerzoni, S. Thakolsri, M. Atsushi, M. Taniguchi, T. Min
and W. Kiess, '"Method for safeguarding against communication failure'', EPO
Patent EP22184344 (Grant Pending), 2022 [%].

Publications:

M. R. Sama, B. Sushmit, R. Guerzoni, W. Kiess, and J. Jiirjens, '"Towards
Ultra-Reliable 6G Communication: A Novel Architecture for End-to-End
Redundancy'', IEEE Globecom Workshops, 2024 [2].
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Building upon prior findings, these contributions introduce the eMBBR as an extension
of the MBBR mechanism, addressing E2E reliability challenges in 6G networks. While
MBBR primarily focused on application server failure detection and seamless session transfer,
eMBBR expands its scope to mitigate Radio Access Network (RAN) failures and optimize
redundancy management. The proposed mechanism introduces redundant registration and
session establishment across multiple RAN nodes while leveraging the RRC_INACTIVE state
to minimize bandwidth consumption. Unlike 3GPP dual connectivity mechanisms, which
keep redundant paths constantly active, eM BBR ensures backup paths are activated only upon

failure detection, significantly improving resource efficiency.

Analytical evaluations demonstrate that eMBBR outperforms existing 3GPP reliability
mechanisms by providing higher session continuity, optimized bandwidth utilization, and
improved reliability. The work also explores different deployment scenarios, including co-
located and separated User Plane Functions (UPF), showing that eM BBR achieves superior
reliability while allowing flexible UPF placement.

Bandwidth Optimization Using SG Channel State Information

Publication:

E. Lyczkowski, C. Sauer, M. R. Sama, and W. Kiess, ""Avoiding Keep-Alive
Messages by exposing 5G Channel State Information to Applications'', IEEE

International Conference on Emerging Technologies and Factory Automation,
2021 [3].

Industrial networks rely heavily on cyclic keep-alive messages to detect connection losses,
leading to excessive signaling overhead. This contribution proposes a novel approach to
reducing bandwidth consumption in industrial 5G networks by eliminating keep-alive messages
used to monitor connection states. In traditional black channel communication, cyclic messages
are transmitted solely to confirm connectivity between industrial mobile nodes and application
servers, leading to unnecessary bandwidth overhead. The proposed method replaces these
messages by leveraging 5G CSI and Radio Resource Control (RRC) state data, which are
already available for network operation. This information is exposed to applications through
the 5G Network Exposure Function (NEF), allowing real-time connection monitoring without

additional data transmission on the user plane.

By implementing this mechanism, approximately 1.65 Mbps of bandwidth can be saved in
a typical industrial automation scenario, enhancing network efficiency without compromising
safety and reliability. The paper provides a detailed architectural framework, explains the

registration process for CSI-based monitoring, and evaluates the impact on traffic reduction.
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Security Framework for Industrial Applications

Patent:

E. Lyczkowski, and M. R. Sama, ""Procedures for exchanging data'', DPMA
Patent DE102024104100 (Grant Pending), 2024 [©].

Publication:

M. R. Sama, E. Lyczkowski, M. Petry, W. Kiess and J. Jiirjens, ""'5G-Enabled
Flexible Security Framework for Industrial Applications'', IEEE International
Conference on Communications, 2024 [4].

The increasing reliance on 5G wireless networks in IloT applications introduces significant
security challenges, particularly due to the prevalence of proprietary industrial protocols
that lack essential cryptographic protections. To address these challenges, the contributions
presented here propose AERO, a flexible and scalable security mechanism that integrates 5G
security functions into industrial networks while preserving existing operational technology
protocols such as PROFINET and openSAFETY. Unlike conventional approaches that require
modifying legacy protocols, AERO leverages the 5G network itself as a security provider,
ensuring User Plane (UP) encryption and authentication without additional cryptographic

overhead at the application layer.

AERO introduces two security configuration models:

* Static Configuration: Predefined cryptographic policies stored in the 5G Unified Data

Repository (UDR), allowing automatic enforcement of security policies.

* Dynamic Configuration: Security settings negotiated in real-time during session estab-

lishment, offering greater adaptability to varying security requirements.

The proposed framework enhances network efficiency by reducing redundant security
mechanisms, which are traditionally implemented at multiple layers. By enabling cryptographic
enforcement directly in the 5G UP, AERO significantly reduces bandwidth consumption,

computational overhead, and data transmission latency.

The applicability of AERO is demonstrated through two real-world industrial use cases:

e Automated Guided Vehicle (AGV)

* Electrified Monorail System (EMS)
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These applications require highly secure and low-latency wireless communication, making
them ideal candidates for AERO-based security integration. Performance evaluations show
that AERO reduces transmission time compared to conventional 5G security mechanisms
by eliminating unnecessary application-layer encryption while maintaining end-to-end data
integrity. The research concludes by emphasizing the feasibility of implementing AERO in
large-scale industrial deployments, highlighting its potential to serve as a foundational security

model for future //oT applications.

Trust Management in the Internet of Everything

Patent:

M. R. Sama, R. Guerzoni, S. Thakolsri, M. Atsushi, and W. Kiess, '"Commu-
nication network component and method'', EPO Patent EP20195497 (Grant
Pending), 2020 [ 10].

Publication:

M. R. Sama, W. Kiess, R. Guerzoni, S. Thakolsri and J. Jiirjens, ''Redefin-
ing the Trust Model for the Internet of Everything in the 6G era'', IEEE
Annual International Symposium on Personal, Indoor and Mobile Radio

Communications, 2022 [5].

The evolution of mobile network trust models has remained largely unchanged despite
advances in throughput, latency, and device connectivity. The traditional approach, where each
device requires a dedicated identity chip (such as a SIM or eSIM) to store network credentials,
presents significant scalability and cost challenges in the era of the IoE. As the number of
connected devices per user is expected to grow exponentially with 6G, a new mechanism is

needed to manage identity and trust more efficiently.

These contributions introduce SUGAR, a novel trust delegation model designed for the 6G
era. Unlike the conventional one-device-per-SIM model, SUGAR allows an authorized PaD
to securely delegate trust and network legitimacy to multiple Child Devices (ChDs) without
requiring separate identity chips. The proposed framework ensures secure authentication while

reducing hardware dependencies and operational costs.

SUGAR enables trust to be securely transferred from a PaD (e.g., a smartphone or factory
controller) to other ChD devices (e.g., IoT sensors, wearables, or industrial robots), eliminating
the need for separate identity chips. Instead of a physical SIM, identity credentials are stored in a

secure enclave within the device’s SoC, enhancing security while reducing manufacturing costs.
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To support this, new network functions Intelligent Contract (iContract) Manager, Trust Center,
and Connectivity Manager, are introduced to manage trust relationships, authenticate devices,
and enforce security policies dynamically. A combination of asymmetric and symmetric
encryption ensures secure trust delegation and device authentication, preventing unauthorized

aCcCess.

Analytical evaluations show that SUGAR reduces Mobile Network Operator (MNQO) costs
by 44.1% and social costs by 28.6%, making it significantly more efficient than the traditional
5G trust model. By eliminating identity chips and leveraging secure enclaves, SUGAR presents

a scalable and cost-effective trust model for 6G networks.

Conclusion

This dissertation introduces significant advancements in E2E reliability, bandwidth optimization,
security, and trust management, paving the way for next-generation mobile networks. The
MBBR and eMBBR mechanisms redefine reliability by seamlessly integrating redundancy
across the network and application layers, ensuring continuous service availability. The
5G CSI-based bandwidth optimization framework significantly reduces signaling overhead,
enhancing network efficiency for industrial applications. The security framework extends
industrial security protocols to 5G networks while maintaining compliance with industry
standards, mitigating security vulnerabilities in wireless industrial environments. Lastly, the
SUGAR trust model revolutionizes identity management in the IoFE, eliminating the need for

dedicated cryptographic hardware while maintaining a high level of security.

These contributions collectively address the limitations of current mobile communication
frameworks, providing scalable, secure, and efficient solutions tailored for 6G networks. The
research outcomes not only advance academic knowledge but also offer practical insights for
the industry, influencing the design of future mobile network architectures that will power the

interconnected world of tomorrow.

1.6 Structure of the Thesis

This dissertation is structured to address the challenges and solutions for enabling ultra-reliable,
secure, and scalable communication in next-generation 6G networks, particularly within I/oT

and loE environments. The thesis is organized as follows:

* Chapter 2: Background

This chapter provides the necessary background information, reviewing the evolution of

mobile communication networks, focusing on 5G and the emerging requirements for 6G
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in loE and IloT applications. It examines the limitations of current 5G architectures
in meeting performance, scalability, and security requirements. It sets the stage for the

proposed solutions.

* Chapter 3: MBBR Mechanism for E2E Reliability

This chapter introduces the MBBR mechanism, designed to enhance E2FE reliability by
integrating redundancy across network and application layers. It presents the model’s
design, experimental setup, performance evaluation, and a discussion on reliability

improvements.

* Chapter 4: 5G-Enabled Flexible Security Framework and Bandwidth Optimization

This chapter introduces a flexible security framework to address IloT security require-
ments, integrating enhanced secondary authentication, encryption, and a zone-based
security architecture. It also presents a bandwidth optimization technique that reduces
overhead from cyclic keep-alive messages, with experimental results demonstrating

improved efficiency and security in /loT environments.

* Chapter 5: SUGAR Model for IoE

This chapter presents the SUGAR model, a scalable trust mechanism developed to
address the challenges of identity and access management in loE. The chapter details
the model’s architecture, trust delegation mechanisms, experimental validation, and

scalability analysis.

* Chapter 6: Related Work

This chapter reviews the existing literature on trust management, reliability mechanisms,
and security solutions within 5G and emerging 6G frameworks. It critically analyzes the
gaps in current solutions and contextualizes the contributions of this thesis within the

broader academic and industrial landscape.

* Chapter 7: Conclusions

This chapter summarizes the key contributions of this dissertation and their implications
for the design of 6G networks. It discusses the limitations of the work, suggests areas

for future work, and concludes with final remarks on the impact of this thesis.






Chapter 2

Background

The progression of mobile networks has been driven by an unwavering pursuit of enhanced
capabilities, aimed at supporting an ever-growing number of devices, diversifying service
offerings, and integrating a broad spectrum of applications. From the initial focus on basic
voice communication, mobile networks have evolved to address the complex demands of
the modern digital ecosystem, encompassing applications such as industrial automation and
expansive lIoE. This continuous advancement introduces significant challenges that require

ongoing innovation in network design, reliability, and security frameworks.

This chapter explores the evolution of these critical aspects, analyzing the limitations
of existing approaches, and investigating emerging technologies designed to address these
challenges. In particular, the chapter examines the development of reliability mechanisms
in 5G networks and evaluates the evolution of security and trust models in the context of

emerging technologies such as IoE, IloT and the forthcoming 6G networks.

2.1 Introduction to Mobile Communication

Mobile communication enables people to connect wirelessly from anywhere using a cellular
(mobile) network. This mobile network relies on various components to ensure that messages,
calls, and data are delivered quickly and reliably to the intended recipient. This section
explains how mobile communication works, the different parts of a mobile network, and how
two devices communicate with each other. Understanding these fundamentals will provide
a foundation for exploring how advanced networks, such as 5G, are built upon these basic

principles.

15
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2.1.1 Mobile Network Architecture

A mobile network consists of different components that work together to transmit voice, text,

and data. As shown in Figure 2.1, the main parts of a mobile network include the following:

User Equipment (UE): The UE refers to any mobile device, such as a smartphone or tablet,

capable of connecting to the cellular (mobile) network. The UE consists of the following:

* Mobile Terminal (MT): The physical device responsible for transmission and reception

of signals.

* Subscriber Identity Module (SIM): A secure element that stores subscriber credentials
and enables authentication in the network. This may refer to a traditional SIM, a
Universal Subscriber Identity Module (USIM), or an eSIM. In this thesis, we generalize
this component as the identity chip.

Radio Access Network (RAN): The interface between UE and the core network. It consists
of base stations (e.g., gNodeB (gNB) in 5G) that provide wireless connectivity. In this thesis,
"RAN" is primarily used to refer to the 5G New Radio (NR)/gNB architecture unless stated

otherwise.

Core Network (CN): Routes traffic, manages mobility, and provides essential services such

as authentication, switching, and data transport.

External Networks: Include the Public Switched Telephone Network (PSTN) and the Internet,

enabling global communication and access to services.

This architecture provides the baseline terminology and system model used throughout the

thesis.

-¢— —P Control Plane Signaling
~¢—p User plane

UE

SIM — MT

<«— — — > RAN |« ——| CN

<% > <%

2

Figure 2.1: Basic mobile network architecture.
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Communication between two mobile devices

Communication between mobile devices is modeled as a sequence of interactions through the
network components defined in Figure 2.1. When a device initiates communication, the request
is transmitted via the RAN to the CN, which authenticates the user using the identity chip
(SIM, USIM or eSIM), resolves the recipient’s location, and routes the message accordingly.
Once a connection is established, user data is exchanged through the RAN and CN. Mobility is
supported by dynamic handover mechanisms within the RAN. This simplified flow abstracts

the key operations necessary for our system-level analysis.

Transition to the next section

As mobile communication networks have evolved, the fundamental principles of device
connectivity, radio access, and core network operations have remained consistent. However,
to meet increasing demands for higher speeds, lower latency, and enhanced reliability, newer
generations of mobile networks have introduced significant architectural improvements. The
RAN, which connects user devices (UE) to the core network, has transitioned from earlier
technologies such as 3G to more advanced solutions like Long Term Evolution (LTE) in 4G and
NR in 5G. These advancements have redefined the capabilities of mobile networks, enabling
a wide range of new applications. The following section explores the evolution of mobile

networks, highlighting key transitions from 3G to 4G and beyond.

2.2 Evolution of Mobile Communication Networks

Mobile communication has undergone continuous advancements, evolving from basic voice-
centric systems to sophisticated, high-speed networks supporting a vast range of digital
services. As discussed in the previous section, modern mobile networks consist of a structured
architecture comprising UE, the RAN, the Core Network, and external connections such
as the PSTN and the Internet. While these core components have remained essential, the
technologies facilitating communication between them have progressed significantly to meet
growing demands for speed, efficiency, and connectivity.

This section examines the evolution of mobile communication networks, focusing on the
transition from 3G to 4G, which marked a significant technological shift. The improvements in
the RAN, particularly the adoption of LTE in 4G, and the transformation of the core network into
a fully IP-based infrastructure played a pivotal role in enhancing data rates, reducing latency,
and improving overall network efficiency. These foundational changes laid the groundwork for
further advancements, ultimately leading to 5G, which builds upon the same principles while

introducing new capabilities.
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2.2.1 From 3G to 4G: A Paradigm Shift

The transition from 3G to 4G represented a major milestone in mobile communication. 3G
networks, developed under the International Telecommunication Union (ITU)’s IMT-2000
requirements, introduced mobile data services with speeds of up to 2 Mbps, enabling applica-
tions such as basic Internet browsing, video conferencing, and multimedia messaging [40].
However, 3G relied on a hybrid architecture combining circuit-switched and packet-switched
technologies, limiting its scalability and adaptability to the increasing demands of modern

applications [41].

With the introduction of 4G, mobile networks underwent a fundamental transformation. 4G
established a fully IP-based network, eliminating the reliance on circuit-switched technology.
This shift significantly improved network performance, enabling peak data rates exceeding
1 Gbps for stationary users and reducing latency to as low as 20 — 50 milliseconds. These
enhancements allowed seamless support for data-intensive applications, such as high-definition

video streaming, real-time gaming, and Voice over IP (VoIP) services [42, 43].

In addition to increased speed and efficiency, LTE redefined the RAN. Unlike 3G RAN
technologies, which used Wideband Code Division Multiple Access (WCDMA ), LTE introduced
Orthogonal Frequency Division Multiplexing (OFDM) and Multiple Input Multiple Output
(MIMO), enhancing spectral efficiency and network capacity. Furthermore, LTE’s all-IP
framework improved core network functionality, setting the stage for scalable and low-latency

communication [44, 45].

Evolved Packet Core

At the heart of the 4G architecture is the Evolved Packet Core (EPC), which serves as the core
network for LTE-based communication. The EPC enables seamless IP-based connectivity
between UE and external packet data networks, ensuring high-performance, E2E mobile
communication. Unlike previous generations that maintained separate architectures for voice
and data services, the EPC consolidates all services within an IP-based framework, ensuring

greater efficiency and flexibility.

As illustrated in Figure 2.2, the EPC architecture comprises several critical network

functions:

* Mobility Management Entity (MME): The MME plays a central role in managing UE
registration, mobility, and bearer management. It handles UE authentication, ensures

secure connectivity for mobile users as they traverse different cells within the network.
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Figure 2.2: EPC architecture [40].

Serving Gateway (SGW): The SGW acts as a gateway between the LTE access network
and external packet data networks. It is responsible for routing user data packets and
managing data flows, ensuring seamless data transmission even during user mobility

across different network areas.

* Packet Data Network Gateway (PGW): The PGW serves as the gateway to external IP

networks. Key functionalities include IP address allocation, Quality of Service (QoS)
enforcement, and traffic management. These functionalities are essential for supporting
applications with diverse QoS requirements, such as high-definition video streaming and

interactive real-time services.

Home Subscriber Server (HSS): The HSS is a centralized database that stores subscriber
profiles, including authentication and QoS data. It enables secure access and supports

mobility management by interacting with core network elements like the MME.

Policy and Charging Rules Function (PCRF): The PCRF is responsible for policy
enforcement and charging management. It dynamically adjusts network resource
allocation and QoS parameters based on user profiles and subscription data. This enables
differentiated services and optimizes resource utilization, ensuring efficient network

operation.

The EPC architecture has been instrumental in advancing mobile communication by

enabling LTE to achieve high data rates, low latency, and enhanced connectivity. These

capabilities support a wide range of applications, from high-definition video streaming to

real-time gaming. Furthermore, its seamless integration with both LTE and non-3GPP access
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technologies, such as Wi-Fi. This cross-technology compatibility enhances network versatility,

enabling seamless handovers and connectivity across heterogeneous networks.

In summary, the EPC represents a pivotal advancement in mobile core network design. Its
all-IP architecture, robust QoS management, and flexible resource allocation mechanisms have
provided a solid foundation for the evolution to 5G. The introduction of 5G’s Service-Based
Architecture (SBA) builds upon these advancements, further enhancing core network flexibility,

scalability, and support for emerging applications.

2.3 5G System Design and Security Principles

5G marks a major advancement in mobile communication technology, designed to meet the
demands of an increasingly digital and connected world. Beyond higher data speeds, 5G
addresses critical needs such as ultra-low latency, massive device connectivity, and enhanced
reliability, enabling a broad spectrum of innovative applications. This section provides an

overview of the key architectural principles and components that underpin 5G networks.

2.3.1 Overview of 5G Architecture

I |
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Figure 2.3: 5G service-based architecture defined by 3GPP [28].

5G core networks are built on a Service-Based Architecture (SBA), enabling the virtualiza-

tion of network functions and their deployment as software services. This architectural shift
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enhances flexibility and agility in network operations. Key functions, including the Control
Plane Functions (CPF) and UPF, are decoupled from dedicated hardware and implemented as

software modules within virtual machines or containerized environments.

Figure 2.3 shows the 5G architecture and it comprises several key components:

* RAN: The RAN is responsible for wireless communication between the UE and the core
network. 5G utilizes advanced technologies such as massive MIMO, millimeter wave

frequencies, and beamforming to achieve high data rates and improved coverage.

* 5G CN: The core network manages user sessions, network resources, and services like
authentication, authorization, and billing. It is structured into two functional planes, (i)

Control Plane (CP) and (ii) UP, which are explored in later sections.
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Figure 2.4: Example of services exposed by the NFs in 5G.

The 5G CP introduces a paradigm shift from the traditional point-to-point interfaces used
in the EPC, such as the GTP-C protocol. It adopts a SBA that utilizes RESTful APIs over
HTTP/2 for communication between network functions, enabling a more flexible and dynamic
network architecture. This approach facilitates seamless interaction between network functions
via Service-Based Interface (SBI)s defined by 3GPP [28].

In the SBA, each NF exposes one or more NF services, as illustrated in Figure 2.4. For

instance, the Access and Mobility Function (AMF) provides services such as Namf_ communi-
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cation, Namf_ EventExposure, Namf_ MT, and Namf_ Location. These NF services represent
specific capabilities offered by an NF Service Producer to other authorized NF Service
Consumers. Communication between NF Service Consumers and Producers is facilitated

directly through SBIs, ensuring efficient and secure interactions.

The Network Repository Function (NRF) is a key component that facilitates dynamic
service discovery within the network. It maintains a repository of NF profiles, containing
details about supported services and available NF' instances. This repository enables NF's
to efficiently discover and interact with other NF's as needed, ensuring seamless network

operation.

User Plane Processing

The 5G UP is integral to data transmission within the network. User data traverses the
network through a series of hops, with the UPF playing a critical role in enabling efficient data
forwarding. The GTP protocol is employed to encapsulate and transport user data, ensuring
seamless communication across the network. Each data flow is uniquely identified by a Tunnel
Endpoint Identifier (TEID), which specifies the tunnel endpoint within the receiving GTP-U
protocol entity.

i
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Figure 2.5: Simplified data flow within the 5G user plane.

Figure 2.5 illustrates the data flow in the 5G UP. For the sake of simplicity, the functions of

the control plane are not shown, but reference is made to the overall architecture in Figure 2.3.

The Session Management Function (SMF) establishes N3 tunnels for uplink and downlink
traffic, assigning unique TEIDs to each direction. Simultaneously, the RAN creates a dedicated
radio tunnel for the UE, facilitating efficient data transfer [28]. Within the mobile network,
the 5G architecture ensures strict QoS enforcement for user data. However, once the data
exits the mobile domain and enters external networks, QoS guarantees are generally no longer
maintained, as the data flow becomes subject to the policies and infrastructure of the Internet
Service Provider (ISP).
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2.3.2 5G Security Framework

The 5G security framework incorporates robust mechanisms to ensure secure and reliable
communication. At its core, subscriber identity management and authentication form the

foundation of mobile network security.

A Subscriber Permanent Identifier (SUPI) serves as a unique and persistent identifier for
each subscriber, similar to a social security number within the network. It establishes the user’s
identity, which is essential for authentication and authorization. Authentication verifies the
subscriber’s identity based on the SUPI, while authorization determines their access to network
resources. Together, these mechanisms build a trust framework, ensuring only legitimate users

can access network services securely.

Role of the SIM/USIM in 5G Security

Network access security in modern mobile systems relies heavily on the presence of a secure
element known as the identity chip (SIM/USIM). This tamper-proof hardware component,
typically integrated within the UE, plays a critical role in enabling secure authentication and

access to network services.

The identity chip securely stores vital subscriber credentials, including:

SUPI: a unique identifier assigned to each subscriber.
* Symmetric key (Ksypr): used for authentication and secure communication.

* Sequence number (SQNyg): ensures replay protection.

Mobile Network Operator’s (MNO) public key (pkysn): used for identity protection.

The corresponding private key (skysn) and network-side sequence number (SQ Nysy) are

securely maintained within the mobile network infrastructure.

Importantly, the presence of an identity chip (SIM/USIM) is an absolute prerequisite for any
device to establish a connection to the mobile network. Without it, a device cannot authenticate

or securely communicate with the network.

5G Cryptographic Security Measures

5G security employs a multi-layered cryptographic approach to protect user data and network

integrity:
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* Asymmetric Cryptography: 5G relies on Elliptic Curve Cryptography (ECC) for secure

key exchange and identity protection. The Elliptic Curve Integrated Encryption Scheme
(ECIES) helps generate the Subscription Concealed Identifier (SUCI), safeguarding the

user’s SUPI from exposure.

e Symmetric Cryptography: The Advanced Encryption Standard (AES) encrypts bulk

data, ensuring high-speed and efficient communication security.

* Authentication and Key Management: The 5G Authentication and Key Agreement (5G-

AKA) protocol, along with EAP-AKA’, facilitates secure authentication and cryptographic

key establishment.

* Key Management Entities: The Authentication Server Function (AUSF) and Unified

Data Management (UDM) handle key storage and distribution, ensuring secure access

control.

* Data Integrity Protection: Cryptographic hash functions, sequence numbers, and

integrity protection algorithms prevent data tampering and replay attacks, enhancing

overall network security.
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(SEAF) (ARPF)

Figure 2.6: 5G Authentication Framework.

Figure 2.6 illustrates the key entities within the 5G security framework:

» Security Anchor Function (SEAF): Located in the serving network (visited network)
and collocated with the AMF, the SEAF holds the root key, also known as the anchor

key (Ksear). This cryptographic key secures communication between the UE and the

network.

* AUSF': Responsible for authenticating the UE and handling authentication requests from

the SEAF, ensuring a secure and seamless authentication process.
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* Authentication Credential Repository and Processing Function (ARPF): Typically
co-located with the UDM, the ARPF securely stores the long-term "Key K" (128 bit or
256 bit) for each subscriber. It is also responsible for generating 5G Home Environment
Authentication Vectors (5G HE AV) based on the subscriber’s shared secret key.

* Subscription Identifier De-concealing Function (SIDF): Responsible for deconcealing
the ciphered SUPI.

The 5G security framework ensures that only authorized users gain network access through
cryptographic verification, protecting against fraud, data breaches, and identity theft while

enabling secure authentication, billing, and service agreement compliance.

Privacy protection

Prior to 5G, significant privacy concerns arose from the vulnerability of the International
Mobile Subscriber Identity (IMSI), which was transmitted in plaintext over the air interface.
This vulnerability exposed users to various threats, including location tracking, identity theft,
and unauthorized data interception through techniques such as false base stations [47, 48] or
IMSI catchers [49].

To address these privacy concerns, 5G introduces the concept of a SUCI [51-53]. Instead
of transmitting the actual SUPI, the UE generates and transmits a concealed identifier over the
air using an ECIES with the public key of the mobile network, which is securely provisioned
in the UE [50, 54].

The SIDF is responsible for de-concealing the SUCI using the corresponding private key
held by the mobile network. This mechanism effectively protects the sensitive subscriber

information while maintaining the necessary network functionality, as shown in Figure 2.7.

5G authentication process: UE and network assertion

The authentication process establishes a cryptographic assertion between the UE’s identity
chip and the Mobile Network (MN), ensuring mutual authentication. To achieve this, the 3GPP
organization defines the 5G-AKA protocol, which leverages a shared symmetric key between
the UE’s identity chip (SIM/USIM) and the MN [55].

To enhance security and mitigate vulnerabilities related to /MSI transmission in previous
generations [49], 5G introduces the SUCI. Instead of transmitting the raw IMSI, the UE
encrypts it using the ECIES with the MNO’s public key pkyn. This encryption significantly

enhances subscriber privacy by preventing IMSI exposure during over-the-air transmissions.
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Figure 2.8: An overview of the 5G authentication process.

Upon receiving an authentication request, the MN decrypts the SUCI to obtain the SUPI

and retrieves the associated subscriber credentials, including SONyn and Ksypy, from its

database. The MN then generates a random challenge RAN D and computes an authentication

(AUT H) token, which consists of:

* A Message Authentication Code (MAC) for integrity protection.

* A masked version of SQNyy, derived using a one-way function (e.g., fk5 (n)) with a

fresh nonce (n).

This authentication token is then sent to the UE, as illustrated in Figure 2.8.

The 5G-AKA protocol employs multiple one-way functions (f1,f2,f°,f"* and f>*) to

ensure integrity and confidentiality [55]. Upon receiving the authentication token, the UE:

1. Unmasks SQNyy by computing ka (n).

2. Verifies the authenticity of the RAN D challenge using the MAC. If verification fails, it

returns a MAC failure message.

3. Checks message freshness by comparing SQNyn with SOQNyg. If the checks fail, it

returns a failure message.

4. If both checks pass, the UE:
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» Updates SONyg to SONyn.
* Computes an authentication response (RES) based on the received RAND.

e Sends RES to the MN.

Finally, the MN authenticates the UE by comparing the received RES with the expected
authentication response xRES. A successful match confirms the UE’s authenticity, granting

network access.

5G key hierarchy

The 5G security architecture employs a hierarchical key management system as shown in
Figure 2.9. Each user device is equipped with a USIM that securely stores a unique long-term
secret key (K). This key, along with other subscriber credentials, is provisioned during the

initial subscription process.

Following successful authentication between the UE and the network, a security anchor key
Ksear is derived from the long-term secret key K. This anchor key serves as the foundation

for subsequent key derivations within the 5G system.

Key derivation functions are employed to generate various cryptographic keys for different
communication interfaces and security domains. For instance, integrity and confidentiality
protection keys for the UP (Kypin; and Kypene) and RRC (Kgrcin: and Kgrcence) are derived
from keys specific to the AMF (K sy r) and the gNB (K, yp) [56-58]

2.3.3 5G Ultra-Reliable Low Latency Communication

5G introduces URLLC to support mission-critical applications that demand extreme reliability
(99.999% availability) and ultra-low latency (as low as 1ms) [59]. These stringent requirements
are essential for applications such as industrial automation, autonomous vehicles, remote
healthcare, and smart energy grids, where communication failures could result in catastrophic
consequences. To meet these demands, 5G implements a multi-layered reliability and latency

optimization approach across the RAN and core network [28].

Atthe radio access level, as shown in Figure 2.10a, 5G URLLC introduces dual connectivity
with redundant user plane paths, which allows a UE to establish simultaneous connections
with two independent RANs (i.e., RAN#1 and RAN#2 as shown in Figure 2.10a). This
mechanism ensures that data packets are duplicated and transmitted over multiple disjoint
paths, significantly enhancing fault tolerance. The duplication process typically occurs at the
Packet Data Convergence Protocol (PDCP) layer, where the UE replicates UP packets and
transmits them via separate radio links (i.e., through RAN#1 and RAN#2) [60]. If one link
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Figure 2.9: Cryptographic Key Management Framework in 5GS [55].

(assume RAN#1) degrades due to interference, congestion, or hardware failure, the second
path (RAN#2) ensures seamless packet delivery, preventing service interruptions. This is
particularly crucial for industrial robots and autonomous driving, where any delay or packet

loss could lead to operational failure [61].
To further enhance transmission reliability, Hybrid Automatic Repeat Request (HARQ)

with proactive retransmission is employed. Unlike conventional HARQ, which operates in a

reactive manner, URLLC implements predictive HARQ, where the system anticipates potential
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Figure 2.10: 5G reliability models [28].

transmission failures and proactively retransmits packets before receiving an error notification.
This proactive retransmission reduces latency caused by waiting for acknowledgment, ensuring
that time-sensitive data reaches its destination promptly. Additionally, URLLC introduces
shortened transmission time intervals (mini-slots) to reduce scheduling delays, allowing
latency-sensitive packets to be transmitted immediately rather than waiting for full-slot

scheduling [62].

At the core network level, 5G enhances reliability through redundant transmission over N3
interfaces, ensuring multiple independent paths (V3 interfaces) exist between the RAN and the
UPF, as shown in Figure 2.10b. Unlike traditional networks that rely on a single transport path,
5G enables multiple, independent N3 interfaces operating over distinct physical infrastructures.
This diversification minimizes the risk of network outages caused by link failures, congestion,
or cyberattacks. The SMF continuously monitors link quality and dynamically reconfigures

routing policies to ensure data is transmitted over the most optimal path.

Another key enabler of URLLC in the core network is the 5G QoS framework, which
prioritizes latency-sensitive traffic through preemptive scheduling and dynamic resource
allocation [28]. URLLC traffic is assigned the highest priority in the 5G QoS Identifier (5QI)
framework, ensuring it receives dedicated network resources with minimal queuing delay.
The Network Slicing mechanism further enhances reliability by isolating URLLC traffic from

non-critical services, preventing congestion and guaranteeing predictable latency.
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The URLLC transmission procedure follows a strict sequence of operations to minimize
latency and maximize reliability. When a UFE initiates a URLLC transmission, it utilizes
grant-free uplink access, bypassing traditional scheduling requests and allowing immediate
transmission [63]. The RRC layer preconfigures URLLC resources, enabling low-latency data
transmission without waiting for dynamic scheduling assignments. Upon transmission, the
gNB applies predictive HARQ and packet duplication at the PDCP layer, ensuring error-free
delivery. In the event of a failure, redundant N3 interfaces at the core network level ensure

uninterrupted communication by dynamically rerouting packets [28].

By integrating these mechanisms, 5G URLLC achieves ultra-high reliability and low
latency, enabling the deployment of next-generation applications that require seamless, real-

time connectivity.

2.3.4 Edge Computing

The integration of Edge Computing (EC) into the 5G architecture plays a critical role in meeting
the growing demands of the /loT. EC enables ultra-low-latency and context-aware services by
processing data closer to end devices, rather than relying on centralized cloud resources. This
shift addresses several challenges inherent in traditional network systems, including latency,
scalability, bandwidth efficiency, and service continuity. Although initial support for EC began
with 3GPP Release 15 [28], Release 17 [64] introduces a more structured and standardized

approach, laying the groundwork for edge-enabled 5G systems in /loT environments.

In parallel, EC has seen significant development within key standardization bodies [65]
and academic research [60, 67]. The European Telecommunications Standards Institute (ETSI)
has been advancing its Multi-Access Edge Computing (MEC) initiative [68], while 3GPP
has expanded its work in the 5G space, particularly through the enhancements introduced in
Release 17. These developments highlight EC’s growing importance in shaping the future of
industrial automation and other latency-sensitive applications, marking a transformative shift

in network and system architectures.

This section delves into the technical mechanisms introduced in 3GPP Release 17, exploring

how these advancements position EC as a cornerstone of next-generation //oT systems.

5G supports edge computing

In 3GPP Release 15, the foundational mechanisms for edge computing were introduced to
support low-latency application delivery. As shown in Figure 2.11, three connectivity models

were established:
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Figure 2.11: Connectivity models for edge computing in 5G [64].

* Distributed Anchor Point: A local UPF is selected as the anchor point for a PDU

Session, allowing the UE to access edge-hosted services with reduced latency.

* Session Breakout: Uplink traffic is redirected locally through Uplink Classifier (UL-CL)

or Branching Point (BP) functions in UPF, allowing localized service breakout.

* Multiple PDU Sessions: Applications are assigned distinct PDU sessions based on their
latency and processing requirements, some routed to central data centers, others to local

edge sites.

These models form the basis for flexible and distributed UP essential for mission-critical

10T services.

To ensure optimal service delivery, in Release 17, EDGE Application Server (EAS)
discovery and re-discovery mechanisms, EAS relocation, traffic steering via UE Route Selection

Policy (URSP) were standardized [64]. These mechanisms are essential for:

* Minimizing service latency by localizing traffic routing via UL-CL or BP.
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* Supporting seamless service continuity during mobility events through dynamic UPF

reconfiguration and Domain Name System (DNS)-based service relocation.

* Providing secure exposure of edge services to application layers via the NEF and

Application Function (AF).

* Allow the resolution of a Fully Qualified Domain Name (FQDN) to the topologically
closest EAS, either through source IP analysis or via DNS Extensions such as the EDNS
Client Subnet (ECS) option [69].

Integration in IIoT and Cyber Physical Systems

In the context of IloT, Edge Computing enhances CPS by enabling localized intelligence,
distributed control loops, and real-time analytics. Applications such as autonomous mobile
robots and energy management systems depend on deterministic, low-latency communication,

requirements that are difficult to meet with centralized cloud architectures alone.

Edge nodes co-located with 5G base stations (gNBs) or deployed within factory premises
(e.g., on-premise MEC servers) can process time-sensitive data such as sensor inputs and
control commands within < 10ms latency, fulfilling URLLC constraints [70]. As IloT systems
scale, local data processing helps reduce uplink traffic volume, conserve bandwidth, and

mitigate cloud overload [71].

While EC can support factory automation, its role depends on the deployment model.
For systems operating over public 5G networks, EC enables scalable, distributed, and secure
processing closer to the data source. In contrast, many industrial environments currently rely
on private networks or on-premise deployments, where EC complements existing infrastructure
rather than replacing it.

Thus, EC plays an increasingly important role in enabling smarter and more adaptive
industrial systems, especially where low latency, autonomy, and scalability are critical. However,
its impact varies depending on network topology, service requirements, and the degree of

cloud integration.

Terminology Clarification: Application Server vs. Application Function

Throughout this dissertation, both the terms Application Server (App-Server) and Application
Function (AF) appear in different sections. This is not a semantic inconsistency but rather a
reflection of domain-specific terminology adopted in various parts of the mobile communication

ecosystem.

In industrial contexts, particularly outside the mobile core network architecture, the term

App-Server is widely used to describe software entities that provide application-level services
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to end devices. Examples include control systems for AGV's, monitoring dashboards, or process

orchestration applications running in edge or cloud environments.

Conversely, within the scope of the 3GPP 5GS architecture [28], the term AF is introduced
as a standardized component. The AF is defined as a network-exposed function that interacts
with the 5G Core (5GC), particularly the Policy Control Function (PCF) and the NEF, to
convey service-specific information such as QoS requirements or policy rules. This interaction

is typically conducted via standardized service-based interfaces such as N5 and N33.

The choice to use AF terminology in sections dealing with policy exposure, QoS manage-
ment, and SGC integration is deliberate and aligns with the nomenclature defined in 3GPP
specifications. In contrast, when discussing broader industrial use cases or application-layer

logic outside the 3GPP-defined scope, the more general term App-Server is employed.

To ensure technical precision and traceability to established standards, this thesis adopts

the following convention:

» AF is used when referring to functions that directly interact with the 5GC via service-
based interfaces as defined by 3GPP.

» App-Server is used when referring to generic application servers not specifically bound

to 3GPP-defined interfaces or when describing higher-layer application logic.

This clarification is necessary because materials from different publications have been
integrated, where the context and terminology have been shaped by the respective target
audience, i.e., academic, industrial, or standardisation-oriented. For consistency, references to

these institutions are harmonised based on the technical context of the section.

2.4 The Evolution of Industrial Automation: From

Hierarchical to Interconnected Systems

The advent of the /10T is transforming industrial operations by transitioning from traditional
hierarchical frameworks to interconnected, data-driven ecosystems [ 16, 32]. This evolution
demands a paradigm shift in communication systems to overcome the limitations of conventional
industrial automation architectures. With its enhanced capabilities in bandwidth, ultra-low
latency, and reliability, 5G technology plays a pivotal role in realizing the vision of the IloT.
This section explores the historical transition from static hierarchical systems to the dynamic

10T landscape and examines the associated challenges and opportunities.
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Figure 2.12: Industry zone model combined with a 5G network.

2.4.1 From Hierarchical Structures to Meshed Factories

Conventional industrial systems were structured using a five-layer automation pyramid,
composed of the field level (sensors/actuators), control level (Programmable Logic Controller
(PLC)s), supervisory level (Supervisory Control and Data Acquisition (SCADA)/Human-
Machine Interface (HMI), planning level (Manufacturing Execution System (MES)), and
enterprise level (Enterprise Resource Planning (ERP)). Communication between these layers
was strictly unidirectional and function-specific, implemented using fieldbus technologies like
Profibus and Modbus [72]. As shown in Figure 2.12, the information flow was predominantly
vertical—from bottom (field level) to top (enterprise systems) and heavily regulated to ensure
operational safety and isolation.

While this model provided strong reliability and compartmentalized fault domains, it also
led to significant limitations in flexibility, real-time responsiveness, and data availability. For
example, in EMS, critical data such as position, torque, and emergency stop signals were
typically routed through a central control server, limiting visibility across layers and hindering

fast decision-making.
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The advent of Industry 4.0 disrupts this paradigm by facilitating horizontal and vertical
integration across all factory domains. With 10T, field-level devices (Level 1) are now capable
of directly communicating with management and planning layers (Levels 4 and 5), bypassing
intermediate systems. This cross-layer interaction enables real-time analytics, predictive
maintenance, and decentralized decision-making [73]. For instance, a smart sensor detecting
a temperature anomaly can directly alert the ERP system or cloud-based analytics platform

without requiring intervention from the SCADA layer.

Security Implications and Emerging Requirements

While cross-layer communication enhances system flexibility and responsiveness, it also
introduces significant cybersecurity concerns. Legacy industrial protocols such as Modbus,
Profibus, and Profinet were designed without built-in security features and rely heavily on
isolated, air-gapped network zones for protection [74]. These systems do not inherently support
modern principles such as encryption, mutual authentication, or certificate-based trust, leaving
them vulnerable to unauthorized access, spoofing, and Man-in-the-Middle (MITM) attacks [75].

Safety mechanisms, such as Cyclic Redundancy Check (CRC) and watchdog timers, are
efficient at detecting communication errors but fail to provide sufficient protection against
adversarial threats. As industrial systems become more interconnected, the gap between
Operational Technology (OT) and Information Technology (IT) security models must be
bridged.

To mitigate these risks, modern industrial networks require:

End-to-end encryption for data in transit.

Role-based access control and device authentication.

Real-time integrity checking and anomaly detection.

Certificate and key lifecycle management across 10T devices [76].

5G as an Enabler for Secure, Scalable IIoT Integration

5G technology is a foundational enabler for the next generation of industrial connectivity.
Through network slicing, 5G allows dedicated virtual networks with custom performance
characteristics, such as URLLC for real-time control loops, and eMBBR for video inspection or

augmented reality applications [77, 78].

In the context of industrial automation, 5G supports:
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* Decentralized edge computing, enabling time-sensitive decisions at the network edge.

» Seamless mobility, allowing devices like AGV's to maintain reliable connections across

zones.

» High device density, crucial for sensor-rich smart factories.

Furthermore, 5G supports integration with external security mechanisms such as Virtual
Private Networks (VPN), IPsec tunnels, and secure boot procedures, without requiring changes
to certified industrial safety protocols. This compatibility enables manufacturers to meet

stringent security and regulatory standards while accelerating digital transformation [79].

Conclusion

The evolution from static, hierarchical automation systems to dynamic, interconnected /loT
architectures represents a paradigm shift in industrial manufacturing. While this transition
offers transformative capabilities in terms of responsiveness, flexibility, and efficiency, it
simultaneously raises complex challenges in security, interoperability, and system certification.
By providing scalable, secure, and high-performance communication, 5G technology is central

to bridging these challenges and enabling the smart factories of the future.






Chapter 3

Enhanced Reliability Mechanisms for 6G

Networks

3.1 Introduction

The existing 5G reliability mechanisms predominantly focus on connectivity and do not address
failures occurring at the application layer. Although the 3GPP 5GS provides a foundation
for URLLC, its reliability measures are limited to ensuring connectivity within the network.
Handling application layer failures is left entirely to the application, and anything beyond the
scope of the mobile network is excluded from the 5GS design considerations. This limitation
becomes especially problematic for emerging technologies such as cyber-physical fusion,
holoportation, and haptic communication, which demand close coordination between the
application and network layers to achieve ultra-high reliability. Notably, even with redundant

paths in 5G, communication sessions are terminated if the App-Server fails.

Key limitations of the current 5G reliability mechanisms include:

* Connectivity-centered design: The 5GS functions as a pure connectivity provider that
anchors sessions at fixed network endpoints without taking into account the dynamics at

application level.

* Lack of application layer integration: Failures at the application layer are not addressed

by the 5G reliability mechanisms, leaving such responsibilities to the application itself.

* Static server placement: Existing reliability mechanisms do not account for whether
App-Servers are cloud-based or edge-based, limiting their adaptability to dynamic

application environments.

39
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These limitations are rooted in the design principle inherited from previous generations,
which prioritized connectivity over integrated reliability. As a result, 5G is ill-equipped to
handle the rapid technological advancements and emerging use cases that demand ultra-high
reliability. For instance, 5GS relies on establishing multiple paths, replicating the data, and
forwarding to the same App-Server, which assumes that the session is uninterrupted when a
failure occurs in one of the paths. However, such mechanisms often lead to excessive bandwidth

consumption and fail to address App-Server disruptions.

To overcome these challenges, novel approaches are required to achieve the ultra-reliable
performance envisioned for 6G networks. The initial MBBR mechanism addressed reliability
at the application level by introducing application-network interaction to detect App-Server
failures and enable seamless communication session transfers to redundant servers. However,
MBBR did not account for failures in the RAN or optimize redundancy across multiple
communication paths. To fill these gaps, the enhanced eMBBR mechanism extends the original
design by incorporating resilience to RAN failures and dynamically optimizing redundant

communication paths to ensure uninterrupted service continuity.

The eMBBR mechanism leverages the RRC_INACTIVE state in 5G networks to enable
redundant registration and session establishment while minimizing bandwidth utilization. By
integrating interactions among UE, network entities, and App-Servers, this approach creates
redundant communication paths, detects failures in real-time, and seamlessly transitions
ongoing sessions to alternative servers or paths. This comprehensive framework addresses
the limitations of 5G and lays the groundwork for achieving the ultra-reliable performance

required in 6G networks.

3.2 Problem Formulation and Network Model

Achieving ultra-high reliability in conjunction with ultra-low latency presents significant
challenges in network design. Technologies such as EC, including ETSI MEC [68], have shown
promise by bringing computational resources closer to end-users, thereby reducing latency and
playing a pivotal role in meeting the stringent requirements of ultra-low latency [80]. However,
integrating reliability into such frameworks introduces additional complexity, particularly

when application servers (App-Server) are deployed on EC nodes.

The proposed network architecture comprises two EC nodes, E'1 and E2, located near the
UE and providing connectivity to the local services, as illustrated in Fig. 3.1. Unlike centralized
cloud computing, EC nodes are distributed across diverse locations, such as corporate offices or

universities, and are inherently more susceptible to failures. While cloud computing typically
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achieves reliability levels of approximately 99.99% [81, 82], EC nodes often offer only 99.9%
reliability [83], making them more prone to disruptions.

To quantify system reliability, availability is typically expressed as a percentage representing
the proportion of time a system is operational over a given period. The maximum allowable

downtime per year can be derived using the following formula [84]:

Downtime (hours/year) = (1 — Availability) x 365 x 24

For example:

* At 99.99% availability ("four nines"), the maximum allowable downtime per year is:

(1 -10.9999) x 365 x 24 = 0.0001 x 8760
= 0.876 hours/year

~ 52.6 minutes/year

* At 99.9% availability ("three nines"), the downtime increases to:

(1 -0.999) x 365 x 24 = 0.001 x 8760
= 8.76 hours/year

These values highlight the practical implications of different reliability levels. Edge nodes,
while offering low-latency capabilities, may experience significantly more downtime than
centralized cloud infrastructure, emphasizing the need for redundancy and fault tolerance in

edge computing deployments [81, 83].

The increased vulnerability of EC nodes arises from factors such as physical tampering,
power outages, and hardware failures. Recovery times can also be prolonged if hardware
replacement is required, further compounding the challenges of ensuring uninterrupted service
at the edge.

Figure 3.1 depicts a scenario where an App-Server, A1 (consider as Active (ACT) instance),
is hosted on E1, and its redundant counterpart, A1’ (consider as Standby (SBY) instance), is
hosted on E2. In this setup, the UE establishes a communication session with A1. However, if
Al fails due to disruptions at E'1, such as power outages, natural disasters, or hardware crashes,
the communication session is terminated. Hosting both A1 and A1’ on the same edge node,
E1, would not mitigate this issue, as the failure of E£1 would simultaneously compromise both

instances.

To address this, the redundant App-Server A1’ is deployed on a separate edge node E2,

failures of E'1 do not disrupt the availability of A1’. In the event of a failure, the communication



42 Chapter 3. Enhanced Reliability Mechanisms for 6G Networks

UE [€--1 RAN |----fjiobile Backhaul | UPF#3 | Internet’
UPE#2 | oo .

...................

E2

Figure 3.1: App-Server failure scenario.

session is seamlessly transferred from A1 to A1’. This process underscores the need for a
robust reliability mechanism capable of enabling seamless failover between active and standby

application instances.

This dissertation presents a novel mechanism to address these challenges, providing
a framework for achieving ultra-reliable communication in distributed edge computing

environments.

3.3 Make-Before-Break-Reliability (MBBR) Mechanism

To overcome the limitations of 5G in ensuring application-layer reliability, this research
introduces the MBBR mechanism [1]. The MBBR integrates application and network layers to
support ultra-reliable communication by leveraging multiple EC nodes located at different
geographical locations and connected through distinct network endpoints. This section details

the MBBR mechanism and its operation.

3.3.1 MBBR Design

Figure 3.2 illustrates the high-level architecture of the MBBR UP mechanism. EC nodes E'1
and E?2 are connected to UPF#1 and UPF#2, respectively. An App-Server (A1) resides on one
EC node (E1), while a redundant App-Server (A1’) is located on another EC node (E2). The
network establishes a communication session between the UE and A1 via RAN and UPF#]1.

The envisioned 6G architecture, similar to 5G, separates CP and UP functions [28]. UP
functions (e.g., RAN and UPFs) are managed by CP functions, such as the SMF, which
operates based on policies defined by the PCF. Although this work primarily focuses on user
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Figure 3.2: MBBR’s high-level UP architecture.

plane reliability, the control plane plays a vital role in managing communication sessions by

incorporating application reliability requirements.

To facilitate this, the PCF exposes a standardized CP interface (Application Programming
Interface (API)) through which App-Servers can communicate their specific reliability and
redundancy requirements to the network. This interface utilizes the principles of the Network
Function Exposure framework defined in the 3GPP 5G system [28]. Rather than redefining
or extending the core concept, this approach introduces an application-specific usage of the
existing exposure model by allowing third-party App-Servers to express service-level objectives,
such as reliability requirements, directly to network functions like the PCF'. In doing so, the
proposed mechanism broadens the operational perimeter of NEF while staying within its
standardized design, enabling more dynamic and context-aware policy enforcement without

altering the underlying 3GPP architecture.

3.3.2 Application Categories

The MBBR mechanism categorizes applications into two types based on their dependency on

the application context data:

* Context-Dependent Applications: These applications require the redundant App-Server
(A1”) to retrieve context data from the active App-Server (A1) to continue service. For
instance, in stadium audio/video production use cases, A1” must access stored video

content from A1 during a failure to maintain content distribution.

* Context-Independent Applications: These applications do not require context data
from the active App-Server (A1) for service continuity. For example, safety monitoring
applications only process upstream real-time video to detect safety alerts (e.g., fire or
theft) and do not rely on stored data from Al.
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3.3.3 MBBR Cluster

To enhance service reliability, the ACT and SBY instances of the App-Servers are deployed on
separate edge computing nodes. In this context, the term “application server (App-Server)”
refers to a logical software function or service component, not necessarily a physical machine.
Hosting both the active and standby instances on the same physical edge node increases the
likelihood of a simultaneous outage in the event of hardware failure, power loss, or localized
disruptions. Therefore, the redundant App-Server instances are strategically distributed across
geographically distinct EC nodes. This deployment model is typically governed by a Service-
level agreements (SLA) between the edge service provider and the application provider, which

outlines the expected reliability targets, fault recovery policies, and redundancy requirements.

The EC nodes and App-Servers are organized into Reliability Clusters (RC). An RC
comprises at least two EC nodes hosting ACT and SBY servers. For instance, in Fig. 3.3, Al
(hosted on E1) and its redundant counterpart A1’ (hosted on E2) form an RC. Similarly, EC
nodes E4 and ES5 provide redundancy for E3.

Cluster#2
E3[= | | E4le=]
ES[ a2 |

Figure 3.3: MBBR cluster scenario.

The EC provider plays a vital role in managing these clusters by allocating resources and
ensuring the availability of redundant infrastructure. The App-Server, during its initialization
phase, registers with the network and provides its Edge Application Profile Information (EAPI)
to the PCF. The EAPI includes a Reliability Profile (RP) that specifies:

* Redundant Edge Identifiers (REI): Identifiers and location information for redundant
edge nodes (e.g., E2) and the corresponding App-Server (e.g., Al”).

* Redundant Edge Type (RT): Specifies the requirements for a direct communication

link between ACT and SBY servers for context-dependent applications.

The MBBR mechanism enables seamless failover and ensures continuous service by
leveraging redundant paths, application-aware failover mechanisms, and robust network

configurations tailored to the reliability requirements of next-generation applications.
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3.3.4 Communication Session Establishment Procedure

This section outlines the process for establishing MBBR communication sessions for context-
independent and context-dependent applications. In the 5G system, when a UE requests
a service from Al, the network CP function, specifically the SMF, establishes UP tunnels
between the UE and Al. To ensure ultra-high reliability, the proposed MBBR mechanism
leverages the PCF to determine the RP based on the EAPI of A1. The RP includes details

such as the address of the redundant server A1’ and the application category type.

The PCF forwards the RP and session policies to the SMF, which selects two UPFs
to establish active and backup paths. The SMF then communicates this information to the
RAN, which assigns downlink tunnel identifiers for both paths. As a result, two UP paths are
established, as illustrated in Fig. 3.2. Importantly, the UE remains unaware of the network’s
redundant path setup, ensuring that no additional functionality is required on the UE.

For context-dependent applications, the primary difference lies in the need for context
synchronization between A1 and A1’. In such cases, the RP specifies the application category,
and the SMF establishes a direct communication session between Al and A1’ through the
mobile network. This direct link facilitates the transfer of context data between the active and

redundant App-Servers.

3.3.5 MBBR Resource Management

UPF#1 ()| Al | E1
UE < RAN
UPF#2 Al' | E2
a) Before A1l Failure
UPF#1 Al | i1
] g S— RAN |
s UPF#2 [ Al' | g2
b) After Al Failure

Figure 3.4: RAN nodes switches from active to backup path.
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To optimize resource utilization, the MBBR mechanism employs a dynamic resource
allocation strategy. Unlike traditional approaches where both active and backup paths are
always active and consume network resources, the MBBR mechanism prioritizes resource
allocation to the active path. The backup path operates in a sleeping mode, meaning that

resources for the backup path are not pre-allocated but can be dynamically assigned on demand.

The RAN allocates resources for the backup path based on a priority mechanism. This
mechanism ensures that the backup path has higher priority compared to other sessions. If
the RAN encounters resource constraints, it releases resources from lower-priority sessions
to fulfill the requirements of the backup path. For instance, emergency sessions in mobile
networks typically have the highest priority, and this priority mechanism can be implemented
using the 3GPP standard Allocation and Retention Priority (ARP) method [28].

As shown in Fig. 3.4, when a failure is detected on the active path, the RAN dynamically
reallocates resources to the backup path, enabling a seamless transition. This dynamic resource
management ensures that connectivity is maintained while minimizing resource wastage during

normal operations.

3.3.6 Application Failure Detection Mechanism

The detection of App-Server failure is a critical step that initiates the switch from the ACT path
to the SBY path. To achieve this, a novel mechanism for failure detection is proposed, which
involves regular exchanges of keep-alive messages (e.g., Echo Request and Echo Response)
between the RAN and the App-Server (A1). These keep-alive messages ensure that the RAN is

promptly informed of any App-Server failures.

During session establishment, the SMF configures the RAN and UPF with UP rules
to manage the exchange of keep-alive messages. Historically, the RAN has not interacted
directly with external App-Servers due to security concerns, such as the risk of Distributed
Denial-of-Service (DDoS) attacks. To address this, the proposed mechanism ensures that
keep-alive messages originating from A1l are first sent to the UPF. The UPF then forwards
these messages to the RAN based on the Packet Detection Rules (PDRs) defined by the SMF.

The current GTP header, as specified in [85], supports echo messaging at the node level
to monitor the health of the RAN and UPF. However, these messages are not designed
for individual GTP tunnels corresponding to specific communication sessions. To enable
session-level monitoring, we propose extending the GTP header by utilizing its reserved
fields. This enhancement allows the identification of keep-alive messages at the granularity of

communication sessions, as illustrated in Fig. 3.5.
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Figure 3.5: Keep-alive messages over the UP.

When a downlink packet arrives at the RAN, the proposed mechanism enables the RAN
to distinguish between user data traffic and keep-alive messages destined for the RAN itself.
By monitoring these keep-alive messages, the RAN can detect App-Server failures promptly.
When the RAN fails to receive keep-alive messages from the primary App-Server within
a predefined timeout period, it triggers a failover procedure. This involves switching the
active communication path to the backup path established by the MBBR mechanism. The
MBBR mechanism, in conjunction with this application-aware failure detection system, ensures

continuous service availability even in the face of App-Server failures.

3.3.7 System Analysis and Theoretical Insights

This section provides an analytical assessment of the current 3GPP reliability mechanism
in comparison to the proposed MBBR mechanism. The reliability models presented are
represented as graphs, where nodes (e.g., UPF, A1, RAN, and edge nodes) and links (e.g., /,)
are characterized by their individual reliability properties. The reliability of each component x

(node or link) is denoted as ry, and its failure probability is defined as f, = 1 —r,.

To simplify the analysis, we assume that each component operates independently, and their
compound reliability is derived by aggregating the reliabilities of the individual components
and links. This graph-based modeling approach enables a comprehensive evaluation of the

system’s overall reliability.

Virtualized UPF Deployment and Management: Virtualized UPF can be deployed on

EC nodes, leveraging dedicated computing resources [86]. However, the specific deployment

model depends on the ownership and management of the EC infrastructure:
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* MNO Managed Edge Nodes: If the edge nodes are managed by the MNO, the UPF
is typically co-located with the application server on the same node. This co-location

reduces latency and simplifies reliability management.

* Third-Party Managed Edge Nodes: When edge nodes are provided by a third party
(e.g., AWS Wavelength [87]), the mobile operator facilitates connectivity to these nodes.
In this scenario, the UPF may be physically or logically separated from the EC node

hosting the application server.

To ensure adaptability across diverse EC deployment scenarios, the proposed MBBR mech-
anism is architected to support multiple EC management models, including centralized, and
distributed infrastructures. This flexibility allows MBBR to maintain reliable communication
paths even when application instances are deployed across heterogeneous EC environments
with varying degrees of control and availability. In subsequent sections, we outline a formal
analytical model to evaluate the reliability performance of MBBR, examining its effectiveness
in minimizing failure probabilities and enhancing service continuity under different network
and failure scenarios. This analysis serves to quantify the benefits of the mechanism and

validate its suitability for ultra-reliable 6G use cases.

Reliability with co-located UPF

il1
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(a) MBBR Mechanism (b) 3GPP Mechanism

Figure 3.6: Reliability deployment with co-located UPF and App-Server.

Figure 3.6 illustrates the first case, where the UPF and App-Server (A1) are co-located on
the same EC node, denoted as E'1. This setup assumes that the edge node provides telco-grade
reliability, commonly referred to as "five nines” reliability. Virtualized UPFs [86] can operate
on EC nodes typically equipped with dedicated computing resources to achieve this high
reliability. Consequently, the reliability of E'1 (rg;) is assumed to be significantly higher than

that of the application server (r4,) due to hardware redundancy mechanisms.

The co-location of the UPF and App-Server on the same edge node implies that the failure
probability of the UPF (fypr) and the link /; (connecting the RAN and UPF) is negligible
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compared to the failure probability of the application server (fy4,). Formally, this can be

expressed as:

rUpPF > TaA,, T, >7ra, and rg;>ra,.

For simplicity, we assume that the reliability of the edge node E1 surpasses that of the
App-Server A1l. This assumption is consistent with typical deployment scenarios in which the
underlying infrastructure, comprising redundant power, connectivity, and hardware components,
is designed to meet higher availability standards than individual application workloads. For
instance, mainstream cloud service providers such as Amazon EC2 and Microsoft Azure Virtual
Machines advertise availability zones with SLAs guaranteeing up to 99.99% infrastructure
availability for compute resources [81, 82]. In contrast, application-level components often
achieve lower end-to-end reliability due to factors such as software faults, misconfigurations, or
limited redundancy in application logic. These considerations justify the assumption that the
edge infrastructure (e.g., E'1) remains operational even in scenarios where hosted App-Server

(e.g., Al) experience downtime.

In the subgraph consisting of the UE, RAN, and the radio link /,, the failure probabilities
of the UE and RAN are negligible compared to that of the radio link. Thus, we assume:

rrany ® 1, ryp =1, andhence, r; represents the subgraph’s reliability.

Compound Reliability (CR) of MBBR: The CR of the MBBR graph in Figure 3.6(a) is
computed as:

CRMBBR =T1, * 'mbbr (3.1)

where 7,55, 1s the CR of the redundant subgraph composed of the links /;, />, and their

respective application servers A1 and A1’. The r,,;p, is calculated as:
Fmbbr =11 +12 % (1 =711), (3.2)

where r| and r; are the reliabilities of each redundant branch in the subgraph, determined

as:
FULSTy %TA, T2 =T % rar (3.3)
CR of 3GPP Model: The CR of the 3GPP reliability model depicted in Figure 3.6(b) is:

CR3GPP =11, * F3gpps (3.4)
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where 134, 18 the CR of the redundant subgraph involving links [, [, and the application

server Al:
Fagpp =Ta, * (ry, +rp,x (1=rp)). (3.5)

By comparing CRy;ppr and CR3Gpp, the improved reliability of the MBBR mechanism is

evident due to the additional redundancy and the separation of active and backup paths.
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Figure 3.7: Reliability deployment with separated UPF.

Figure 3.7 illustrates the second scenario, where the UPF and the App-Server (A1) are
separated and operate on distinct EC nodes located at different locations within the mobile
network. Unlike the first scenario where UPF and A1 are co-located, this configuration
introduces varying reliability and failure rates for the UPF and the App-Server. Consequently,
the reliability of the UPF cannot be considered negligible in comparison to that of the

App-Server, and both must be accounted for in this analysis.

In this configuration, the EC node’s reliability is assumed to be comparable to that of the

UPF and the App-Server, represented as:
TE1 ® TUPF ® T4,

CR for MBBR: Similar to Eq. 3.1, the CR of the MBBR mechanism in Figure 3.7(a) is given
by:

CRMBBR_UPF = T1, * T'mbbr_upf- (3.6)
where 7,,pbr_up r TEpresents the reliability of the redundant subgraph. It is calculated as:

rmbbr_upf:rl"'rZ*(l_rl)’ (3.7)
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Figure 3.8: a) Reliability comparison between the MBBR and 3GPP mechanism. (b) Comparison when
r;, = 0.99.

where r; and r; are the reliabilities of each redundant branch of the subgraph, determined

as:

Py =Ty *FPypy, ¥V, ¥TAp, 3.8)

P2 =Tl K Tupfy ¥ Tl ¥ T 3.9

CR for 3GPP Mechanism: The CR of the 3GPP reliability model depicted in Figure 3.7(b)

is expressed as:

CR3GpPP_UPF =11, * 3gpp_upf (3.10)

where 13, up s represents the reliability of the redundant subgraph, calculated as:
Pagpp_upf = A1 * Tupfy, ¥ 71y * (11 471, % (1 =717,)) (3.11)

These equations provide the CR calculations for the MBBR and 3GPP reliability mechanisms
under the separated UPF deployment scenario. The comparative reliability performance of the

two mechanisms, based on realistic parameter values, is discussed in the following section.

3.3.8 Numerical Results

The reliability of cloud-based applications typically achieves less than four nines (99.99%) [83],
whereas the mobile network standard demands five nines (99.999%) reliability. For this analysis,
we assume 1y, ¢ =1 =1r;, = 0.99999 and ry, = ra; = 0.999.

Figure 3.8a illustrates the reliability outcomes under different UPF deployment configura-

tions.
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(i) Co-located UPF: As expected, the 3GPP reliability mechanism achieves less than three
nines, even when the network components (e.g., UPF, link, and radio link) maintain five nines
reliability (r,,r = r; = r;, =0.99999). This limitation arises primarily from the dependence
on the App-Server, which has a reliability of 74, = 0.999. Consequently, achieving five nines
reliability is challenging unless the reliability of the App-Server is significantly improved.
Despite considerable investments in achieving high network reliability through advanced
hardware, software, and operational measures, the 3GPP mechanism fails to leverage these

capabilities effectively.

In contrast, the proposed MBBR mechanism ensures five nines reliability, even in the event

of an App-Server failure, as shown in Figure 3.8a.

(ii) Separated UPF: When the UPF is deployed separately from the App-Server, the 3GPP
reliability further degrades due to bottlenecks introduced by the independent UPF reliability.
Notably, the MBBR mechanism maintains reliability comparable to the co-located UPF
scenario. This result demonstrates that the MBBR mechanism provides the flexibility to
deploy the UPF either co-located with the App-Server or as a standalone component without

compromising network reliability.

Impact of Reduced RAN and Radio Link Reliability: The analysis assumes high availability
for the RAN and radio link; however, the reliability impact was evaluated by reducing r;, to 0.99
while keeping r,, r = 7, =0.99999 and r4, = ra; = 0.999. As shown in Figure 3.8b, the MBBR
mechanism reliability decreases to two nines, reflecting the dependency on RAN reliability.
In comparison, the 3GPP mechanism experiences an even more significant reduction, falling

below two nines, due to its compounded dependency on both RAN and App-Server reliability.

3.3.9 Experimental Evaluation

This section presents the experimental evaluation of the proposed MBBR mechanism. The
experimental setup, depicted in Fig. 3.6, consists of four virtual machines representing the UE,
RAN, and two application servers (A1 and A1”). These virtual machines were hosted on a Dell
server equipped with an 8-core CPU and 16 GB of RAM. Each virtual machine was configured
with 1 CPU, 1 GB of RAM, and Ubuntu as the operating system. The virtual machines were
connected via private virtual networks, with UE and RAN connected through /,, RAN and A1l
through /1, and RAN and A1’ through /,. All traffic between the UE and the application servers
was routed through the RAN.

To evaluate the MBBR mechanism, shell scripts were developed to simulate the behavior of

keep-alive messaging (as shown in Fig. 3.5). These scripts were executed on the RAN, which
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Figure 3.9: Experimental performance evaluation of Transmission Control Protocol (TCP) and Internet
Control Message Protocol (ICMP) traffics with varying keep-alive response wait time (W) by the RAN.

periodically exchanged keep-alive messages with the ACT server (A1). If the RAN did not
receive a response within a specified duration, termed the Wait Time (W), it inferred an ACT

server failure and redirected traffic to the SBY server (A1’).

Packet Loss Analysis During Server Outages

The user experience during an ACT server outage was evaluated by analyzing packet loss while
switching traffic from the ACT to the SBY server. For this purpose, 10° TCP and ICMP packets
were generated at a rate of 1000 packets per second. The average packet loss for various Wait
Times (W) was recorded and is illustrated in Fig. 3.9.

For a wait time of 1 second, the average packet loss was 2.45% for TCP traffic and 2.31%
for ICMP traffic. Increasing the wait time to 2 seconds resulted in a slightly higher packet
loss of 2.58% for TCP and 2.91% for ICMP traffic. The negligible difference in packet loss
between these wait times suggests that a 2-second wait time can be beneficial for scenarios
where network congestion or delayed keep-alive responses (e.g., due to processing delays
in a congested UPF') are expected. Furthermore, the slightly extended wait time improves

robustness in detecting server failures without significantly impacting packet loss.

Conversely, longer wait times of 15 and 20 seconds resulted in packet losses of 15.42%
and 20.07% for TCP traffic, and 15.14% and 19.94% for ICMP traffic, respectively. These

results highlight the trade-offs between wait time and packet loss. Applications sensitive to
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packet loss, such as real-time control systems, would benefit from a shorter wait time (e.g.,
1 — 2 seconds). However, applications prioritizing session continuity may tolerate longer wait

times to reduce the frequency of false failure detections.

Implications of Wait Time Selection

The experimental results demonstrate that the choice of wait time has a significant impact on
the reliability of critical applications. For packet loss-sensitive applications, a wait time of
1 — 2 seconds is optimal to balance reliability and responsiveness. In contrast, longer wait
times (e.g., > 2 seconds) may be more suitable for non-critical applications that prioritize

session continuity over immediate failover.

In summary, the proposed MBBR mechanism provides flexibility in adapting to the
requirements of diverse applications by enabling configurable wait times for failure detection.
This adaptability ensures robust performance across a wide range of scenarios, making the

MBBR mechanism well-suited for next-generation ultra-reliable networks.

3.4 Enhanced MBBR (eMBBR) Mechanism

While the previously introduced MBBR mechanism effectively mitigates App-Server failures
by facilitating application-layer redundancy and session failover, it does not address failures
occurring at the RAN level. However, achieving the ultra-reliability targets envisioned for 6G

requires end-to-end robustness across both the core and access segments of the network.

As demonstrated in earlier evaluations, the latency of failure detection and subsequent
session migration plays a critical role in determining packet loss and service disruption.
This limitation remains relevant in both the core and the access network. Consequently, any
mechanism aiming for ultra-reliable communication must not only introduce redundancy but

also account for and mitigate the delays inherent in failure detection and recovery procedures.

To that end, this section introduces the eMBBR mechanism. It extends the MBBR frame-
work by incorporating additional layers of redundancy at the RAN level while simultaneously
optimizing bandwidth usage through the exploitation of the RRC_INACTIVE state. By proac-
tively maintaining secondary, low-overhead communication paths and intelligently managing
connection states, eMBBR aims to reduce detection latency and enable fast, seamless switching
upon RAN or path failure. This holistic approach improves failover responsiveness and
minimizes packet loss, thereby aligning with the stringent reliability and latency requirements

of mission-critical applications in future mobile networks.
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3.4.1 Network Design

The enhanced eMBBR mechanism considers multiple RAN nodes serving UE within their
coverage areas and multiple edge computing nodes connected through distinct network

endpoints. The architecture for the proposed mechanism is illustrated in Fig. 3.10.

<1 RAN#1
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UPF#L [——-»)| A1 | E1

RAN#2

Figure 3.10: eMBBR UP architecture with only RAN reliability, termed as Scenario#1.

In Scenario#1, two distinct RAN nodes provide coverage using separate frequency bands
while sharing the same UPF'. The UFE initiates communication with the App-Server (A1), which
is deployed on the edge node E'1, through one of the available RAN connections. Although
the core network CP components (e.g., AMF) are shared between the RANs and implicitly
assumed to be stable, the emphasis in this scenario lies on improving the reliability of the UP

in the access segment.

Previous work [ 1] focused exclusively on application layer reliability, enabling failover
to redundant application servers in the event of server or edge node failure. However, that
mechanism did not address the case where access network elements, such as radio links or base
stations fail, which can equally disrupt service continuity. This section builds on the earlier
framework by introducing access-level redundancy into the reliability architecture. Specifically,
it considers scenarios where the UE maintains simultaneous or alternate connectivity to
multiple RAN nodes, enabling communication to be rerouted seamlessly in the event of a
RAN failure. This extension ensures that the reliability benefits previously achieved at the
application layer can now be realized in the radio access layer as well, fulfilling the E2E

reliability goals of ultra-reliable communication.

Scenario#2: Redundant RAN and UPF

Fig. 3.11 illustrates a Scenario#2 where the network establishes a communication session
between the UE and A1l via RAN#1 and UPF#1, while RAN#2 and UPF#2 act as redundant
nodes. This setup ensures high reliability by providing redundant paths for both RAN and UPF

in case of failures.
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Figure 3.11: eMBBR UP architecture with redundant RAN and UPF, termed as Scenario#2.

Scenario#3: Redundant RAN, UPF, and Application Server

Fig. 3.12 represents Scenario#3, where the communication session involves redundancy at all
UP levels. The UE communicates with A1 via RAN#1 and UPF#1, while RAN#2, UPF#2,
and A1’ hosted on E?2 act as redundant components. This scenario provides comprehensive
reliability across the RAN, UPF, and App-Server levels.

- RAN#1 [ ActivePath ~~ "  UPF#1 [ Al | E1

UE

RAN#2 st ) UPF#2 Al' | g2

Figure 3.12: eMBBR UP architecture with redundant RAN, UPF, and App-Server, termed as
Scenario#3.

3.4.2 Bandwidth Optimization with RRC_INACTIVE State

While the 3GPP dual connectivity mechanism (Fig. 2.10(a)) provides redundancy by keeping
all redundant paths active, the proposed eMBBR mechanism optimizes bandwidth usage
by leveraging the RRC_INACTIVE state. In the eMBBR framework, redundant paths remain
dormant and are activated only upon failure detection, thereby reducing bandwidth consumption

without compromising reliability.

This optimization is critical for 6G networks, where emerging applications such as haptic
communication [88] and Time-Sensitive Networking (TSN) for industrial automation [89]
demand extremely high bandwidths. For instance, TSN profiles for industrial automation
estimate bandwidth requirements up to 40 Gbps. Current 3GPP mechanisms necessitate
reserving bandwidth for both active and redundant paths, leading to significant resource
wastage. The proposed eMBBR mechanism alleviates this by dynamically activating redundant

paths, enabling efficient utilization of network resources.
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By reducing the bandwidth allocated for redundancy while maintaining high reliability,
the eMBBR mechanism ensures that 6G networks can effectively support the demands of
future applications. This approach not only aligns with the principles of sustainable network
design but also addresses the scalability challenges posed by the increasing number of UEs

and communication sessions.

3.4.3 Connection and Session Management
Connection Management

In 5G, the UE initiates a registration procedure involving identification and authentication,
enabling the establishment of communication sessions with App-Server. Similarly, in the
proposed mechanism, the UE identifies coverage provided by two RAN nodes operating
on different frequency bands and selects active and redundant RAN nodes based on radio

performance evaluation.

As illustrated in Fig. 3.13, the UE triggers the registration procedure with the AMF via
RAN#1, designated as the active node. Upon successful authentication, the AMF allocates
a Global Unique Temporary Identifier (GUTI), comprising the Globally Unique AMF ID
(GUAMI), and transmits this information to the UE in the Registration Accept Response.
Subsequently, the UE initiates the Redundant Registration Procedure (RRP) with RAN#2.

UE RAN#1 RAN#2 AMF
Registration R t
> egistration Reques >
Registration Response
< gl I P
UE trigger to establish
redundant path
| R IS =
: Redundant Registration Request > |2 g:
i %
I . . S 5
Redundant Registration R¢sponse S vl
> undant Reglstration Rigg i3
: xz 2l
e ______ =

Figure 3.13: Registration procedure with redundant mechanism.
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During the RRP, the UE includes the GUAMI provided by the AMF in the initial registration
via RAN#1. The RAN#2 node selects the same AMF based on the GUAMI and forwards the
request. This request includes a Redundant Registration Indication, enabling the AMF to
establish redundant N/ and N2 contexts for the UE and RAN, respectively. While this reduces
service interruption during failures, it increases network complexity, such as managing parallel
N1/N2 contexts.

To mitigate signaling complexity and reduce service interruption, we propose a silent
registration mechanism that minimizes radio connection setup latency during RAN failover.
In this mechanism, the AMF sends a Redundant Policy embedded within the RRC Inactive
Assistance Information message to RAN#2. This policy instructs RAN#2 to preconfigure the
RRC_INACTIVE state for the UE. Upon receiving this configuration, the UE transitions into
the RRC_INACTIVE state, during which both the UE and RAN#2 retain the established RRC

context and logical connection to the core network.

This approach avoids the overhead of full re-registration or context re-establishment in
the event of a handover or path switch. As a result, the latency associated with transitioning
from an idle or disconnected state to an active communication state is significantly reduced,
ensuring faster session recovery and improved service continuity, particularly crucial for
URLLC applications.

Once registration is complete, the UE and AMF maintain two states: an active registration
via RAN#1 and a redundant registration via RAN#2.

Session Management

The UE initiates an active Packet Data Unit (PDU) session establishment procedure through
RAN#1. During this process, the AMF selects the SMF and establishes the active PDU UP
between RAN#1 and UPF#1, as shown in Fig. 3.14. Subsequently, the UE triggers a redundant
PDU session establishment through RAN#2, including a Redundant Session Indication. Using
this indicator, the AMF extracts the UE’s context, selects the same SMF, and establishes the
backup user plane with UPF#1 via RAN#2.

Upon establishing the backup user plane, the UE transitions the RAN#2 interface to the
RRC_INACTIVE state, releasing the active link and entering sleep mode to conserve bandwidth.

Communication with the App-Server continues via RAN#1 and the active UP.

The main distinction between Scenario#2 and Scenario#3 lies in the involvement of UPF#2
and a redundant App-Server (A1’) in Scenario#3. While the setup of active and redundant paths
between RAN nodes remains consistent across scenarios, Scenario#3 includes a redundant

path to A1, as detailed in previous work [1].
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Figure 3.14: Communication session establishment procedure for scenario#1.

3.4.4 UE and AS Communication Negotiation

In distributed edge environments where multiple communication paths are established for
redundancy, the coordination between the UE and the App-Server becomes essential to
optimize resource utilization. Specifically, when the UE maintains simultaneous sessions with
an App-Server over two distinct paths, as illustrated in Scenario#2 (see Fig. 3.11), there is a

need to differentiate between the active and redundant paths.

To enable this, we introduce a communication negotiation mechanism between the UE and
the App-Server at the application layer. During the session setup phase, the UE communicates its
multi-path configuration to the App-Server, explicitly identifying which IP address corresponds
to the primary (active) path and which one serves as the backup (redundant) route. For instance,
the UE may inform the App-Server that P @1 will be used for regular data transmission, while
IP@2 is reserved for failover scenarios.

This negotiation allows the App-Server to transmit data only over the active path under
normal conditions, thereby conserving radio and network resources on the redundant path. If
the active path fails, the UE can seamlessly switch to the redundant interface without requiring
additional signaling or renegotiation with the App-Server. This approach enhances bandwidth
efficiency while preserving high availability and reliability, which are critical for URLLC

services.

3.4.5 Failure Detection and Mitigation Mechanims

Failure detection mechanisms in the proposed eMBBR mechanism vary based on the specific
scenario. However, a common approach across all scenarios involves detection at either the
UE or the 5G CP entity. Initially, the UE communicates with the App-Server via the active

path. If the UFE fails to receive a response from the App-Server, it waits for a predefined
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switch-over time before activating the redundant path. As shown in Fig. 3.15, this process
involves establishing an RRC connection with RAN#2 and resuming communication with the

backup server Al’.

""" ctive Path ====~ i Al
- RAN#1 ( Active Path f UPF#1 » El
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a) Before A1l Failure
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A :
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b) After Al Failure

Figure 3.15: Failure detection and switch from active to backup path.

3.4.6 Mobility Management

Mobility is a fundamental aspect of mobile networks, and ensuring uninterrupted communica-
tion during UE movement is essential for achieving ultra-reliable services. In the proposed
eMBBR mechanism, mobility is implicitly supported by leveraging existing 3GPP mobility
procedures in conjunction with the dual-path redundancy architecture.

The UE continuously monitors the connectivity status of both the active and redundant
RAN nodes. When the UE moves out of the coverage area of a RAN node, either the active or
the redundant one, it initiates mobility procedures as specified in 3GPP specifications [20].
These include cell reselection, handovers, and RAN-based Notification Area (RNA) updates.
For example, suppose the UE leaves the coverage area of the redundant RAN node while
remaining within the coverage of the active one, it performs an RNA update to select a new
secondary RAN and re-establish the RRC_INACTIVE context with this newly selected RAN.

This dynamic reconfiguration ensures that the UE always maintains a valid redundant
path, preserving the core reliability feature of the eM BBR mechanism. Moreover, the use of
RRC_INACTIVE state significantly reduces signaling overhead and latency during reconnection
to the new redundant RAN. Importantly, the active path remains unaffected during these

updates, ensuring that ongoing sessions are not interrupted.
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The CP coordination between the AMF and multiple RAN nodes, facilitated by the RRP,
ensures that both active and backup RAN paths are maintained or seamlessly reconfigured
during UE movement. Thus, the redundancy logic proposed in eMBBR continues to function

reliably, even in dynamic mobility scenarios, without requiring proprietary mobility extensions.

Although a more extensive optimization of the mobility algorithm itself (e.g., prediction of
mobility paths, edge server migration, or load balancing between RAN nodes) is beyond the
scope of this work, the proposed architecture is designed to be compatible with these future

enhancements.

3.4.7 Scalability and Complexity

The proposed eMBBR mechanism is designed for ultra-reliability use cases, such as industrial
automation and mission-critical applications, where traditional reliability solutions may fall
short. For general connectivity scenarios, the baseline 5G reliability configuration, which
typically includes single registration with packet duplication at the PDCP layer, remains
sufficient. However, in high-reliability configurations, packet-level redundancy alone may not

address failures at the radio access or edge node levels.

In the current 3GPP framework, the UE performs a single registration and establishes
two PDU sessions, enabling UP data duplication through DC. While this method introduces
minimal complexity, requiring only software-level packet replication, it assumes both RAN
connections terminate at the same logical radio interface. Therefore, a failure in the RAN
node or associated hardware still results in service interruption, undermining ultra-reliability

guarantees.

To overcome these limitations, the eM BBR mechanism introduces dual registration, enabling
the UE to independently connect to two disjoint RANs, each potentially connected to different
edge nodes. This architecture introduces higher physical redundancy, including at the radio
interface level. Although this implies an increased hardware requirement, specifically, two
radio interfaces or RF chains within the UE, this configuration is only activated under the

high-reliability service profile and is not mandated for all users.

To reduce the signaling overhead introduced by dual registration, a silent registration
mechanism is proposed (Section 3.4.3). This enables the UE to passively establish a redundant
connection using the RRC_INACTIVE state, preserving the RRC and Non-Access Stratum (NAS)
contexts with the secondary RAN node without actively exchanging UP traffic. Furthermore,
registration typically occurs during device initialization and is not repeated frequently. Hence,

the additional registration has minimal operational impact.
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Additionally, signaling from periodic updates is minimized by configuring larger registration
areas and increasing the periodic update timer for the redundant path. This significantly

reduces CP overhead and makes the mechanism scalable, even in large deployments.

In summary, while the eMBBR mechanism introduces additional complexity in terms
of registration and hardware requirements, these enhancements are justified by the higher
reliability guarantees they provide. They are also selectively applied to applications where such

reliability is essential, ensuring scalability and efficiency across diverse deployment scenarios.

3.4.8 System Analysis and Theoretical Insights

Building on the architectural concepts and reliability challenges discussed in the previous
sections, including application server redundancy in MBBR and RAN-Ievel failover in eMBBR,
this section presents a formal analytical evaluation comparing the existing 3GPP reliability

mechanisms with the proposed eMBBR framework.

The analysis models the reliability of E2E communication paths by representing system
components, such as the UPF, App-Server (A1, A1”), RAN nodes, and edge computing nodes,
as a set of interconnected nodes and links in a graphical model. Each component (e.g., Al
or RAN) and communication link (e.g., [, between RAN and UE) is assigned a reliability

parameter r,, which quantifies the probability of successful operation over a defined period.

For this evaluation, Scenario#1, as depicted in Fig. 3.10, is used as the baseline for the
proposed eM BBR mechanism. Scenarios #2 (see Fig. 3.11) and #3 (see Fig. 3.12) exhibit similar
reliability to the 3GPP dual connectivity mechanism due to their comparable architectures with
redundant RAN and UPF. However, as previously noted, the proposed scenarios significantly

optimize bandwidth utilization compared to the 3GPP mechanism.

L. ARAN#1[__ L

UPF#1] | A1
E1

UE

N RAN#2T

Figure 3.16: ¢eMBBR deployment with co-located UPF and App-Server.

Reliability with co-located UPF

In the first scenario, both the UPF and the App-Server (A1) are co-located on the same edge

computing node, denoted as E; (see Fig. 3.16). A typical example of such a configuration
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involves a virtualized UPF deployed on an edge computing node equipped with dedicated
computational resources [86]. To ensure effective operation, the UPF on E| must deliver
telco-grade reliability, commonly referred to as five nines. Consequently, the reliability of E
is assumed to surpass that of the application server due to the implementation of hardware
redundancy mechanisms designed to sustain this level of reliability.

In this scenario, the probability of failure for the UPF and the link connecting the RAN
and UPF at the edge is considered negligible compared to the failure probability of A;
(rupr > ra,,r1, > ra,). Since both the UPF and A; are hosted on the same edge node
platform, the probability of failure for the edge node is minimal, i.e., rg, > r4,.

Within the subgraph comprising the UE, RAN, and the radio link (/,), the likelihood of
UE failure 1s deemed insignificant compared to the failure probability of the radio link. Thus,
we assume ryg ~ 1, making r; sufficient to represent the reliability of the subgraph. The

compound reliability (CR) of the eMBBR graph shown in Fig. 3.16 is given by:

CReMBBR =7A1 * (r1+ 12 % (1 =17)) (3.12)

where r| and r;, represent the reliabilities of each redundant branch, calculated as:

FI =Tl % TRAN, * T,

r2 =711, ¥ 'RAN; * T,

Comparison with 3GPP Mechanisms

For comparison, the existing 3GPP mechanisms with co-located UPF are analyzed, as shown in
Fig. 3.17. The 3GPP dual connectivity-based redundant UP path mechanism (see Fig. 2.10(a))
involves two redundant UPFs. However, in a co-located scenario, both UPFs would reside on
the same edge computing node along with a single application server, effectively nullifying the

redundancy advantage of the UPFs. As such, this configuration is impractical.

il UPF#| [ A1
2 E1 ! 2l =" R Y
UE UE —]RAN#1
L, NRAN#2 l uPF#2| [ A1’ I, E1
? E2

(a) (b)

Figure 3.17: 3GPP deployment with co-located UPF and App-Server (a) 3GPP dual connectivity
(3G PP,); (b) 3GPP dual transport (3GPPp).
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To enable a fair comparison, the existing 3GPP dual connectivity mechanism has been
modified, as depicted in Fig. 3.17(a). The architecture retains redundant RANs and UPF's but
includes an additional App-Server. This adjustment allows for a meaningful analysis of the

3GPP dual connectivity mechanism in a co-located UPF scenario.

For reference, Fig. 3.17(b) illustrates the original 3GPP redundant transmission mechanism,
which utilizes dual transport layer paths. This configuration represents the unmodified 3GPP

approach for comparison.

For the 3GPP dual connectivity mechanism (Fig. 3.17(a)), the compound reliability is
given by:

CR3GPPA =l’1+7’2*(1—l’1) (3.13)
where 71 and r; are calculated as:

F1 =Tl *TRAN; *T[; * TAl

2 =T, ¥ TRAN, * 'l * I'AY
For the 3GPP dual transport mechanism (Fig. 3.17(b)), the CR is:
CR3GPPy = 71, * I'3GPPg (3.14)

In the equation above, the value of r;, depends on the reliability of the radio link. Meanwhile,
r3Gppy represents the compound reliability of the redundant subgraph, which comprises the
links [y, I, and the application server A;. Accordingly, r3gpp, 1s determined using the

following calculation:
3GPPs = I'RAN * T'A1 * (11, + 71, (1 = 7,))

Reliability with separated UPF

lrl RAN#1 ll

UE /UPF#1
L NRAN#2[ 1,

A1l E1

Figure 3.18: ¢eMBBR deployment with UPF and App-Server separated.

In this scenario, the UPF and App-Server (A1) are deployed as distinct entities, as illustrated
in Fig. 3.18. Unlike the co-located scenario, the UPF and A; exhibit different reliability
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metrics and failure rates. Consequently, the failure probability associated with the UPF cannot

be neglected relative to A;. The CR of the eM BBR mechanism in this case is expressed as:

CRMBBR _separated = A, * T'l, * F'UPF* (3.15)

(ri+ryx(1—-ry)) (3.16)
where r| and r; represent the reliability of each redundant branch and are determined by:

L =T, K TRAN, * T,

2 =71, ¥ TRAN, * T,

Fig. 3.19 illustrates the 3GPP deployment scenarios with the UPF and App-Server separated.
Since the UPF is not co-located with the App-Server, the 3GPP dual connectivity mechanism,
as defined in the standard, can be utilized without modifications. The CR of the 3GPP dual
connectivity mechanism (Fig. 3.19(a)) is given by:

CR3GPP_separatedA =Trp % (1’1 + 7 * (1 - 7'1)) (317)
where 7 and r, are the reliabilities of each redundant branch and are given by:

't =Tl *TRAN, * T, ¥ TUPF, * T,

2 =Tl,, ¥ TRAN, * Tl ¥ TUPF, * T,
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Figure 3.19: 3GPP deployment with UPF and App-Server separated: (a) 3GPP dual connectivity
(BGPPseparated,); (b) 3GPP dual transport BGPPgepararedy)-

For the 3GPP dual transport mechanism (Fig. 3.19(b)), the CR is expressed as:
CR3GPP_separatedB =T|. * Y3GPP_separatedp (3.18)
where r3Gpp_separated, 18 the CR of the redundant subgraph and is calculated as:

F3GPP_separatedg = 'RAN * T'A, * Tupr * 11, * (1, + 1, % (1 =1,)) (3.19)



66 Chapter 3. Enhanced Reliability Mechanisms for 6G Networks

3.4.9 Numerical Results

This section builds on the reliability model presented in Section 3.4.8 by applying realistic
parameter values to quantify the system’s composite reliability. In our earlier analysis,
we characterized the network using components such as the RAN, UPF, and App-Servers,
each associated with a reliability factor r,. Here, we instantiate these parameters using

industry-standard benchmarks.

In practical terms, mobile networks, particularly elements like the UPF and RAN, are
typically engineered to achieve ultra-reliable performance, often reaching "five nines" (99.999%)
availability [78, 91, 92]. In contrast, cloud-hosted application components (e.g., A1, A7) tend
to operate at slightly lower availability levels, often below "four nines" [83]. Accordingly, we

define the reliability values for our analysis as follows:

rypr =rran =17 = 0.99999

ry, =rap = rA/l =0.999

These values are used to compute the CR of different deployment scenarios introduced
in Section 3.4, enabling a quantitative comparison of traditional and enhanced reliability
mechanisms. The selected parameters reflect realistic deployment environments and allow
us to assess how edge node placement, redundancy strategies, and failure domains influence

overall system resilience.

Fig. 3.20 presents a comparison of the proposed eMBBR mechanism with the existing

3GPP mechanisms for both co-located and separated UPF scenarios.
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Figure 3.20: Reliability comparison between eMBBR and 3GPP mechanisms, when r;, = 0.999.



3.4. Enhanced MBBR (eMBBR) Mechanism 67

In the co-located UPF scenario, the reliability of the eMBBR mechanism exceeds that of
the 3GPP dual transport mechanism but is slightly lower than the 3GPP dual connectivity
mechanism. This is attributable to the inclusion of a redundant UPF in the 3GPP dual
connectivity mechanism, which enhances reliability but incurs additional costs. These costs
involve deploying a redundant UPF and App-Server on an edge computing node and maintaining
always-active RANs and their corresponding tunnels to ensure reliability. Such an approach,
while reliable, is less sustainable in terms of energy and bandwidth consumption.

Conversely, the proposed eMBBR mechanism minimizes resource usage by setting the
redundant RAN to inactive mode, activating it only upon failure detection. This reduces
bandwidth consumption by 50%. Moreover, the backup path in eMBBR can be shared among
multiple primary paths, further optimizing resource utilization as described in [93].

In the separated UPF scenario, the reliability of 3GPP mechanisms decreases compared to
the co-located scenario due to the bottleneck introduced by the separated UPF. However, the
eMBBR mechanism demonstrates consistent reliability across both scenarios. This consistency
provides mobile operators with the flexibility to position the UPF according to business
requirements while ensuring robust reliability. Notably, in the separated UPF scenario, the
eMBBR mechanism performs comparably to the 3GPP dual connectivity mechanism and

outperforms the 3GPP dual transport mechanism.
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Figure 3.21: Reliability comparison between eMBBR and 3GPP mechanisms, when ;. = 0.99

The results presented above primarily focus on network reliability, assuming a radio
link availability of three nines. To evaluate the impact of reduced radio link reliability, we
decreased r;, t0 0.99. The outcomes are shown in Fig. 3.21. As anticipated, the reliability of all
mechanisms declined due to the dependency on radio link reliability. However, it is interesting
to note that the reliability of the 3GPP mechanisms deteriorated significantly compared to the

previous scenario.
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Interestingly, in the case of the proposed eMBBR mechanism, although the reliability
decreases, the reduction is less pronounced compared to the 3GPP mechanisms. This indicates
that the eMBBR mechanism is more robust against radio link failures. Notably, while the
reliability of the 3GPP dual connectivity mechanism is marginally higher than that of the
proposed eM BBR mechanism, the previously discussed drawbacks related to resource utilization
and bandwidth consumption persist. These results reinforce the effectiveness of the eMBBR

mechanism in maintaining robust reliability while optimizing resource utilization.



Chapter 4

Enhanced Security and Bandwidth
Optimization for Industrial Wireless

Communication

4.1 Introduction

The integration of wireless technologies into industrial environments is a cornerstone of the
ongoing digital transformation, enabling the realization of Industry 4.0 and the IloT [72, 94].
In particular, 5G provides the technical foundation for scalable, low-latency, and reliable
communication necessary for mission-critical industrial processes. However, transitioning
from legacy wired infrastructures to wireless networks introduces two major challenges that
must be addressed to ensure seamless and secure operations: bandwidth efficiency and security

compliance.

Traditional industrial systems rely on wired networks and tightly coupled communication
protocols that ensure physical and logical isolation of different operational layers [95]. With
the adoption of wireless connectivity, such isolation is no longer inherently guaranteed, and
many established security assumptions no longer hold. Protocols not originally designed for
open or shared mediums face significant risks when deployed over radio channels. For example,
the zone-based model in IEC 62443 [35], which prescribes clear separation of control and
management functions, becomes harder to enforce in wireless settings where all nodes operate
over a shared spectrum.

Simultaneously, bandwidth inefficiency remains a significant issue, particularly due to
the extensive use of cyclic keep-alive messages, a core part of the black channel paradigm
used in safety-critical systems [96, 97]. These messages are periodically transmitted to verify

connectivity status, even in the absence of operational changes. While effective for connection

69
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monitoring, they consume valuable spectrum and network resources, especially in mobile and

dynamic settings such as AGVs and smart factory environments [98].

Compounding these issues is the increasing demand for cross-layer communication in
IIoT scenarios. As industrial networks evolve from hierarchical to meshed architectures,
traditional security solutions based on isolation and static configuration become inadequate [99,

]. Application-layer encryption or tunneling methods, while widely adopted, introduce
computational overhead and latency factors that conflict with the deterministic behavior

required by industrial operations.

To address these challenges, this chapter introduces two complementary innovations:

* Reducing bandwidth consumption: We propose eliminating cyclic keep-alive messages
by leveraging CSI and RRC information available in the 5G CP. This approach enables
monitoring connection states without relying on UP messages, resulting in significant

bandwidth savings [3].

* Enhancing security through the AERO framework: We introduce AERO, a novel
framework that enables the 5G network to serve as a security provider. The AERO
framework supports UP cryptographic mechanisms tailored to the requirements of
industrial applications. This can be achieved without modifying existing industrial
protocols or introducing additional overhead at the application layer. The framework

includes static and dynamic configuration methods to define cryptographic needs [4].

These approaches are designed to work synergistically, providing both bandwidth efficiency
and enhanced security for industrial wireless networks. By leveraging the inherent capabilities
of 5G, these solutions address key challenges such as reducing bandwidth overhead, improving
security, and facilitating the deployment of efficient wireless communication for industrial
applications like AGVs and EMSs.

The remainder of this chapter details the technical design, implementation strategies, and
evaluation of these mechanisms. These solutions illustrate how the native capabilities of 5G
can be adapted to meet the unique demands of modern industrial environments, paving the

way for secure and efficient wireless automation.

4.2 Bandwidth Optimization Using SG Channel State

Information

Industrial wireless applications frequently rely on periodic application-layer keep-alive mes-

sages to verify connectivity. While effective, this mechanism introduces considerable overhead
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on the air interface, especially in dense deployments or mobile environments. This section
presents a bandwidth-efficient alternative by utilizing existing 5G CP information, specifically

CSI and RRC states, to monitor connection status without relying on UP signaling.

4.2.1 Proposed Architecture

The proposed architecture eliminates cyclic keep-alive messages at the application layer by
reusing native 5G CP data already maintained for radio link management. CSI and RRC state
transitions, which are continuously exchanged between the UE and the RAN, provide reliable
indicators of connectivity status. These metrics are already leveraged by the 5G network to

determine modulation schemes, schedule resources, and trigger handover decisions.

Classical black channel approach
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Figure 4.1: Comparison of current and proposed communication architecture.

Figure 4.1 contrasts the traditional and proposed mechanisms. In conventional systems,
cyclic keep-alive messages are transmitted over the UP, consuming valuable air interface
bandwidth. In the proposed setup, the keep-alive mechanism is offloaded to the CP layer. The
RAN monitors the UE’s CSI and RRC state, which reflects the radio link quality and activity

status, respectively. This information is reported to the AMF, which aggregates and forwards
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connectivity updates to the NEF. Through a standardized API, the NEF then communicates

this information to the App-Server, effectively replacing UP-based monitoring.

This design minimizes overhead while preserving reliability. To maintain continuous
monitoring, the UE must remain in the RRC_CONNECTED state, which can be ensured by
configuring the inactivity timer to a suitably high value. This is especially feasible in
private 5G networks, where both network configuration and policy control are under the same

administrative domain, allowing optimization for industrial latency and reliability requirements.

By leveraging information already exchanged between the RAN and the core network,
the architecture avoids redundant transmission of cyclic keep-alive messages, significantly
reducing radio resource consumption and improving spectral efficiency. Furthermore, the
mechanism introduces no changes to existing application-layer protocols, enabling seamless

integration with legacy industrial systems.

4.2.2 Registration

The proposed bandwidth optimization method begins at the device registration phase. During
registration, we introduce an enhanced mechanism that allows the 5G network to classify
devices and apply differentiated connection monitoring strategies based on their traffic profiles

and criticality.

In our proposal, devices are categorized into two groups:

* Group 1 - Critical Communication Devices: These include industrial endpoints that
require cyclical black channel safety messages or frequent connection state monitoring

(e.g., AGVs, robotic arms, or safety-critical controllers).

* Group 2 — Non-Critical Devices: These devices generate sporadic or aperiodic traffic,
such as environmental sensors or maintenance tools, and fall outside the scope of this

optimization.

The proposed methodology focuses on Group I devices, where bandwidth efficiency is

crucial without compromising connection reliability.

Method Overview

In conventional 5G architecture, the UE periodically transmits CSI to the RAN to assist with
radio scheduling, modulation, and coding decisions. However, this CSI remains confined to the

RAN and is not propagated to the 5G core, which could be leveraged for intelligent connection



4.2.  Bandwidth Optimization Using SG Channel State Information 73

state monitoring. The proposed solution modifies the UE registration process to overcome this

limitation to facilitate core-level access to CSI without increasing air-interface signaling.

To utilize CSI for core-level decisions and eliminate redundant keep-alive traffic, our

approach extends the UE registration process to:

* Identify device criticality through its subscription profile stored in the UDM. This profile
includes a newly defined CSI Policy, which indicates whether the device is authorized

and required to participate in CSI-based monitoring.

* Upon initiating a standard NAS Registration Request, the UE triggers a sequence wherein

the AMF retrieves the device’s subscription profile from the UDM system.

* AMF instructs the RAN to begin forwarding CS/ for that specific device to the core
network entities, including the NEF and the App-Server, where connection states are

interpreted.

The RAN collects CSI according to 3GPP specified policies (periodic, semi-persistent,
or aperiodic reporting mechanisms as described in TS 38.214 [101]), and transmits this
information without requiring any additional signaling from the UE. Importantly, this enables
stateful monitoring without application-layer traffic, eliminating the need for cyclic keep-
alive messages that traditionally consume bandwidth on the air interface. This approach is
particularly advantageous in private 5G deployments, where network administrators have
granular visibility into device behavior and can define optimal subscription policies per

industrial use case.

By embedding CSI reporting requirements into the subscription and integrating core-level
data sharing at registration time, this method ensures that connection monitoring is accurate,
efficient, and scalable, meeting the stringent requirements of bandwidth-sensitive industrial

applications while remaining compliant with 5G standards.

4.2.3 Cyclic Communication Message Exchange in the SG Core

Once the device is successfully registered and its context is established within the serving
AMF and RAN, the core network facilitates the delivery of CSI to the application server.

Upon receiving the connection state indicator during the registration phase, the RAN
integrates this indicator into the device context. Consequently, when the device sends a channel

quality notification message, the RAN generates an N2 notification message for the AMF.

The N2 notification serves as a signaling mechanism within the 5G core network, encapsu-

lating the connection state information alongside the device’s unique identifier, such as the
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GUTI. This enables the seamless transmission of CSI from the UE to the application server,

supporting efficient communication and bandwidth optimization.

However, an important limitation of the current approach is that it relies solely on CP
information to infer connection status. While CS/ and RRC state can provide a reliable
indication of the radio link and session continuity, they do not guarantee the operational
status of the UP. For instance, a failure in the UPF could result in a scenario where control
signaling remains functional, but actual application data transmission is no longer possible.
This discrepancy poses a risk, particularly for industrial applications requiring strict E2E
reliability.

To address this, we propose a complementary mechanism: the introduction of lightweight,
low-frequency application-layer probes transmitted over the UP. These probes can serve as
minimal overhead verifiers of UP availability. Triggered either periodically with extended
intervals or based on anomalies detected via the CP, they offer an additional layer of assurance

without reintroducing the heavy bandwidth cost of traditional cyclic keep-alives.

Complementary Lightweight User Plane Probing Mechanism

While CP metrics, such as CSI and RRC state, offer valuable insights into the connection
quality and availability between the UE and the RAN, they do not reflect the status of the UP. A
critical example is aUPF failure or misconfiguration that could prevent application data transfer
even when CP signaling remains active. To close this gap and ensure true E2E connectivity
assurance, we introduce a lightweight application-layer probing mechanism operating over the

UP.

These application-layer probes are designed to:

* Validate UP availability E2E (from UE to App-Server).
¢ Detect silent failures in UPF, N3 interface, or intermediate firewalls/load balancers.
* Complement CP-based CSI monitoring without incurring traditional cyclic messaging
overhead.
Procedure:

* Initialization: Upon registration and PDU session establishment, the UE and the

App-Server agree on a probing policy (frequency, thresholds, etc.).

* Monitoring Trigger: If CSI degrades or RRC re-establishment events are detected, the
probe mechanism is activated immediately. Otherwise, probes are sent periodically at

low frequency to confirm UP continuity.



4.2.  Bandwidth Optimization Using SG Channel State Information 75

* Probe Transmission: The UE sends a minimal probe packet to the App-Server over the
active UP path (N3 — UPF — App-Server). The application server responds with an
Acknowledgment (ACK).

* Evaluation: If the UFE receives an ACK within a predefined time window, the UP is
considered healthy. If no ACK is received or repeated failures occur, the system initiates

fallback logic (e.g., switch to backup UPF, reinitiate session).

Example Use Case: Mobile AGV in Industrial Plant

* The AGV maintains CP monitoring via CSI updates every frame (~ 10 ms).
» Every 30 seconds, it sends a 16-byte User Datagram Protocol (UDP) probe to the server.

* Upon detecting packet loss or latency > 100 ms in probe response, the AGV flags UP

instability and may:

— Retry on the same path.
— Switch to a redundant UPF (if available).

— Trigger failure recovery logic per SLA.

4.2.4 CSI Process

Figure 4.2 provides an overview of the proposed system architecture, outlining both standard-

compliant and novel components. The process includes the following key steps:

* Informing the core network about UESs requiring cyclic communication.

* Establishing a forwarding mechanism within the core network for seamless data trans-

mission.
* Enabling communication between the core network and the App-Server.
* Facilitating interaction between the UE and the mobile application.

* In most industrial scenarios, the 5G UE serves as a network access point for another

device, which subsequently runs the mobile application.

Figure 4.2 further illustrates the information exposure process from the CP. This begins

with the activation of applications on both the mobile device (hosting the mobile app) and the
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Figure 4.2: Process of establishing connection monitoring.
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stationary App-Server. The UE then initiates signaling to indicate the requirement for both

components to have real-time information about the mobile application’s connection state.

The CP within the RAN serves as the primary source of CSI, which reflects the UE’s
connection quality. A reliable connection between the UE and the RAN requires sufficient
channel quality, defined by the successful transmission of packets of a specified size within a
defined latency threshold. During this process, the UE must maintain an RRC-connected state

to ensure accurate reporting of channel conditions.

This research examines trigger mechanisms for CSI reporting and the type of information
exchanged. While event-based, semi-persistent, and periodic triggering mechanisms are
available [101, 102], periodic CSI reporting is critical for this system. Both the Synchronization
Signal Block (SSB) and CSI Reference Signal (CSI-RS) can be configured for periodic reporting.
Among these, the SSB is preferred due to its lower overhead while still providing sufficient CSI
details. Given that the UP and CP carrier frequencies often fall within the coherence frequency
range, measurements conducted on the CP carrier can effectively characterize the UP channel.
Although CSI reporting can occur on a slot-by-slot basis, a per-frame basis (frame duration:

10 ms) is typically more suitable for industrial use cases [75, 103].

A frame-based granularity is recommended, as prior studies on black channel communica-
tion have demonstrated that significantly slower cycle times are sufficient [ 104, 105]. The CQI
reporting parameter provides critical insights into channel quality, enabling the determination
of the Modulation and Coding Scheme (MCS) and, consequently, the resource requirements on

the air interface for successful packet delivery.

To accurately evaluate connection reliability, precise knowledge of the available air interface
resources is essential. The combination of CSI and RRC data offers the necessary information,
which the RAN forwards to the AMF for further processing.

On the UE side, industrial-grade devices typically provide channel quality information
through various interfaces. The primary adaptation required is to ensure that UEs deliver
this information within the defined latency and frequency constraints imposed by the black

channel’s cycle time.

4.2.5 Bandwidth Reduction Analysis

In industrial communication systems, particularly those utilizing safety protocols like SafetyNet,
cyclic message transmission is essential for rapid detection of communication failures. These
messages, transmitted with a defined cycle time 7', often continue even in the absence of state

changes, contributing significantly to air interface bandwidth consumption. For example, the
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SafetyNet protocol embeds an 11-byte header in each frame for essential control information
such as Process ID, Session ID, and CRC [74].

The total communication overhead under a symmetric scenario (identical uplink and

downlink data sizes) can be modeled as:

11 +data) - 2
Overhead,,, = % 4.1)

where data represents the payload size in bytes, and 7 is the cycle time in seconds.

For instance, assuming 7 = 0.2 s and data = 8 byte, the cyclic data rate is approximately:

(11+8) -2
0.2

While this seems modest, the cumulative impact grows in large-scale deployments.

Overheady,,, = = 190 bps per instance

For asymmetric communication scenarios, such as AGV monitoring, which involves large
upstream data (e.g., data,, = 50 bytes) and minimal downstream commands (datag,,, = 8
bytes), the formula is:

(2 - 11 + data,, + datagyn)

Overheadasym = T 4.2)
Applying T = 0.1 s, we get
22+50+8
Overheadasym = (+O—1+) = 800 bps per instance

Now consider a factory floor of 10, 000 m? with 800 devices, each maintaining three black
channel instances [98]. This results in 2400 concurrent cyclic streams. Assuming an average
payload of 35 bytes per instance and using Equation 4.1 with 7 = 0.1 s, we get a total data
load of:

11+35)-2
Total Overhead = 2400 % % = 2.208 Mbps. 4.3)
By transitioning to the proposed CP-based monitoring approach using CSI and RRC
context (as explained in Section 4.2.1), this entire air interface traffic can be offloaded to the
CP and confined to the core network. This enables a bandwidth savings of up to 2.2 Mbps
across the factory floor. Additionally, our approach minimizes high-frequency small message

transmission, reducing collision probability and contention in the medium access layer.
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Complementary Lightweight UP Probes: Overhead Analysis

While the CP-based approach offloads the primary cyclic traffic, a residual concern is UP
availability. As detailed in Section 4.2.3, we propose periodic application-layer probes to
validate E2F data plane integrity.

Assuming a probe size of 16 bytes (including headers) transmitted every 30 seconds per
critical UE, for 800 devices, the total UP bandwidth overhead becomes:

1
Probe Overhead = W ~ 3.4 kbps. (4.4)

These are orders of magnitude lower than cyclic keep-alives and add a negligible load.
Combined, the CP and UP-based monitoring mechanisms ensure reliability while enabling a
net air interface saving of over 2.19 Mbps.

This bandwidth saving not only improves overall radio efficiency but also enhances network
determinism, particularly critical in time-sensitive industrial environments such as AGV control,

real-time sensors, and mobile HMI panels.

4.3 AF-Based Security Framework

4.3.1 Overview of AERO

This research proposes a novel security framework, termed AERO, designed to dynamically
select optimal cryptographic mechanisms based on the specific security requirements of
individual industrial applications within the 5GS. The AERO framework enhances the security
of industrial wireless networks without necessitating modifications to existing industrial
protocols. Additionally, it supports the creation of trusted zones, ensuring isolation across the
automation pyramid while optimizing bandwidth utilization on the radio interface through
effective application coordination.

The core concept of this framework is to implement UP encryption tailored to the distinct
security needs of each industrial application. By aligning encryption mechanisms with
application-defined requirements during secondary authentication, the mobile network can
provision encryption that efficiently utilizes bandwidth and computational resources. To

achieve this, two approaches are introduced:

* Static Configuration: Security information is pre-configured, ensuring consistent

implementation without requiring real-time negotiation.

* Dynamic Configuration: Security requirements are negotiated during the session setup

phase, allowing for flexible and application-specific security provisioning.
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These mechanisms aim to dynamically determine UP security requirements within the
5GS, thereby enhancing the overall security posture of industrial applications. This approach
addresses the well-documented deficiencies in security features inherent in many industrial

protocols [106].

4.3.2 Security Framework

Policy Security
Implementation Policy

5G

< | AF#2

Figure 4.3: AERO security framework.

Figure 4.3 illustrates the AERO security framework, wherein various line-of-business AF
(i.e., App-Server) define their security policies and communicate them to the 5G core network.
This integration enables the 5GS to meet the specific security requirements of each application.
The AERO framework introduces distinct approaches to address the diverse security needs of

industrial applications effectively.

Itis important to reiterate that the terminology used in this dissertation regarding Application
Server (App-Server) and Application Function (AF). In the context of 3GPP standards, the term
AF is commonly used to refer to what is otherwise known as an App-Server. For the purposes
of this thesis, both terms App-Server and AF are employed interchangeably, depending on the

specific context or reference.

Static Configuration

The static configuration approach allows each AF to define its security requirements within
the UDR of the 5GS. These requirements include specifications such as the necessity for
UP integrity protection tailored to specific applications. For example, based on a detailed
risk assessment, an application may specify that data communication encryption should be

implemented directly within the 5GS, avoiding redundant security implementations at the
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application layer. This reduces UP overhead, including bandwidth and processing requirements,

while maintaining robust UP protection.

To configure cryptographic requirements securely, it is essential to establish trusted
communication between the AF and the 5G core network. Additionally, the 5G core network
must authenticate the AF before granting permission to configure UP security policies. For
this, we propose using the OAuth 2.0 framework [107], which is already employed within

5GS [55], thereby leveraging existing mechanisms and minimizing implementation complexity.

The following steps outline the implementation of security policy configuration by the AF:

* Authentication and Authorization: The AF discovers the NEF (a 5G NF) either
through the NRF or via pre-configured information. The NRF verifies the authorization
request and generates an access token digitally signed with a private or shared key [108],
which is provided to the AF.

* Cryptographic Information Submission: In the subsequent step, the AF transmits
the cryptographic information and the access token to the NEF for storage within the
UDR. The NEF verifies and validates the access token (e.g., by checking the MAC value
using the shared secret associated with the access token) and subsequently stores the
information within the UDR. The UDR stores this structured data, where the data schema
and the access interface are standardized to facilitate access and storage by other 5G
network functions. Identifiers, as depicted in Table 4.1, are utilized to store and extract
specific data from the UDR. For example, if a query includes only the Data Set but not

the Data Subset, it implies that all values within the specified data set are to be retrieved.

Table 4.1: Data storage framework in the UDR.

Data Set Data Subset Data Key

Application Identifier

Internal Group Identifier or SUPI
AF Transaction Identifier
Application Identifier

Internal Group Identifier or SUPI
AF Transaction Identifier

User plane cryptographic
requirement

Application data
Control plane cryptographic
requirements

The initial registration procedure for the UE establishes access to the 5G network. This initial
registration typically encompasses the acquisition of a cryptographic assertion, confirming
the authenticity of both the UE and the network, and involves the generation of ciphering and

integrity keys to safeguard control plane messages exchanged between the UE and the network.
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However, UP encryption is typically absent during this stage. To incorporate UP encryption,

the following steps are proposed:

* The SMF extracts application subscription data from the UDR (as outlined in Table 4.1).

* Based on this data, the SMF determines the UP encryption parameters and transmits
them to the RAN.

* The SMF conveys the application identifier to the RAN. Concurrently, the application
client within the UE provides the corresponding application identifier to the UE. This
shared application identifier facilitates the generation of the UP encryption key, Ky penc,

derived from the existing K 4/r key.

Application Identifier Management: The proposed AERO framework introduces flexibility
by enabling distinct security policies for individual applications provided by the same application
provider. Since each application may have unique security requirements, it is essential to assign
a unique application identifier to distinguish between applications from the same provider.
This identifier can be allocated by standardization organizations, such as 3GPP and Global

System for Mobile Communications Association (GSMA ), or locally by industrial operators.

For industrial-grade devices that typically operate on specialized embedded Linux systems,
the application identifier can be constructed by combining manufacturer and device-specific
identifiers, ensuring uniqueness. For other platforms, such as iOS or Android, the assignment
of the application identifier can be managed by the operating system manufacturer. In these
cases, the identifier can integrate an operating system identifier with the application-specific
identifier. To maintain global uniqueness, such identifiers should be stored in a central database

managed by standardization organizations.

Implementation of Encryption in the AERO Framework: The AERO framework intro-
duces a layered security approach, with encryption mechanisms tailored to both the radio and
core segments of the 5G network. Specifically, it enables UP encryption at the radio interface

based on application-defined security requirements.

During the RRC connection setup, the RAN initiates encryption by signaling the need for
UP encryption to the UE. Upon mutual agreement, encryption is activated, and all subsequent
data exchanged over the radio interface is protected using a derived encryption key, denoted as
Ky pene- This key is derived through the 5G security key hierarchy and used to encrypt data on
the Data Radio Bearer (DRB)s established for the PDU session.

As a result, while the data remains encrypted over the air interface between the UE and
the RAN, it becomes temporarily accessible in a decrypted form at the RAN node. This
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is necessary because the RAN must decrypt the traffic to forward it in plaintext across the
N3 interface toward the UPF, unless additional protection mechanisms are employed. This
temporary decryption step within the RAN represents a potential exposure point in the data

path.

To mitigate this, the AERO framework extends protection beyond the radio interface by
employing an additional encryption layer using /PSec tunnels between the RAN and the
UPF, and optionally up to the App-Server. These IPSec tunnels provide confidentiality and
integrity protection for all user data once it exits the RAN, effectively bridging the security gap

introduced by plaintext handling at intermediate nodes.

This dual-layer encryption (Kypenc) at the radio layer and /PSec for CN transport, ensures
that data is protected both in transit over the air and across the network infrastructure. Thus,
the AERO framework delivers an application-aware, E2E security model that aligns with both
3GPP and industrial cybersecurity requirements, minimizing risks associated with sensitive

data exposure while maintaining performance and compatibility.

Dynamic Configuration

The dynamic configuration approach establishes UP encryption during the session setup phase,
eliminating the need for pre-defined security policy configurations within the 5G core network,
including the UDR. This method empowers the AF to dynamically define the appropriate UP

encryption parameters.

During the secondary authentication process, following successful Extensible Authenti-
cation Protocol (EAP) authentication, the App-Server (Authentication, Authorization, and
Accounting (AAA) server) communicates the UP encryption data to the SMF. Within the UP,
the App-Server can either transmit the symmetric secret key, denoted as Kypenc, Or indicate
the requirement to enable UP encryption. Upon receiving this information, the SMF forwards
the UP encryption data to the RAN.

The RAN processes the received encryption data and transmits an instruction to the UE to
activate UP encryption. In cases where the RAN receives the symmetric secret key Kypenc
from the SMF, it directs the UE to use the provided symmetric secret for encryption, rather
than generating a key derived from K4ysr. It is assumed that the UE, akin to its handling of
EAP credentials, 1s provisioned with the symmetric secret key Kyp,n. for UP encryption by

the application provider.

This approach introduces flexibility into the 5G security framework by enabling applications
to dynamically adjust their encryption parameters based on real-time requirements, thereby

enhancing both security and operational efficiency.
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4.3.3 Application Reference: AGY and EMS

The AERO framework offers significant advantages for use cases involving AGV's and EMSs,

addressing critical challenges in industrial wireless communication.

Secure and Trusted Communication Zones

Mobile communication within industrial networks, such as those used by AGVs and EMSs,
must operate within secure and trusted zones. Any communication crossing or exiting these
zones requires robust encryption to ensure data integrity and prevent unauthorized access.
Wireless communication inherently introduces vulnerabilities, as it propagates beyond the
secure zone. Hence, all wireless transmissions over the air interface must be encrypted. In
contrast, near-field communication technologies, such as slotted waveguides, leaky-wave
cables, or directional propagation methods, provide a security posture comparable to wired

communication [35].

The AERO framework facilitates secure wireless communication by dynamically applying
encryption mechanisms, enabling the use of established safety protocols like openSAFETY,
safeEthernet, and Profinet without requiring modifications (i.e., seamlessly integrated on
top of these protocols). This avoids additional certification costs [76]. Additionally, the
AERQO approach can accommodate proprietary protocols, ensuring robust security over the air

interface.

System Architecture
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Figure 4.4: Communication architecture for an EMS using the AERO framework.

Figure 4.4 illustrates an EMS connected to an AF via a 5G network. A dedicated VLAN
is established between the AF and the UPF, ensuring exclusive communication between the
EMS and its corresponding AF. The AF functions as a safety controller and the EMS control
system, managing safety-related processes such as position and distance control, while also

interfacing with the MES and other management entities.
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The communication session is encapsulated within a trusted area that includes all EMS's
and their associated AF's. Routing configurations can further isolate individual EMSs from
one another. Communication between the EMS and the AF often employs safety protocols
alongside proprietary protocols. The AERO framework addresses the challenge of securing
numerous proprietary, unsecure protocols within industrial automation environments [106] by

dynamically applying encryption over the air interface.

Flexible Encryption for Industrial Applications

The AERO framework allows UP encryption to be applied over the air interface while
maintaining other communication segments within a trusted area. Encryption on the N6
interface (between the 5G core network and the AF) can be optional, depending on the
application requirements. The SMF, acting as an EAP authenticator, enables encryption along
this path when needed. This precise control over encryption demonstrates the flexibility of the
AERO framework.

The AERO framework enables secure communication across different layers of the
automation pyramid without compromising isolation. For instance, secure communication can
be established between field devices, such as EMSs or their individual components, and the AF'.
This approach is particularly advantageous for synchronized operations, such as coordinated
driving of EMSs and AGV's, which require precise speed synchronization while ensuring safety.
By leveraging typical safety protocols within the black channel paradigm [75, ], the AERO

framework ensures low-latency and secure communication with minimal engineering effort.

Retrofitting Existing Systems

The AERO approach is especially well-suited for retrofitting existing wireless communication
systems for EMSs and AGV's. Traditional methods require extensive modifications to application-
layer software, including re-certification processes and hardware upgrades, to meet encryption
requirements such as those mandated by IEC 62443 [35].

For example, consider an EMS system with approximately 100 mobile nodes. Isolation of
wireless communication is currently achieved using near-field communication technologies like
slotted waveguides. Transitioning to free-space wireless communication through 5G mandates
encryption to comply with security standards. Implementing encryption at the application layer
would necessitate extensive software modifications, re-certification, and hardware upgrades,
resulting in significant costs and delays.

In contrast, the AERO framework provides encryption through the 5G system, eliminating
the need for application-layer modifications. This enables seamless retrofitting of EMS systems

by solely updating communication system configurations and hardware. Consequently, the
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AERO framework avoids the need for re-certification and software modifications across all

nodes, significantly reducing project costs and complexity.

4.3.4 Data Transmission Analysis and Results

This section presents a comparative analysis of data transmission efficiency between the
standard 5G UP mechanism and the proposed AERO framework. The analysis focuses on the
impact of protocol overheads and quantifies the potential gains in transmission time savings,

expressed both in milliseconds and as percentages, for various packet sizes.

Let D, denote the total amount of data to be transmitted, and let U represent the Maximum
Transmission Unit (MTU). Each user packet is encapsulated with a GTP header, hgrp, and a
security header, Ay, used for encryption. The combined size of these headers is defined as
H; = hgrp + hgec. Consequently, the total number of packets required to transmit the data D,

using the existing 5G mechanism is expressed as:

D,
Nsg = +1
=

Where:
Ht = hGTP + hsec
The transmission time of each packet with size U is given by:
t=t,+ v
=i+ 3

where 7, represents the propagation delay and B denotes the channel data rate. Assuming
packets are transmitted sequentially, each requiring an ACK from the receiver that incurs an
additional delay of 7, (independent of the data size), the total transmission time, 75¢, for

transmitting D, using the conventional 5G mechanism can be calculated as:

Tsg = Nsg X (t +1,)

D, U
= +IX(t,+=+1,
{U—Htl (7 B )

In the proposed AERO framework, the application-layer security header is eliminated.
Thus, the header size for the AERO approach is defined as

Hagro = H; - hsecA
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where /.4 represents the size of the application-layer security header. The number of

packets required to transmit D, using the AERO approach is then:

D
Nagro = {—M| +1

U - Hsero
D
= { “ +1
U - Hl + hsecA

The total transmission time, T4ggo, for transmitting D, using the proposed AERO solution

is given by:
Taero = Nagro X (t +1,)

_{ D,
U_Ht+hsecA

U
+1X(t,+—=+1,
(tp + 5 +1a)

The above analysis highlights the potential efficiency improvements offered by the AERO
framework, as it reduces the number of packets required for transmission by optimizing header

overhead, thus decreasing the total transmission time.

Numerical Results

This section presents a comparative analysis of data transmission times between the standard
5G mechanism and the proposed AERO approach. The following parameters were utilized for
the analysis: ¢, = 10ms [110], B = 100 Mbps, and 7, = 20 ms.

The user packet is initially encapsulated within a GTP header, denoted as hgrp. This header
includes 40 octets for the Internet Protocol Version 6 (IPv6) header, 8 octets for UDP, and 16
octets for the extended GTP-U header. Additionally, the GTP packet is further encapsulated
with a security overhead, /.., to protect the UP data. The size of this security overhead varies
depending on the encryption and integrity algorithms employed. According to 3GPP [111],
AES-GMAC with a 128-bit key length is used for encryption, and HMAC_SHA-1 is employed
for integrity. Consequently, sz, comprises 40 octets for the /Pv6 header, 4 octets for the
IPSec security parameter index, 4 octets for the sequence number, 16 octets for the encryption
initialization vector, 2 octets for padding length and next header, and 12 octets for the integrity

check value.

Figure 4.5 compares the data transmission times of the standard 5G mechanism, which
lacks over-the-air encryption, with the proposed AERO mechanism. The analysis considers
varying data sizes, D, transmitted between the UE and the AF over the mobile network, using
different MTU sizes: U = 576 bytes (Internet Protocol Version 4 (IPv4)), U = 1280 bytes
(IPv6), and U = 1500bytes (Ethernet). Both scenarios assume the use of the Modbus

industrial communication protocol over Transport Layer Security (TLS) [1 12], which, despite
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recent standardization, faces adoption challenges due to hardware constraints, availability
requirements, and potential costs associated with system modifications [ 113, ]. In these
calculations, hy..4, representing the size of the additional security header in the application

layer, is set to 60 octets.
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Figure 4.5: Comparison of data transmission times: Standard 5G vs. proposed AERO mechanism.

The results in Figure 4.5 demonstrate that T4gro < T5¢, indicating that the proposed
AERO solution effectively reduces data transmission times. On average, the AERO approach
achieves reductions of 13.8% (IPv4), 5.2% (IPv6), and 4.4% (Ethernet) in transmission times.
While decreasing the data fragmentation size increases transmission time, the proposed AERO
mechanism consistently outperforms the standard 5G approach. This improvement is attributed
to the elimination of the additional security header within the industrial protocol, thereby

reducing computational overhead during data processing.

Moreover, the AERO solution facilitates the seamless implementation of UP cryptographic
mechanisms over the air, addressing industry specific security requirements. Notably, this
implementation does not necessitate any modifications to existing industrial protocols, thereby

avoiding the need for supplementary security mechanisms.



Chapter 5

A Novel Trust Model for the Internet of
Everything in 6G Networks

5.1 Introduction

The evolution toward 6G networks is anticipated to significantly increase the number of
connected devices, driven by the continued proliferation of the Internet of Things (IoT) and
machine-type communications [37]. As connectivity demands grow across sectors such as
industrial automation, smart cities, and healthcare, the limitations of traditional identity and
trust management systems become more apparent. These systems predominantly rely on
pre-provisioned identity chips (e.g., SIM or eSIM) for each device.

Current trust models in 5GS [28], and its forthcoming enhancements under 5G Ad-
vanced [115], continue to follow this paradigm: a subscriber forms a trust relationship with
the MNO, and every device is provisioned with a hardware-based identity (i.e., SIM or eSIM).
While effective for human-centric mobile communications, this model poses scalability and
management challenges when extended to large-scale, low-cost IoT deployments, especially
where manual provisioning and lifecycle maintenance of individual identity modules becomes

economically and operationally infeasible [ 16].

Moreover, emerging paradigms such as multi-device personas [| | 7] and device aggregation
further complicate the landscape by introducing novel operational scenarios that traditional
systems are ill-equipped to handle. These challenges necessitate a fundamental shift in how

devices are identified and trusted within the 6G ecosystem.

To address these concerns, this research introduces a novel framework termed SUGAR,
which enables secure and efficient trust delegation across multiple devices under a single,

overarching trust relationship established with the network operator. By eliminating the

89
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need for individual identity chips for each device, SUGAR reduces costs, simplifies device

manufacturing, and enhances overall system scalability and efficiency.

The SUGAR framework is explicitly designed to accommodate the anticipated complexity
and scale of 6G networks. This chapter provides an in-depth exploration of the SUGAR
framework, including its foundational principles and operational mechanisms, demonstrating

how it can effectively address the limitations of traditional identity management models.

5.2 Secure Delegation of Trust Framework

This section presents the SUGAR framework, a novel approach to managing device identity and
trust in the context of increasingly dense and diverse 6G network environments. Traditional
authentication mechanisms in mobile networks depend on dedicated identity chips (e.g., SIM
or eSIM) embedded within each device. These chips securely store cryptographic keys used
to establish trust with the network. While this model works well in 5GS, it faces scalability
challenges in scenarios involving massive numbers of interconnected devices, as expected in

future industrial, vehicular, and consumer /0T deployments.

The SUGAR framework addresses this challenge by introducing secure trust delegation
across multiple devices. Rather than requiring each device to be provisioned with a separate
identity chip, SUGAR enables a group of devices to share a common trust relationship anchored
to a primary device or subscriber. This relationship is securely extended to secondary devices
through lightweight cryptographic protocols, reducing the overhead and complexity associated

with traditional identity provisioning.

By abstracting trust away from physical identity chips, SUGAR accommodates flexible
device configurations, including multi-device personas and device aggregation. These
capabilities are increasingly relevant in 6G scenarios, where users may operate clusters of
devices that function cooperatively and dynamically. Furthermore, the framework supports
cost-effective deployment models, simplifies the supply chain for connected devices, and

reduces the burden of managing per-device credentials.

The sections that follow detail the architectural components, trust establishment procedures,
and security considerations of the SUGAR framework, illustrating how it extends the existing

trust model to better support the scale, flexibility, and heterogeneity of future mobile networks.

5.2.1 Trust Model

At the core of mobile network access lies a trust relationship between the subscriber and the

MNO. This relationship is typically initiated through a formal agreement, such as a service
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subscription or user contract, which defines the terms under which the subscriber may access
the network. Within current mobile systems, this agreement is operationalized (through the
subscription profile in UDM/UDR) a secure association established between the subscriber’s
identity (e.g., SIM or eSIM) and the network operator’s infrastructure.

The subscription profile serves as a binding construct that authorizes access to network
resources and governs the allocation of services, including security policies, QoS, and
charging mechanisms. Through this association, the MNO issues cryptographic credentials
that are provisioned on the subscriber’s device, enabling authenticated access and secure
communication.

While this model is well-suited to today’s networks, it poses scalability and flexibility
limitations when applied to the dynamic and high-density environments envisioned for 6G.
In particular, the rigid one-device-per-identity assumption creates operational challenges in
scenarios involving device swarms, multi-device personas, or short-lived device associations.
These limitations motivate the need for a more flexible trust model capable of extending and
adapting the traditional subscription profile to better accommodate heterogeneous and evolving
device ecosystems.

The SUGAR framework builds upon this foundation by enabling secure delegation of trust
across multiple devices. This includes replacing the conventional subscription profile with
a new profile mechanism (referred to as the iContract), tailored to address the demands of

next-generation mobile networks.

5.2.2 SUGAR Architecture

Figure 5.1 illustrates the SUGAR architecture, which is designed to support diverse devices
within a mobile network. The framework categorizes devices based on their trust relationship
with the MNO. Devices with an established contractual trust relationship are referred to as
Parent Devices (PaDs), while devices lacking such direct agreements are designated as ChDs.
This classification depends on the contractual arrangement rather than the device type. For
example, a smartwatch may function as a PaD if a dedicated contract exists, but it would be
considered a ChD in the absence of such a contract.

PaDs are authorized to directly access MN services. Under the SUGAR framework, they
can securely delegate their trust relationship to ChDs, enabling the latter to leverage the PaD’s
established trust to access the MN. The PaD maintains an authorized list of ChDs and can
revoke trust delegation at any time by issuing a revocation message to the mobile network, for
example, to address compromised ChDs. This delegation mechanism significantly reduces
administrative overhead by centralizing the management of trust relationships within the PaD.
Consequently, individual ChDs do not need to establish separate contracts with the MNO.



92 Chapter 5. A Novel Trust Model for the Internet of Everything in 6G Networks

Connectivity

iContract Manager Trust Center
Manager

Mobile Network

Parent Device (PaD) Child Device (PaD)

Figure 5.1: SUGAR architecture for the envisioned 6G system.

Examples of PaDs include smartphones, factory controllers, or city authorities, as depicted in
Figure 5.1.

In contrast, ChDs lack a direct trust relationship with the MNO. However, they communicate
with the PaD to obtain delegated trust information. This delegated information is then presented
to the MN to establish a new trust relationship linked to the PaD’s subscription. As illustrated
in Figure 5.1, ChDs encompass a wide range of devices, including IoT devices (e.g., wearables

and sensors) and industrial devices (e.g., robotic arms and automated guided vehicles).

5.2.3 Mobile Network Functions

To enable the SUGAR framework, the MN incorporates several new functions essential for

establishing and managing trust relationships:

* iContract Manager: This entity is responsible for managing subscriber subscriptions,
including the generation and storage of device credentials such as cryptographic keys.
Additionally, the iContract Manager maintains records of network usage and provides
this information to the PaD, facilitating usage tracking and the management of registered
ChDs.

* Trust Center: The entity plays a crucial role in authenticating and authorizing devices
within the network. It is responsible for establishing trust relationships for ChDs based
on the delegated trust information provided by PaDs.
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* Connectivity Manager: This function ensures that PaDs and ChDs can access mobile
services while enforcing connectivity restrictions. It verifies device authorization by

interacting with both the Trust Center and the iContract Manager.

5.2.4 iContract: A Foundation for Trust

The cornerstone of the SUGAR framework lies in the concept of an iContract, which serves
as a digitally enforceable agreement between the subscriber, represented by the PaD, and the
MNO. Implemented as a smart contract within the mobile network platform, the iContract
formalizes the terms and conditions of the trust relationship. Key elements of the agreement
include the scope of network access granted to the subscriber and the corresponding quality of

service commitments provided by the MNO.

As shown in Figure 5.2, the iContract facilitates the delegation of trust from the PaD to its
associated ChDs. A critical feature of the iContract is its ability to include multiple ChDs
without requiring explicit prior registration of each device. The identities of these ChDs are
not disclosed during the initial establishment of the iContract. Furthermore, the iContract
incorporates specific conditions governing network access, such as the maximum permissible
number of ChDs, the allowable data rates for each ChD, and the network slices authorized for

their use.

PaD.__| ________

/[ cho | ————[ chD
&Ep ChDs are allowed in iContragj:/

/

Figure 5.2: An iContract established between a PaD and an MNO. The iContract defines conditions
under which ChDs are allowed.

Upon successful execution, the iContract Manager generates a unique identifier for the
established agreement. This identifier serves as a reference for all subsequent communications

and interactions related to the iContract. 1t is shared with the PaD and utilized for tracking and
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monitoring activities of both the PaD and its associated ChDs. Additionally, it enables lawful
interception when necessary. To ensure the integrity and authenticity of data, the iContract
manager securely notifies the PaD of network usage records, digitally signing each notification

for verification purposes.

5.2.5 Identity Enclave: A Secure Foundation

To improve security and mitigate the risks associated with host system vulnerabilities, the
SUGAR framework introduces the concept of an identity enclave. This secure enclave,
implemented within the device’s SoC, provides an isolated environment for storing and

processing sensitive cryptographic credentials.

SoCs integrate multiple components, including processing units, memory, and I/0 interfaces,
onto a single chip [ 18]. These chips are ubiquitous in modern electronics, ranging from TVs
(e.g., MediaTek Pentonic [119]) to IoT devices (e.g., Exynos W920 [120], Apollo4 [121] SoCs).
Technologies such as Arm TrustZone [ 122], Intel SGX [123], and Apple’s Secure Enclave [124]
demonstrate the effectiveness of creating secure virtual spaces for storing sensitive data and

keys, while isolating them from the broader operating system.

Building upon these foundations, the SUGAR framework enhances the identity enclave to
function as a self-contained environment, partitioned from the SoC but equipped with its own
central processing unit and cryptographic accelerator. Conceptually, this can be viewed as a
secure virtual machine or container running on the host device [125, ]. This separation
ensures that the enclave’s security mechanisms remain independent of the host system’s security

posture.

The identity enclave incorporates a dedicated security engine (independent of the host
system’s security mechanisms) responsible for generating and managing cryptographic key
pairs. These keys are securely stored within the enclave’s memory, inaccessible to the host
system. Additionally, a secure communication channel is established between the enclave and

the iContract Manager, ensuring the secure provisioning of credentials.

Memory constraints [127] within the enclave environment pose a challenge; however,
ongoing research endeavors are addressing these limitations. For instance, EnclaveDB [128] and
ObliDB [129] explore innovative techniques for efficient data management within constrained

enclave environments.

By leveraging this advanced identity enclave, the SUGAR framework eliminates the need
for dedicated physical identity chips. This reduces manufacturing costs, simplifies device
production, and establishes a robust foundation for secure device identity and trust management

within the 6G ecosystem.
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5.3 Trust Delegation Mechanism

This section details the core operational mechanisms of the SUGAR framework, with a focus
on how PaDs delegate trust to ChDs and how this delegated trust is used to securely access

mobile network services.

As illustrated in Figure 5.3, the trust delegation process begins with the PaD establishing a
secure and authenticated connection with the mobile network, using traditional authentication
methods based on embedded identity chips (e.g., SIM or eSIM). Once the connection is
established and the PaD is recognized as a trusted entity, it becomes eligible to delegate access

rights to one or more associated ChDs under its subscription profile.

Parent Device
Trust Mobile Network
(PaD)

Delegated
\ _Trust
Chiid Device

(ChD)

Figure 5.3: Trust relationship model in the SUGAR framework.

The trust delegation itself is realized through a secure protocol that allows the PaD
to generate and distribute digitally signed trust credentials to its associated ChDs. These
credentials encapsulate the scope of the delegated trust, such as service access permissions,
time validity, and allowed data usage, and are cryptographically signed using the PaD’s private
key to ensure authenticity and integrity. The ChDs uses these credentials to present themselves
to the mobile network and request access under the umbrella of the PaD’s established trust

relationship.

To ensure E2E security, the framework supports mutual authentication between PaDs and
ChDs, typically facilitated through local secure channels such as Bluetooth or Wi-Fi Direct.
The delegated credentials are validated by the mobile network using the PaD’s public key,
which is already registered with the operator. Once verified, the ChD is granted conditional

network access, aligned with the constraints defined by the PaD.

Furthermore, the SUGAR framework includes revocation mechanisms that allow a PaD to
invalidate delegated trust credentials, either proactively or in response to suspicious behavior
from a ChD. Revocation requests are transmitted to the mobile network and propagated to the

affected entities to immediately terminate access.
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This section elaborates on the technical details, including secure communication protocols
for trust delegation, mechanisms for verifying the authenticity and integrity of delegated trust
credentials, and procedures for establishing secure network access for ChDs using delegated

trust.

5.3.1 Secure Communication for Trust Delegation

Establishing a secure trust relationship between a PaD and a ChD requires a communication
channel that guarantees both confidentiality and integrity. This channel serves as the foundation
for the delegation of trust credentials. To initiate this process, the ChD discovers a nearby PaD
and requests trust credentials. Communication can occur over various interfaces, including
3GPP-compliant technologies such as ProSe [130] or non-3GPP alternatives like Bluetooth
and Wi-Fi.

Wireless channels are inherently vulnerable to adversarial threats, particularly MITM
attacks, where an attacker may intercept, alter, or spoof messages between two parties. While
asymmetric cryptography is a foundational tool for securing communication, it alone does not

fully mitigate MITM risks unless combined with proper authentication mechanisms.

To address these concerns, we propose a secure information exchange mechanism based on
asymmetric cryptography. During the initial connection establishment, the ChD generates a key
pair and shares its public key with the PaD. To authenticate this key and prevent impersonation,
the ChD’s public key is either signed by a trusted certificate authority or validated through
pre-shared trust anchors established during device onboarding. The PaD, upon successful
verification, uses the ChD’s public key to encrypt sensitive trust delegation data (e.g., the

iContract ID or session tokens).

However, asymmetric encryption schemes can be computationally demanding, especially
for resource-constrained devices like those often found in the /oT domain [131]. Additionally,
encrypting short data payloads (e.g., a 128-bit iContract ID) with a large asymmetric key (e.g.,
a 1024-bit Rivest-Shamir-Adleman (RSA) key) can lead to significant overhead.

To address these limitations, we propose utilizing a hybrid encryption scheme. Hybrid
encryption combines the security benefits of asymmetric encryption with the efficiency of
symmetric encryption [132]. In this approach, a symmetric key is randomly generated and
used to encrypt the actual data. This symmetric key is then encrypted using the recipient’s
public key and transmitted along with the encrypted data. This hybrid model ensures both
performance and security while protecting against replay and MITM attacks through the use of

session-specific nonces, timestamps, and MACs.

Hybrid encryption offers several advantages:
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* Enhanced Security: It provides strong security against various attacks, including chosen-

plaintext and chosen-ciphertext attacks, while maintaining computational efficiency.

* Improved Resource Utilization: It minimizes the computational overhead associated

with encrypting short data payloads with large asymmetric keys.

» Flexibility: It is suitable for a wide range of devices with varying computational

capabilities, including resource-constrained loT devices.

By employing a hybrid encryption scheme, we can ensure secure and efficient information
exchange between the PaD and the ChD while minimizing the computational burden on

resource-constrained devices.

Algorithm 1: Security scheme for forwarding the trust delegation to the ChD
Procedure: Encryption of Plaintext (M)
Let m « size(M);
fori — 1tomdo
Ccli] « E,,,, (M[i]); /* Encryption of M under kjy, via symmetric
scheme */
Csym — Cc[I]...Cc[m];
if Cyy,, = 1 then
| return L;
else
Cusym < Epkenp (ksym)s /* Encryption of ks, under pkcpp via
asymmetric scheme */

end

end

C «— (Csyma Casym);
return C;

Procedure: Decryption of Ciphertext (C)

Parse C as (Csym, Cusym);

ksym < Dskenp(Casym) /* Decryption of Cysy, under skcpp via

asymmetric scheme */

if kgy, = L then

| return L;

else
M (_Dksym(csym); /* Decryption of Cy, under ki, via
asymmetric scheme */

end

return M;

Algorithm 1 presents a hybrid encryption scheme that combines the efficiency of symmetric

encryption with the security benefits of public key cryptography. In this method, the PaD first
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encrypts the trust delegation payload, denoted as message M, using a symmetric key kyy,,. To
securely transmit Ky, to the ChD, the PaD encrypts it using the ChD’s public key pkchp.
The resulting ciphertexts, Ex, (M) and E k., (ksym), are sent together to the ChD.

This layered encryption model ensures that only the intended ChD, which holds the
corresponding private key, can recover the symmetric key and decrypt the message. By limiting
the use of computationally expensive public key operations to the key exchange phase, the
scheme maintains high performance, particularly for bandwidth-constrained or resource-limited
devices. Furthermore, it enhances resistance to cryptographic threats such as chosen-plaintext

and chosen-ciphertext attacks by relying on well-established encryption primitives.

5.3.2 ChD Registration and Network Access

To access mobile network services, a ChD initiates a registration process by submitting a
request containing its identifier (ChDjp), public key (pkcnp), and the associated iContract
identifier (M;¢). For secure transmission and to protect user privacy, these identifiers are
encrypted using the MNO’s public key (pkyn). This ensures that only authorized entities
within the network, such as the Trust Center, can decrypt the information using the MNO’s
private key (skpn). Upon receiving the registration request, the Trust Center retrieves the

relevant iContract information from the iContract Manager for further processing.

Legitimacy Verification

A critical step in the registration process is the verification of the trust delegation’s authenticity.
The PaD digitally signs the trust delegation details, including the iContract identifier and the
ChD’s identifier, as follows:

o = Signskp,, (Mic,ChDp)

Here, M;c represents the iContract identifier, and ChDp denotes the ChD’s unique
identifier, which could be an existing identifier like the IMSI or a manufacturer-assigned

identifier. The signed tuple (M;c, ChDp, o) is forwarded to the mobile network.

The Trust Center validates the signature by verifying that the hash of the signed data
matches the hash generated using the PaD’s public key (pkp,p). This ensures that the trust
delegation is legitimate and has not been tampered with. If the verification fails or if the ChD
identifier does not match the one included in the signed delegation, the registration request is

rejected.
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Credential Provisioning and Network Access:

Upon successful verification, the iContract Manager generates a set of credentials for the ChD,

including:
* A symmetric key (Ksypr),

* A sequence number (SQNyEg), and

* The MNO’s public key (pkyrn).

These credentials are encapsulated within a secure container and encrypted using the ChD’s
public key (pkcnp). To ensure the authenticity of pkcpp, the Trust Center verifies its validity.
This can be achieved either through a digital signature provided by the PaD or via a Certificate
Authority (CA) that certifies pkcip.

The encrypted credentials are then transmitted securely to the ChD, which engages in
mutual authentication with the network. This process typically involves the exchange of
cryptographic assertions, as illustrated in Figure 2.8. Upon successful authentication, the ChD

is granted access to mobile network services.

5.3.3 Security Assurance by Design

The proposed trust delegation mechanism within the SUGAR framework emphasizes E2E
security, utilizing established cryptographic principles to facilitate secure communication and
credential exchange between PaDs and ChDs. Every component of the system, from digital
signature-based credential verification to the hybrid encryption of trust information, depends

on reliable cryptographic techniques that are widely recognized in both academia and industry.

In particular, the use of public-key cryptography such as RSA [133] ensures authenticity
and non-repudiation, while symmetric encryption algorithms like AES [134] enable efficient
and confidential transmission of sensitive data. Message integrity and source authentication
are supported using keyed-hash message authentication codes (HMACs) [135]. Hybrid
encryption techniques combine the strengths of both schemes to protect against threats
such as MITM attacks and unauthorized data interception, while preserving computational
efficiency. The framework further incorporates session specific nonces, timestamps, and
message authentication codes to provide protection against replay and forgery attacks.

Mutual authentication protocols, secure key exchange mechanisms, and credential scoping
(e.g., time and service restrictions) contribute additional layers of defense, ensuring that only

authorized ChDs can act under the delegated trust of a legitimate PaD. Revocation procedures
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allow for prompt invalidation of compromised credentials, ensuring that trust relationships

remain dynamic and under control.

Although no new empirical validation is presented within this thesis, the design choices
are based on extensively studied and industry accepted cryptographic primitives (e.g., RSA,
AES, HMAC), which have undergone rigorous validation in the academic and industrial
communities [136]. The integration of well-established and extensively analyzed cryptographic
primitives contributes significantly to the credibility of the framework’s security guarantees,
particularly in mitigating threats such as MITM attacks, credential spoofing, and unauthorized

acCcCess.

By adhering to these foundational security principles and integrating them into the core
design of the SUGAR trust delegation architecture, the proposed solution achieves a robust
security posture, suitable for deployment in adversarial environments such as IoE and loT

networks.

5.3.4 Comparison with Traditional SG Trust Models

Table 5.1 provides a comparative analysis of trust models in traditional 5G networks and the
proposed SUGAR framework. In the conventional 5G paradigm, each device (including PaDs
and ChDs) must independently establish a trust relationship with the MNO, typically requiring
dedicated identity chips (i.e., SIM or eSIM) for each device.

Table 5.1: Comparison of Trust Models in 5G and SUGAR.

Feature 5G Model | SUGAR Model
Trust relationship with MNO Yes Yes
Dedicated identity chip for PaD and ChD Yes No
Delegation of trust to other devices No Yes

In contrast, the SUGAR framework introduces trust delegation, allowing PaDs to delegate
their established trust to ChDs. This eliminates the need for individual trust relationships
and identity chips for each ChD, simplifying device provisioning and reducing overall
complexity. Subscribers gain greater flexibility in managing device connectivity, enabling
them to dynamically enable or disable access for ChDs without complex and time-consuming

procedures.

Furthermore, while traditional 5G models primarily rely on cryptographic assertions based
on pre-configured keys (as detailed in Section 2.3.2), the SUGAR framework adds a layer of
security by verifying the legitimacy of trust delegation prior to cryptographic assertion. This

multi-layered approach enhances the robustness and security of the trust establishment process.
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5.4 Cost Analysis

This section provides a comparative cost analysis of the traditional 5G trust model and the

proposed SUGAR framework. The analysis evaluates costs from two perspectives:

* MNO Costs: These costs encompass expenses incurred by the MNO in providing mobile

services including infrastructure and operational costs.

* Social Costs: These costs encompass the cumulative expenses borne by both the MNO

and the end-users.

5.4.1 MNO Costs

The costs incurred by the MNO are influenced by the following factors:

e N: Total number of PaD devices.
¢ D: The number of ChDs associated with each PaD.

* F(x): The number of Subscription Unit (SU) required to handle X devices.

The total MNO cost, denoted as Cy;yo can be expressed as:
Cuno = N # D x (Csypyr + Creg) + (Csy * F(N))

Where:

» Cgyp represents the cost of the identity chip, including manufacturing and distribution.

* Cgeg represents the cost incurred by the MNO for completing the device registration

procedure.

» Cgsyp represents the cost per SU, including licensing fees, infrastructure expenses (servers,
data centers), and operational costs. The SU encompasses the functionalities of the
UDM and UDR in 5G, as well as the Trust Center and iContract Manager in the SUGAR

framework.

The function F(N) determines the number of SUs required to handle N devices and is
defined as:

F(N) = 1+{%}

Where X represents the maximum number of devices that can be handled by a single SU .
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5.4.2 Social Costs

Social costs (SC) include both MNO costs and user-incurred expenses, such as operational and

computational costs. The total social cost can be formulated as:

SC = Cyno + N % (CUgeg + D 5 CU)

Here, CU represents the user cost per device and is given by:

CU = CCrypt + CSig + CUReg
Where:

* Ccrypr: Computational cost of cryptographic operations, including encryption and

decryption.
* Csig: Communication cost associated with data exchange between the PaD and ChD.

* CURgeq: User-incurred cost for the device registration process.

5.4.3 Discussion

The traditional 5G model requires each device, including PaDs and ChDs, to establish
independent trust relationships with the MNO. This approach imposes significant costs
associated with provisioning identity chips and managing individual device registrations.
Moreover, subscribers incur substantial effort and expense in maintaining trust relationships,

particularly for large-scale deployments involving numerous ChD:s.

In contrast, the SUGAR framework eliminates the need for individual trust relationships
and identity chips for ChDs, significantly reducing provisioning and management overheads.
By leveraging trust delegation, SUGAR simplifies connectivity management for subscribers,
enabling flexible and dynamic authorization of ChDs without the need for time-consuming

registration processes.

While human effort associated with managing device identities and trust relationships
is not explicitly quantified in this analysis, it is a critical consideration. Traditional 5G
models require significant manual intervention for provisioning and managing trust for each
device. The SUGAR framework mitigates these costs by centralizing trust management, further

strengthening its cost-effectiveness.
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Limitations

Although quantifying human-related costs presents challenges, their inclusion would provide a
more comprehensive cost analysis. These costs, while omitted from this analysis due to their
subjective nature, would further highlight the economic advantages of the SUGAR framework.
Future research may explore methodologies for quantifying these human-related expenses to

strengthen the argument for adopting the SUGAR approach.

5.5 Numerical Results

This section presents a detailed cost analysis of the SUGAR framework, comparing it with the
traditional 5G approach. The analysis is based on the cost model developed in Section 5.4 and
utilizes parameters derived from relevant literature, as summarized in Table 5.2.

For the analysis, we consider a representative scenario based on the Japanese market, using
the number of active DOCOMO subscriptions in June 2021 [137] as a baseline (N = 82.91
million). These subscriptions encompass various devices, including smartphones and loT
devices. For simplicity, no differentiation is made between these devices. Additionally, we

assume X = 45 million devices per SU.

Table 5.2: Evaluation Parameters

Parameter Value
Csim 3.20€ [138]
Clicense 5,000€ [139]
Cequip 15,262€ [139]
Csig 749mW [140]
AES 256 scheme | 4.61 J/MB [141]
RSA 1024 scheme | 9.06 J/MB [141]

5.5.1 Cost Comparison: Number of ChDs per PaD

Figure 5.4 illustrates the MNO and social costs for both the 5G and SUGAR models, considering
varying numbers of ChDs per PaD. The registration costs (Cgeg) and user costs (CUg,,) are
set at €3.65 per year [142]. The results indicate substantial cost savings for the MNO using
the SUGAR model, particularly as the number of ChDs per PaD increases. For instance, with
1 and 15 ChDs per PaD, the SUGAR model achieves MNO cost reductions of 23.5% and

44.1%, respectively, compared to the traditional 5G approach. These savings arise from the
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elimination of individual identity chips for each ChD, significantly reducing hardware and

provisioning costs.
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Figure 5.4: Comparison of MNO and social costs for the 5G and SUGAR models at varying numbers
of ChDs per PaD.

User costs, including the computational costs associated with cryptographic operations
and communication overhead, contribute to the overall social cost. As shown in Table 5.2, we

consider as:

* Computational Costs: The analysis considers the energy consumption of AES (symmet-
ric encryption) and RSA (asymmetric encryption) as representative of the computational

costs associated with cryptographic operations.

* Communication Costs: The energy consumption associated with communication

between the PaD and the ChD is also factored into the cost analysis.

The SUGAR model demonstrates a significant reduction in MNO costs compared to the
5G model. However, the social cost savings (15.2% and 28.6% for 1 and 15 ChDs per PaD,
respectively) in the SUGAR model are somewhat lower due to the inclusion of user costs, such

as the computational and communication costs associated with trust delegation.
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5.5.2 Cost Comparison: Number of PaDs

Figure 5.5 examines the impact of varying the number of PaDs while maintaining 10 ChDs
per PaD. This analysis is relevant given the projected increase in connected devices within 6G
environments. The results show that MNO cost savings in the SUGAR model remain stable
across a wide range of PaD numbers. For instance, with 80 million PaDs, the SUGAR model
achieves a 42.7% cost reduction compared to the 5G model. This cost advantage persists
even with a significant increase in the number of PaDs, up to 200 million. The stability of
these savings is attributed to the fixed number of ChDs per PaD, minimizing the cost impact
of increasing PaD numbers. A similar trend is observed for social costs, with consistent

reductions of approximately 27.7%.
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Figure 5.5: Comparison of MNO and social costs for the SUGAR model at 10 ChDs per PaD.

The analysis presented in Figures 5.4 and 5.5 assumes a fixed annual trust delegation
frequency. However, the frequency of trust updates can significantly impact the overall social
cost. To investigate this, the analysis was extended to evaluate cost savings across a range of

delegation frequencies, from once per year to once per day.

5.5.3 Cost Comparison: Delegation Frequency

The frequency at which trust delegation updates occur has a direct impact on the associated
operational costs in the SUGAR framework. Figure 5.6 presents a comparative analysis of

social costs for scenarios involving 8 and 15 ChDs per PaD, across a spectrum of delegation
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frequencies, from once per year to once per day. For consistency, the 5G baseline assumes
that the cost of updating eSIM profiles matches the trust delegation update cost in the SUGAR
model.
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Figure 5.6: Cost comparison of the SUGAR model under varying trust delegation frequencies.

As observed in Figure 5.6, while the total cost does increase with higher update frequency,
the magnitude of increase from annual to weekly updates is less dramatic than might be expected.
This is due to several mitigating factors. First, the fixed setup costs (e.g., identity provisioning,
secure communication initialization) dominate the total cost at lower frequencies, which makes
the marginal cost of additional updates relatively small until higher frequencies are reached.
Second, trust delegation updates in SUGAR are lightweight operations, primarily consisting
of securely transmitting small credential updates, thus incurring minimal computational and

bandwidth overhead when compared to full-profile provisioning in traditional 5G eSIM setups.

Only at very high frequencies (e.g., daily updates) does the cumulative overhead begin
to substantially erode cost advantages. These high-frequency cases are rare in practical
applications and mostly theoretical, serving as upper bounds in this analysis. For typical
industrial scenarios, such as weekly or monthly updates, SUGAR continues to offer substantial

cost savings over the conventional 5G approach, especially when fewer ChDs are involved.



Chapter 6

Related Work

The rapid evolution of wireless communication technologies has spurred extensive research
efforts focused on enhancing reliability, security, and bandwidth optimization in 5G and
the anticipated 6G networks. This chapter provides a comprehensive review of the existing
literature, standardization efforts, and frameworks that underpin the contributions of this
dissertation. The discussion is structured around key themes, including E2FE reliability, MBBR
mechanisms, flexible security frameworks, and bandwidth efficiency strategies. The primary
objective is to present the current state of the art while identifying critical gaps that the proposed

research aims to address.

6.1 Related Work: E2E Reliability

6.1.1 Introduction to E2E Reliability

Ensuring E2F reliability in telecommunication networks has been a critical area of research,
particularly with the advent of 5G systems designed to support URLLC services. While
advancements in 5G have addressed many challenges, seamless session continuity, dynamic
network conditions, and application server failovers remain areas of concern. This chapter
reviews existing mechanisms for reliability in 5G networks and highlights the advancements
introduced by the proposed MBBR and eMBBR mechanisms.

Traditional Restoration Mechanisms

Traditional telecommunication systems have employed various mechanisms and protocols to
enhance network function and link reliability. However, existing restoration mechanisms, such
as those outlined in [143], [144], [145], primarily focus on restoring failed network functions

and links, neglecting the impact on ongoing sessions. For instance, the failure of a network
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function typically results in the deletion of session state, necessitating a disruptive session

re-establishment procedure [144].

6.1.2 Existing Reliability Mechanisms in 5G
Service-Based Architecture and NF Redundancy

The introduction of the SBA in 5G represents a substantial shift in core network design,
promoting modularity and flexibility through service-based interfaces between NFs [146].
This architectural model allows dynamic instantiation and scaling of NFs, facilitating features

such as load balancing, failover, and redundancy.

A key mechanism within the SBA is the concept of NF' Sets, which groups multiple NF
instances capable of performing the same role. These sets are designed to enhance system
reliability by maintaining session continuity in the event of instance failures [28]. Through
real-time context synchronization and state replication, an active NF instance can offload its
responsibilities to a backup within the same set, preserving user sessions and minimizing

service disruption.

This redundancy mechanism is particularly useful for functions like the AMF and SMF,
especially during mobility events such as inter-cell or inter-access network handovers. By
enabling seamless state transfer, NF' Sets can mitigate transient failures and reduce the impact

on ongoing services.

However, the effectiveness of NF Sets is not without limits. The synchronization of session
states across multiple NFs introduces considerable signaling and computational overhead.
Under high traffic or low-latency scenarios, such as those found in URLLC applications, this
overhead can result in delays that compromise the stringent latency and reliability requirements.
In such cases, failover mechanisms may not respond fast enough to meet the service-level

agreements mandated by URLLC.

To address these limitations, this work introduces the eMBBR framework, which comple-
ments existing NF redundancy strategies by incorporating proactive redundancy planning and
context prediction. While the framework enhances resilience and reduces the likelihood of
service interruption, it does not fully eliminate the latency and reliability constraints inherent
to URLLC failover scenarios. Rather, it contributes to a more robust redundancy strategy

within the bounds of current technological capabilities.

Dual Connectivity (DC)

DC is a foundational reliability enhancement in 5G networks, designed to improve link

resilience and mobility robustness by establishing two concurrent UP connections via separate
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RAN nodes [28]. This setup allows a UE to maintain simultaneous connections with both
primary and secondary links, thereby enabling real-time redundancy and improving session
continuity.

This concept is commonly illustrated in technical literature, including Figure 2.10a, which
have already appeared in Chapter 2 to explain basic 5G architecture and reliability concepts.
To avoid redundancy, this section instead elaborates on DC from a comparative and analytical

perspective, emphasizing its role within broader fault-tolerance strategies.

In the DC framework, redundancy is achieved not only at the physical link level but also
through data duplication at the application layer within both the UE and the App-Server. This
mechanism mirrors the IEEE Frame Replication and Elimination (IEEE FRER) defined in
IEEE 802.1 TSN [147], where identical data packets are transmitted across multiple disjoint

paths and merged at the receiver, enhancing reliability without extensive protocol overhead.

Advantages:

* Enhances resilience during RAN node outages by maintaining active communication

through a secondary link.

» Supports seamless inter-cell mobility and handover scenarios with minimal packet loss
and latency.

Limitations:

* Imposes additional resource overhead at the RAN and device levels, potentially impacting

network efficiency.

* Provides limited protection against application server outages, leading to potential

session interruptions despite redundant RAN connections.

Redundant Transmission Over Transport Layer Paths

Redundant transmission over transport layer paths complements DC by focusing on reliability
within the core network [148]. As depicted in Figure 2.10b (also referenced in Chapter 2 for
background on reliability mechanisms), this mechanism involves replicating user data at the
RAN and UPF levels and distributing it across distinct logical or physical transport routes.
This diversification ensures continued data flow even in the presence of transport link failures

or congestion.

This redundancy strategy is particularly effective in mitigating faults that occur beyond the

RAN, offering a second layer of protection by leveraging geographically diverse or logically
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isolated transport networks. However, it also introduces complexity in path coordination

between network functions.

Advantages:

* Improves transport-layer fault tolerance through traffic distribution across independent
paths.

* Increases robustness of service delivery in scenarios involving network congestion or
fiber cuts.

Limitations:

* Requires coordination between RAN and UPF for path selection and replication.

* Does not protect against application-level faults, such as server crashes or software

failures at the backend.

5G Network Slicing

Network slicing has emerged as a fundamental innovation in 5G system design, enabling
the creation of logically isolated networks, referred to as "slices”, over a common physical
infrastructure [28, 149]. Each slice is tailored to meet the specific requirements of different
service types, thereby allowing mobile operators to flexibly support diverse applications on a

shared platform.
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Figure 6.1: Network slicing architecture for differentiated 5G services.

As illustrated in Figure 6.1, network slicing allows UE to connect to different dedicated

slices optimized for their specific service needs. For instance, UE#1 may connect to an eM BB
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slice to support high data-rate applications such as video streaming, UE#2 may connect to an
URLLC slice suited for mission-critical industrial use cases, and UE#3 may be associated with

an oT slice optimized for massive, low-power device connectivity.

Each slice operates as a virtually independent network, consisting of its own dedicated
logical resources spanning the RAN and CN. These slices are dynamically provisioned and

orchestrated through the 5G management framework specified by the 3GPP [28].

A PDU session in a network slice represents a logical connection between UE and a
Data Network (DN), such as the Internet or a private enterprise network. Each PDU session
is associated with a specific network slice, identified by an Single-Network Slice Selection
Assistance Information (S-NSSAI), and ensures that the UE gets the appropriate QoS, security,

and policy treatment as per that slice’s configuration.

In summary, network slicing represents a key enabler for the heterogeneous service
environment anticipated in 5G and beyond. It allows 5GS to simultaneously support diverse
applications, ranging from high-speed broadband to critical low-latency communications and
massive IoT deployments, thereby significantly expanding the role of mobile networks in

industrial and consumer ecosystems.

Multipath TCP

Multipath TCP (MPTCP) is a transport-layer protocol designed to enhance network reliability
and performance by enabling the simultaneous utilization of multiple network paths [150]. By
distributing a single TCP session across multiple interfaces, such as LTE and Wi-Fi, MPTCP
ensures seamless failover in the event of path failure. This capability makes MPTCP especially

valuable in heterogeneous network environments where connectivity can vary across interfaces.

The protocol is widely employed in scenarios demanding uninterrupted session continuity,
including video streaming and mobile broadband services. For example, if a Wi-Fi connection
is lost, MPTCP dynamically re-routes data over an active LTE link, maintaining continuous
service. Furthermore, MPTCP incorporates congestion control and load-balancing mechanisms,

optimizing resource utilization across all available paths.

Despite its advantages, MPTCP poses certain challenges. Its implementation requires
significant client-side modifications, such as specialized software for path management and
packet replication [150, 151]. Additionally, MPTCP operates exclusively at the transport layer,
limiting its ability to address disruptions at the application layer, such as server failures. These
limitations underscore the importance of complementary solutions, such as eM BBR, which

extend reliability mechanisms to the application layer.
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Frame Replication and Elimination for Reliability

IEEE FRER, standardized by the IEEE 802.1 TSN group [147], is a mechanism aimed at
enhancing network reliability by replicating data frames across redundant paths. IEEE FRER
transmits multiple copies of the same data frame to ensure successful delivery even in the event
of path failures. Upon receiving duplicate frames, the destination node eliminates redundant

copies, ensuring only the first successfully received frame is processed.

IEEE FRER is particularly effective for industrial and automotive applications, where
deterministic delivery and real-time performance are critical. Its low-latency packet replication
capability supports applications such as robotic arms and autonomous vehicles, which demand

stringent reliability and precision.

However, similar to MPTCP, IEEE FRER requires specialized support on both the client and
server sides, including logic for packet replication and elimination [ 152]. Furthermore, IEEE
FRER is constrained by its reliance on the availability of the application server. Server failures,
which IEEE FRER does not address, can still lead to session disruptions. These limitations
highlight the need for comprehensive solutions like eMBBR, which provide reliability at both

the transport and application layers to ensure seamless service continuity.

6.1.3 Cross-System Optimization and Cloud Reliability

Historically, cross-layer and cross-system optimizations have posed significant challenges
due to the inherent complexity of coordinating diverse network layers and systems. The 5G
framework, however, introduces mechanisms that enable enhanced cross-system coordination.
These mechanisms allow applications to dynamically influence network behaviors, such as

session relocation, to optimize performance and reliability [28].

Extensive research on cloud computing reliability has primarily focused on ensuring the
availability of application servers within and across cloud data centers [153—155]. While these
studies provide valuable insights into improving server availability, they often overlook the
specific reliability challenges associated with EC deployments. In edge computing scenarios,

achieving low latency and high availability is crucial, especially for time-sensitive applications.

To address these unique challenges, solutions like the MEC-based Agreement Algo-
rithm [156] have been proposed. These approaches aim to ensure consensus between edge
nodes and central data centers during failures, maintaining service reliability. In contrast, the
MBBR mechanism focuses on dynamically switching communication sessions to standby nodes
in the event of active node failures. By prioritizing low-latency communication continuity,
MBBR offers a more tailored solution for edge computing environments compared to broader

consensus-based methods.
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Fog computing, a subset of edge computing, enhances data availability by locally caching
information at user devices. This enables continued operation even during connectivity
disruptions with the central cloud [157, ]. However, the primary focus of fog computing
is on improving data availability rather than ensuring the reliability of application servers or
uninterrupted communication sessions, highlighting a gap that mechanisms like MBBR and
eMBBR aim to address.

6.1.4 Optimizing Resource Utilization and Reducing Overhead

The introduction of the RRC_INACTIVE state in 5G represents a pivotal advancement in reducing
signaling latency during frequent transitions between idle and connected states [28]. This state
enables redundant radio paths to be pre-established and transitioned to RRC_INACTIVE when
not actively used. By maintaining these paths in a lightweight state, signaling overhead is
minimized, and network efficiency is significantly enhanced, particularly in scenarios involving

frequent state transitions.

Further research into resource sharing and cooperation in mobile networks has yielded
innovative strategies for optimizing network performance. Studies on dynamic radio resource
sharing [159] and Cloud-RAN (C-RAN) architectures [ 1 60] have highlighted the potential of
cooperative resource management and centralized control to improve spectrum utilization and
enhance overall network performance. These approaches emphasize efficient allocation of

resources and dynamic adaptation to network demands.

While these strategies effectively optimize network performance at the infrastructure
level, the eM BBR mechanism focuses on ensuring server reliability and maintaining seamless
session continuity during failures. Unlike conventional approaches, eM BBR integrates resource
optimization techniques with end-to-end reliability solutions. By proactively managing
redundant paths and dynamically handling server failovers, eM BBR achieves both efficient

resource utilization and high availability.

This dual focus on optimizing resource usage and ensuring reliability aligns with the
increasing demand for robust and efficient communication systems in next-generation networks.
The eMBBR mechanism exemplifies how reliability and efficiency can coexist, addressing

critical challenges in maintaining seamless connectivity while reducing operational overhead.

6.1.5 Critical Discussion: Extending Existing SG Reliability

Mechanisms

While 5G introduces several reliability enhancements, such as DC and NF' Sets [28], these

approaches primarily focus on redundancy at specific network layers, namely the RAN or CN.
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However, they lack comprehensive solutions for ensuring E2E service continuity, particularly

at the application layer during failures.

To address these shortcomings, recent research, including the work proposed in this
thesis, introduces advanced reliability frameworks: the MBBR and eMBBR mechanisms.
Unlike traditional methods that react to failures after disruption, MBBR proactively establishes
redundant communication paths in advance. This approach minimizes failover latency
and reduces service interruptions, particularly important for URLLC and mission-critical

applications.

Building on the foundation established by MBBR, the eM BBR mechanism introduces
advanced capabilities to address reliability gaps at the application layer. Notably, it incorporates
adaptive path selection and dynamic server failover, ensuring continuity even during primary
server outages. As a result, eMBBR provides holistic E2F resilience that existing solutions do

not fully guarantee.

Key Distinctions:

* Unlike DC, which ensures redundancy at the RAN only, MBBR and eMBBR address

failover across RAN, Core, and Application layers.

* While NF Sets support Core Network failover, they do not protect ongoing sessions at

the application layer, a gap closed by eMBBR.

* The proposed frameworks introduce proactive redundancy management, whereas tradi-

tional methods typically operate reactively.

6.1.6 Comparative Analysis

Table 6.1 provides a comparative overview of existing 5G reliability mechanisms and the
newly proposed MBBR and eMBBR approaches, highlighting their respective strengths and

limitations.

Table 6.1: Comparative Analysis of 5G Reliability Mechanisms

Mechanism | Redundancy Level | Application-Layer Reliability | Dynamic Path Management | Resource Efficiency
DC RAN No No Moderate

NF Sets Core Network No No Low

MBBR Core Network Yes Partial High
eMBBR E2E (RAN/Core) Yes Yes Very High

As shown in Table 6.1, while traditional 5G reliability techniques provide robustness

within individual network layers, they fall short in ensuring holistic service continuity across
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the entire communication stack. The proposed MBBR and eMBBR mechanisms fill this
critical gap, offering scalable, efficient, and application-aware redundancy strategies suited for

next-generation mobile networks.

6.2 Advancements in Bandwidth Optimization and Security
Frameworks for 5G-Enabled Industrial Networks: A

Comparative Analysis

The advancements in 5G technology present transformative opportunities for /loT applications,
but challenges related to bandwidth optimization and security remain critical [161]. This
section examines the state of the art in mitigating keep-alive message overhead using 5G
CSI and enhancing security frameworks in industrial networks. The limitations of existing

approaches are discussed, providing context for the solutions proposed in this dissertation.

6.2.1 Challenges of Cyclic Communication Overhead in Industrial

Systems

The black channel paradigm is widely used in industrial applications to ensure high safety stan-
dards by independently detecting communication errors that could compromise functionality.
Upon detecting such errors, systems transition to a safe state, often involving safety stops to
protect human workers and prevent equipment damage. The paradigm is governed by IEC
61784 [162] standards and mandates the detection of various transmission errors, including
data corruption, packet loss, and unacceptable delays. Black channel protocols implement
measures such as sequence numbering, connection identification, and time-out mechanisms to
meet safety requirements. A detailed description of the black channel paradigm can be found
in [74], while [76] explores how to integrate security into black channel systems. However, the
need for periodic status updates, even when no system changes occur, generates significant

signaling overhead.

Cyclic messages are essential for detecting time-out and connection losses, but they
introduce significant signaling overhead. Existing approaches to optimize these mechanisms,
such as lightweight protocols (e.g., MQ Telemetry Transport (MQTT) [163], Constrained
Application Protocol (CoAP) [164]) have attempted to minimize this burden through optimized
payloads and dynamic timers. Yet, these solutions still fundamentally rely on periodic user
plane traffic, which can be inefficient in scenarios requiring stringent latency and reliability

guarantees [ 165].
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Recent research highlights the potential of leveraging 5G CSI to address this challenge. CSI
metrics, including SNR and CQI, provide real-time insights into connection quality, enabling
applications to infer connection stability without cyclic signaling [166]. Although CSI has
been successfully used for load balancing and link adaptation, its use for application-layer

connection monitoring remains underexplored in the literature.

Bandwidth Optimization Using SG CSI: Comparative Perspective

Building on the limitations above, this dissertation proposes leveraging 5G CSI as a means of
eliminating redundant keep-alive traffic. Unlike existing approaches, which reduce but do not
eliminate periodic messaging, the proposed method in Section. 4.2.1 enables connection health

inference through CP metrics, improving both bandwidth efficiency and system scalability.

Key Differentiators:

 Traditional systems require continuous UP signaling; CSI-based approaches passively

monitor link quality without consuming UP bandwidth.

 Integration with 5G NEF interfaces allows real-time exposure of CSI to applications,

enabling prompt anomaly detection without application-layer overhead.

Thus, while current methods address communication overhead partially, the CSI-driven
framework proposed here provides a fundamentally new, standards-compliant mechanism for

next-generation industrial communication optimization.

6.2.1.1 Enhancing Security Frameworks in 5G-Enabled Industrial Networks

Security remains another critical challenge for industrial wireless systems. Legacy protocols
such as PROFINET [33] and openSAFETY [34] were not designed for wireless environments
and often lack encryption or authentication features by default. Zone-based security models [35,

], while effective in wired settings, struggle with dynamic wireless topologies and shared

medium vulnerabilities.

Limitations of Current Security Frameworks: Industrial communication networks tradi-
tionally implement zone-based security models in line with IEC 62443 standards [35]. These
models isolate communication flows within logical or physical zones and apply tailored security
policies to specific network areas. While effective in static, wired environments, such models

face notable limitations in wireless deployments:

* Dynamic Topologies: Frequent reconfiguration due to device mobility and connectivity

changes complicates static zone enforcement [39].
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» Shared Medium Vulnerabilities: Wireless systems are inherently more prone to threats

like eavesdropping, data tampering, and Denial-of-Service (DoS) attacks [167].

These limitations highlight the need for adaptive security frameworks that address the
unique challenges of 5G-enabled industrial networks. Solutions must account for dynamic
topologies and shared medium vulnerabilities while preserving the real-time performance and

reliability essential for industrial applications.

Adaptive and Efficient User Plane Security: AERO in Context

Given these limitations, research increasingly calls for adaptive user plane security frameworks

tailored to industrial needs [168].

The AERO framework, proposed in this dissertation, addresses these gaps by enabling
flexible UP cryptographic protection through AF’s, without modifying legacy protocols. By
offering dynamic and static configurations for encryption, AERO provides a lightweight security

overlay that complements existing 5G capabilities.

Comparison to Existing Approaches:

» Existing UP protection often requires extensive protocol adaptations or additional

hardware.

* AERO minimizes computational and bandwidth overhead while ensuring compatibility
with industrial certification standards such as IEC 62443 [35].

Thus, while prior work lays a foundation for 5G security, the AERO framework extends it

by providing a more practical, scalable solution for real-time industrial environments.

6.3 Security Connectivity and Trust management: IoE

The evolution of mobile networks has consistently improved throughput, latency, and device
connectivity. However, the fundamental process of trust establishment, binding each device
individually to a MNO via a secure identity chip (e.g., SIM, USIM, eSIM), has remained
unchanged [22]. While this model has served well in traditional settings, it becomes increasingly
impractical in the IoE era, where projections suggest an average of 15 connected devices per
person by 2030 [117]. Managing trust individually for billions of heterogeneous devices raises

challenges in terms of operational complexity, scalability, and economic viability.

In earlier chapters (see Ch. 5), we introduced the SUGAR framework to address these

challenges. To maintain the logical flow and avoid repetition, this section briefly relates
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SUGAR to the state-of-the-art approaches. It emphasizes its key comparative advantages

without reexplaining its detailed mechanisms.

6.3.1 Limitations of Existing Connectivity and Trust Models

Current connectivity models, such as Device-to-Device (D2D) communication, primarily
focus on enabling peer-to-peer interactions while bypassing mobile network infrastructure.
Although effective in limited scenarios, these models lack scalability in highly integrated loE
ecosystems [169]. Tethering, another alternative, provides temporary connectivity but fails to
support independent network access for connected devices [ | 70]. Portable SIM [171] solutions
further add to user inconvenience by requiring dedicated hardware that must be carried and

powered.

Identity chips (“SIM” and “USIM”) remain the cornerstone of authentication in 5GSs, with
protocols like 5G-AKA relying on them to store sensitive credentials such as the SUPI and
symmetric keys [55]. While enhancements to privacy and security in 5G-AKA have been
proposed, they continue to depend on physical or embedded identity chips. Provisioning these
chips is a time-intensive process, often taking hours or days. Despite their reliability, these
chips contribute to increased costs and logistical challenges, especially in scaling to billions of

devices.

Research Need for New Models

The dynamic nature of IoE, where devices often assume multiple identities, operate au-
tonomously, and form ad-hoc collectives, necessitates a fundamental rethinking of trust
frameworks [172]. Traditional one-to-one binding between device and operator is insufficient

for environments where flexibility, mobility, and scalability are paramount.

While solutions like enhanced SIM management (e.g., remote SIM provisioning) improve
operational agility, they still retain the core dependency on individualized secure elements,

limiting their applicability for large-scale, heterogeneous IoE environments.

6.3.2 Positioning of the SUGAR Framework

Rather than reiterating previously detailed mechanisms (in Ch. 5), we summarize how SUGAR

differs fundamentally from existing solutions:

* Delegated Trust Model: Unlike device-centric trust anchored in individual SIMs,
SUGAR establishes trust once with a PaD and allows secure delegation to ChDs. This

approach minimizes the need for physical identity chips across the device fleet.
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* Security by Design: Trust delegation in SUGAR is secured using hybrid encryption
mechanisms and optionally protected by secure enclaves within SoC hardware. This

ensures E2E integrity and confidentiality, even in dynamic environments.

* Reduced Cost and Complexity: SUGAR drastically reduces provisioning and op-
erational costs by allowing multiple devices to securely connect under a single trust

agreement, aligned with emerging 6G and massive loT deployment requirements.

6.3.3 Comparative Perspective

Table 6.2 highlights the comparative advantages of SUGAR versus conventional trust manage-

ment approaches.

Table 6.2: Comparison of Traditional Trust Models and the SUGAR Framework

Aspect Traditional SIM- | D2D/Tethering SUGAR Framework
Based Model Models
Provisioning Individual device | Peer-to-peer ad-hoc | Delegated trust from
Method SIM/eSIM provision- | connectivity PaD
ing
Scalability Limited to manually | Poor scalability for | Highly scalable via
provisioned devices | IoE environments trust delegation
Security Strong  (hardware- | Limited, vulnerable | Stronghybrid encryp-
based trust anchors) | to ad-hoc threats tion and SoC hard-
ware protection
Cost Efficiency Low, due to chip pro- | Moderate, but lim- | High, by removing
visioning and man- | ited to small deploy- | the need for individ-
agement ments ual trust anchors
Suitability for IoE | Poor for high device | Moderate for niche | Excellent for large-
density applications scale heterogeneous
environments

6.3.4 Conclusion

Rather than simply revisiting previously described proposals, this section situates the SUGAR
framework within the broader context of related work and highlights why a delegated trust
model is crucial for scalable and secure mobile network access in the IoE and 6G eras. SUGAR
directly addresses the operational and economic limitations of traditional trust models and
represents a necessary evolution toward efficiently managing billions of devices in future

mobile ecosystems.






Chapter 7

Conclusion

7.1 Overview

This dissertation addresses key challenges emerging in the development of mobile networks,
particularly within the contexts of 5G and the anticipated evolution towards 6G. The research
systematically explores new mechanisms aimed at improving network reliability, optimizing
bandwidth usage, enhancing security frameworks, and redefining trust management to meet the
demands of the //oT and the IoE. Through the development and evaluation of frameworks such
as AERO and SUGAR, this work offers technical solutions that extend and complement existing
mobile networking paradigms. This chapter summarizes the major outcomes of the research,

discusses their broader implications, and outlines potential avenues for future research.

7.2 Key Contributions

The research presented in this dissertation provides several noteworthy contributions to the

field of mobile communications, summarized as follows:

Enhanced Reliability Mechanisms

1. MBBR Mechanism: The MBBR framework proposes a proactive approach to enhancing
reliability by pre-establishing redundant communication paths. Unlike conventional
reactive failover mechanisms, MBBR minimizes service disruption during network
transitions, which is crucial for latency-sensitive applications. Rather than relying on
core network-level solutions like NF Sets, MBBR focuses on redundancy at the user plane
level by leveraging 5G features such as the RRC_INACTIVE state and dual connectivity.
This approach optimizes resource utilization while ensuring seamless failover between

active and standby communication paths.
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2. eMBBR Mechanism: Building on the principles established in MBBR, the eM BBR
framework further extends reliability by incorporating adaptive path selection and
dynamic application-layer failover capabilities. eMBBR addresses critical gaps in
traditional 5G reliability mechanisms by ensuring continuity even during application
server or edge computing node failures. Through the integration of application-aware
failover strategies, eM BBR guarantees ultra-reliable communication across both the radio
access and application layers, offering a comprehensive solution for mission-critical

services that require consistent E2E reliability

Bandwidth Optimization for Industrial Networks

This dissertation proposes a novel method to optimize bandwidth consumption in industrial
wireless networks by eliminating cyclic keep-alive messages through the use of 5G CSI. Rather
than relying on periodic application-layer messages for connection monitoring, the proposed
CSI-driven approach passively infers connection stability based on real-time radio quality
indicators. While this method represents a fundamental shift from traditional black channel
paradigms by changing the monitoring granularity, but still supports the core safety objective
of timely error detection without relying on cyclic messaging. The solution demonstrates
significant scalability and responsiveness, making it highly suitable for dense industrial

deployments, such as automated factories and mobile robotics environments.

Security Enhancements Through the AERO Framework

The AERO framework introduces an AF-based security model that empowers application
providers to dynamically apply cryptographic protections to the user plane. This approach
addresses inherent security limitations in legacy industrial protocols and reduces computational
overhead by avoiding redundant cryptographic operations. Furthermore, AERO maintains
backward compatibility with existing systems, thereby eliminating the need for costly re-
certifications or protocol modifications. By offering flexible, application-specific encryption
configurations, the framework enhances both performance and security in 5G-enabled industrial

networks.

Trust Management Through the SUGAR Framework

The SUGAR framework redefines trust management in mobile networks by introducing a
delegation-based model. It enables secure trust delegation from PaDs to ChDs, eliminating the
need for individual identity chips for each connected device. This model reduces operational

costs, enhances scalability, and supports the dynamic connectivity requirements of the loE
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ecosystem. Additionally, by integrating SoC-based identity enclaves, SUGAR strengthens
the protection of sensitive trust credentials, ensuring secure and efficient management of

large-scale device deployments in future mobile networks.

7.3 Implications

The findings of this dissertation have important implications for the design, deployment, and
management of next-generation mobile networks. These implications span across industry,

network operators, and standardization bodies:

1. For Industry: The proposed mechanisms provide practical and scalable solutions for
industries aiming to deploy secure and reliable /loT systems. By addressing critical
challenges related to reliability, bandwidth optimization, and security, these frameworks
support the seamless integration of wireless technologies into industrial environments,

improving operational efficiency and resilience.

2. For Network Operators: The AERO and SUGAR frameworks enable operators to offer
differentiated services with enhanced security, flexible trust management, and optimized
resource utilization. By adopting these solutions, operators can improve service quality,
support emerging IoE and IloT use cases, and reduce operational complexity and

associated costs, thereby gaining a competitive edge in evolving 5G and 6G markets.

3. For Standardization Bodies: The research identifies gaps in current 5G standard
frameworks, particularly concerning application-layer reliability and scalable trust
management. The MBBR, AERO, and SUGAR concepts provide actionable insights that
can inform the development of future 6G protocols, contributing to standards that better
support dynamic, high-density device ecosystems with stricter performance and security

requirements.

7.4 Limitations and Future Work

While this dissertation proposes several novel frameworks, it also leaves open important

research directions and practical challenges that require further investigation:

1. Real-World Implementation and Evaluation: The mechanisms proposed, including
MBBR and eMBBR, are currently validated through analytical modeling. A crucial next
step involves implementing these frameworks in real-world 5G or private 5G testbeds to

evaluate performance under realistic network conditions. In particular, aspects such as
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handover latencies, packet loss during failover, and resource overhead require empirical

validation.

2. Simulation-Based Studies: To complement practical deployments, simulation-based
studies should be conducted using advanced network simulators (e.g., ns-3 or OMNeT++)
to model large-scale industrial deployments. Simulations can help study system behavior
under extreme traffic loads, node failures, or rapid mobility scenarios, providing insights

into scalability and robustness.

3. Failure Detection in eMBBR: The eMBBR mechanism introduces redundancy but does
not yet fully address rapid failure detection. Future work should explore refined end-to-
end or hybrid failure detection mechanisms. Lightweight application-level heartbeat
mechanisms or advanced control plane-assisted failure prediction models could help

minimize reaction delays while maintaining system scalability.

4. Link-by-Link Quality vs. End-to-End Monitoring: The proposed CSI-driven
monitoring replaces end-to-end cyclic keep-alive messages with link-based quality
assessments. However, this substitution changes the monitored properties. Future
studies should investigate hybrid monitoring approaches that combine both link-level
and occasional end-to-end assessments to maintain equivalence with traditional black

channel guarantees.

5. Security and Privacy Aspects of Trust Delegation: While the SUGAR framework
reduces provisioning complexity, it introduces new attack surfaces, such as delegation
abuse or impersonation risks. Further work is needed to develop formal threat models and
mitigation strategies, particularly focusing on dynamic revocation and secure delegation

re-authentication protocols.

6. Energy and Resource Optimization: The proposed mechanisms add resilience and
security but may increase signaling and processing demands. Future research should
optimize these frameworks for energy efficiency, for example by introducing context-
aware delegation refresh intervals or adaptive CSI reporting strategies aligned with

device mobility and channel conditions.

Overall, advancing this work into prototype deployments, extensive simulations, and
targeted improvements in detection, security, and efficiency represents a promising and

necessary next step toward realizing resilient, scalable, and secure 5G and 6G mobile systems.
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7.5 Final Remarks

This dissertation addresses key challenges facing next-generation mobile networks by proposing
innovative frameworks that enhance reliability, optimize bandwidth, and strengthen security
and trust. The proposed solutions are not purely theoretical; they offer practical pathways for

implementing transformative improvements in mobile network design and operation.

The mechanisms developed in this work, including advanced reliability management,
bandwidth optimization using CS/-driven monitoring, and trust delegation through secure
frameworks like AERO and SUGAR, provide scalable, flexible, and efficient building blocks
for the evolving mobile ecosystem. They directly address critical requirements of /10T, IoE,
and emerging 6G-driven applications, including ultra-reliable connectivity, scalable trust, and

secure device onboarding.

As mobile networks transition into the 6G era, the principles and mechanisms outlined
in this dissertation serve as a foundation for future innovation. By addressing fundamental
limitations of current systems and anticipating the growing complexity and scale of device
ecosystems, this research contributes to shaping a connected world where reliability, security,

and resource efficiency are essential pillars.

Some aspects of the work presented, particularly the ideas around lightweight user plane
probing, application-aware reliability mechanisms, and secure trust delegation models, align
closely with topics currently discussed within 3GPP working groups (e.g., SA2 for reliability
enhancements and SA3 for security extensions). Although full integration into formal standards
remains future work, the research directions explored here offer valuable input that could
influence ongoing standardization efforts, particularly for 6G system design.

Continued research, including real-world validation and engagement with standardization

bodies, will be essential to further advance these concepts toward widespread industry

adoption.
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101, 102, 103, 104, 105, 106, 117, 118, 119, 121, 122, 123, 124, 125, 142, 143

SUPI Subscriber Permanent Identifier 23, 24, 27, 81, 118
TCP Transmission Control Protocol 53, 111, 141

TEID Tunnel Endpoint Identifier 22

TLS Transport Layer Security 87

TSN Time-Sensitive Networking 56, 109, 112

UDM Unified Data Management 24, 25, 73, 91, 101

UDP User Datagram Protocol 75, 87

UDR Unified Data Repository 10, 80, 81, 82, 83, 91, 101, 143

UE User Equipment 16, 17, 18, 21, 22, 23, 24, 25, 27, 28, 31, 32, 40, 41, 42, 45, 49, 52, 55,
56,57, 58, 59, 60, 61, 62, 63,71, 72,73, 74,75, 717,79, 81, 82, 83, 87, 109, 110, 111

UL-CL Uplink Classifier 32

UP User Plane 10, 21, 22, 28, 32, 42, 43, 45, 46, 47, 55, 56, 58, 61, 63, 70, 71, 74, 75, 77, 79,
80, 81, 82, 83, 85, 86, 87, 88, 108, 116, 117, 141

UPF User Plane Functions 9, 21, 22, 30, 32, 33, 42, 45, 46, 47, 48, 50, 51, 52, 53, 55, 56, 58,
62, 63, 64, 65, 66, 67, 74,75, 83, 84, 109, 110, 141, 142

URLLC Ultra-Reliable Low-Latency Communication 1, 2, 28, 29, 30, 31, 33, 36, 39, 58, 59,
107,108, 111, 114

URSP UE Route Selection Policy 32
USIM Universal Subscriber Identity Module 16, 17, 23, 25, 28, 117, 118

VPN Virtual Private Networks 37



152 Complete List of Acronyms

VR Virtual Reality 1

WCDMA Wideband Code Division Multiple Access 18



	Introduction
	Evolution from 5G to 6G and Emerging Communication Requirements
	Limitations of Current 5G Architecture
	Research Problem Statement
	Research Questions and Objectives
	Summary of Contributions
	Structure of the Thesis

	Background
	Introduction to Mobile Communication
	Mobile Network Architecture

	Evolution of Mobile Communication Networks
	From 3G to 4G: A Paradigm Shift

	5G System Design and Security Principles
	Overview of 5G Architecture
	5G Security Framework
	5G Ultra-Reliable Low Latency Communication
	Edge Computing

	The Evolution of Industrial Automation: From Hierarchical to Interconnected Systems
	From Hierarchical Structures to Meshed Factories


	Enhanced Reliability Mechanisms for 6G Networks
	Introduction
	Problem Formulation and Network Model
	Make-Before-Break-Reliability (MBBR) Mechanism
	MBBR Design
	Application Categories
	MBBR Cluster
	Communication Session Establishment Procedure
	MBBR Resource Management
	Application Failure Detection Mechanism
	System Analysis and Theoretical Insights
	Numerical Results
	Experimental Evaluation

	Enhanced MBBR (eMBBR) Mechanism
	Network Design
	Bandwidth Optimization with RRC_INACTIVE State
	Connection and Session Management
	UE and AS Communication Negotiation
	Failure Detection and Mitigation Mechanims
	Mobility Management
	Scalability and Complexity
	System Analysis and Theoretical Insights
	Numerical Results


	Security and Bandwidth Optimization for Industrial Wireless Communication
	Introduction
	 Bandwidth Optimization Using 5G Channel State Information
	Proposed Architecture
	Registration
	Cyclic Communication Message Exchange in the 5G Core
	CSI Process
	Bandwidth Reduction Analysis

	AF-Based Security Framework
	Overview of AERO
	Security Framework
	Application Reference: AGV and EMS
	Data Transmission Analysis and Results


	A Novel Trust Model for the Internet of Everything in 6G Networks
	Introduction
	Secure Delegation of Trust Framework
	Trust Model
	SUGAR Architecture
	Mobile Network Functions
	iContract: A Foundation for Trust
	Identity Enclave: A Secure Foundation

	Trust Delegation Mechanism
	Secure Communication for Trust Delegation
	ChD Registration and Network Access
	Security Assurance by Design
	Comparison with Traditional 5G Trust Models

	Cost Analysis
	MNO Costs
	Social Costs
	Discussion

	Numerical Results
	Cost Comparison: Number of ChDs per PaD
	Cost Comparison: Number of PaDs
	Cost Comparison: Delegation Frequency


	Related Work
	Related Work: E2E Reliability
	Introduction to E2E Reliability
	Existing Reliability Mechanisms in 5G
	Cross-System Optimization and Cloud Reliability
	Optimizing Resource Utilization and Reducing Overhead
	Critical Discussion: Extending Existing 5G Reliability Mechanisms
	Comparative Analysis

	Advancements in Bandwidth Optimization and Security Frameworks for 5G-Enabled Industrial Networks: A Comparative Analysis
	Challenges of Cyclic Communication Overhead in Industrial Systems
	Enhancing Security Frameworks in 5G-Enabled Industrial Networks


	Security Connectivity and Trust management: IoE
	Limitations of Existing Connectivity and Trust Models
	Positioning of the SUGAR Framework
	Comparative Perspective
	Conclusion


	Conclusion
	Overview
	Key Contributions
	Implications
	Limitations and Future Work
	Final Remarks

	Bibliography
	List of Figures
	List of Tables
	Complete List of Acronyms

