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Abstract

EN - Within the field of Business Process Management, business rules are com-
monly used to model company decision logic and govern allowed company be-
havior. An exemplary business rule in the financial sector could be for example:
"A customer with a mental condition is not creditworthy'. Business rules are
usually created and maintained collaboratively and over time. In this setting,
modelling errors can occur frequently. A challenging problem in this context is
that of inconsistency, i.e., contradictory rules which cannot hold at the same
time. For instance, regarding the exemplary rule above, an inconsistency would
arise if a (second) modeller entered an additional rule: A customer with a men-
tal condition is always creditworthy", as the two rules cannot hold at the same
time. In this thesis, we investigate how to handle such inconsistencies in business
rule bases. In particular, we develop methods and techniques for the detection,
analysis and resolution of inconsistencies in business rule bases.

DE - Im Kontext des Geschaftsprozessmanagements werden haufig sogenannte
Business Rules (Geschéftsregeln) als zentrales Artefakt zur Modellierung von
unternehmensinterner Entscheidungslogik sowie der Steuerung von Unterneh-
mensaktivitdten eingesetzt. Eine exemplarische Geschéftsregel aus dem Finanz-
sektor ware z.B. "Ein Kunde mit geistiger Behinderung ist nicht geschaftsfahig™.
Business Rules werden hierbei meist von mehreren Mitarbeitern und iiber einen
langeren Zeitraum erstellt und verwaltet. Durch dieses kollaborative Arbeiten
kann es jedoch leicht zu Modellierungsfehlern kommen. Ein grofles Problem in
diesem Kontext sind Inkonsistenzen, d.h. sich widersprechende Regeln. In Bezug
auf die oben gezeigte Regel wiirde beispielsweise eine Inkonsistenz entstehen,
wenn ein (zweiter) Modellierer eine zusétzliche Regel "Kunden mit geistiger
Behinderung sind voll geschaftsfahig™ erstellt, da diese beiden Regeln nicht zeit-
gleich einhaltbar sind. Die vorliegende Arbeit beschéaftigt sich mit dem Umgang
mit solchen Inkonsistenzen in Business Rule-Repositorien. Hierbei werden im
Speziellen Methoden und Techniken zur Erkennung, Analyse und Behebung von
Inkonsistenzen in Regelbasen entwickelt.
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List of Rule Bases

B; = fnewCustomer! creditWorthy ; newCustomer! : creditWorthy g

B, = fmentalCondition ! :  contractuallyCapable : contractuallyCapable!: creditWorthy g

B3z = fcustomer; mentalCondition; mentalCondition ! :  contractuallyCapable
. contractuallyCapable! : creditWorthy g

B, = fplatinumCustomer; platinumCustomer ! contractuallyCapable
mentalCondition ; mentalCondition ! :  contractuallyCapabley

Bs = fa! bb! cal!: cg

Bs=fa! ec!: eal! cb! eg

B;=fal bb! cc! dg

Bg = fa;: ag

Bg=faja! ba!: hg

Bd=fa;:bc:ea! ba!: ba! dd! eg

Bio=faja! ba!: bc:cg

Bi1 = faja! b;:bg

Bio = fal! bal: bg

Biz=fal bb! c¢b! da!: cd! ee! cg

Bis=faja! ba!: b:ag

Bis = fa! bb! c¢b! dae!: cal: bd! ee! cg

Bis = fa! n;al!: n;b! d;c!: d;x! zy!: zg

For readability, we sometimes use the ";" sign to separate elements in order

to avoid confusion with "," signs used inside rule premises.



1

Introduction

The topic of the work at hand is handling inconsistency in business rule bases.
Essentially, this relates to identifying, analyzing and resolving inconsistent busi-
ness rules, i.e., contradictory rules which cannot hold at the same time. In this
chapter, we introduce the background and motivation of this thesis. We present
the status quo on elds related to business rules and inconsistency handling.
Then, based on an identi cation of research gaps, we develop a main research
guestion and present our speci ¢ contributions.

1.1 Background and Motivation

Business ruleshave gained major attention in the context of business process
management [2, 71]. Here, business rules are used to encode policies, norms,
regulations or laws as a declarative business logic, aimed to ensure that com-
pany activities comply with such regulatory controls. For example, the company
should only conduct activities as constrained by the set of business rules. Oth-
erwise, the behavior might be ine cient due to a disregard to internal policies,

or might even violate external legal regulations, the latter of which could re-
sult in sensitive nancial nes, or even criminal prosecution [63]. Consequently,
company e orts are being directed to ensure that activities follow internal and
external regulations by means of business rules. Followingsovernatori et

al. , we de ne these company e orts ascompliance i.e., \an act or process to
ensure that business operations, processes, and practices are in accordance with
prescriptive [internal or external] documents” [63][p.3].

While using business rules to verify the compliance of company activities is
promising, it comes with increased demands on the quality of the business rules
themselves, as the rules become the de facto artifact used to monitor compliant
behavior. However, as company rule bases are usually maintained by multiple
modelers, modelling errors can occur frequently [9, 29,106, 120]. For instance,
Batoulis and Weske (2017) report on a case study with a large insurance
company, which revealed that 27% of analyzed rules contained modelling er-
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rors. In result, modelling errors in business rules are broadly recognized as an
important problem for companies, as they impede using business rules for their
intended purpose of ensuring compliant processes, see e.g. [29, 92, 106, 120] for
an overview and [11, 21,28, 42] for some recent works.

A potential problem here is that of inconsistency, i.e., (multiple) rules that
contradict each other. For example, consider the following business rule badg;
in Figure 1.1 (we will formalize syntax and semantics later) with the intuitive
meaning that we have two contradictory business rules, stating that 1.) new
customers are generally credit worthy, and 2.) new customers are not credit
worthy. Given a process instance where we encounter a new customer, the rule
base is inconsistent in the classic-logical sense, as it would entail contradictory
conclusions. Subsequently, the rule base cannot be used to draw meaningful
conclusions. This jeopardizes previous company e orts that have been invested
in modelling, for example, it might be impossible to execute the process model
as shown in Figure 1.1 (right).

B1 = fnewCustomer! creditWorthy ;
newCustomer! : creditWorthy g

Figure 1.1: Exemplary rule base and corresponding business process.

To counteract such problems, companies need to be supported with means
for the detection and analysis of inconsistencies in the scope dfusiness rules
management(BRM). In case of inconsistencies, methods are needed that analyze
the inconsistency and present the users with a careful analysis as a strategic basis
for re-modeling.

The eld of inconsistency measuremen{61,130] is about analyzing inconsis-
tency in logic-based knowledge representation formalisms and therefore repre-
sents a good candidate for an application in BRM. In this eld, a central object
of study are quantitative measures which allow to assign a numerical value to
(elements of) a knowledge base, with the informal meaning that a higher value
re ects a higher degree of inconsistency. These measures could be useful in the
context of BRM to assess inconsistencies in rule bases, i.guantify the severity
of inconsistency, andpin-point the causes of inconsistency.

Consequently, the aim of this thesis is to support business rules
management in handling inconsistent business rules by developing
technical means for detecting, analyzing and resolving inconsisten-
cies in business rule bases, while extending results from the scientic
eld of inconsistency measurement.
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In particular, we will adapt and develop inconsistency measures for quanti-
fying inconsistency in business rule bases. We will now present the status quo of
related elds and identify current research gaps. The research question is then
presented in Section 1.4.

1.2 Status Quo

The problem of handling inconsistencies in business rule bases touches a multi-
tude of di erent scienti ¢ elds and streams of research. Speci cally, this work
studies the intersection ofBusiness Process Management (BPM), Business Pro-
cess Compliance (BPC), Business Rule Management (BRMpand Inconsistency
Measurement (the latter of which is a sub- eld of Knowledge Representation
and Reasoning). To clarify the relations of these elds and why it is necessary
to investigate this intersection, we present the state of the art and show re-
spective limitations. For readability, we will display a breadcrumb-navigation

showing the interconnection of chapters using the " symbol.

1.2.1 Business Process Management
. BPM

The topicality of business rules is strongly interconnected to the discipline of
Business Process Managemen{BPM), as a central aim of business rules is
to facilitate compliant models and process execution. Here, BPM is concerned
with concepts, methods, and techniques towards the design, con guration, en-
actment, and evaluation of company processes, i.e., sequences of company activ-
ities [43,140]. In this context, process modelsare the de facto object of study to
represent such company processes [140]. Process models are usually represented
by means of graphical modelling languages { such as the Business Process Model
and Notation! { and aim to capture the prescribed sequence in which company
activities should be conducted in, as well as the socio-technical environment in
which the process is embedded in. Following a similar de nition as in [41,116],
we de ne a process model as a tuplé/ , via

M =(V;E;Ty;Te;Cs 55 );

whereV is a set of nodes in the process model graph and = Ep [ Ey is the
set of edges between nodes, wheie, V'V is the set of directed edges and
Eu ff vi;vagjvi;ve 2 Vgis the set of undirected edgesT, =T, are sets of
node/edge types.C is a set of captions, i.e., labels used in the process model.
- are functions, where assigns a node inV to its type in T,, assigns
an edge inE to its type in Te, and assigns a node iV or an edge inE to a
label in C.

Lhttps://www.omg.org/spec/BPMN/2.0/About-BPMN/
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Example 1. Figure 1.2 shows an exemplary process model in the Business Pro-
cess Model and Notation (BPMN) standard. The model in Figure 1.2 can be
formalized viaV = fvi;vz;v3;Va;vsg, E = ferjex;es a9, €1 = (Vi;V2);€ =
(V2;v3);e3 = (Vva;Va);e4 = (Vv3;vs) Ty = fStartEvent, BusinessRuleTask, Task,
XORg, Te = fcontrolowg, C = f"Determine Credit Status"”, "Forward applica-
tion","Reject application”, "creditworthy", "not creditworthy"g, (v;) = " Start
Event", (vo) =" BusinessRuleTask", (v3) =" XOR", (v4) = (vs) ="Task",

(e1) = (&) = (&3) = (&4) ="controlow", (v,) ="Determine Credit Sta-
tus", (v4) ="Forward application”, (vs)="Reject application", (e3) = "credit-
worthy", (e4) ="not creditworthy".

Figure 1.2: Exemplary process model.

Given such process models, the intuition is that systems and employees
should perform activities as prescribed by the model. An execution of a pro-
cess model (i.e., one traversal through a process model) is referred to as a case,
or a process instance [1,140]. That is, a company activity is performed at a given
point in time, and related to a case. We denote performing a company activity by
means of anevent e. In regard to a process modeM = (V;E;T,;Te;C; 55 ),
an evente is de ned via

e=(a;c;i)

wherea 2 C is an activity identi er (i.e. a well-de ned step in a process, which
could be for example a task or a message occurrence in BPMNg,2 N is an id
that refers to the case (i.e., a process instance), and2 N is a sequence number
that provides the order of e w.r.t. c (i.e., following [1], we assume all company
activities can be captured sequentially and thus events can be ordered w.r.t. the
respective casé). In the following, we denote the activity identi er of e asa(e),

the case ofe asc(e) and the order of e asi(€). Also, the universe of all possible
events is denoted a<.

An ordered sequence of events that refer to the same case is referred to as a

trace. In other words, a tracet is a non-empty sequence of events= hey;::;; g ji

2We acknowledge that events may also comprise other properties, however in this work we con ne
the discussion to activity identi ers, case ids and the order.
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(where j j is the length of t), s.t. for every k <j j: c(ex) = c(e+1 ) and
i(ex) <i(ex+1)- We denote the overall case id of a tracet as c(t) by a slight
abuse of notation. Also, we denote the universe of all possible traces ds. We
assume all traces are complete, i.e., given a trace2 T, there exists no event
e’2E, st. €2t and ¢(e%) = c(t).

Then, the actually performed company activities/traces can be captured in
event logs[1]. We de ne an event logE via

E T,;
i.e., a set of (completed) traces.

Example 2. Table 1.1 shows an exemplary event log corresponding to the process
model in Figure 1.2. The event log captures all company activities. As can be seen,
there have been three cases, where the loan application in the rst two cases is
forwarded and rejected in case 3.

Activity Case ID  Order
Determine Credit Status 1 1
Forward Application
Determine Credit Status
Forward Application
Determine Credit Status
Reject Application

w w NN P
N B N - N

Table 1.1: Exemplary event log.

1.2.2 Business Process Compliance
. BPC

While business process models are created by the company, the actual allowed
sequences and behavior are often impacted by external factors, such as laws
and regulations [63,107]. Consequently, it becomes imperative to verify that the
designed process models and their execution areompliant with such regula-
tions. Otherwise, violating regulations can lead to sensitive nancial nes, or
even criminal prosecution [63, 84, 85, 105].

To this aim, the discipline of Business Process CompliancéBPC) has emerged,
which comprises methods and techniques concerned with ensuring the regula-
tory compliance of business processes [105]. To ensure compliance, there are
basically three di erent perspectives, namely adesign-time perspective, arun-
time perspective, and apost-execution perspective [63].

3We acknowledge that there are hybrid approaches that combine di erent perspectives, but con-
tinue to discuss these three basic perspectives for simplicity.
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Design-time Compliance.  Design-time compliance can be de ned as a pre-
ventative strategy, with the goal of facilitating compliant-by-design process
models [63, 106]. Here, process models are analyzed in order to detect com-
pliance violations.

Run-time Compliance. In run-time compliance management, the compli-
ant execution of process models is veri ed during the execution of the process
[63]. In case of detected compliance violations, means to react to such viola-
tions are needed, such that no compliance breaches are accidentally commit-
ted.

Post-execution Compliance. Post-execution compliance focuses on the

analysis of event logs by domain experts after process execution [63]. Here,
the actually observed behavior, e.g., the company activities recorded in event

logs during process execution, and the relations of di erent process instances
(or traces) can be veri ed for compliance.

Regarding which strategy is best, there are advantages to all approaches.
Following Hashmi et al. (2018), "the increased pressure and threat of possible
criminal prosecutions [...] make the auditing method a less attractive compliance
reporting strategy” [63][p. 83]. Intuitively, compliant-by-design processes are de-
sirable for companies. In this context, works such as [84, 85] however point out
that some compliance violations might not be detectable a priori, as they might
be dependent on case-speci ¢ contexts. Thus, run-time compliance management
might be necessary, despite design-time compliance management e orts. Last,
companies can also benet from post-execution compliance by means of a ret-
rospective compliance analysis from a global perspective, for example, further
comparing the interrelations between di erent cases to identify commonalities
or interdependencies [18,63]. Ideally, companies should thus implement all three
compliance management strategies [63, 105].

Following Hashmi et al.  (2018), BPC can be de ned as\an act or process
to ensure that business operations, processes, and practices are in accordance
with prescriptive (often legal) documents’. From this de nition, we can entalil
two domains of BPC. First, there is a business process domainwhich comprises
all aspects related to the analysis of process models and their execution. Second,
there is a (legal) requirements domain which comprises all aspects related to
the actual internal or external regulations, which are imposed on the business
process domain. It becomes necessary to capture and represent these (legal)
requirements in such a way that the business process domain can be evaluated
against the regulatory requirements. Here business rules{ which are essentially
declarative constraints { have evolved as the central object of study used for
such a formalization of requirements and to consequently verify process models
and company activities against these requirements [58, 102]. Note that this is
sometimes also referred to as the business rules approach [102], explained as
follows.
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1.2.3 Business Rules and their Relation to BPC

. Business Rules

Following Graham (2007)[p. 7], a business rule is &eclarative statement about
an aspect of a business"which species obligations, permissions and restric-
tions that constrain how company activities should be performed. Business rules
are usually divided into structural business rules(which describe constraints in
data/structures), and behavioral business rulegwhich describe how company
activities should be conducted) [58, 80,138] In this work, we focus on behav-
ioral business rules, as they directly a ect company behavior and are the main
object of study within BPC.
Following [58, 106] behavioral rules are of the general form

if Ag;: Ay then B (1.1)

where Aq; ::;; A, represents the premise of the rule (condition), and the conclu-
sion B can be entailed, if the premise holds. This representation of conditions
and behavioral conclusions allows to model business rules as a basis for BPC.

Regarding the di erent compliance strategies of design-time-, run-time-, and
post-execution compliance, business rules play di erent roles in regard to BPC.

For design-time compliance management, the compliance of process models
can be veri ed against a set of business rules. Identifying erroneously modelled
parts in a process model is important for companies, as otherwise it can be
expected that non-compliant (sequences of) activities will be performed later at
run-time following the erroneous model. Figure 1.3 shows an example for design-
time compliance management. For the sake of the example, we assume that the
shown business rule can be understood s.t. every tagk must be directly followed
by a task B. Accordingly, model checking or model query can be used to verify
that the modelled sequences of activities violates the (external) regulation, cf.
[96] for an overview.

Figure 1.3: Example for design-time BPC using business rules.

In run-time compliance management, business rules can be used to govern
compliant process execution. That is, case-dependent information is validated
against the set of business rules for decision-making, i.e., to determine a route
through the process model for individual process instances. As an example,

4We acknowledge that Weiden (2002) also identi es the class of managerial business rules, how-
ever these are not related to business process compliance but rather to strategic company aspects
beyond the scope of BPC (e.g. expected added-values of processes).
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consider the exemplary rule base shown in Figure 1.4, with the intuitive meaning
that 1.) entities who have a mental condition are not contractually capable, and

2.) entities who are not contractually capable are not creditworthy. For a running
process instance, if one assumes a customer referenced in the current case has
a mental condition, the rules can be used to entail that this entity is also not
creditworthy.

Figure 1.4: Example for ensuring compliant process execution during run-time.

Last, in post-execution compliance, the behavior recorded in event logs can
be veri ed for compliance by checking the conformance of observed behavior
to business rules. Figure 1.5 shows an example of post-execution auditing. As
before, the depicted business rule states that every task be should be directly
followed by task B. As can be seen, there were two cases where this rule was
violated. Here, the relations of cases can also be considered, e.g., in the example
it appears the violations occured in cases where task was executed.

Figure 1.5: Example for post-execution auditing using business rules.

Regardless of the speci c BPC strategy, we can observe that business rules
are needed as a respective basis. Therefore, it is necessary to capture and main-
tain a set of business rules as a prerequisite for BPC. This is not a trivial task, as
companies need to identify relevant laws and regulations, derive business rules
from these regulations and store these rules such that company systems can
access them in the scope of BPC. To conquer these important challenges, the
discipline of Business Rules Management has emerged.
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1.2.4 Business Rules Management

. Business Rule Management

Business rules managemen{BRM) is geared towards the creation and main-
tenance of business rule repositories [58]. In essence, business rule management
can be de ned as"a systematic and controlled approach [...] to support the elici-
tation, speci cation, veri cation, validation, deployment, execution, governance

and monitoring of both business decisions and business logi¢80][p.2]. Adapted
from Nelson (2014), typical business rule management lifecycles usually con-
tain the steps of strategic alignment, rule management and implementation, as
shown in Figure 1.6. In this thesis, we focus on the rule management aspect,
which contains the phases ofapturing, authoring and organizing.

Figure 1.6: Business Rule Management lifecycle, adapted from [92].

In rule capturing, relevant business rules need to be identi ed. This is often
performed by legal experts or using results from rule mining [91, 110]. Here,
companies need to ensure they identify all relevant regulations that a ect their
domain. Note that this phase is also often referred to as rule elicitation in
literature [92].

Then, identi ed rules need to be formalized in the authoring phase, i.e.,
representing the identi ed rules in standards and rule languages [110]. Authoring
is usually a manual, collaborative and incremental process [91,106]. In such a
setting, modellers might make mistakes, or model redundant rules due to a lack
of oversight [11,29]. Worse, modellers with di erent understandings on the same
domain of interest might model business rules in a contradictory manner [120].
Thus, the authored rules must be assessed, in order to ensure error-freeness
within the set of business rules. This is performed in the organizing phase.

De nition 3 (Business Rule Organizing)In this work, we de ne business rule
organizing (BRO) as understanding, grouping and selecting authored rules, with
the goal to warrant error-freeness within the set of business rules.

Note that rule organizing as de ned in this work is also sometimes referred
to as veri cation in academia [111,119, 120].

From the perspective of BPC, business rule organizing is a mandatory pre-
requisite. Otherwise, given errors within the modelled business rules, it may not
be possible to conduct BPC e orts correctly, or even not at all. Yet, in many
traditional BRM lifecycle models, rule organizing is described simply as a task
that requires "extensive manual intervention and analysis" [91][p.5]. In recent
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years, academia has however recognized the di culties in manual business rule
organizing. In an agenda-setting contribution by Sadiq in 2011, that author
states the need for approaches to provide'organizational capacity to manage
[the] compliance knowledge base[108][p.3]. This has also been a rmed by fol-
lowing research, for example the empirical evidence in [9] or the interviews with
key practitioners conducted in [118,120]. For the latter, the practitioners in those
reports unanimously stated that they are experiencing problems in actually im-
plementing the rule organization phase, as a manual analysis was perceived as
unfeasible.

As a main point of emphasis and motivation for this thesis, there is a broad
consensus that rule organizing is a challenging task that is often too complex
for manual analysis, and thus approaches are needed to support companies in
ensuring error-freeness within business rules [9,11,21,42,81,106,108]. To provide
a better understanding of challenges in business rule organizing, we subsequently
discuss current challenges.

1.2.5 Challenges in Business Rule Organizing

. Business Rule
Organizing

Following the taxonomy on business rule organizing approaches in [32], we can
identify the three general challenges of aletection of errors, an assessmentof
errors and the resolution of errors.

A central challenge in BRO is the detection of errors within a set of busi-
ness rules. This requires knowledge of the error types that can occur in rule
bases. Regarding "which" errors can occur, dierent classi cations exist that
try to de ne error types in business rules, e.g. [64, 120, 135]. In our literature
review in [32], we therefore proposed to generally group error types in business
rules and the corresponding detection capabilities into two main groups, namely
simpli cation-related error types and inconsistency-related error types.

Simpli cation-related errors refer to multiple business rules that should be
merged, or reduced. For example, two identical rules can usually be merged.
Hence, for simpli cation approaches, resolution of the error is trivial, or at least
undisputed (e.g. in the example it is clear that one can simply delete one of two
duplicate rules).

Inconsistency-related errors refer to multiple business rules with contradic-
tory conclusions, such as the conclusionsreditWorthy and not creditWorthy for
the same customer. Here, handling such errors is not trivial. It is not clear how
to resolve such an issue, as two contradictory pieces of information exist, which
requires careful analysis by experts.

Moreover, inconsistency in business rules is not only more di cult to resolve,
but also has more severe e ects on business process compliance. For example,
considering again a case withidentical rules, two identical rules do not neces-
sarily impose a problem with regard to business process compliance (e.g., the
worst case is that a compliance check would be conducted twice). On the other
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hand, in case of contradictory rules, the inconsistency makes itmpossibleto use
the business rules for their intended purpose of governing compliant business
process execution. While simpli cation should not be neglected, handling incon-
sistencies in business rules is an important challenge to address for companies.

Continuing with business rule organizing, a further important challenge is
the (quantitative) analysis of the detected errors [4,81, 106]. Such an analysis
can be presented to modellers in order to a) assess theeverity of the detected
errors, and b) provide aprioritization in which order rules should be attended
to in the scope of re-modelling. Recent studies conducted for this thesis show
that quantitative insights are associated with better understanding accuracy,
better understanding e ciency and less mental e ort needed for understanding
problems in the scope of business rule organizing [33, 89].

Last, rule organizing also requires means for the actual resolution of the de-
tected (and analyzed) problems. This can range from semi-automated resolution
by means of recommendation systems to fully automated resolution algorithms.

To summarize, handling inconsistency would ideally require means to detect,
analyze and resolve inconsistencies in business rules. Also, this should ideally
be possible from multiple BPC perspectives. However, from a literature review
conducted in the scope of this thesis [32], we see that there is currently no
approach satisfying these requirements, illustrated in the following.

1.2.6 Inconsistency Handling in BRM

. Inconsistency Handling in BRM

Table 1.2 shows an excerpt of our literature review on business rule organizing
approaches in [32], namely a classi cation of those approaches identi ed that
are geared towardsinconsistency-related errors in business rulesWe refer the
reader to [32] for an in-depth discussion of the research method for the mentioned
literature review.

A recent approach here is that by Di Ciccio et al. (2017). Those au-
thors utilize automata representations of business rules. In [42], inconsistency
is de ned as a set of rules that cannot be satis ed, e.g., there cannot exist a
(future) sequence of activities that satis es the set of constraints { hence the
automata product is empty. The approach by those authors allows toensure the
consistency of business rules. To this aim, a new business rule base is created
by incrementally adding rules from the original rule base. Before "transferring"
a rule, it is tested whether adding that rule would render the rule base incon-
sistent { in which case the rule is dropped and not added. Intuitively, the rule
order has an impact on which rules will be accepted ultimately. While those au-
thors propose various metrics to select a smart order, that approach is not able
to compute or consider all existing contradictions between business rules. This
would however be needed to allow domain experts to analyze the contradictions
and in uence which rules should be kept.

11
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BPC Strategy Capabilities Applicability
Literature Design.-Time Run-tir.ne Post-E.xecution Detection Quantifative Resolution Rule . Tool
Compliance Compliance | Compliance Analysis Formalism
Kardasis et al. (2004) X Text
Hicks (2007 ) X X Text X
Cheng et al. (2009) X X n/a
Maggi et al. (2011) X X X LTL
Maggi et al. (2011) X X X LTL
Decker et al. (2013) X X X FOL
Berstell-Silva et al. (2014) X X A FOL
Cuzzocrea et al. (2014) X X X FOL
Santos et al. (2014) X X A SBVR X
Zhang al. (2014) X X A n/a X
Cemus et al. (2015) X n/a

Gomez et al. (2015) X X n/a
Agli et al. (2016) X X A ILOG X
De Smedt et al. (2016) X X LTL
Di Ciccio et al. (2016) X X A LTL X
Gomez et al. (2016) X X n/a X
Houari et al. (2016) X X n/a X
Di Ciccio et al. (2017) X X A LTL X
Anand et al. (2018) X X SBVR X
De Smedt et al. (2018) X X LTL

Resolution: A (Automated).

Rule Formalisms: Text (textual description/natural language), n/a (Non-standard or individual rule formalisms,
if-then-structures), FOL (First-order logic), FCL (Formal Contract Language), LTL (Linear Temporal Logic,
resp. Declare ), SBVR (Semantics of Business Vocabulary and Business Rules)log (IBM llog).

Table 1.2: Overview of inconsistency-related approaches for Business Rule Organiz-

ing, classi ed into the dimensions of BPC Strategy, Capabilities and Applicability.

Next to this design-time approach, there are works geared towards detecting
contradictions during run-time, e.g. inconsistencies in fact values during run-
time [53], or contradictions in business rules relative to observed (unexpected)
behavior [84, 85]. Here, a common baseline is to monitor running process in-
stances and throw an error, should contradictory constraints be activated. While
this is positive and can help to mitigate compliance breaches, this however does
not help companies to understand the errors and resolve them, such that such an
issue does not occur again. Again, methods are needed to detect all contradic-
tions at design-time, such that an inconsistent rule set is not deployed in the rst
place. On that note, we would however like to emphasize that almost all works
on run-time approaches provide some examples where run-time errors occurred
that could not be detected at design-time, thus design-time compliance does
not subsume run-time compliance, and both strategies should be implemented
ideally.

Last, we can observe that there exist no approaches supporting business rule
organizing during post-execution compliance. Due to the increased availability of
event logs [1,2,18], methods for a posteriori business rule organization would be
desirable, as considering the relations of di erent process instances could reveal
even new insights that cannot be understood from a local run-time perspective.
Also, approaches that cover multiple/all compliance management phases would
be highly desirable following [63, 105].

12
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We acknowledge that the approach byDe Smedt et al. [114, 115] also
analyzes interrelations between all business rules at design-time, based on their
notion of hidden dependenciesThose authors study hidden relations of activities
that can block each other in case of certain sequences of activities. However,
this does not relate to inconsistencies between business rules, but rather on
speci ¢ orderings in which rules may be activated. We also acknowledge that
the approach by Calvanese et al.  [20,21] is able to detect deviations between
rule conclusions (i.e.,di erent , but not necessarily inconsistent conclusions). To
clarify, in the use-case of those authors, it can be correct that multiple rules
with dierent (but not contradictory) conclusions are activated at the same
time, i.e., this is a di erent type of problem. Also, it is noteworthy that those
authors analyze the rule base not as a whole but in partitions. However, as there
can exist redundancies in rule bases, the rule base should be analyzed as a whole
unit, and not partitioned, which cannot be performed with the approach in [21],
cf. [11,27,29] for a related discussion.

We acknowledge that there are also inconsistency handling approaches be-
yond the scope of the organizing phase. First, there is a line of approaches that
aim to facilitate reasoning in the presence of contradictory business rules, e.g.,
by using results from inconsistency-tolerant reasoning or reasoning under un-
certainty [3, 24, 37, 39]. However, following [11], storing contradictory business
rules impedes business rule management: Contradictory rules are confusing to
modellers and have no added-value for the company. Unsurprisingly, qualitative
research such as [117,120] reveals that companies share this viewpoint and ex-
plicitly state the need for support in detecting and resolving errors in business
rules (as opposed to means for helping to live with the errors). Second, we ac-
knowledge that there are hybrid approaches that aim to connect rule authoring
and rule organizing [67,119]. The idea here is that procedure models dmow
to model business rulesare proposed, such that inconsistencies are proactively
counteracted. However, while this could be a good addition, based on the ev-
idence in [9,117,118,120,121], it seems that companies are having trouble to
implement such procedure models. Again, this advocates the need for rule or-
ganizing after the rule authoring phase.

Interim Result 1.  From our literature review, we can observe that there
currently exists no approach that can be used to compute all (sub)sets of contra-
dictory business rules at design-time. There are also no approaches that support
all three compliance management perspectives.

Continuing, research onanalyzing inconsistencies in business rules is sparse
and still at an early stage, despite clear suggestions in related works that quan-
titative error assessments are an important driver for re-modelling [81,106,139].
Here, quantitative assessments can contribute towards helping companies un-
derstand their errors, such that process- and decision-logic can be improved.
Experiments conducted in the scope of this thesis show that providing quanti-
tative assessments creates positive cognitive e ects in understanding errors, i.e.,
better understanding e ciency, better understanding accuracy, and less mental
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e ort needed to understand inconsistencies [89]. Further research on analyzing
inconsistencies could therefore promote design-time compliance management
and compliant-by-design business processes, as well as speed-up understanding
and prioritizing errors that occurred during run-time.

Interim Result 2.  Despite strong advocation in the literature, we can ob-
serve that there are currently no su cient means for quantitatively assessing
inconsistencies in business rules.

To conclude, there is a need for approaches to detect and analyze incon-
sistencies in business rules, especially for design-time compliance management.
Especially the latter aspect is in line with the results in [4], who present a meta-
analysis of the artifacts addressed in scienti ¢ works on BPC and explicitly point
out the need for more research on metrics. A scienti ¢ eld which is concerned
with such an analysis and resolution of inconsistencies in knowledge represen-
tation formalisms is that of inconsistency measurementDue to this conceptual
alignment, we propose to develop new means for handling inconsistency in the
scope of business rule organizing, while reusing and extending results from the
scienti ¢ eld of inconsistency measurement.

1.2.7 Inconsistency Measurement

. Inconsistency Measurement

The scienti ¢ eld of inconsistency measurement{ cf. [61,130] for an overview
{ studies means to quantify the severity of inconsistency in knowledge bases.
The main objects of study areinconsistency measureswhich are functions that
assign a numerical value to a knowledge base { i.e. a set of logical formulas or
rules and facts that describe a certain domain of interest { with the intuitive
meaning that a larger value indicates a larger "degree" of inconsistency.

The traditional setting for inconsistency measurement is that of classical
propositional logic knowledge bases, i.e., a set of formulas built on top a a set
of propositional atoms A and the connectives: (negation), _ (disjunction), "
(conjunction) and ! (implication).

For example, given the set of atomsAg = f platinumCustomer, mentalCon-
dition, creditWorthy, contractuallyCapableg, consider the following exemplary
knowledge baseK; = f 1; 2; 30, where

platinumCustomer ! creditWorthy
mentalCondition ! :  contractuallyCapable
. contractuallyCapable! : creditWorthy ;

1

2

3

with the intuitive meaning that 1.) platinum customers are generally creditwor-
thy, 2.) customers who have a mental condition are not contractually capable,
and 3.) customers who are not contractually capable are not creditworthy.

14
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Informally, a knowledge base isinconsistent if one can derive contradictory
formulas. For example, consider the knowledge bas&? = f 1; 2; 3; 4; 50,
with

4 = platinumCustomer 5 = mentalCondition

which contains the same formulas a¥{,, but also two additional formulas, with
the intuitive meaning that we have a platinum customer who also has a mental
condition. The knowledge baseK{ is consequently inconsistent as it is possible
to derive both creditWorthy (via 4; 1) and : creditWorthy (via s; 2; 3).
Instead of viewing inconsistency as a binary concept, the eld of incon-
sistency measurement studies quantitative measures to assess the severity of
inconsistency for a knowledge bas&.
In the following, let R?;, be the set of non-negative real values includind. ,
and K be the universe of all knowledge bases.

De nition 4. An inconsistency measute is a functionl : K ! R?!, that assigns
a non-negative real value to a knowledge base [130].

The intuition is that a larger value indicates a larger inconsistency inK. For

the remainder of the thesis, we denotd (K) as the degree of inconsistency ok
(wrt. 1). As the concept of a "severity" of inconsistency is not easily characteri-
zable, there have been di erent proposals as to which aspects should be consid-
ered for the quanti cation of inconsistency, see e.g. [124,130] for an overview.
An exemplary approach to quantify inconsistency is theMI-inconsistency mea-
sure |y (K), which considers minimal inconsistent subsets in a knowledge base
K. M K is a minimal inconsistent subset, if it is inconsistent and mini-
mal in terms of set inclusion, i.e., removing any element resolves the incon-
sistency. For example, inK $, there exists only one minimal inconsistent subset
Mi=f 1; 2, 3, 4 s50,asMq is inconsistent and there exists naM ® Mj s.t.
M ©is inconsistent as well. Thus, considering again theMI-inconsistency mea-
sure, which counts the number of minimal inconsistent subsets, we have that
I mi(K) = 1. As mentioned, there have been a lot of di erent proposals as to
how inconsistency can be quanti ed, and we will revisit central approaches in
the course of this work.

Next to measures that assess the severity of inconsistency for thentire
knowledge base, the eld of inconsistency measurement also studies so-called
inconsistency values(or culpability values), which are, in substance, element-
based measures. LeF denote the universe of all possible formulas.

De nition 5. A culpability measureC is de ned as a functionC: K F! [0;1)
that assigns a non-negative real value to individual formulas of a knowledge base.

The intuition is that a higher value represents a higher blame that the for-
mula carries in the overall context of inconsistency. Culpability measures thus
provide quantitative insight that can help companies to understand and resolve
problems in their rule bases [81,106]. An exemplary culpability measure is the
G: measure [70], that counts the number of minimal inconsistent subsets that
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an individual formula is contained in. Hence, this is essentially a scoring func-
tion that quanti es how many minimal inconsistent subsets can be resolved, if
a formula is deleted. As with inconsistency measures, there have been numer-
ous proposals for culpability measures, see e.g. [87] for an overview. As with
inconsistency measures, we revisit central approaches in the course of this work.
To summarize, the eld of inconsistency measurement studies means that
can be used to quantitatively assess the degree of inconsistency for (individual
elements of) knowledge bases. Such means could be very useful for inconsis-
tency handling in business rule organizing, e.g., for assessing the severity of
inconsistency, pin-pointing individual business rules which are responsible for
the overall inconsistency, and providing a basis for an informed decision on de-
termining resolution strategies. However, an integration of these two elds has
not yet been investigated, despite its described potential and demand in both
academia and practice. We therefore envisage to develop new means for han-
dling inconsistency in business rules by adapting and extending results from
inconsistency measurement. In the following, we con ne the research scope and
show the corresponding research gap.

1.3 Scope and Research Gap

Based on the previous discussion of the status quo, the scope of this thesis,
shown in Figure 1.7, is de ned as follows:

w
go)
@)
os)
Y]
<

Figure 1.7: Research Scope (marked in color).

5The overlapping areas in this Figure are just for illustrative purposes and in no way mean to depict
the actual percentage of overlaps of the shown scienti c elds.
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Within BPC, we see that business rules are needed as a basis for BPC.
This raises the need to create and maintain business rules, which is handled in
the scope of BRM. Within BRM, rule organization, i.e., ensuring error-freeness
within a set of business rules, is an important challenge. Then, within rule orga-
nizing, handling inconsistent business rules is a current challenge for companies.
In this scope, our research aim is to develop new means to handle inconsistency
in business rule bases. Here, we can identify the following research gaps.

First, while there is a broad consensus that modelling errors often occur in
practice and companies need to be supported in detecting these errors, there are
currently no means to detect all subsets of contradicting business rules. Second,
despite a strong advocation for quantitative measures, there currently exist no
means to quantify inconsistencies in business rules. Such a quanti cation could
however provide valuable insights for companies, e.g. could serve as a basis for
an informed decision in the scope of inconsistency resolution.

Given the similarity of propositional rules and the general business rule
form shown in (1.1), adapting results from inconsistency measurement might
seem intuitive. However, due to some conceptual mismatches, a straightforward
application of inconsistency measurement is not plausible, explained as follows.

In the classical setting of inconsistency measurement, the formulas in a
knowledge base do not have a distinguishable level of granularity. However,
business rule bases are divided intéacts and rules. A separation between facts
and rules however has strong implications, the simplest being that it may not be
plausible to delete facts from a rule base, e.g. in the scope of inconsistency reso-
lution. For example, considering again the example irk ¢, one cannot change the
mental condition of a customer, just to make the set of business rules consistent.
As inconsistency measures cannot di erentiate between facts and rules, current
measures cannot be plausibly applied to quantify inconsistencies in business rule
bases, which raises the need for an adaptation and extension of measures.

Furthermore, in the context of BRM, the question arises whether facts in
business rule bases can be assumed to be known at all. For instance, companies
need to determine at design-time, whether their set of business rules is consis-
tent. No instance facts are available here, i.e. it is not known which rules might
eventually be activated. For example, recall rule baseB;, de ned via

B1 = fnewCustomer ! creditW orthy;
newCustomer ! : creditW orthy g:

This rule base is, in a sense, "contradictory”, and it makes no sense for com-
panies to store both rules at the same time. Yet, it is not possible to infer
information about actual inconsistencies forB; as no conclusions can be made
without information about activation, i.e. facts. Indeed, virtually all inconsis-
tency measures, such as the introducedly;, thus return a value of 0, indicating
that the rule base is logically consistent. In the scope of BRM, inconsistency
measures should however ideally be able to assess which rules are modelled in
a contradictory way. This motivates the need to develop new measures, which
allow to analyze inconsistency on a rule-level, i.e. independently of facts.
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Finally, the question has to be asked how the existing results could actually
help companies and experts. That is, the background and skill-set of experts
in BPC might be far di erent from that of experts in the eld of inconsistency
measurement, thus the plausibility of utilizing results from inconsistency mea-
surement "in practice” needs to be addressed.

The research gaps can thus be summarized as follows:

From a business rule management perspective, there is a need for methods to
detect, analyze and resolve inconsistencies in business rules.

Applying results from inconsistency measurement for this use-case seems
promising, however a straightforward application is not plausible due to con-
ceptual mismatches.

New means have to be developed to t certain requirements in design-time-,
run-time-, and post-execution compliance management.

The plausibility of applying concepts from the eld of inconsistency measure-
ment to BRM in general must be carefully investigated.

On a last note, a further problem impeding a straightforward application
of inconsistency measurement results is that it is highly doubtful that business
rules will be formalized with propositional logic (which is as mentioned the tradi-
tional setting for inconsistency measurement). Rather, business rule formalisms
have evolved. To promote the adaptation of our results in enterprise contexts,
it is therefore important to align our results with important rule standards. To
this aim, we propose to refer to recent literature reviews in the area of business
rules and to consider the rule standards supported by the approaches identi ed
in those reviews. Based on our own literature review [32], we can identify three
seminal works, namely [63,71,105]. These are to the best of our knowledge the
most recent literature reviews on business rules in general [71], and business
process compliance approaches in general [63,105], and are therefore considered
to select commonly addressed rule standards

Based on the identi ed reviews [32,63,71,105], rule standards that are com-
monly addressed are the=ormal Contract Language (FCL) (cf. e.g. [56]), Tem-
poral Logic (Declare) (cf. e.g. [42]) and Decision Model and Notation (DMN)
(cf. e.g. [21]). As a design decision, we will therefore consider these three rule
standards in this work, such that our results are available for these commonly
addressed rule standardé

6We acknowledge that these literature reviews do not provide empirical evidence for any distribution
of supported standards in practice, however, many of the works identi ed in the reviews include
case-studies or analyze standards and tools, thus we argue these reviews are a reasonable basis
to identify important business rule standards.

"Please note that our results are in no way limited to these three rule standards. All our results
are discussed based on the general form shown in 1.1. Thus, it is possible to map our results to
any rule standard based on this general form of behavioral business rules. An exemplary mapping
from FCL to a di erent rule standard has for example already be shown in a Master thesis [99],
supervised by myself and Patrick Delfmann.
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1.4 Research Questions and Contributions

Based on the identi ed research gaps, we consequently raise the following main
research question.

RQ: How can inconsistencies in business rule bases be detected,
analyzed and resolved in the scope of Business Rule Management?

This research question is aligned with our main research aim to support
business rules management in handling inconsistent business rules. To this aim,
we also raise the following subsidiary research questions:

SRQ1: How must current results from inconsistency measurement be ex-
tended to make them applicable in BRM?

In the previous section, we motivated that current results from inconsistency
measurement cannot be plausibly applied within BRM. We consequently inves-
tigate how the notion of inconsistency needs to be extended in a BRM setting.
This however has implications on how the "severity" of inconsistency can be
de ned. Subsequently, we raise the following research question:

SRQ2: How can inconsistency be measured in business rules?

We investigate how to adapt current means to t the intended use-case and
analyze formal properties of our proposed results. Here, following calls from lit-
erature [81,106,108,120], we also investigate how such quantitative insights can
be exploited, e.g. for re-modelling business rules and improving operations:

SRQ3: How can quantitative measures be used to serve as a basis for incon-
sistency resolution?

We investigate element-based inconsistency measures (also referred to as cul-
pability measures) and how these measures can be exploited for inconsistency
resolution, e.g. in the form of recommendations. In this thesis, a strong focus is
also set on the evaluation of the developed means:

SRQ4: How feasible is the application of inconsistency analysis in business
rule bases, and what is the added-value for BRM?

We evaluate the feasibility of implementing our proposed means and investigate
whether the developed means can actually support human modellers in BRO via
experiments with human participants. Last, the question arises how our results,
concerning di erent BPC phases, can be combined into a uni ed framework:

SRQ5: How can a BRO approach supporting multiple BPC strategies by the
proposed means be created?
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As recent scienti c literature strongly implies advantages of implementing multi-
ple BPC strategies, we discuss how our results can be combined in a multi-phase
framework for handling inconsistencies in the context of BRO.

Given our research question(s), the contributions of this thesis are conse-
quently as follows.

C1. Novel means to detect inconsistency in business rules at design-

time. We show that the current de nition of inconsistency is not applicable
for all use-cases in business rule organization. To detect inconsistent business
rules at design-time, we introduce the novel notion of quasi-inconsistency,
which describes rules that will always be activated together, but have logically
contradictory outcomes.

C2. Measuring Inconsistency in Business Rule Bases. We propose
new rationality postulates for inconsistency measures applied to a business
rule context, i.e. properties that need to be met by measures for plausible
application in a business rule context. We then survey a selection of exist-
ing inconsistency measures and show that these measures cannot be plausibly
applied in business rule organizing. Then, we adapt these measures for design-
time and run-time compliance. Allthough it is beyond the scope of this thesis,
we also discuss initial ideas regarding novel measures for post-execution com-
pliance.

C3. Resolving Inconsistency based on culpability measurement. We
investigate element-based inconsistency measures and propose an initial ap-
proach to resolve inconsistency based on culpability measurement.

C4. Algorithms and Library. To support companies in rule organizing
and allow for a seamless adaptation of our results, the proposed framework
will not only be discussed formally, but will also be implemented for currently
used rule standards. We have identi ed FCL, Declare and DMN as current
important rule standards and consequently present algorithms and tools for
handling inconsistencies in real-life business rule bases.

C5. E ects of quantitative measures in BRM. To evaluate the plausibil-
ity of our proposed means, we conduct experiments with human participants.
We show that our results help human modellers to better understand and
handle inconsistencies, in a faster time, and with less mental e ort needed.

C6. A framework for handling inconsistencies in business rule bases.

As there is currently no rule organizing approach supporting multiple BPC
phases, we will not only investigate inconsistency handling for these phases
individually, but will also discuss how our results can be combined to support
multiple BPC phases.
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Outline and Research Method

In general, this thesis is divided into two parts - part |, which summarizes the
research belonging to it, andpart Il , which consists of the individual published
works. On a high-level, part | is divided into the following chapters:

1. Introduction.  Chapter 1 gives an overview of this thesis by providing a
problem statement, the motivation of the research, the scope of the research
as well as the research question.

2. Research Design. Chapter 2 presents the research design and the outline
of the conducted research.

3. Novel Concepts. Chapter 3 discusses the research results and also provides
a summarizing discussion.

4. Evaluation. Chapter 4 provides an evaluation of the research results.

5. Summary and Conclusion. Chapter 5 summarizes the research results
and points out further points of interest for future work.

Then, on a high-level, part Il is divided into the following chapters:

6. Overview of Publications. Chapter 6 provides an overview of the publica-
tions corresponding to this thesis and contextualizes the individual contribu-
tions in the scope of the dissertation regulations of the Faculty of Computer
Science at the University of Koblenz-Landau.

7. Published Contributions. In chapter 7, all published works are presented
in full.

Table 2.1 shows the published works corresponding to this thesis in descend-
ing chronological order and distinguished into conference and journal publica-
tions. We refer the reader back to the Disclaimer for details on the respective
contributions to these works by the author.
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1D Title Outlet Ranking | Section(s)

[35] | Towards Inconsistency Measurement in Business| ECAI 2020 A 3.2.2,3.3.1,
Rule Bases 4.1

[33] | Eects of Visualization Techniques on Under- | HICSS 2020 A 4.4
standing Inconsistencies in Automated Decision-
Making

[27] | A Tool for Decision-Logic Level Verication in BPM 2019 (Demo- | A 35,431
DMN Decision Tables Track)

[31] | Quasi-Inconsistency in Declarative Process Mod-| BPM 2019 (Forum) | A 3.21, 34,
els 4.3.1

[28] | Resolving Inconsistencies in Declarative Process WI 2019 C 3.3, 341,
Models based on Culpability Measurement 4.3
(Winner of the Best-Paper award )

[89] | E ects of Quantitative Measures on Understand- | HICSS 2019 A 4.4
ing Inconsistencies in Business Rules

[29] | Supporting Business Rule Management with In- | BPM 2018 A 125,35
consistency Analysis (Industry-Track)

[30] | A Tool to Monitor Consistent Decision-Making BPM 2018 (Demo- | A 35,431
in Business Process Execution Track)

[34] | On Quasi-Inconsistency and its Complexity AlJ (Journal) A* 3.1, 321,

411, 4.2

[32] | A Taxonomy of Business Rule Organizing Ap-| EMISA (Journal) C 1,35
proaches

[64] | Decision Model Change Patterns for Dynamic | KAIS (Journal) B 35,431
System Evolution

Table 2.1: Overview of publications corresponding to this thesis.

Table 2.1 also shows the publication outlet, as well as the conference or
journal ranking according to the CORE-ranking?®. Due to the focus on com-
puter science and information technology in this thesis, the CORE-ranking was
selected as a design choice in correspondence with the supervisors of this thesis.
A further discussion of these works in the context of this ranking, especially in
the scope of the recommendations for cumulative dissertations of the Faculty of
Computer Science at the University of Koblenz-Landau, is presented in Chapter
6.

In the following, we present methodological considerations and the logic of
investigation of this thesis.

2.1 Methodological Considerations

The aim of this thesis is to develop new means for inconsistency handling in order
to support companies in business rule management, and is therefore within the
scope of business informatics [76]. Based on the classi cation of goals of the
eld of business informatics by Becker et al.  (2003), we therefore identify
the following four goals:

The focus of this thesis is a goal of design ("Gestaltungsziel™), which is man-

Lhttp://www.core.edu.au/
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ifested by the aim of developing methods and techniques for handling inconsis-
tencies in business rule bases (Goal of designl). Here, these techniques are
also distilled into a holistic framework and implemented as tools (Goal of design
D2). As subordinate goals toD 1 and D 2, this thesis also pursues goals of under-
standing ("Erkenntnisziel"). First, the status quo on inconsistency handling in
business rules has to be identi ed to guide this research (Goal of understanding
U1l). Second, a major goal of understanding is an evaluation of the developed
methods and techniques (Goal of understandingJ?2). Here, the evaluation is
performed by means of formal analysis, feasibility studies and plausibility stud-
ies. The goals of design follow a methodic mission (cf. [12]), as they are not
oriented towards an individual enterprise domain. While the evaluation also has
a primary methodic mission, certain data-sets analyzed originate from specic
domains, thus this goal in part also follows a functional mission. The evaluation
and design are iteratively performed with the goal of incrementally improving
the primary goals of design.

Figure 2.1: Goals of this work in the scope of the research goals in business infor-
matics as de ned in [12].

Due to the primary focus on goals of design, this thesis follows a design-
science approach, which can be described as a construction-oriented research
paradigm, with the primary focus on design and development ortifacts capable
of solving speci ¢ and relevant problemg [8,52,65, 134].

Following [86], artifacts can be subdivided into constructs, models, methods
and instantiations. Constructs describe the language and terminology used to
formalize information, while models use this terminology to represent problems
[141]. Methods describe a problem-solving process [141]. Finally, instantiations
are aggregates of the above artifact types, e.g. an implemented tool using con-
structs and allowing to apply a method [141].

In this thesis, the focus lies on the development of constructs, methods and
instantiations. Constructs, e.g. formal de nitions of certain subset types in rule
bases, will be speci ed as notation for inconsistency in rule bases. Then, these

2Note that the goals of understanding U1 and U2 are seamlessly integrated within this approach.
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constructs will be used to develop new methods for handling inconsistency in
rule bases, which are then implemented, i.e. instantiated. As a result of godl1,
a model of the status quo on rule organizing will also be developed in the form
of a taxonomy, however this is seen as a basis for the primary contributions in
the form of constructs, methods and instantiations.

Based on the suggestion byHevner et al.  (2004), the development of these
artifacts should be conducted by applying suitable scienti c research methods.
Following the classi cation of business informatics research methods byaudon
et al. (2010), the methods applied in this work areformal-conceputal analysis
prototyping and experiments

Formal-Conceputal Analysis. Logic-deductive methods are applied on a

mathematic-formal level (cf. Sections 3.2, 3.3.1) and on an argumentative

level (cf. Sections 3.3.2, 3.4, 3.5) to develop constructs and methods. This is
also applied for analytical evaluation of the developed artifacts (cf. Sections

4.1, 4.2).

Prototyping. The developed methods are instantiated through prototyping
(cf. Sections 3.3.2, 3.4.2, 3.5, Appendix A). Note that this method as de ned
in [76] also explicitly includes feasibility evaluation (cf. Section 4.3).

Experiments . Controlled experiments with human participants are con-
ducted to test the causal e ects of the developed artifacts (cf. Section 4.4).

For a more ne-granular view, Table 2.2 provides an overview of the goals of
the individual publications, the applied methods, as well as the created artifact

types.

ID Research Method Goals Artifacts
D1 | D2 | Ul | U2
[35] | Formal-Conceputal Analysis X o] X | Constructs, Methods
[33] | Literature Analysis, Experiments X | Constructs, Instantiation
[27] | Literature Analysis, Prototyping X X o | Methods, Instantiation, Constructs
[31] | Literature Analysis, Formal-Conceputal X X o | Methods, Instantiation, Constructs

Analysis, Prototyping

[28] | Literature Analysis, Formal-Conceputal X o) o] X | Methods, Instantiation, Constructs
Analysis, Prototyping

[89] | Literature Analysis, Experiments X | Constructs, Instantiation
[29] | Literature Analysis, Formal-Conceputal o X Constructs, Methods
Analysis
[30] | Literature Analysis, Prototyping X X o0 | Methods, Instantiation
[32] | Literature Analysis X Model, Constructs
[34] | Formal-Conceputal Analysis X X | Constructs, Methods
[64] | Literature Analysis, Prototyping o} X o} Methods, Instantiation, Constructg

X = Primary goal, o = Secondary goal.

Table 2.2: Research Methods, Research Goals and Artifacts addressed in the indi-
vidual publications.
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As a design choice, during creating these artifact types and while applying
the design science research method we will follow the guidelines byevner
et al. (2004) in order to warrant a high degree of scientic rigor based on
these widely acknowledged principles. In particular, these guidelines concern
the topicalities of artifact creation, relevance, evaluation, contribution, rigor,
design as a search procesand communication of results:

Artifact Creation. The central outcome of design science research should
be artifacts, e.g., as classi ed in [86]. As mentioned, the central outcomes of
this thesis are artifacts in the form of constructs, methods and instantiations.

Relevance. The research should address a relevant problem, where this rel-
evance should be shown by the researcher. In Chapter 1 of this thesis, the
current state of the art in business rule organizing was introduced to iden-
tify current research gaps through literature analysis (cf. also the literature
review in [32]). Subsequently, the identi ed research gaps were used to derive
research questions, aimed at solving these gaps. Based on our ndings, the
need for means to handle inconsistencies in business rule bases can be shown
by literature analysis [32], based on recent case-studies from the eld [9,120],
empirical evidence from evaluating real-life data sets (cf. Section 4.3), and
based on the arguments presented in Section 1.3.

Evaluation. The created artifacts should be evaluated after creation. In this
work, feasibility is evaluated through proof-of-concept implementations, com-
plexity analysis and run-time tests (cf. Sections 4.2, 4.3). Plausibility is evalu-
ated through experiments with human participants (cf. Section 4.4). Also, as
this work is an interdisciplinary work with roots in theoretical computer sci-
ence, evaluation methods from that eld such as formal analysis are a core fo-
cus (cf. Sections 4.1, 4.2). Please see Section 4.5 for a further meta-evaluation
of the applied evaluation techniques.

Contribution.  The (scienti ¢) contribution is to be shown by the researcher.
Based on the literature review conducted for this thesis, there currently exists
no means to address the research questions raised in this work, cf. also Section
1.3 (research gap) and Section 1.4 (Contributions). Also, virtually all publica-
tions corresponding to this thesis contain a related work analysis, where the
contribution of the individual work in regard to existing results is described.

In a way, the individual contributions and relevance of the publications (and
therefore this work) were also ensured by the peer-review processes of the
individual publication outlets.

Rigor. The development and evaluation of artifacts should be conducted by
applying suitable scienti ¢ research methods. Please see the above discussion
for details on the applied research methods. Also, please see Section 4.5 for a
meta-evaluation on the selected evaluation methods.

Design as a Search Process. The creation process should be conducted
incrementally. As mentioned, development and evaluation were also iteratively
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cycled to ensure incremental improvement, following the suggestsions of [65,
134] (See also the following Section 2.2).

Communication.  The results should be (continuously) communicated. A
focus here should be set on emphasizing both the contributions of results for
science, as well as practice. This thesis is based on several works published
at relevant outlets in the elds of business informatics (e.g.The international
conference on Business Process Managementand arti cial intelligence (e.g.
Arti cial Intelligence or the European Conference on Arti cial Intelligence),
cf. Table 2.1. This peer-reviewed dissemination during the writing of this the-
sis allowed to present intermediate results and get constructive feedback from
experts in the eld. Also, di erent paper types (e.g. research papers, works
in industry-tracks, or works in demonstration-tracks) were communicated to
emphasize di erent relevant aspects of this thesis.

2.2 Logic of Investigation

Regarding procedural approaches in Design Science research (DSR), there have
been various proposals, cf. e.g. [65, 75, 95, 134]. A shared consensus however
is that design science research entails new scienti ¢ insight through incremen-
tal design and construction in phases. FollowingVaishnavi and Kuechler

(2004), a typical DSR process typically includes the phases oproblem aware-
ness, suggestion, development, evaluatioand conclusion, shown in Figure 2.2.

Problem

1

Suggestion || Development|«| Evaluation |—| Conclusion
Awareness

Figure 2.2: Procedural DSR approach by [134].

In this thesis, we will follow these DSR phases as proposed in [134], explained
as follows. The rst step is the identi cation and initial analysis of a problem in
a domain of interest. In this thesis, this relates to the identi cation of problems
in business rule organizing presented in Section 1.2.5, resp. 1¥aishnavi and
Kuechler (2004) then propose to suggest a tentative design, or tentative ap-
proach of how to solve the problem. In this thesis, this suggestion relates to the
research aim of developing new means to conquer the identi ed problem. Next,
the development and evaluation phase are of central importance. The focus in
these phases is the creation of artifacts, cf. Section 3 (results). An important
part of DSR is that the development and evaluation phases are performed iter-
atively and in turn [134]. On every iteration, the performance measures of the
evaluation contribute towards knowledge and can be integrated to improve the
developed artifacts. In this work, such an iterative cycle is warranted through
the evaluation of the developed artifacts in the individual publications. Here,
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limitations could be identi ed to guide future development. Also, through pre-
senting the intermediate works at scienti ¢ venues, feedback from experts could
be attained through insightful discussions. The iterative cycles can be concluded
if the designed artifacts meet the intended aim, cf. Section 5. [65,134]. The de-
sign science knowledge attained in this project is subsequently summarized in
this thesis to conclude the applied research approach.

Figure 2.3: Logic of investigation, following the suggestion in [134].
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Figure 2.3 shows the logic of investigation of this thesis, following the pro-
cedural approach as proposed in [134]. Figure 2.3 also provides an overview of
the placement of the published works within the logic of investigatior?. Due
to space reasons, some titles are abbreviated { please see the respective refer-
ence number. We also refer the reader to Section 6 for further details on the
interrelations of the published works.

3The presented order of works within the depicted logic of investigation does not fully correspond
to the publication order. Following authors such as [95], this is however in no way a requirement,
and can have many contextual reasons, such as long review times for journal articles.
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Novel Concepts

This chapter presents the central research results, which relate tonethods and
techniques for quantifying inconsistency in business rule bases, pin-pointing ele-
ments responsible for the overall inconsistengyand resolving inconsistency The
results and their interrelations are also summarized in a concluding discussion.
As stated in the disclaimer, the following results have already been published
in various works. Subsequently, the following section includes many materials of
these works, which are cited accordingly. All original material was written by
myself, except if explicitly stated otherwise.

3.1 On the Notion of Inconsistency

\We know dragons do not exist, but we can still talk about them as

much as we want. Just if you actually see one, then your knowledge

base becomes inconsistent { but then you also have other problems."
{ Matthias Thimm, Semantic Web Lecture 2014

. This section corresponds to the works [31, 34, 35] by the author.
. The general de nition of business rule bases used as a basis for this work
is taken from [35] by the author.

The notion of inconsistency is often quite ambiguous in academia. In this
work, we consider classic-logical inconsistency, which usually refers to a knowl-
edge base containing multiple pieces of information that cannot hold at the
same time. In this section, we describe the formal framework used to represent
business rules in this work, and de ne inconsistency from a viewpoint of BRM.

In order to formalise business rules bases, we rely on a simple (monotonic)
logic programming language, cf. [50]. For that, we consider a nite setA of
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atoms. Let L be the corresponding set of literals, i.e., atoms and negations of
atoms. We abbreviateTa = aanda= : a for an atom a.
Rules are of the form

r ;00 dm b ot (3.1)
with lp;:::;1n 2 L. We abbreviate head(r) = lp and body(r) = flq;:::;1kg. If
body(r) = ; we callr afact and simply write |l instead of! 1y. A rule baseB
is then a pair

B=(F;R) (3.2)

where F is a set of facts andR is a multiset of rules of the form in (3.1). Let

B be the set of all possible rule bases. Note that the ";" sign is used sometimes

in this thesis to separate rule base elements in order to avoid confusion with ",
signs used inside rule bodies. For a rule bas@ let F (B) denote the facts in B,
resp. let R(B) denote the rules in B.

Example 6. Consider the rule basB3, de ned via

B3 = f customer; mentalCondition;
mentalCondition !: contractuallyCapable;
: contractuallyCapable ! : creditW orthy g:

Then we have

F (B3) = f mentalCondition; customer g
R(B3) = fmentalCondition !: contractuallyCapable;
: contractuallyCapable ! :  creditW orthy g:
For X being a rule base, or a set of literals, lefA (X ) denote the set of atoms

appearing in X .
A set M of literals is closed wrt. B if for every rule of the form 3.1, if

by min(B) is the smallest (wrt. set inclusion) closed set of literals. A setM of
literals is called consistent if it does not contain botha and : a for an atom a. A
rule baseB is called consistent if its minimal model is consistent. If the minimal
model of B is not consistent, we say thatB is inconsistent, denoted byB 7.

Example 7. Consider the rule basB,, de ned via
B4 = fplatinumCustomer;
platinumCustomer ! contractuallyCapable;
mentalCondition;
mentalCondition !: contractuallyCapableg

B, is inconsistent in the classic-logical sense, as it entails the contradictory conclu-
sionscontractuallyCapable and: contractuallyCapable.

INote that we model rule bases as multi-sets in order to allow for duplicates of rules, which can
also be the case in BRM (cf. also the discussion in [14]).
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An important notion in this work is that of design-time compliance man-
agement. During this phase, business rules are initially modelled and stored in
rule bases. Here, this modelling is conducted independently of facts, as (case-
dependent) facts will only occur later during run-time. Consequently, during
design-time, we have thatF (B) = ; for a rule baseB.

To distinguish such rule bases, we say that a rule basB with an empty set
of facts is the design-time view ofB, denoted with B"F . For readability, we will
also refer to such rule bases as "design-time rule bases".

The F -minimal model M of a design-time rule baseB"" , denoted by ming (B"F)
is the smallest (in terms of set inclusion) closed set of facts (=literals) wrt.B[ F.

A design-time rule baseB"F is calledF -consistent if its F -minimal model is con-

sistent. If not, we call B"® F-inconsistent. In other words, a design-time rule
base isF -inconsistent, if adding the set of factsF makes the resulting rule base
inconsistent. We say that a rule baseB"" is minimally F-inconsistent if F is

consistent, B"" is F -inconsistent and for every F°( F, B"F is F %consistent

Example 8. Consider the design-time rule ba%F , de ned via
By =fa! bb! ca!: cg

Then we have thatf ag is a consistent set of factslfi{s1F is f ag-inconsistent, and
BEF is fg -consistent , thus,BgF is minimallyf ag-inconsistent.

When considering design-time rule bases, we see that every design-time rule
base isconsistentin the classic-logical sense, i.e;,-consistent [34]. In the scope of
design-time modelling, we are however interested if there exists a set of facts,
s.t. a rule base isF -inconsistent. That is, we are interested in cases where a rule
base will become inconsistent, should certain facts be introduced. Addressing
this problem is of high interest in industrial settings, as it cannot always be
foreseen which combination of (case-dependent) facts will occutater" during
run-time. Here, it becomes important for companies to analyze whether there
exist potential inconsistencies in the rule base, so experts can improve operations
and counteract potential compliance breaches during process execution.

Example 9. Consider the design-time rule baﬁ%F , de ned via
By =fa! ec!: ea! cb! eg

Observe thathF is minimally f ag-inconsistent and minimally b; @y-inconsistent.
However, thef ag-, resp.f b; @-inconsistency, entail di erent types of problems:

The f b; a@-inconsistency says that whenevieand c are added to the rule base,
we activate bothc ! : eandb ! e which yields an inconsistent conclusion.
However, there can of course be cases where &nlgr only ¢ occurs, thus it is
possible to activate the rules individually and draw meaningful conclusions from the
rule base. We therefore denote thid; @3-inconsistency as potential issueas it is
still possible thatc!: eorb! e are activated independently.

31



Part | - Expos

On the other hand, the ag-inconsistency says that whenever the ralé e is
activated, we automatically derive both and: e. To clarify, the rulesa! e, and
a! c,c!: ecan either not be activated at all, or, they will always be activated
together but in this case yield inconsistent conclusions. Thus, these two rules cannot
be used for any meaningful reasoning. We therefore denotef tigrinconsistency
as an(actual) issue

Intuitively, it is important to resolve (actual) issues in the scope of design-
time compliance management, as they clearly indicate a modelling error in the
set of business rules. For that purpose, we will now introduce the notion of
guasi-inconsistency Informally, we say that a rule base isquasi-inconsistent if
it contains rules that will always be activated together but yield inconsistent
conclusions. For that we need some further notation.

De nition 10 (Rule Set activation, [34]) A set of factsX activatesa set of rules

1. body(r;) X

A set of factsX minimally activatesa set of ruleR i X activatesR and there is
no proper subset oK that activatesR.

If X activates R we also say thatX is an activation set of R.

Example 11. Consider the design-time rule baB#F , de ned via
B =fal bb! cc! dg

For each rule, its activation set consists of the body of the rule, efgg is an
activation set offa! bg. Also, the setf ag activates the entire seB’71F .

In the following, we assume a rule base to be acyclic, i.e., the dependency
graph? of B;‘F is acyclic. Some further observations for cyclic rule bases are
provided in [34]. We are now ready to de ne quasi-inconsistencyas follows.

De nition 12 (Quasi-Inconsistency, [34])Let R1;R, R | be rule bases and
X1; X, be consistent sets of literals. A tupldR1; X1; R2; X2) is called anissuei

1. X1 Xa.

2. X1 minimally activatesR;.

3. X, minimally activatesR,.

4. Ry is X 1-consistent andRs is X >-consistent.
5

. R1[ Rz is X-inconsistent.

2The dependency graphGg of a rule baseB is a directed graphGg = ( B;Eg) where(ri;rz) 2 Ep
forri;r 2B i head(ry) 2 body(rz).
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A tuple (R1; X1;R2; X>) is called aminimal issuei there are no RY; RY; X 9 X9
with RY  R; andRY R, (one of these set inclusions being proper) such that
(R?; X2 RY; X 9) is an issue. Note that two activation se¥; andX , are considered
for the case that one activation set subsumes the other, cf. Example 13.

A rule baseB is quasi-inconsistent there is an issue(R1;X1; R2; X2) with
R1;R2 B . Then we also say thafR1; X 1;R2; X>) is an issue oB. Let Issue€B),
Minlssue$B) be the set of all (minimal) issues @&, respectively.

In other words, an issue Rj;X1;R2;X2) describes a case where the acti-
vation of one set of rulesR; implies the activation of a second set of ruleR,
and both sets together derive an inconsistency (while being consistent on their
own).

Example 13. We recall the (design-time) rule bad®, from the introduction, with

B1 =fnewCustomer! creditWorthy ;
newCustomer! : creditWorthy g:

Then we have a minimal issua,, with

m; =(fnewCustomer! creditWorthy g; f newCustomeig;
fnewCustomer! : creditWorthy g; f newCustomer):

The shownm; is a minimal issue 0By, i.e., B; is quasi-inconsistent (despite being
classically consistent). Experts need to resolve this modelling errors, as these two
rules cannot be used for any meaningful conclusions in the scope of compliance
reasoning. Note that in the minimal issum;, the two activation setsX; and X, are
identical (hewCustomen). Yet, using two activation sets as proposed in De nition

12 is needed for cases where one rule condition subsumes the other. For instance,
consider the following modi ed version d;:

B: =fnewCustomer! creditWorthy;
newCustomer,male ! : creditWorthy g:

In this case, we have a minimal isso®e, with

m, =( f newCustomer! creditWorthy g; f newCustomery;
fnewCustomer,male ! : creditWorthy g; f newCustomer, maleg):

The shownB; is also quasi-inconsistent via 1.) in De nition 12, as the fact com-
bination newCustomer, male yields contradictory conclusions.

To summarize, we have introduced two main cases of "inconsistency", namely
classic-logical inconsistency and potential inconsistency, the latter of which only
refers to design-time rule bases. For potential inconsistency, we further distin-
guish between potential issues, i.e., any -inconsistency, and actual issues, i.e.,
an issue which satis es the conditions in De nition 12. If there exists an actual
issue, we say that a rule base is quasi-inconsistent. We conclude with an example
distinguishing these cases.
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Example 14. Consider the following exemplary rule bases (a), (b) and (c).

a
al b a! b b! d
al: b al: b c!: d

(a) (Classic) Inconsistency (b) Potential Inconsistency (c) Potential Inconsistency
(Actual Issue) (Potential Issue)

In case (a), we see that the rule base consists of the ta@nd two contradictory
rules. The facta can be used to instantiate the rule and infer the contradictory
conclusion®;: b. Thus, the rule base (a) is inconsistent in the classic-logical sense.

For cases (b) and (c), we see that no facts are present, i.e., these are design-
time rule bases. Yet, we see that there are potential inconsistencies for these two
design-time rule bases.

In case (b), the rule base isag-inconsistent. The two rules will always be acti-
vated together, i.e. we have an (actual) issue. Following De nition 12, we therefore
say that the rule base (b) is quasi-inconsistent (while being classically consistent),

In case (c), we see that the rule basefis; @-inconsistent. Here, it can of course
be the case that we only encounter eithigror eitherc, individually during run-time.
Therefore, the rule base in (c), while being classically consistent, has a potential
issue as is therefore potentially inconsistent (but no actual issue, i.e., rule base (c)
is not quasi-inconsistent).

On this matter, we argue that actual issues represent modelling errors in the
business rules which should be resolved at design-time. To clarify, yes, we do not
know whether a fact will actually occur, but the rules which are part of actual issues
cannot be used for any form of meaningful reasoning. On the contrary, potential
issues can be correct in many cases (simply two di erent conditions with "opposing"
conclusions). Likewise, an expert could also determine that it is highly unlikely, that
a problematic fact combination will actually occur in practice and keep rules such as
in (c) as-is. Here, the potential issues should however be monitored during run-time
to mitigate compliance breaches due to unexpected behavior.

Summary: On the Notion of Inconsistency

> The term inconsistency refers to (classic-logical) inconsistency of a rule
base, i.e.,.BF?

> |t follows that design-time rule bases cannot be inconsistent in the classic-
logical sense, but can be potentially inconsistent

>|f a design-time rule base has at least one actual issue, we say that the
rule base is quasi-inconsistent
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3.2 Measuring Inconsistency in Business Rule Bases

Next to detecting (quasi-)inconsistency, we are now interested in methods that
can measure (quasi-)inconsistency. Such a quantitative assessment can be useful
for companies in order to a) assess theeverity of the detected errors, and b)
provide a prioritization in which order rules should be attended to in the scope
of re-modeling [29]. As mentioned in the Introduction, the eld of inconsistency
measurement studiesinconsistency measuresto this aim, which are functions
that assign a non-negative numerical value to a rule base, where a larger value
indicates a larger "severity" of inconsistency. In this section, we develop new
means for measuring inconsistency in business rule bases, while reusing and
extending results from the eld of inconsistency measurement.

As the notion of a "severity" of inconsistency is not well-de ned in academia,

a quanti cation of inconsistency is not easily characterizable, and there have
been numerous proposals how to measure inconsistency, see e.g. [129] for an
overview and [16,17,62] for some recent works.

Following [69], there are essentially two approaches to assess atomic incon-
sistency, namely a) on a formula-level, and b) on the level of atoms. Also, there
are c) hybrid approaches that aim to combine a) and b). For each of these three
forms a)-c), we have selected a representative inconsistency measure based on
the suggestions inThimm (2019), shown in Figure 3.2. Speci cally, we consider
the MI inconsistency measurd y; [70], the contension measuré . [69] and the
mv-inconsistency measurd ,, [142]. Note that we also consider the the prob-
lematic inconsistency measurd , [69], as it is a variation if the Ml inconsistency
measure, as well as the drastic inconsistency measutg [70], which is a baseline
measure that does not fall into the abovementioned categories. We acknowledge
there have been numerous other proposals, yet virtually all other measures can
be also grouped according to Figure 3.2, and thus our results can be extended
to arbitrary inconsistency measures.

\ \
Formula-centric | Im/lp iy | l¢ ! Atom-centric
\ I 1

| ¢ (baseline)

Figure 3.2: Classi cation of considered measures following [69].
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In the following, we introduce the 5 selected inconsistency measures, shown
in Figure 3.3.

1 ifBE?
I 4(B) = =
0 otherwise
wi(B) = jMI(B)j
o .
Ip(B) =] Mj
M 2 MI(B)
l(B)=min fii *(b)jjiF>Bg
o ()= Lz A
A (B)j

Figure 3.3: De nitions of the considered inconsistency measures, taken from [124].

The traditional setting for inconsistency measurement is that of proposi-
tional logic knowledge bases. The considered measures, namely the drastic in-
consistency measurd 4, the Ml-inconsistency measurd y, the problematic in-
consistency measurd ,, the contension measures . and the mv-inconsistency
measurel ,, , are thus originally de ned for propositional logic. For readability,
we de ne these measures over business rule bases in this thesis. A de nition for
propositional logic can be found in [130].

A baseline is the drastic inconsistency measuréq [70], which only di eren-
tiates between inconsistent and consistent knowledge bases.

Formula-level measures, cf. Figure 3.2, considezglementsof the rule base, i.e.

facts and rules. Here, the measureby, and |, (cf. e.g. [69,70]) consider di erent
aspects of minimal inconsistent subsets of a rule base. A minimal inconsistent
subset of B is de ned as a setM B ,s.t. M F? and thereisnoM® M s.t.
M %is consistent. We denoteMI(B) as the set of all minimal inconsistent subsets
of B. Here, the | y; measure counts the number of minimal inconsistent subsets,
whereas thel , measure counts the number of distinct elements, that appear in
any minimal inconsistent subset.

Measures on the level of atoms, cf. Figure 3.2, consider the atoms of the rule
base, resp. their interpretations. An interpretation is usually a function ! : Al
ftrue; false g, which assigns a truth value to an atom [49]. An interpretation
| satisesa 2 A,i !(a) = true. The | . measure (cf. e.g. [69]) is de ned
using paraconsistent semantics based on three-valued interpretations [98]. A
three-valued interpretation is a function i : A ! f t;f;bg, which assigns one
of three truth value to an atom. The valuest and f represent the classictrue
and false, and b stands for both. The intuition of the latter truth value both
is that there exist con icting truth values for an atom. For example, consider

36



Part | - Expos

arule baseb= fa;a! ba!: bg Insuch a case, no conclusion about the
atom b can be made without a further investigation by experts, thus, the atom
b should be marked with this con icting truth value to indicate this problem.
The interpretation function i can be extended to arbitrary elements of a rule
base as shown in Table 3.1 (Note thai(; ) is the logical conjunction of and

,andi( ! )denotesthe logical: _ ). We say an interpretation i satis es
arule or fact 2B (denoted byi 3 )if either i( )= tori( )= b. Thel,
measure then measures inconsistency by seeking an interpretatiorthat assigns
b to a minimal number of atoms, and then counting the number of atoms that
were assigned the truth valueb.

—~
~
—~
-~

i )

- - - O O T ~ ~+ ~
- O =+ -~ T ~ — O
— o . O O T ~
- . . OO0 + O |

Table 3.1: Truth tables for three-valued logic, adapted from [98].

There are also hybrid approaches, which aim to combine the aspects of
formula-centric and atom-centric inconsistency. Thel ,, measure [142] com-
bines measurement through multi-valued semantics andVls, by counting the
fraction of atoms in a rule base that appear in any minimal inconsistent subset.

Example 15. Consider the exemplary rule baBg, de ned via
By = fa;: b;c;: e;

al b;
al: b;
al d;
d! eg

First, it can directly be seen thaBJ is inconsistent, for example, the contradictory
conclusiond;: bcan be derived, e.g. viba;a! bya!: bg. Therefore, 4(BS) = 1
per de nition.
Next, regarding minimal inconsistent subsets, we have that
MI(BY) = ff a;a! ba!: by faja! b:bgfaa! dd! e:egg

Consequently, we have thdty (B3) = jMI(BS)j = 3 (as there are three minimal
inconsistent subsets), ant,(BJ) =

] Mj=jfaja! ba!: b:ba! d;d;:eg=7:
M 2 MI(BY)
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Regardingl ¢, consider the exemplary interpretation : fa;b;c;d;g ! f t;f;bg,
de ned via

i1(@="b i1(b) = f i1(c) =t i1(d) = f ia(e) = f

The interpretationi, satis es all elements 2 BJ, explained as follows. Recall that
an interpretationi satisesany 2B,i i( )= tori( )= b. Giveni; and the
extension mapping in Table 3.1, it follows that:

i1(a) = b (per assumption)

i1(: b) =t (asii(b) = f, cf. Table 3.1)

i1(c) = t (per assumption)

i1(: € = t(asii(e) = f, cf. Table 3.1)

ii(a! b = b (asii(a) = b andiy(b) = f, cf. Table 3.1)

ii(a'!: b =t(asii(a)= bandii(b) = f, cf. Table 3.1)

ii(a! d = b (asiy(a) = b andiy(d) = f, cf. Table 3.1)

ir(d! e = t(asii(d)= fandii(e) = f, cf. Table 3.1)

We see thati; satis es all 2 B and there is no interpretation which assigns the
truth value b to fewer atoms. The truth value b was assigned to 1 atoninand
thus | ¢(BJ)=1.

Last, we recall the minimal inconsistent subsetsB¥

MI(BS):ﬁa;a! ba!: bg;faja! b:bgfaja! d;d! e;:egg

S
Then we have that ;g A(M) = fa;b;d;@. We recall that A(B9) =
fa;b;c;d; @, and thusl ny (BY) =

jfajb;d;ej _ .
fabcdg] o0
To conclude, we have that
l4(BY) =1 I wi(BJ) =3
1 p(B3) =7 lc(Bg) =1

I my (Bg) =0:8

As can be seen in Example 15, di erent measures may return di erent values
for the same rule base, and the notion of a "severity" of inconsistency is still
under investigation. In classical inconsistency measurement, research is therefore
driven by the development of rationality postulates, i.e., desirable properties
that should be satis ed by concrete approaches { cf. [127] for an overview.
In this work, we also follow this approach and will investigate postulates that
specify the expected behavior in a BRM use case, as well as the relation of
inconsistency measures to such postulates.
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3.2.1 Design-Time Inconsistency Measurement

. This section corresponds to the work [34] by the author.

In this section, we are interested in measures of inconsistency that can as-
sess quasi-inconsistency. In the following, we denote this as quasi-inconsistency
measures| .

Formally speaking, we are interested in functionsl © : B"* | R! that as-
sign to a design-time rule baseB"" a non-negative real numberl < (B"F), which
represents the degree of quasi-inconsistency iB"F ; with 0 representing \not
quasi-inconsistent” and larger values indicating more severe quasi-inconsistency.

To specify this behavior, we propose the postulate ofquasi-inconsistency
[34].

Quasi-Inconsistency (QI) 19(B)> 0i B is quasi-inconsistent.

This postulate states that a quasi-inconsistency measure should be able to dis-
tinguish between rule bases that are quasi-inconsistent and those that are not.

We recall the introduced inconsistency measures, and the (design-time) rule
baseB; from the introduction, de ned via

B, = fnewCustomer ! creditW orthy; newCustomer !: creditWorthy g:

This rule base is quasi-inconsistent, thus we would expect an assessment to yield
a value larger than zero. However, for all considered inconsistency measures, we
have

l4(B1) =0 Im(B1)=0
Ip(B1) =0 lc(B1)=0
I mv (Bl) =0

This result is not surprising, as these measures satisfy the postulate afonsis-
tency (CO) [68], which demands that the returned value should be zero i the
rule base is consistent. This however impedes the expected behavior as dictated

by QI.
Proposition 16 ([34]). CO is incompatible with QI.

Following Proposition 16, observe that virtually all classical inconsistency-
measures cannot be used as quasi-inconsistency measures, as the uniformly sat-
isfy CO[127]. This calls for new approaches to measure quasi-inconsistency.

As a main contribution, we adapted the above classical inconsistency mea-
sures such that they satisfy the desired behavior [34]. This allows to utilize the
amenities of these well-studied measures for the use-case of measuring quasi-
inconsistency. Figure 3.4 shows an overview of the developed measures. We
refer the reader to [34] for a deeper discussion and examples. Below, we brie y
describe the developed measures, usirBy as an example.
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1 if B" is quasi-inconsistent

IQ BnF =
d ) 0 otherwise

I 2(B"™) = jMinlssuegB"" )j
[

I8 (B™) = | Ri[ R2j
(R1;X 1 R2;X 2)2 MinlssuegB"F )
[
1 2(B" )= minfi *(b)jiF>( Ri[ Rz[L (B" )g
(R1:X 1 R2;X 2)2 MinlssuegB"F )
) )
J (R1;X 1 R2;X 2)2 MinlssuegB"F ) A((Rl;xl RZ;XZ))]

I o (B™) =

JA(B™)]

Figure 3.4: De nitions of the proposed quasi-inconsistency measures [34].

The drastic quasi-inconsistency measure is a baseline to distinguish quasi-
inconsistent design-time rule bases. For the exemplars, | c? is therefore 1 per
de nition.

The MI-quasi-inconsistency measure counts the number of minimal issues
(i.e., actual issues). Likewise, the problematic quasi-inconsistency measure counts
the number of rules that participate in at least one minimal issue. For the ex-
emplary B;, we recall from Example 13 that there is one minimal issuem,,
with

m; =(fnewCustomer! creditWorthy g; f newCustomeig;
fnewCustomer! : creditWorthy g; f newCustomem):

Consequently,| =1 and | § =2.

The quasi contension measure seeks an interpretation that satis es all rules
that participate in any minimal issue (as opposed to the traditional | . which
seeks an interpretation that satis es the entire rule base), while assigning the
truth value b to a minimal number of atoms, and then counts the number of
atoms that were assigned the truth valueb. Note that next to the rules (cf.
R: [ R»), also the rule literals (cf. L(B"F)) are needed for inference (as no
conclusions could be made without activations). We recall the minimal issuen;
in By. Then we considerb; B ; via the de nition of 12, with

b = [ Ri[ R2[L (B1)
(R1;X 1 R2;X 2)2MinlssueqB1)

fnewCustomer! creditWorthy ; newCustomer! : creditWorthy ;
newCustomer, creditWorthy ; : creditWorthy g
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For the interpretation i, : f newCustomer, creditWorthy g ! f t;f; bg, de ned via
i2(newCustomer) = t i2(creditWorthy ) = b

we see thati, satises all elements 2 by (i.e., i 3 by), and there is no
interpretation that assign b to fewer atoms. Asb was assigned to 1 atom ini,,
12(B1) = 1.

Last, the mv-quasi-inconsistency measure considers the fraction of those
atoms that are part of problematic rules, relative to the atoms of all rules.
We recall the minimal issuemy, and see that all atoms of the rule base are part
of at least least one minimal issue, thud §, =2=2=1.

Regarding the proposed postulate ofQI, we recall the introduced quasi-
inconsistency measures, and that for the abovBE‘F , We expect a quasi-inconsistency
assessment to yield a value> 0. Also, we expect the measures to yield a value
of zero for a rule base which is not quasi-inconsistent, e.g. the abO\BzQF . Then,
we have

1§87 )=1 1$(B7)=0
I,\%(BQF):l II\%(BQF)ZO
17 (B ) =2 I3 (B7)=0
1B )=1 1By )=0
IS (B )=1 19 (B )=0

In result, all presented measures capture the desired behavior.
Proposition 17 ([34]). I &;1 g1 $:1Q andl §, satisfy Q.

The proofs are presented in Section 4.1.1. Our main result is that while clas-
sical inconsistency measures do not su ce to measure quasi-inconsistency (cf.
Proposition 16), we see that the proposed measures satisfy the intended behav-
ior and can thus be used to measure quasi-inconsistency. Such an assessment
can provide useful insights for companies in the scope of resolving human mod-
eling errors during design-time, which was not possible with existing means.
This result is summarized in Table 3.2.

| La [ Iwi [ 1p [Te | Tmw [[IQ LI [ 18 [ 18 | 1o
Q|7 | 7 |77 7 3 3 3 3 3

Table 3.2: Compliance with the postulate QI of the proposed quasi-inconsistency
measures [34].

3.2.2 Run-Time Inconsistency Measurement

. This section corresponds to the work [35] by the author.
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In this section, we are interested in measures of inconsistency that can assess
inconsistency in business rule bases at run-time.

During run-time, we actually have facts, and classic-logical inconsistency is
possible. Thus, it would seem intuitive to simply apply the existing inconsis-
tency measures. However, as described in the Introduction, a straightforward
application is not plausible: In the classical setting of inconsistency measure-
ment, knowledge bases are constituted of propositional formulas, where these
formulas do not have a distinguishable level of granularity. On the other hand,
business rule bases distinguish betweefacts and rules. That is, facts have a
di erent conceptual quality as their veracity is unconditionally assumed [58].
Thus, a rule base consists of a set ofifdisputable) facts and rules. This impedes
using existing measures in this setting, explained as follows.

Example 18. We recall the rule bas8,, with

B4 = f platinumCustomer; mentalCondition;
platinumCustomer ! contractuallyCapable;
mentalCondition !: contractuallyCapableg:

As can be seen, the rule base is inconsistent, but we can see that by removing the
fact mentalCondition it becomes consistent. However, the factentalCondition
and platinumCustomer are provided by a given case input and have to be kept
as-is, even in the scope of inconsistency handling. For instance, one cannot change
the mental condition of a customer just to make the set of business rules consistent.

Consequently, methods are needed to analyze inconsistency based on a dis-
tinction between (indisputable) facts and rules. To further frame the problem,
consider the following exemplary rule base®g, Bg, B1g, de ned via

Bg = fa;: ag
By=faa! ba!: by
Bip=faja! ba!: bg: co:

In our setting, we are interested only in inconsistencies comprising at least one
business rule, as this indicates a human modelling error in the set of busi-
ness rules. In turn, we will not consider inconsistencies such as iBg (this can
be handled by existing results from inconsistency measurement), but want to
develop new "rule-based\ inconsistency measures, in the following denoted as
IRB : B! R!,, which can specically assess actual modeling errors, i.e., in-
consistencies including at least one rule.

To this aim, we rst propose some novel postulates which should be satis ed
by rule-based inconsistency measures [35].

Rule Consistency (RC) | RB (B) = 0 if and only if for all consistent sets F°
F(B), R(B)[ Flis consistent.

3We acknowledge there could also be fact contradictions, however these are clear data issues and
beyond the scope of this thesis. In this thesis, we are interested in inconsistencies resulting from
modelling errors in business rules.
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The above rationality postulate is a weakening of the classical postulateon-
sistency [127], which requiresl (B) = 0 if and only if B is consistent. Following
RC, measures should assess the degree of inconsistency Bgras 0. Vice versa,
in case there is at least one inconsistency which touches at least one rule, the
returned inconsistency value should not be 0.

In any case however, we want to ensure that only con icts including at least
one rule are valued towards the quanti cation of inconsistency. Atoms appearing
only as facts should not alter the degree of inconsistency for rule-based measures,
if they do not contradict any rules. We subsequently de ne the property of fact
elision [35].

Fact Elision (FE) If 8r 2B :head(r) 6 then|RB(B)= IRB(B[f ().

This postulate is closely related to the postulate safe-formula independence
(S [127], which states that formulas which do not share the signature with the
existing propositions of a knowledge base, i. e., safe formulas, should not alter
the degree of inconsistency. The proposed postulate is a weakening 81, and
states that a formula only needs to be safe w.r.t. the business rules. That is,
even if an added formula isnot safe w.r.t. facts in the knowledge base, this
should not alter the score. Consequently, for anyl R8 | | RB (Bg) should be equal
to 1 RB (Bg[ ), and | RB (Byp) should be equal tol RB (Byg [ ©).

Last, we consider a further aspect of rule-based inconsistency measures. Con-
sider again the rule baseBg and the rule baseBi,, de ned as

Bg=faja! ba!: bg By = faja! by: bg:

In the traditional setting of inconsistency measurement, one could argue that
both rule bases are equally inconsistent. However, we see that the inconsistency
in B11 can only be resolved in one way in our setting { namely by modifying
or deleting the rule a! b { as the given factsa and : b are indisputable. On
the contrary, the inconsistency in By is caused by contradicting rules, thus,
this inconsistency is more complex to handle and requires attention by domain
experts. To identify such cases, we introduce a third, optional property of rule
emphasis [35]. For that, a formulaa 2 B is called afree formula, if a 2 M; 8M 2
MI(B). We denote the free formulas ofB as FredB).

Rule Emphasis (RE) If ! 2B and ! 2 FredB[f ! g) then
I(B[f ! g>1(B[f g).
This postulate states that adding a rule ! to a rule base, where this rule

is not a free formula, should increase the inconsistency more than adding only
the head of that rule, i.e. as a fact . This postulate ensures that measures
valuate the conicts involving contradictory rules as more signi cant than a
con ict resulting from a rule and a non-negotiable fact (as the former type of
inconsistency might be more complex to resolve than the latter).
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Example 19. For the rule base8g, Bg, Big, and B;; from before, we expect a
rule-based inconsistency assessmieRt satisfying the postulates RC, FE, and RE
to give
0=1R8(Bg) < IRB(Bg)= IRB(By) and
I % (B11) < 1 7% (Bo)

However, for the considered "traditional" inconsistency measures we get

la(Bg) =1 la(Bg) =1 l4(B1o) =1 l4(B11) =1
I'mi(Bg) =1 I'mi(Bg) =1 I'mi(B1o) =2 I'm(B11) =1
Ip(BB):z Ip(BQ):3 |p(Blo):5 |p(Bll):3
lc(Bg) =1 lc(Bg) =1 I ¢(B1o) =2 l¢(B11) =1
I'mv(Bg) =1 I'mv (Bg) =1 I'mv (B1o) =1 I'mv (B11) =1

We see that none of the considered measures is capable of capturing the desired out-
come. Speci cally, we see that for the above measures (in the following abbreviated
as| by a slight misuse of notation):

I (Bg) > O for all measures, thus violating RC.
I (Bg) 6 | (Byp) for all measures excepty and | , , thus broadly violating FE.
I (B11) | (Byg) for all measures, thus violating RE.

Regarding | (Bg) > 0, this is intuitive, as all considered measures satisfy
the postulate of consistency (CO)[70], which demands that the returned value
should only be zero i the rule base is consistent. As a result, we have the
following:

Proposition 20 ([35]). CO is incompatible with RC.

Following from Propaosition 20, virtually all existing inconsistency measures
cannot be used as rule-based inconsistency measures, as they uniformly satisfy
CO (cf. [127]) and thus broadly violate the proposed rationality postulates as
motivated from the business use-case. This impedes using existing results in a
company context and calls for an adaptation of measures to t this use-case.

As a main contribution, we adapted the above classical inconsistency mea-
sures such that they satisfy the desired behavior [35]. This allows to utilize the
amenities of these well-studied measures for the use-case of assessing modelling
errors during run-time, i.e., measure inconsistencies comprising at least one busi-
ness rule. Figure 3.5 shows an overview of the developed measures. Below, we
brie y describe the developed measures. Regarding notation, recall that a rule
base is not rule-consistent if it contains at least one minimal inconsistent subset,
that itself contains at least one rule. To verify this condition, we consider only
those minimal inconsistent subsets that do not contain two complementary facts
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a;: a. Formally, we dene MI"" (B) = fM 2 MI(B)j @2 A :a;:a2 Mg. If
a;: a2 M we also callM a pure fact set (note that indeeda;: a2 M implies
M = fa;: ag).

(1 i Ml " (B)6 ;

1 &% (B) =
a (B) 0 otherwise

I (B) = jMI"" (B)j

o .
15" (B) = | M nF(M)j

M 2 MI"F (B)

[
152 (B)= minfjv *(b)jj v > Mg
M 2 MIF (B)

.S .
Re gy = 1 w2 ) AM)]
™ A (B)j

Figure 3.5: De nitions of the proposed rule-based inconsistency measures [35].

The rule-based drastic measure is a baseline to assess rule bases which are
not rule-consistent, i.e.,| {8 is 1 for any rule base which is not rule-consistent.
The rule-basedMI-measure counts the number of minimal inconsistent subsets
without pure fact sets. Likewise, the rule-based problematic counts the number
of rules that appear in at least one minimal inconsistent subset. The rule based
contension measure seeks an interpretation that satis es alM 2 MI" (B) for
a rule baseB, where this interpretation assigns the truth value b to a minimal
number of atoms, and then counts the number of atoms that were assigned
the truth value b. Last, the rule-based mv-measure is a relative measure that
measures the fraction of those atoms that are part of problematic elements,
relative to the atoms of the rule base, while ignoring pure fact sets. We refer
the reader to [35] for a more detailed discussion of the introduced measures.

Regarding the proposed postulates, we recall the introduced rule-based mea-
sures and the rule base8g B 11, and that we expect a rule-based inconsistency
assessment RB satisfying the postulates RC, FE, and RE to give

0=1RB(Bg) < IRB(Bg)= IRB(By) and
| RB (B11) < 1 RB (By)
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For our adapted measures, we have that

I &° (Bg) =0 I§° (Bg) =1 I&° (Bio) =1 I&° (Bua) =1
1GF (Be)=0 IR (By)=1 I (Bw)=1 15 (Bua) =1
| X% (Bg) =0 | X8 (Bg) = 2 | X8 (Byo) = 2 I 58 (By) =1
188 (Bg)=0 18 (By)=1  15%(Big)=1 1 88 (Bu) =1
v (Be)=0  130(Bo)=1 130 (Bio)=2=3 |70 (Bu)=1

In result, we see that our alterations have improved all measures, s.t. they
satisfy RC. Also, all measures except RE could be improved s.t. they satisfy FE.
Here, note however that the originall r,, is intentionally designed to consider all
atoms (including those of simple facts) and is therefore inherently incompatible
with FE by design. Additionally, the optional postulate RE is satis ed by our
alteration of the original 1, measure.

Proposition 21 ([35]). | §8 ;132 ;1 &8 satisfy RC and FE, and do not satisfy RE.
Proposition 22 ([35]). | X® satis es RC, FE and RE.

Proposition 23. | RB satis es RC, and does not satisfy FE and RE.

Proofs for I §& ;1 &7 and | X® can be found in [35]. The proofs forl i and

| B are analogous, cf. Section 4.1.1. Some other properties of the proposed
measures are also discussed in [35]. However, a main result is that while classi-
cal inconsistency measures cannot be used plausibly as rule-based measures (cf.
Proposition 20), we see that the proposed rule-based measures satisfy the in-
tended behavior (Note that REwas introduced as an optional property, and thus

all proposed measures satisfy the mandatory postulates dRC and FE. For the
exception in1 R8 | cf. the above discussion). This result is summarized in Tables
3.3 and 3.4. Such an assessment can provide useful insights for companies in the
scope of resolving inconsistencies during run-time under a distinction between
(indisputable) facts and rules, which was not possible with existing means.

I RC | FE | RE IR® | RC | FE | RE

lg 7077 IRB | 3 | 3 | 7

I wi 7 7 7 | kB 3 3 7

I'p Tl 7|7 IR | 3|33

Ic 7 7 7 | RB 3 3 7

I mv 7 7 7 | RB 3 7 7
Table 3.3: Compliance with rational- Table 3.4: Compliance with rational-
ity postulates of the traditional incon- ity postulates of the proposed rule-
sistency measures [35]. based inconsistency measures [35].
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3.2.3 Post-Execution Analysis

Post-Execution auditing is a retrospective analysis. Consequently, measuring
inconsistency in this phase is essentially a combination of the preceding two
compliance management strategies. For example, all process instances and the
corresponding case-dependent facts can be inspected relative to the business rule
base. This allows for a posteriori analysis as a basis for handling inconsistencies.

In future work, it may however also be bene cial to investigate the relations
of di erent process instances. This could be useful for gaining a better overall
understanding on the quality of business rules relative to the observed processes.
Although this is beyond the scope of this thesis, we present some exemplary
measures to this aim for clari cation.

For further post-execution analysis of the run-time inconsistencies (and their
relations) one could consider a "snapshot" of a rule base together with all facts
that occurred during a process instance. In the following, we denote such a
shapshot (i.e. union) of business rules and the facts referring to one process
instance as acase A baseline measure could then be a form of "drastic" measure,
i.e., it would return 1 if there was at least one case, in which there was an
inconsistency. A further possibility would be to count the number of cases, in
which there was at least one inconsistency, or to count the number of overall
inconsistencies across all cases. An interesting measure could also be to consider
the (number of) distinct minimal inconsistent subsets across all cases.

While these were only some exemplary measures, it shows that considering
not only a single run-time perspective, but also considering the interrelations of
di erent cases can yield novel insights for experts in regard to understanding
and resolving inconsistencies. Here, such a multi knowledge base inconsistency
measurement (where the knowledge bases have a shared set of atoms) is a novel
research stream for the eld of inconsistency measurement, which should be
investigated in future work.

It could also be bene cial for companies to consider temporal aspects in
inconsistency measurement during the post-execution phase. Instead of view-
ing the union of case-dependent facts and business rules as a static snapshot,
it might be bene cial to further consider the temporal order in which facts or
events occurred. While this is beyond the scope of this thesis, it is noteworthy
that results from drift detection could be used in this context to further un-
derstand errors in business rules. For instance, one could iterate through event
logs using sliding window techniques as in [143]. Then, for every window, which
contains certain case-dependent facts, one could count the number of inconsis-
tencies arising from that set of facts in regard to the prevailing business rules.
This would allow to plot the number of inconsistencies over time, e.g. a his-
togram where the x-axis corresponds to the individual windows, and the y-axis
shows the number of inconsistencies for that window. Following [143], this could
be bene cial to categorize the inconsistencies (arising over time), by presenting
experts with such visualizations of the "development history" of inconsistencies,
as in Figure 3.6.

Visualizations of the number of inconsistencies in casesver time allow to
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categorize the inconsistencies as "drifts", where a drift is de ned as a deviation
from the allowed behavior, i.e., fact occurrences that cause inconsistencies in
regard to the prevailing business rules. Such a drift categorization could be useful
to assess the severity of drifts, e.g., a case where the drift can be described as an
outlier might be a negligible error which might have been caused by accident,
while cases where there is an increase of inconsistencies in recent time could
indicate that the observed facts cause drifts, and thus maybe the business rules
should be carefully reconsidered. We would like to point out that this proposed
method of visualizing inconsistencies over time would satisfy all requirements
for process drift analysis proposed in [143], namely (R1Mdrift identi cation ,
(R2) drift categorization, (R3) drill down and roll-up analysis, (R4) quantitative
analysis, (R5) qualitative analysis The proposed approach could be used to
identify and categorize drifts via the drift categorization in [143] or [48] (R1-R2).

By means of post-execution (drift) analysis, inconsistencies can also be assessed
by di erent levels of granularity, e.g. inconsistencies relative to an entire case (see
exemplary measures above), or inconsistencies in regard to individual business
rules (see Section 3.3.1 on culpability measurement) (R3). Here, the severity of
the drift can be quanti ed (R4), and can be used to convey which business rules
should be changed (R5, cf. Section 3.3.1 on culpability measurement).

Figure 3.6: Exemplary plots for inconsistencies over time and corresponding drift
types, taken from [143].

Many other inconsistency measures could be investigated, e.g., it might be
interesting to consider the fraction of potential issues (identi ed at design-time)
that became actual issues (later, during run-time). It seems this is an interest-
ing area for future work with great potential bene ts for companies in regard
to further understanding inconsistencies in business rules. In general, it seems
that considering not only di erent compliance management strategies individ-
ually, but also considering their interrelations can yield valuable insights for
companies, which will be discussed in Section 3.5 on the proposed framework
for handling inconsistency in business rule bases.

Summary: Measuring Inconsistency in Business Rule Bases

Due to several intricacies of BRM, existing inconsistency measures cannot
be plausibly applied. We therefore developed new means for:

> Design-time inconsistency measurement (incl. postulatel)

> Run-time inconsistency measurement (incl. postulatesRC, FE and RE)
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3.3 Resolving Inconsistency based on
Culpability Measurement

So far, we considered measures that assess tlatire rule base. In the con-
text of inconsistency handling, this is, however, often not su cient. Companies
need to pin-point those rules in their rule bases that contribute towards the
overall inconsistency, e. g. as a basis for inconsistency resolution. The eld of in-
consistency measurement also studies so-callealilpability measures These are
essentially functions which assign a numerical value to individual formulas of a
rule base, with the intuition that a higher value indicates a higher blame which
a formula carries in the context of the overall inconsistency.

In the following, we discuss whether this element-based approach is plausible
for an application in the domain of business rules management, and how it can
be used as a basis for inconsistency resolution.

3.3.1 Culpability Measurement in Business Rule Bases

. This section corresponds to the works [29, 35] by the author.

As with inconsistency measures, there have been numerous proposals for spe-
ci ¢ culpability measures, see e. g. [87] for an overview. In this work, we consider
the Shapley inconsistency value as proposed biflunter & Konieczny (2010),
explained as follows: The Shapley inconsistency value is a generalized measure
which is parametrized with arbitrary inconsistency measures. The intuition is
that the overall degree of inconsistency, as quanti ed by an inconsistency mea-
sure | , is distributed among all elements of a rule base, based on the "blame"
that an individual element carries in the context of the overall inconsistency.
Here, the Shapley inconsistency value uses notions from game theory to deter-
mine the blame { also referred to as payo { that each formula carries w.r.t.
the assessment of an arbitrary inconsistency measure. We consequently discuss
this approach, as it allows to use arbitrary inconsistency measures, e.g., based
on company needs (cf. the classi cation in Figure 3.2).

De nition 24 ([69]). Let | be an inconsistency measurB, be a rule base and
2 B. Then, the Shapley inconsistency value ofw.r.t. | , denotedS' is de ned
via

[ :X
s' (B)
B B

(b 1)n b
n!

(1(@B) 1 (Bn))

whereb is the cardinality ofB B , andn is the cardinality of the initialB.

The Shapley inconsistency value can be computed for any 2 B, in regard
to an inconsistency measurel . To this aim, all B B are considered, also
referred to ascoalitions. For any B, the "change" of the overall inconsistency by
removing from B is calculated (cf.1 (B) | (B n )).If was not responsible
for the overall inconsistency inB (w.r.t. 1), the right multiplicand will equate
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to zero, thus the blame of w.r.t. B is 0. Otherwise, the change of the overall
inconsistency inB after removing (w.r.t. 1) is weighted by the cardinality of
B relative to the cardinalities of B, following results on game-theory in [112].
In this way, the blame for any 2 B (w.r.t. 1) is the sum of blame over all
coalitions, i.e., S' (B) is the amount of blame, that an element carries in
regard to | (B). In the following, we consider all elements of a rule base as a
vector ( 1; 2;::; n), and denoteS' (B) as the vector of corresponding Shapley
inconsistency values, i.e.S' (B) = (S' (B);S',(B); ;S (B)).

Example 25. We recall the rule bas®&y = fa;a! b;a!: bg. We denote
the blame that an element carries in regard to a coalition, cf. De nition 24, as
blame( ). Then, for the Shapley inconsistency valueafv.r.t. | 4, we have

B B b|n|l14(B)|lq(Bna) blame(a)
a 1|3 0 0 0
al b 1|3 0 0 0
al: b 13 0 0 0
a;a! b 213 0 0 0
a,al: b 213 0 0 0
al! bjal: b |23 0 0 0
a;a! bjal: b|[3[3]| 1 0 @ 1 o0=1

Si(Bg) = 3 (sum)

The Shapley value of the elemeant (w.r.t. |4) for the rule baseBg is conse-
quently the sum of all blame values over all coalitions. The calculations for the other
elements inBy are analogous, thus'¢(Bg) = ( 3; 3; %). The results can be inter-
preted s.t. the overall "blame mass" (derived froty) in Bg is evenly distributed

over all elements.

As we have discussed, existing inconsistency measures cannot be used for
measuring (quasi-)inconsistency in arentire business rule base, due to concep-
tual mismatches. Here, it is also not feasible to "plug-in" existing inconsistency
measures into the Shapley inconsistency value to determine element-based cul-
pability in this setting, explained as follows:

During design-time, we see via Proposition 16 that virtually all classical
inconsistency measures cannot be used here, e.g. given the design-time rule
baseB;, = fa! ba!: bg, for the Shapley inconsistency values w.r.t.l g,
we haveS'¢(B1,) = (0;0), allthough B, is quasi-inconsistent. For this setting,
we are interested in culpability measures that can rank rules of a design-time
rule base by the amount of blame they carry in the context of the overall quasi-
inconsistency.

During run-time, we recall that this setting underlies the assumption of
given, i.e. indisputable, facts. This has a major impact on culpability measure-
ment, namely whether facts should even be considered as blameable. Indeed,

50



Part | - Expos

deleting facts is not feasible in many cases here, thus methods are needed that
can rank only the rules of a (run-time) rule base by their degree of culpability,
as these are the actual modelling errors that the company needs to identify.

This calls for new means to assess element-culpability in business rule bases.
Subsequently, we discuss how culpability can be measured during di erent com-
pliance phases.

For the following discussion, we assume all used quasi-inconsistency measures
satisfy QI, and all used rule-based inconsistency measures satisBC. Also, we
assume the used measures satisfy the two basic properties of monotony and
free-formula independence [70], which are usual properties satis ed by most
measures [127,130].

Monotony (MO) If B B °then | (B) | (B9

Free-formula independence (IN) If 2 FregB) then
I (B)=1(Bnf Q)

MO demands that the addition of information cannot decrease the degree of
inconsistency.IN states that free formulas should not a ect the degree of incon-
sistency.

Design-time Culpability Measurement

We have presented adapted versions of classical inconsistency measures for the
use-case of analyzing inconsistency in a set of rules only. As rule bases will only
contain rules at design-time, the quasi-inconsistency measures can directly be
applied to determine element-based culpability of business rules.

De nition 26 (Shapley quasi-inconsistency valug)et | © be an quasi-inconsistency
measureB"F be a rule base and 2 B"F . Then, the Shapley quasi-inconsistency
value of w.r.t. I , denotedS'® is de ned via

(b 1(n b

19 /pnFy —
S (B™)= py

B B "F

(1°(B™) I %(B"™ n )

whereb is the cardinality ofB, and n is the cardinality ofB.

For culpability measurement, we consider the Shapley inconsistency value
as it allows to utilize arbitrary inconsistency measures. We would however like
to mention that we proposed an adaptation of one other culpability measure,
namely the MIS 4 measure as proposed in [70]. This is an important measure
as it can be considered as a scoring function which indicates how many minimal
issues of a rule base will can be eliminated by deleting a rule. As this measure
will be used in the course of this work, we brie y discuss the speci ¢ adaptation
and conclude with an example showing the behavior of the proposed culpability
measures.
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De nition 27 (Cardinality-Based Culpability Measure, [28]Pe ne the cardinality
based culpability measur€; via

G (B; )= jfM 2 Minlssue§B)gj 2 M|
This measure counts the number of minimal issues that a rule appears in.
Example 28. Consider the rule basB;3, with

Biz=fa! bb! c¢b! da!: cd! ee! cg

with
F(Bi) = ;
MI(B13) = ;
Minlssue$B13) = fM1; Mg
M, =(fa! bb! cg;fag;fa!: cg;fag)
Mo, =(fa! bb! d;d! ee! cgfag,fa!: cg;fag)
(visually)

Then we have

Q _ Q _ Q —
ri:al b G (Bi3ir)=2 S (B)=0:36 S'"(By)=0:53 S/ (Bs)=1:6
Q _ Q _ Q
f:b! ¢ G (Bisir2)=1 S¢(Bis)=0:16 SIM(Biz)=0:3 S/ (Bis)=0:

ol ol

f3:al: ¢ G (Bisifs)=2 Sis(Bis)=0:36 SM(Bys)=0:53 S5 (Bus)=1:
rs:b! d G (Bsrg) =1 Srli? (B13) = 0:03 5:43"(313) =0:2 Srli? (B13) =0:6
rs:dl e G (Bisifs)=1 Si&(Bis)=0:03 S'¥(Ba)=0:2 SIF (Bis)=06
fe:el ¢ G (Bisife)=1 Sié(Big)=0:03 S M(Bps)=0:2 S (Bys)=0:6

sum: | (?(B]_g) =1 I ,\%(313) =2 | ,?(813) =6

This example shows that the Shapley quasi-inconsistency value, as well as the
adapted G; can be used to quantify element-based culpability of business rules
at design-time.
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Run-time Culpability Measurement

As with quasi-inconsistency measures, it is theoretically also possible to "plug-
in" the proposed rule-based inconsistency measures into the Shapley inconsis-
tency value.

De nition 29 (Rule-based Shapley inconsistency value, [33gt | RB be a rule-

based inconsistency measur®,be a rule base and 2 B. Then, the rule-based

Shapley inconsistency value ofw.r.t. | RB | denotedS' ™ is de ned via

(b D(n b
n!

|RB

s (B= (178 (B) I **(Bn )

B B
whereb is the cardinality ofB, and n is the cardinality ofB.

Example 30. Consider the rule basB,4 = faja! ba!: b:ag. Then, for
RB
the Shapley inconsistency values w.t?8 and | B8, we have thatSy® (B) =

| RB 1 1 1 | RB | RB
Sa" (Bi4) = 3+ 7 = 3. Also, we have that: 4 (Bis) = S:¥ (Bi4) =0. Thus,

we haveS's” (Bis) = ( 1:3:3:0) andS'* (Bia) = (§:3: 5:0).

Example 30 shows that the gist of theRC property transfers to the element-
based perspective: Only formulas that are part of at least oneMlI (which itself
contains at least one rule) are assigned blame. However, we see that the blame
is equally distributed over fa;a! b;a!: bgin both assessments. As facts
are viewed as indisputable, this behavior is undesirable. Facts should not be
assigned with any blame value, as they have to be kept as-is. To capture this
requirement, we therefore propose a new property of fact-minimality [35].

Fact-Minimality S| " (B) =0 for any fact f in B.
This extends the minimality property originally proposed in [69], which is neces-
sary for the intended use-case of viewing facts as indisputable. As evidenced by
Example 30, the Shapley inconsistency value does not satisfy fact-minimality.
Therefore, it is not plausible to apply the Shapley inconsistency value in our
use case. We therefore propose aadjusted Shapley inconsistency value. The
intuition of our approach is as follows [35]:

The original Shapley inconsistency value assigns responsibilities to a number
of formulas (or players) in a coalition. Currently, there is no distinction between
facts and rules. Following our use case, the idea is to shift the blame from facts
to all rules which are part of the inconsistency for that coalition. For that, some
notation is necessary.

De nition 31 ([35]). Let| RB Dbe a rule-based inconsistency measuBehe a rule
base and 2 B. Then, the individual Shapley inconsistency coalition value of
w.r.t. | RB (in a coalitionB B ), is de ned via

(b 1Yn b
n!

CoalPayo 5 (B) = (IRB(B) | RB(Bn ))

whereb is the cardinality ofB, andn is the cardinality ofB.
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Blame should only be assigned to rules. In turn, the amount of blame that
"falls upon" facts from any coalition should be shifted onto the blamablerules
of that coalition, i. e., the rules which contribute towards the inconsistency for
that coalition. We denote the blame that is shifted from facts to the individual
blamable rules, as anadditional payo .

De nition 32 ([35]). Let | RB be a rule-based inconsistency measure &tle a
rule base, denote the additional blame forale r 2 R (B) in any coalitionB B
as

AddPayé) ' (B)

r
<0 if r 2 FregB)

= P | RB
for (g) COAIPayo g (B)

jTO2R (B) S rOZFrea(B)] otherwise

Example 33. Consider agaiBg = fa;a! b;a!: bgandB;; = fa;a! b;: bg.
According to the original Shapley value, the blame is evenly distributed for both
rule bases. IBy, given the premise of indisputable facts, is not to blame for
the overall inconsistency. Rather, the blame valueacghould be evenly distributed
amonga! banda!: b, as both these formulas evenly contribute towards the
inconsistency. Next, iB11, both a and: b are not to blame in our use case. Here,
the blame values of and: b should be transferred ta! b. This is directly in line
with the intuition of RE, as forB;4, the only way to resolve the inconsistency would
be to removea! b (thus all blame is relocated to that rule), but foBg, one can
delete either of the two rules (thus the blame is distributed among both rules). In
result, for each coalition, the blame is shifted from facts to the blameable rules via
the additional payo .

We are now ready to de ne the adjusted Shapley inconsistency value.

De nition 34 ([35]). Let| RB Dbe a rule-based inconsistency measiBehe a rule
base and 2 B. Then, the adjusted Shapley inconsistency value ofv.r.t. | RB
denotedS ' ™ is de ned via

<0, if 2F(B)
= (CoalPayo ' RBB (B)+ AddPayo RBB (B)) otherwise

B B

The adjusted Shapley value assigns the value of 0 to all facts, and computes
the blame value of all rules taking into consideration the additional payo .

Example 35. Consider the rule basd® = fa;a! ba!: bgandB; = fa;a!
b;: bg. Then for theadjusted Shapley inconsistency values w.i.{f% , we have that
Sa® (Bo)=0;S)¢ ,(Bo) = 1(+1=2)= },andS) ,(Bo)= i(+1=2)= 1. Also,
we have thatSy® (Biy) = 0;S'$ (Biy) = 0, andSlf ,(Bu) = L(+2)=1 .
Thus, we have thatS'a" (Bg) = (0;3:3) and S' & (B11) = (0:1;0), which is
directly in line with RE.
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Proposition 36 ([35]). The adjusted Shapley value satis es Fact-Minimality.

Proposition 36 (cf. also Proposition 55) shows that our approach follows
the same gist as the original Shapley inconsistency value, but shifts the blame
from facts to blamable rules. This is necessary for culpability measurement in
run-time compliance management, as companies need to identify erroneously
modelled rules relative to a given fact input. Some other properties are also
discussed in [35].

Post-Execution Culpability Measurement

As mentioned in Section 3.2.3, post-execution analysis is beyond the scope of
this thesis. However, it is worth noting that post-execution culpability measure-
ment may yield further insights for companies in the scope of understanding the
interrelations of inconsistencies.

For instance, considering again "cases" as de ned in Section 3.2.3, then, for
every rule one could measure the number of cases in which the respective rule
is part of at least one inconsistency. Likewise, one could count the number of
inconsistencies that a business rule is associated with across all cases. As men-
tioned, such a form of multi knowledge base culpability measurement could be
interesting for future work and would contribute towards means for qualitative
analysis (i.e., conveying to the experts which business rules to change) in the
scope of drift analysis (cf. Section 3.2.3 and 3.5 for further discussion).

3.3.2 Inconsistency Resolution by means of Culpability Mea-
surement

. This section corresponds to the works [28,29] by the author.

To resolve inconsistency in a rule base, there are generally two possibilities
[42]: One approach is to move elements to a new rule base iteratively, warranted
that their introductions do not cause any inconsistencies. A second approach to
resolve inconsistencies is to iteratively delete elements from the original rule base
until it is consistent. Grant and Hunter (2011) denote this latter approach
asstepwise inconsistency resolutionin [42], those authors use the rst approach
to resolve inconsistencies in a (Declare) rule base. In this work, we present a
solution for using the second approach, which allows to eliminate inconsistencies
while considering all conicts between rules, and with the goal of mitigating
information loss (in terms of deleted elements from the rule base).

Let a rule baseB, individual rules r 2 B can be deleted, de ned via:

deletion(r) = Bnr

In the following, we denote deletion as an operatioro, for readability. Stepwise
inconsistency resolution by deletion is thus a sequenc8 =< 03;::;;0, >. We
denote 0,(B) as the rule base obtained by applying operationso;:::; 0, to B.
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We denoterS =<r 1;:::;r, > as the individual rules deleted in the sequence S
via the operations oy;::;; 0.

The challenge is to nd suitable elements which to attend to, such that the
sequence S results in a low amount of information loss (e.g. deleted elements).
Here, we propose to use culpability measures as a driver for inconsistency res-
olution. For example, the G: is essentially a scoring function which quanti es
how many quasi-inconsistent subsets can be resolved, if a constraint is deleted.
We therefore propose a culpability-based ranking to determine which elements
to attend to.

De nition 37 (Culpability Ranking, [29]) Let C be a culpability measure anB
be a rule base, then a culpability ranking w.r@.over all rules 2 B is any ranking
hrqi;:rai that satises C(rq) i C (rp).

This ranking sorts all rules in B based on their inconsistency value w.r.t.
a culpability measure C and presents to the modeler a prioritized list of which
elements to attend to. As we will show in Chapter 4 (Evaluation), such a ranking
can actually help modellers to understand and resolve inconsistencies in rule
bases in a faster time, with a better understanding accuracy and with less mental
e ort needed, and can therefore be a driver for handling inconsistencies in rule
bases.

Regarding (semi-) automated inconsistency resolution during modelling, we
also propose an approximation algorithm for the problem of restoring consis-
tency by removing a minimal number of rules. This algorithm iteratively per-
forms the steps of analysis, ranking and the operation "deletion” until the rule
base is consistent again, shown in Algorithm 1 [28].

Algorithm 1: Stepwise Inconsistency Resolution via deletion
Input : Quasi-Inconsistent Rule Badg
Output: Non Quasi-Inconsistent Rule Ba&

1 minlssues  Minlssue$B)

2 tempCandidate  ?

3 tempValue O

4 while jminlssuesj > 0 do

5 foreach r : R(B) do

6 culpability  Cg (r)

7 if culpability > tempV alue then

8 tempCandidate r

9 L tempV alue culpability

10 B Bn tempCandidate
1 | minissues  Minlssue¢B)

12 return B

The algorithm takes as input parameter a design-time rule base. First, min-
imal issues are computed in line 1 (we will discuss this further in Section 3.4).
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The algorithm then identi es the rules with the highest culpability (lines 6-9),
and iteratively deletes these rules (line 10). To clarify, the order in which rules
are deleted is to be viewed with caution, e.g. as a recommendation. This rec-
ommendation is based on theG: measure. This allows to propose an order of
deletions such that the highest possible amount of minimal issues is deleted in
each step, while deleting only one constraint.

We continue to discuss thecorrectness of Algorithm 1 [104]. Here, we con-
sider an algorithm to be correct if it satis es the properties of soundnessand
completenessfollowing [104]. We de ne these two properties as follows:

Given a problem P and an algorithm that tries to solve this problem, an
algorithm is sound if the solution returned by the algorithm is correct.

Given a problem P and an algorithm that tries to solve this problem, an
algorithm is complete if it returns a solution if one exists, or reports failure,
if no solution exists.

Theorem 38. Algorithm 1 is sound for the problem of removing all minimal issues.

Proof. Assume Algorithm 1 is not sound. Then one of the following has to be true:
1. The returned rule base is not derived from the in@itby deletion of elements.
2. The returned rule base is quasi-inconsistent.

Regarding case 1, observe that the only modi cation to the infiis performed in

line 10, where an element is deleted. This is performed as many times as the while
loop from line 4 is performed. TherB is returned in line 12. Thus, Algorithm 1
returns a rule bas&° which is derived by applying a sequence of deletions::; o,

to the input B. This contradicts case 1. Regarding case 2, we recall from De nition
12 that a rule baseB is quasi-inconsistent i there exists a minimal issueBn It
follows that in a non quasi-inconsistent rule baB&we have that Minlssug8°) = ;.

The algorithm deletes elements from the input rule base while the number of minimal
issues is> 0 (line 4). Thus, it terminates if the number of minimal issues is 0 (which
is always reached, in the extreme case deleting all but one formula). This contradicts
case 2. We reach a contradiction in all cases, hence, Algorithm 1 is sound.d

Corollary 39. Let a rule baseéB, Minlssue¢B) = ; i B is not quasi-inconsistent.
Theorem 40. Algorithm 1 is complete for the problem of removing all min. issues.

Proof. Observe that via Corollary 39, any rule baBecan be transformed into a non
quasi-inconsistent rule base by deleting all elements. Thus, there is always a solution
for Algorithm 1 and there cannot exist a case where failure should be reported.
Then, Algorithm 1 always returns a rule bag® explained as follows. Let an
input rule baseB (cf. algorithm signature). In lines 1-3, no alterations are made to
the input of B. Then, in line 4, a loop is entered. In this loop, a formula is selected
(line 9). Up to this line, no alteration is made tB. Then, in line 10, an element is
deleted fromB. The while loop is terminated if there are no more minimal issues in
B, i.e., B is not quasi-inconsistent. No alterations 8 are made in line 11 an&
is always returned in line 12. Thus, Algorithm 1 is complete by invariance. [
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We would like to point out that our algorithm can easily be extended to ac-
cept arbitrary culpability measures, based on company needs (line 6). Also, while
we envisage to apply this algorithm during design-time (in order to eliminate
quasi inconsistencies), our algorithm can also be used in classical inconsistency
measurement (using minimal inconsistent sets instead of minimal issues).

Interestingly, the approximation quality of Algorithm 1 can be assured by a
constant factor of 2.

Theorem 41. Algorithm 1 is a 2-factor approximation algorithm for the problem
of removing all minimal issues while removing a minimal number of formulas.

Proof. Let a rule baseB, Algorithm 1 utilizes theG; value to identify formulas

that will resolve a maximal number of minimal issuesBinif deleted. The maximal
number of formulas that can be deleted in any circumstance via Algorithm 1 is
iBj 1. Regarding optimal solutions, the most humber of formulas would need to
be deleted in a case where we have multiple sets of completely isolated minimal
issues each containing two complementary rules. In such a case, an optimal solution
would require at most to deletégi formulas in order to resolve all minimal issues.

If an optimal solution deleteéE;—J i formulas, this means there are eith&r free
formulas (or formulas part of a minimal issue with more than 2 rules) or at lgast
overlaps. In either case, Algorithm 1 would delete only at m@&jt 1 2i formulas

(as either the free formulas do not need to be deleted or the overlap allows to resolve
at least two minimal issues by deleting one formula). Consequently, for an optimal
number of formulaopt = Bl i that must be deleted to resolve all minimal issues,
Algorithm 1 would delete at mos$ol = jBj 1 2i formulas, thussol 2 opt. O

Corollary 42. Let a rule baseB, the maximum number of elements that need to
be deleted in order to resolve all minimal issueéB%s

Intuitively, for culpability measures that satisfy minimality [69], the bounded
error of Algorithm 1 is the number of non-free formulas in a rule baseB (n ), i.e.,
given a minimal number opt of elements needed to eliminate quasi-inconsistency
in a rule baseB, the number of elementssol deleted by Algorithm 1is  opt+n

The above discussion shows that the proposed algorithm can be used as a
heuristic to resolve minimal issues with a relative performance guarantee of fac-
tor 2. Future work should further investigate determining resolution strategies.

Summary: Resolving Inconsistency based on Culpability Measurement

>We developed means for culpability measurement in BRM (incl. postulate
Fact-Minimality)

> The proposed culpability ranking approach presents companies a priori-
tized list in which elements should be attended to

> A rst approximation algorithm for restoring consistency while deleting
a minimal number of elements was proposed
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3.4 Algorithmic Considerations (for Minimal Issues)

A substantial part of applying our algorithm in an industrial use-case is the
actual computation of minimal issues, which we discuss in the following.

The use-cases of run-time compliance management and post-execution com-
pliance management build on classical minimal inconsistent sets, as facts are
known during these phases, and classic-logical inference is possible here. Exist-
ing results and solvers can therefore directly be applied in this setting, cf. e.g.
[128] for a library for (classical) inconsistency measurement.

On the contrary, analyzing rule sets at design time is a novel contribution
conceptually, and thus we also propose new means to compute minimal issues. As
a central object of study, we utilize a so-calledreactive entailment graph (REG.

In the following, we discuss theREGconcept and our proposed algorithm.

3.4.1 Reactive Entailment Graph

. This section corresponds to the works [28,31] by the author.

De nition 43 (Reactive Entailment Graph, [31])Given a rule bas8, its reactive
entailment graph (REG) is de ned as a grafgbg = (A;E;l). A is a set of nodes,
wheren 2 A i forany r 2 B : body(r) = n,andn 2 A i for any r 2
B : head(r) = n. E is the set of directed edges between elementsAinwhere
(b;h) 2 Ei forany r 2B : b= body(r) andh = head(r). | is a labelling function
I: A1 2-(B) that assigns literals to a node as atomic propositions.

The reactive entailment graph is a graph representation of the rule form in
(1.1) [31]. For example, the rulea ! b is represented as two nodes and b,
related by an edge. A rulea;e! bcan be represented as two nodes labelleat e
and b, related by an edge. Note that via the considered rule form in (1.1), there
is always only one literal as a rule conclusion. For details on rule formalisms
with di erent rule types, such as Declare, please see the below discussion.

An central notion is that REG considers two "forms" of nodes: Given the
general business rule form in (1.1), a premise can either entail a conclusion
X, Or, via negation, a premise can entail a conclusion x. Here, we distinguish
between so-callegpermitting and prohibiting deontic conclusions, where the form
without negation "permits" X, and: x can be seen as a "prohibition" ofx. This
is denoted in the REGvia an overline symbol in the node label, e.¢x:

We continue with an example clarifying the construction of a reactive en-
tailment graph.

Example 44. Consider the exemplary rule baBgs, with
Bis = fa! bb! cb! d;aje!: ca!: bd! ee! cg

which yields the following reactive entailment graph:
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:

This graph encodes the relations between business rules. For example, it can be seen
that a! b,anda! b(i.e,a!: b). This encodes that the activatiom permits
b, resp.prohibits b, which is quasi-inconsistent. The two forms of tasks are included

to allow for a targeted scanning for potential inconsistencies, i.e., by searching for
pairs of nodesr and n®, wheren = n®.

For an edgee 2 E, we denote the corresponding rule ag® . Given a path
p, i.e., a sequence of edges in thREG we denote the set of corresponding rules
captured by p aspR . Also, we denote theREGof a rule baseB as REQB).

Regarding the construction of anREGfor rules based on the general form in
(1.1), note that the corresponding REGcan grow exponentially with the number
of literals (and nodes can have any label in 2(B)). Furthermore, note that the
presented de nition of an REGcan also be extended to other rule formalisms. For
example, in [31], anREGfor declarative process models is presented. Here, edge
types are introduced to capture speci c intricacies of the Declare language. Also,
in Declare, a core set of Declare rule only have one literal as a rule premise. This
greatly lowers the computational costs for constructing anREG for a Declare
rule base, as there are onlyj L (B) j nodes in this case. We refer the reader to
[31] for further details on reactive entailment graphs for Declare rule bases.

3.4.2 Algorithm for Computing Minimal Issues

. This section corresponds to the works [28, 31] by the author.
I An earlier version of Algorithm 2 was proposed in the Master Thesis by
Matthias Deisen [40] (supervised by myself and Patrick Delfmann)

Following De nition 12, quasi-inconsistency can only occur if [31]:
1. There is at least one literal .
2. is the conclusion of at least one rule r.
3. There exists a rule r' with conclusion: .
Furthermore, the constraints r and r°have to be activated simultaneously, thus

4. r and r% have to be activated by the activation setsxy, resp.X,, s.t. X1 X»
(or by a chain of rules which themselves are activated by, resp. x»).
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Algorithm 2 [31] computes the minimal issues of a rule base by exploiting the
reactive entailment graph to search for subsets of the rule base satisfying 1-4.
In the following, we explain our algorithm based onB;5 and the corresponding
REQB;5) from Example 44.

Algorithm 2: Computation of minimal issues
Input : REG@)
Output: Minlssue$B)
minlssues ;
compConstraints = findElementsWithComplements (REQB))
foreach r : compConstraints do
I geadr)

1
2
3
4
5 P= _,AfindPaths (a;T)
6
7
8
9

foreach P:P do
S %ource(P)
P =  gfindPaths (s;!)
foreach P":P' do
10 if S[ PR[ PR 2 then
L | minlssues  minissues [ (p7;S;p’%;s)

12 return minlssues

A set to store minimal issues (inlssues) is initialized in line 1. Then, an ini-
tial scan for inconsistencies is conducted by identifying those node which are
a complement to another noden® (All such nodes are stored in a secompCon-
straints in line 2). Note that if this set is empty, there is no quasi-inconsistency.
In the example, there are two contradictory conclusions, namelyvsband cvst
(cf. the correspondingREGin Example 44), thus compConstraints = f b;b; ¢c;cg.
We focus onc in the following, i.e., we assume the current iteratedr; in line
3 is ¢. The algorithm then continues to search for all self avoiding paths from
all nodes of the REGto the inverse of the current r;, stored in P (i.e., in our
example the algorithm searches for all self avoiding paths from any node to in
the REQ. Note that self avoiding paths are needed such that an in nite amount
of paths is avoided due to potential loop$. In our example, these paths are:

Source: ae Path:a;e! T

Subsequently, the algorithm iterates all found paths and stores the respective
source inS. Then all self avoiding paths from everys S to the original ! are
computed °. In the example, we would thus search for all paths froma; €; a; e to
c, i.e., we have

4Please note that in the implementation, this was implemented by a recursive search, which starts
from the node T and recursively traverses back all antecedents.

5This is necessary in regard to the subsumption condition in 4.). For example, consider a rule base
fb! a;b;d!: ag. AssumeS = fb;dg, and we are searching for paths that lead to the inverse

of : a, i.e., to a. Only searching for a path b;d! a would not return any matches. However,
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Source: a Path:a! b;b! ¢
Source: a Path:a! b;b! d;d! e;e! c
Source: e Path:e! ¢

Here, the algorithm also veri es whether the union of all rules pertaining to
a found path P, the rules pertaining to path P° and the activation set S are
inconsistent, in which case we have found a minimal quasi-inconsistent subset.
In the example, the veri cation in line 10 would thus be

(1) a,e[f a;e!: cg[fa! b;b! cgfF?
(2) a,e[f a;e!: cg[fa! b;b! d;d! e;e! cgg?
(3) a;e[f ajel: cg[fe! cgE?

Note that we do not have to search for paths from all nodes of theREGto
¢, as for all other nodes in theREG there is no path from that node to : ¢, thus
the other comparisons in the example would all be similar to

b[;[f b! cgF??
(false in all cases)

Concluding the example, for the cases where the condition in line 10 is true,
we have successfully foundminimal issues based on the reactive entailment
graph. While this algorithm computes minimal issues (i.e.actual issues), note
that the algorithm can easily be extended to computepotential issues by aug-
menting multiple activation sets in line 10.

As with Algorithm 1, we now turn to the correctness of Algorithm 2.

Theorem 45. Algorithm 2 is sound for the problem of computing all minimal issues
if there are no self-contradictory (sequences of) rles

Proof. Assume Algorithm 2 is not sound. Then one of the following cases has to
be true:

1. There exists an element of the returned set which is not a minimal issug in

the shown rule base is quasi-inconsistent, which can be detected by also searching for the path
b! a. Note that the order in which rules are processed does not matter, as we consider both
forms for complementary nodes (cf. line 3).

6A self-contradictory sequence is any sequence of rulesi;::;rn, where head(r1) activates
ra;:;rn and there exists a literall 2 body(r1) s.t. I [ head(rn) F? (or I [ head(r1) F?).
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2. The returned set does not contain all minimal issues of the input rule liase

Regarding case 1, observe that in line 3, the algorithm iterates over all nodes
s.t. there exists a nod@& in the REG. These are all pairs of conclusions for which
an inconsistency can arise, i.e., a conclusimn n can be entailed, c.f. also the
above discussion. Then, for all these pairs of complementary conclusipmsall
self avoiding paths from any node in the REG moare computed. Then, for all
these paths, all self avoiding paths from the source of that patmtare computed
(resp. all subsets of the source if the source is composed of multiple literals). In
result, for any found combination of paths from ar§/to 1, and S°to n, we have
that S© S. Also, considering that a path on the REG pertains to a sequence
of rules, we have thaS® minimally activates the rule with conclusion, resp.S
minimally activates the rule with conclusion’. Also, observe that we do not have
any self-contradictions per assumption, thus, the respective chains of ruleS-are
consistent, respS®consistent. Furthermore, as we considered pairs of contradictory
conclusions, the activated rule sequences &nconsistent, asS activates two
rules with contradictory conclusions (c.f. also line 10). This satis es all conditions
in De nition 12 and thus contradicts the above case 1. Case 2 is analogous, i.e., as
all possible combinations of paths are considered (c.f. line 5 and 8), it is warranted
that all possible minimal issues are found, which contradicts case 2. We reach a
contradiction for both cases, thus, Algorithm 2 is sound.

O

Theorem 46. Algorithm 2 is complete for the problem of computing all min. issues.

Proof. First, observe that in case there are no minimal issues in a rule lBgse
MinlssueéB) = ;. Thus, there is no case we failure should be reported. An empty
set for storing minimal issuegr(inissue} is initialized in line 1. No alterations are
made to this set from lines 2-10. In line 11, tuples are added to thewieissuesc.f.

the discussion on soundness (note that path nding is implemented via a breadth-
rst search which is complete [36]). Then, the satinlssuess returned in line 12
(which is either emtpy or contains minimal issues). Thus, Algorithm 2 is complete
by invariance. O

Summary: Algorithmic Considerations

> The presented Algorithm 2 allows to compute minimal issues in design-
time rule bases

3.5 Discussion: Handling Inconsistencies in Business
Rule Bases

. This section discusses the tools presented by the author and colleagues in
[27,30, 64].
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In this entire chapter, we have presented results for detecting (potential) in-
consistencies in business rule bases, assessing these issues in general, pin-pointing
the culprits of inconsistency, means for determining a resolution strategy, and
an algorithm to (automatedly) resolve inconsistencies. We now conclude with
a discussion of these results in the scope of BRM. To this aim, we propose a
framework for handling inconsistencies in business rule bases, shown in Figure
3.7.

Figure 3.7: Overview of the proposed approach to handle inconsistencies in business
rules.

The framework distinguishes between a business rule domain, the inconsis-
tency handling domain and a process domain. It supports multiple compliance
management phases and is designed to have a natural cycle throughout these
phases. During design-time, it is ensured that the absolute minimum of potential
inconsistencies, namely minimal issues, are removed. Then, during run-time, po-
tential issues are monitored, and process execution can for example be stopped
in case of violations. Allthough it is not within the scope of this thesis, it is
worth noting that means for post-execution compliance could be integrated into
the framework to inspect potential inconsistencies in the context of all process
executions, which could be used for further insights for re-modelling. Also, the
business rule domain and the process domain are connected by means of model
query (not part of this thesis) [96]. We continue to discuss the individual steps
of our framework in more detail.

At rst, during design-time, the modelled rules can be analyzed for actual
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issues, i.e., the rule base can be veri ed for quasi-inconsistency. Here, quasi-
inconsistency can be assessed by the proposed measures, and business rules can
be prioritized by their degree of culpability. This provides valuable insights as

a driver for inconsistency resolution, e.g., by means of a recommendation via a
culpability ranking or automatically via the proposed resolution algorithm. It

is important that all actual issues are removed, as they represent clear logical
aws in the business logic and impede using business rules correctly, e.g., to
verify the process model for compliance at design-time.

After the rule base is no-longer quasi-inconsistent, the rule set can be de-
ployed. This deployed rule set can thus be used to govern process execution.
During run-time, instance data and its interrelation to the set of business rules
should be monitored, due to the potential issues that may still be present in
the deployed rule set. For example, it can be the case that unforseen fact com-
binations can lead to classic-logical inconsistency during run-time. Here, moni-
toring consistency of decision-making during run-time is important to mitigate
potential compliance breaches. In case inconsistencies are detected during run-
time, modelers can assess these problems. Then, experts could handle the case
manually, or directly resolve the inconsistencies using the proposed means for
analyzing inconsistencies at run-time.

After process execution, the event logs tracked by the system could be further
used to gain comprehensive insights into the occurrences of potential inconsis-
tencies across all executed processes, i.e., how often did certain potential incon-
sistencies actually become a problem w.r.t. to the observed case-input. Using
results from drift detection, experts could gain further insights into the severity
of potential inconsistencies. For example, if a potential issue actually became
a problem only once in many cases, this might be negligible. On the contrary,
if there is a recent rise of inconsistency occurrences, this potential issue can be
seen as more problematic w.r.t. the business rule base. Inconsistency analysis
from the auditing perspective is intended to provide further insights as a basis
for re ning the company rule base and to provide a retrospective assessment
of the changes potentially made during run-time inconsistency handling, and
could therefore be interesting for future work.

The proposed framework allows to iteratively develop business rules, which
is in line with the iterative cycle of the general business rule management life-
cycle shown in Figure 1.6. An advantage of the framework is that it supports
all compliance management phases and is designed to have a natural, holistic
cycle throughout these phases. During design-time, it is ensured that the abso-
lute minimum of potential inconsistencies, namely minimal issues, are removed.
Then, during run-time, potential issues are monitored. Last, post-execution
analysis could also be used as a driver for re-modelling.

We conclude with an example that clari es how inconsistency can be handled
during the di erent compliance phases as proposed by our framework.
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Example 47. Consider the exemplary rule baBgg, with

Big=fa! n;a!: n
b! dc!: d
x! zyy!: zg

We see that there are three potential inconsistencies: the rst line is an actual issue,
and the two other lines are potential issues. At design-time, all actual (minimal)
issues are to be resolved. To this aim, the analysis techniques or algorithm proposed
can be applied. Assume the modeller has decided to eliminate the aule n,
leading to the deployable rule base

B = fal: n;
b! d;c!: d
x! zyy!: zg

During run-time, consistent decision-making is monitored. For example, in any
process instance where the fadbisand ¢ occur together, inconsistency can be de-
tected. Assume we have the following three process instances, with di erent case-
dependent facts:

b c b;c
b! d b! d b! d
cl: d cl: d c!: d

(a) Exemplary Instance A (b) Exemplary Instance B (c) Inconsistent Instance C

The instances (a) and (b) are unproblematic w.r.t. the business rules. In instance
(c), process execution can be stopped, such that experts can inspect thé.cEse
means for run-time inconsistency measurement can also be applied to identify rules
which should be re-modelled under the assumption of a given fact input.

Last, during post-execution auditing, event logs can be analyzed to inspect
the actually observed behavior and fact occurrences, in order to further assess the
severity of potential issues and re-model the rule base. For example, assume we have
the following event log:

Case 1: axcacaxz
Case 2: zdzdbx
Case 3: axcebd
Case 4: axgxzyxz
Case 5: acyz

Case 6: zxzecyzyxz

"We refer the reader to [27] (by the author) for further details on how the temporal order of fact
occurences is also considered by means of a so-called decision execution history in that work.
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During auditing, experts could analyze this log relative to the business rul@4n

For the sake of the example, we assume a businesdruled can be understood s.t.

an activity b should be eventually followed by activity(or "not eventually followed"

in case of negation), which would be equivalent to tiResponse template in
Declare. As can be seen, an inconsistency involving the rolesd andc!: d

only actually arises in one of the traces (highlighted in case 3). The inconsistency
including the rulesx ! z andy ! : z arises in multiple traces (highlighted in
cases 4-6), and more often in those traces. Such insights can be used as a basis for
re-modelling. For instance, the expert might use the provided means to determine
that the inconsistency observed in trace 3 is very seldom and the corresponding
business rules can be kept as-is, while the nule:  z should be deleted.

The example showed how inconsistency can be handled during the di erent
compliance phases in the proposed framework. As business rules can be added
or changed, the proposed approach to handling inconsistency is an iterative
process embedded within BRM, which is also shown in Figure 3.7.

As a result of this thesis, the components needed to implement the proposed
framework were also developed. A general library was implemented to detect
(quasi-)inconsistencies at design time, for the standards FCL, DMN and Declare
(cf. Appendix A). Also, several graphical user interfaces were presented in [27,
30, 64].

Figure 3.9 shows a screenshot from a graphical user interface for design-time
analysis of DMN rule bases presented in [27,64].

Figure 3.9: Showcase of the design-time veri cation tool for DMN presented in [64].
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The tool extends the open-source library bpmn.i§. The tool can be used to
upload and verify DMN models (i.e. rule bases) directly in the browser. Based
on the error detection, users can then re-model the DMN tables directly in the
browser, or re-deploy them to a work ow management system.

Figure 3.10 shows an exemplary process to determine the creditworthyness
of a customer, that has been integrated into the work ow management system
Camunda’®. In the example, the process instance is currently awaiting a user to
manually input a name and age, e.g., of a customer application. Figure 3.10 also
shows the decision tables associated with the business rule tasks 1 and 2. As can
be seen, the creditworthiness of the customer is determined at multiple points
in the process. This can however lead to inconsistent decision-making during
run-time. An example of this is shown in Figure 3.11.

Figure 3.10: Exemplary process in Camunda.

Assume a modeller enters the name "Peter" and age "18" as depicted. Due
to the contradictory decision logic, which could have for example been created
by di erent modelers, an inconsistency in the automated decision-making arises
during run-time. Here, the monitoring tool presented in [30] can detect such run-
time inconsistencies. The tool displays an error message as shown, stops process
execution such that no further compliance breaches are committed, and reverts
the process instance (i.e., token) back to the last manual user task. A compre-
hensive assessment of rules responsible for the inconsistency is then presented
to the user, exploiting the results for run-time inconsistency analysis presented
in this thesis. In the exemplary tool, the user can view the inconsistency anal-
ysis and re-model (or re-deploy) the business rules directly in the browser. As
depicted in Figure 3.12, the inconsistency analysis is also seamlessly integrated
into the error reporting cockpit in Camunda, s.t. insights are made available to
the company in the scope of reporting. From here, experts can directly examine
so-called Camunda incidents and are presented with comprehensive insights.

Shttp://bpmn.io
9https://camunda.com/
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Figure 3.11: Showcase of the run-time monitoring functionality presented in [30].

Figure 3.12: Showcase of run-time error reporting feature in the monitoring tool
presented in [30].
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Summary: Handling Inconsistencies in Business Rule Bases

> Di erent compliance management phases require di erent means to de-
tect and assess inconsistency, which have been proposed in this work

> \WWe propose to utilize culpability measurement to pin-point and prioritize
rules that should be re-modelled

> The proposed framework combining the presented results supports incon-
sistency handling in the scope of BRM

>The methods and techniques presented in this chapter have been imple-
mented and can be used out-of-the-box for the rule standards of FCL, DMN
and Declare, cf. Appendix A
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Evaluation

In this chapter, we evaluate our proposed results, by means of analytical evalu-
ation, run-time experiments, experiments with human participants and classi -
cation in the scope of existing evaluation frameworks.

4.1 Evaluation of Proposed Measures

The evaluation of inconsistency measures is predominantly driven by rationality
postulates, i.e., properties that should be satis ed for speci c measures [129].
In this work, we also follow this approach and evaluate the proposed (design-
time/run-time) inconsistency measures, as well as the proposed adjusted Shap-
ley inconsistency value in regard to their compliance with the identi ed postu-
lates.

4.1.1 Inconsistency Measures

. This section corresponds to the works [34, 35] by the author.
. I The Proofs for Propositions 52 and 53 were authored by Matthias Thimm
for the above publication [35]

In Sections 3.2.1 and 3.2.2, we motivated the use-cases of design-time rule
management and run-time rule management, and proposed the postulates 6Jl,
resp. RC, FE, RE for these use-cases. In the following, we show the compliance
of the proposed inconsistency measures with the respective postulates. We begin
with an analysis of quasi-inconsistency measures®.

Example 48. We recall the rule baseB; = fnewCustomer! creditWorthy ;
newCustomer ! : creditWorthyg and Bs = fa! bb! c¢a!: cg Then,
we recall the introduced measures, and that for the abd®#g and Bs we expect
a quasi-inconsistency assessment to yield a valu@. Also, recall the rule base
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B;=fa! bb! cc! dg AsB; is not quasi-inconsistent, we expect a quasi-
inconsistency assessment to yield a value of 0. Then we have

13(B) =1 19(Bs) =1 13(B7)=0
12 (By) =1 I 3 (Bs) =1 1 3(B7)=0
| 2(By) =2 | 2(Bs) =3 1 2(B7)=0
12(B1) =1 12(Bs) =1 12(B7) =0
I 5 (B1) =1 I 3 (Bs) =1 I3 (B7) =0

Thus, all approaches considered in this paper capture the desired behavior

of Ql.
Proposition 49 ([34]). IS, I ,a, and | statisfy Ql, MO, and IN.

Proof. We recall De nition 12 stating that a rule basd is quasi-inconsistent
i there exists an minimal issue. It follows that Minlssu&® 6 ; for a quasi-
inconsistent rule-base.

We now consider each measur§ ;1 3, and | & in turn. For this, we consider
a rule baseB (resp. BY9. The proofs for monotony and independence follow the
original proofs in [69].

We start with the measurd (?. QI clearly follows by de nition. To show MO,
considerB [B %and proceed by cases: B[ B %is not quasi-consistent, theB is
also not quasi-consistent [34]. B[B %is quasi-inconsistent, theh(?(B[B 9=1
by de nition (and 1 (B[B 9 1 J(B)). So we have $(B[B 9 | $(B) for
both cases. To show IN, observe that any free rul@ FregB) is by de nition not
part of any minimal issue d8. Then proceed by cases: Consider a free ru2B.

If B is not quasi-inconsistent, theh(?(B) =1 (?(Bn ). If B is quasi-inconsistent,
and is a free rule as by hypothesis, thén is still quasi-inconsistent. Then
we havel $(B)= | $(Bn ) in both cases.

We now consided ,fﬁl. For QI, observe that MinIlssuéB) 6 ; if B is quasi-

inconsistent. It follows thatj Minlssue¢éB) j> 0 in this case. To show MO,

considerB [ B © and recall that Minlssud8)  Minlssue¢B [ B 9. Then we

have thatl 5 (B) | 2 (B[B 9. This is analogous for IN. Consider a free rule
2 FredB). By De nition, j Minlssue$B) j=j MinlssueéBn ) j, thus, | ,\%(B) =

15, (Bn ).

We now considet 9. The proof for QI is analogous tbyy, i.e., we have that
MinlssueéB) 6 ; if B is quasi-inconsistent. The proof for MO is analogous to
| 3, i.e., considering Minlssug8)  Minlssue¢B [B 9, it follows that | 2(B)
cannot be larger thar S(B [B 9. The proof for IN is also analogous tb,al,
i.e., a free rule 2 FredB) is not part of any minimal issue by De nition, thus
IpQ(B): IpQ(Bn ).

O
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Proposition 50. | Q andI &, satisfy QlI.

Proof. This proof is analogous td 3, i.e., observe that Minlssu¢B) 6 ; if B is
quasi-inconsistent. It follows thag MinlssueéB) j> 0 in this case. O

We now continue with rule-based inconsistency measuresR® .

Example 51. We recall the rule baseB8g = fa;: ag;By = faja! ba'!
cby;Bp = faja! ba!: bec:cg By = faja! b bg, and that we ex-
pect a rule-based inconsistency assessni€t satisfying the postulates RC, FE,
and RE to give
0=1RB(Bg) < IRB(Bg)= I *®¥(By) and
| RE (B11) < | RB (By)

For our adapted measures, we have that

I1fB(Bg)=0 I1fB(By)=1 I fB(Byp)=1 188 (Bun)=1
1% (Bs)=0  13P(Be)=1 1§ (B)=1 1 GP (Buy) =1
I 5 (Bg) =0 I 52 (Bg) = 2 | X8 (Byo) = 2 I 58 (By) =1
158 (Bg)=0 188 (By)=1 18 (Bo)=1 188 (Biy) =1
lmv (Be)=0  180(Be)=1 130 (Bwo)=2=3 137 (Bu)=1

In result, we see that our alterations have improved all measures, s.t. they satisfy
RC.

Proposition 52 ([35]). | §&;1 2B ;1 B satisfy RC and FE, and do not satisfy RE.
Proof. For showing FE the following general observation will be useful:

8r2B:headr)6 =) MI""(B)= MI"" (B[f —q) (4.1)

To see this, letM 2 MI™ (B). Then obviouslyM 2 MI"" (B [f —g) as well. Let
M 2 MI" (B [f —g). Then —2 M because 1.) it cannot be that 2 M as
this would violate the de nition of MI™ and 2.) there is no rule concluding by
assumption. It follows that itM 2 MI"" (B [f —g), then alsoM 2 MI"" (B).

We now consider each measur§® ;1 2B ;1 8 in turn.

We start with the measuré }® and RC. Assumé 8 (B) = 0. Then MI"" (B) =

; and therefore for alM 2 MI(B) there isa 2 A with a;: a2 M. So for all
consistent subset§® F (B), R(B) [ FYis consistent. The other direction is
analogous.

FE follows directly by de nition and Equation (4.1).
For RE consideB = fa;b;ja!: ag. Thenb!: b2ZB,b!: b2ZFredB[f b!
bg) but I1RB (B[f: bg)=1= IRB(B[f b!: by).
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We now considet {2 . The proof of RC is analogous tbfe .

FE follows directly by de nition and Equation (4.1).

For RE consideB = fa;: c;b! cg. Thena! bZB,a! b2ZFredB[f a!
bg) but I B (B[f by)=1= 1B (B[f a! by).

We now considet X8 and RC. AssuméRB (B) = 0. Then there is a three-valued
interpretation v with v(a) = bfornoa2 A and

s L

M 2 MIF (B)

vV M

Assume MI™ (B) 6 ; and letM 2 MI" (B). Thenv 3 foreach 2 M and
asv (b= ;, v( )= t. This is a contradiction asv is inconsistent. It follows
MI"" (B) = ; and therefore for all consistent se® F (B) , R(B)[ F%is
consistent. On the other hand, if for all consistent st F (B) , R(B)[ F°
is consistent then MF (B) = ; andv can be de ned viav(a) = t for alla2 A
showingl RB (B)=0.

FE follows directly by de nition and Equation (4.1).

For RE consideB = fa;: c;b! cg. Thena! bZB,a! b2ZFredB[f a!
bg) but IRB (B[f bg)=1= IRB(B[f a! hg).

]
Proposition 53 ([35]). | 3® satis es RC, FE and RE.

Proof. The postulates RC and FE follow from a similar reasoning ad f§it in the
proof of Proposition 52. For RE, leB! H 2B andB! H 2 FregdB[f B!
Hg). First observe that MIF (B) MI" (B[f H ! Bg). Consider then some
M 2 MI"F(B[f Hg) nMI" (B). It followsH 2 M. AsB ! H 2 FregB[f B !

H g) it follows that there isX B such thatH 2 min(X [f B! Hg) and the set
of facts appearing inX is consistent (otherwis® ! H could not be part of any
N 2 MI"" (B[f B! H)g). ThenM®= M nfHg[ X [f B! Hgis inconsistent.
Let M® M9 be minimal inconsistent. It follow$1 %2 MI"™ (B[f B | H)g.
This means that every 2 MI" (B [f Hg) nMI" (B) can be transformed to an
M2 MI"" (B[f B! H)g by replacingH with the ruleB ! H and further rules
and facts to deriveB. As this replacement introduces (at least) the ruge! H
we getl fB (B[f B! Hg)> 17 (B[f Hg). O

Proposition 54. | RB satis es RC, and does not satisfy FE and RE.

Proof. The proof for postulate RC follows from a similar reasoning ad f§f in the
proof of Proposition 52. For FE and RE proceed by counterexample (cf. Example
51), e.g.,l nR;\I? (B]_o) 6 | rﬁ\? (Bg), and | rﬁ\? (B]_]_) 8 | E“? (Bg)

O
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4.1.2 Adjusted Shapley Value

. This section corresponds to the work [35] by the author.
. 1 The proof for Proposition 57 was authored by Matthias Thimm for the above
publication.

To consider requirements in run-time culpability measurement, the adjusted
Shapley value was proposed in this work.

Proposition 55 ([35]). The adjusted Shapley value satis es Distribution, Minimal-
ity and Fact-Minimality.
Proof. We adress the three parts individually.

For showing Distribution, let us rewrite the De nition of the adjusted Shapley
inconsistency value as

0 if 2F (B)

| Re - P P
S (B)= CoalPayo '; RBB (B)+ AddPayo '; R; (B) otherwise
B B BB

We are now interested in the sum of all adjusted Shapley values (for all elements
of a rule baseB).

X | RB

S (B)
2B

8 .

x <0 if 2F (B)

- | RB P | RB .
CoalPayo " 5 (B)+ AddPayo (B) otherwise
2B B B ' B B
X X

| RB X X | RB X X | RB
= CoalPayo . g (B) CoalPayo 5 (B)+ AddPayo . 5 (B)
28 B B f2F (B)B B 2R (B)B B

Following [69], the rst summand can be rewritten.

RB X X | RB X X | RB

=1 (B) CoalPayo 5 (B)+ AddPayo . 5 (B)

f2F (B)B B 2R (B)B B
Then

8

o re X X | RB X X < 0 . ifr 2 Free(B)
=1 (B) CoalPayo 5 (B)+ PfZF (8) Coapayo L (8) A

f2F (B)B B 2R (B)B B TTIR (B) ST T2 Feq8)] otherwise

P RB
X X RB X X X X CoalPayo |5 (B)

- 178 (g CoalPayo 15 (B)+ 0+ ‘fzg I;B)B . Ff, BB :

f2F (B)B B r2FreR (B)) B B reFreqR (B) BB ' (B) st.r ree(B)j

P
RE X X | RB X X t2F (8 CoalPayo RBB (B)

=1 (B) CoalPayo g5 (B)+ o 3 : -

f2F (B)B B r 6Free(R (B)) B B Ir R (B) st.r Free(B)J

X X RB X X RB

= 1”8 (B) CoalPayo }: g (B)+ CoalPayo }: g (B)

f2F (B)B B BB f2F (B)
=17 (@B o CoalP LR B+ x CoalP I
=17 (B) oalPayo {5 (B) calPayo | (B)

f2F (B)B B f2F (B)B B
=178 (B)
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Minimality follows from a combination of De nitions 32, 31 and 34. Observe
that any element in a rule bas8 is either a fact or a rule, thus we discuss
this individually. For any factf, S }RB (B) = 0 via De nition 34. Thus we

have that if a free formula is a fact,S '™ (B) = 0. Continuing with rules,
following the free-formula independence requirement, we have that if a rule
is a free-formula, therl RB (B) = | RB (B nr): Then we see that the last part

(1 RB(B) I RB(Bnr)) in De nition 31 always equals out to zero for free formulas
(This follows the original proof in [69]). Last, via De nition 32, we see that any
rule which is a free formula automatically is assigned an additional payo of zero.
Concluding, the adjusted shapley value via De ntion 34 is zero for rules which
are free formulas.

Fact-minimality directly follows from De nition 34, i.e., facts are always assigned
a value of zero.

O

Proposition 56 ([35]). Let | R® be a rule-based inconsistency measugepe a
rule base and 2 R (B).

Rule-Involvement. If | R® satis es RC and 2 B is a non-free rule, thes ! ™
(B) > 0.

Proof. A useful observation is that for a non-free formulaall minimal inconsistent
subsets that is contained relate to coalitions, where removingrom that coalition
resolves the inconsistency. Then we see that the last paft%(B) | RB (B nr))

in De nition 31 will be 6 0 for those coalitions. Also, any non-free rule is at least
part of one minimal inconsistent subskt;. Thus, to show rule-involvement, we see
that the smgllest adjusted Shapley value a non-free rule can recei(enis 1)!(n
m))=n)+ ;¢ (Ml)(((m Di(n m))=nh)=(jr 2R (M;) s.t. r 2 FredM1)j)),
wherem is the cardinality ofM 1, and n is the cardinality ofB. O

Proposition 57 ([35]). Let | R® be a rule-based inconsistency measure, &ntle
a rule base. Then, following [69], we have:

Rule Consistency'. § ' " (B)=0 i B isrule consistent.

Free formula independence'. If | RB satises IN and is a free formula of
B[f g, thenS '™ B[f g=9$ '™ (B).

Upper Bound. § '™ (B) I RB(B).

Proof. To show Rule Consistency’, observe that as dictated by Rule-Involvement,
we have thatS 'rRB (B) > 0 for any non-free rule 2 B. So, for an inconsistent
rule baseB®, we have that§ '™ (B9 > 0. From the other side, a consistent rule
baseB only contains free formulas. Here, following minimality, we see that indeed
§ 1™ (B9 would be 0. To show Free formula independence' observe that for free
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and | RB satisfying IN we have RB (B) = I RB(B [f (@). Then for arbitrary
2B[f 9,B B[f g, b=]jBj,andn = jBj we have

IRB(@B) I RB@Bnf g=I1F8®B[f g I FB(B[f g)nf g
and therefore

RB RB
CoalPayo '; BIf g(B)+ CoalPayo '; Bif g(B[f Q)

:W(IRB (B) 1 " (Bnf g)+ b(!E]nu)?)!(' Bl g ®T(BIf gnf g)
< A B A @) 1 ™ @t g)
_(® 1)!(n+(1n+f))!!+ bin_ B! ke gy | R (Bt g)
-0 DM DAL DY (g) 1 " (e nf g
(b 1n b

S (L R OB CRL)

RB
= CoalPayo ';B (B)

yieldingS '™ (B)=S '™ (B[f g)forall .AlsoS '* (B[f g¢g)=0 and
therefore

S' BIf 9= g?xQS' (BIf 9
= max S " (B)
:é IRB (B)

Last, Upper Bound follows directly from Distribution, i.e., considering a knowl-
edge basé@ and a rule-based inconsistency measuf® , we see that the sum of
| RB

S '™ (B) over all 2 B equalsl RB (B). In turn, for any ; 2 B, S - (B)
cannot be larger tharl RB (B). O

Summary: Evaluation of Proposed Measures
> All proposed quasi-inconsistency measures satisf@I.
> All proposed rule-based measures satisfiRC (see above for-E and RE).

> The adjusted Shapley value satis es Distribution, Minimality and Fact-
Minimality

4.2 Computational Complexity
. This section corresponds to the work [34] by the author.

. 1 The technical results for Lemma/Proposition 58-62 in this section were au-
thored by Matthias Thimm for the above publication. Due to excessive length,
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proofs are omitted - we refer the reader to [34]

Next to the compliance with rationality postulates, an evaluation technique
for inconsistency measures is that of computational complexity [129]. For clas-
sical inconsistency measurement, existing results can be found in [131,132]. As
the setting of run-time inconsistency measurement is based on classic-logical
inconsistency, these existing results are applicable here. On the contrary, the
notion of quasi-inconsistency introduced in this thesis is a novel approach to
the domain of inconsistency measurement. In the following, we therefore inves-
tigate various complexity aspects of assessing quasi-inconsistency in rule bases.
Proofs can be found in [34]. We assume familiarity with basic concepts of com-
putational complexity and basic complexity classes such a® and NP, see [93]
for an introduction.

We start with analysing the complexity of veri cation tasks pertaining to
issues.

Lemma 58 ([34]). Let B be a rule baseRR;; R, B , andX; X, consistent sets of
literals. Checking whethefR1;X1;R2; X>2) is an issue can be done in polynomial
time.

Lemma 59 ([34]). Let B be a rule baseRi;R, B , and X; X, consistent sets
of literals. Checking whethefR1; X 1;R2;X>) is a minimal issue can be done in
polynomial time.

We now consider the central notion of quasi-inconsistency and the task to
verify whether a rule base is quasi-inconsistent:

Dec-Ql Input : rule baseB
Output : true i B is quasi-inconsistent

Proposition 60 ([34]). Dec-Ql is NP-complete. This remains true even for acyclic
rule bases.

For a rule r 2 B, we now consider checking whether is contained in at least
one minimal issue.

Lemma 61 ([34]). Let B be a rule base and 2 B. Checking whether there is a
minimal issug(Rq1; X1; R2; X2) with r 2 Ry [ Rz is NP-complete.

We now consider some counting problems related to issues:

#lssues Input : rule baseB
Output : jlssueéB)j
#Minlssues Input : rule baseB

Output : jMinissueéB)j

Proposition 62 ([34]). #Issues and #Minlssues are# P-complete!

1# P is the complexity class of counting problems where the problem of deciding whether a par-
ticular element has to be counted is in P.
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Some other complexity results for individual inconsistency measures are pro-
vided in the extended version of [34] (c.f. Section 7).

We now turn to the computation complexity of the proposed algorithms. We
start with Algorithm 2, which computes the minimal issues of a rule base. To
compute the asymptotic costs, we consider a rule basB with a number of |Bj
formulas.

Note that Algorithm 2 takes as input the reactive entailment graph of B.
Observe that this graph can scale exponentially in size, c.f. the discussion in
Section 3.4.1. Note also the discussion on the reduction of complexity while
constructing an REGfor Declare rule bases in Section 3.4.1.

Due to the general rule form in 3.1, computing the complementary con-
straints requires to scan all nodes in theREG that represent only one literal,
and then looking up (constant) if there is a node that represents the comple-
ment to this literal. In result, nding the complementary literals requires at
most j L (B) j look ups. In line 3, a loop is entered which iterates over all com-
plementary constraints, i.e.,j L (B) j iterations. In line 5, paths are computed
(via a breadth rst search). In the REGthere can be at most 2jBj nodes, which
would be the extreme case where no rule bodies and no rule heads are equal
(then every rule would be transformed into two nodes). Here, the breadth rst
search has a maximum cost oD(j nodes inREGj?) if using an adjacency ma-
trix, i.e., O(2 jBj 2) [36]. The number of possible paths rises factorial. Thus, the
loop in line 6 is perfomed at mostjBj! times. The path search here is analogous
to line 5. Then, in line 9, a factorial number of paths is again checked.

Given a rule baseB with a number of n =j B j nodes and a number of
I =jL(B) j literals, the asypmtotic costs of Algorithm 2 are consequently

n+l (n2+n! (n?>+ nl))= O(n?

We continue with Algorithm 1, which is an approximation algorithm for
resolving quasi-inconsistency while deleting a minimal number of rules for a
rule baseB. In line 1, the minimal issues of B are computed (c.f. the above
discussion). In line 4, a while loop is entered, which loops until there arec=0
minimal issues. Note that for every iteration, one element is deleted from the
rule base in line 10. Thus, the loop in line 4 will be performed a maximum of n-1
times?. The body of the while loop contains a foreach loop, which is performed
n times. Regarding the computation of the G; value in line 6, note that in the
worst case all possible combinations of rules can be part of minimal issues, i.e., it
could be necessary to look up an exponential number of rule sets [124]. Observe
however that the speci c culpability measure used can be changed, and this is
not an inherent part of the run-time complexity of this algorithm. There exists
other culpability measures with other run-times, which could be interchanged,
c.f. e.g. [87] for a further discussion. In the while loop, observe that the set of
minimal issues is again computed before starting the next iteration.

2Consider the worst case scenario for an arbitrary culpability measure, where all but one formula
would be deleted.
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Given a rule baseB with a number of n = jBj nodes and a culpability
measure with a run-time complexity of c, the asypmtotic costs of Algorithm 1
are consequently

n?+(n 1) (n c+n?)=0((M n?+n o

Summary: Computational Complexity
> Dec-Ql is NP-complete.

> #Minlssues is # P-complete

4.3 Feasibility

To investigate the applicability of the proposed results in BRM, run-time experi-
ments were conducted. This section presents results for measuring inconsistency
in rule bases, and resolving inconsistencies based on culpability measurement.

4.3.1 Inconsistency Measurement in Business Rule Bases

. This section corresponds to the works [27,31] by the author.

The proposed means to detect and analyze inconsistency in rule bases were
originally implemented in the Master thesis by Matthias Deisen [40], and further
developed in the works [27, 28, 30, 31, 64] by the author and colleagues. In the
following, we present the results for solving quasi-inconsistency in design-time
rule bases, as this is a novel concept. Note that run-time feasibility has already
been shown in works such as [128], and is also discussed in [40].

The experiments were run on a machine with 3 GHz Intel Core i7 processor,
16 GB RAM (DDR3) under macOS High Sierra Version 10.13.6.

Evaluation with real-life data sets

To the best of our knowledge, no suitable real-life data sets for FCL and DMN
were attainable (see below for synthetic data sets). For Declare, the following
available data sets were used.

BPI challenge 2017. This data set contains an event log of a loan applica-
tion process of a Dutch nancial institute. The log contains 1,202,267 events
corresponding to 31,509 loan application cases.

BPI challenge 2018. This data set contains an event log of a process at Ger-
man federal ministries of agriculture and local departments. The log contains
2,514,266 events corresponding to 43,809 application cases.

Shttps:/iwww.win.tue.nl/bpi/doku.php?id=2017:challenge
4https://www.win.tue.nl/bpi/doku.php?id=2018:challenge
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Sepsis 2018 This data set contains an event log of a hospital process concern-
ing the treatment of sepsis. The log contains around 1000 cases with 15,000
events.

We selected these data-sets because they provide recent data from real-life
processes. Also, we selected these data-sets to analyze data of domains which are
subject to a high degree of regulatory control and sensible to compliant process
execution (e.g., nancial-, government- and medical sector).

Declarative process models were mined from these logs using the Minerful
tool [42]. As con guration for mining, the three parameters of support, con dence
and interest can be considered by this tool. The support threshold indicates the
minimum number of traces a constraint has to be ful lled in for it to be included
in the discovered model. Con dence scales the support by the ratio of traces
in which the activation occurs; interest scales by the ratio of traces both the
constrained tasks occur in. For the experiments in [31], we ran Minerful with a
support of 75%, con dence of 12.5% and interest factor of 12.5%, as proposed
in the experiment design by [42]. We then applied our implementation to a)
compute all minimal issues, and b) compute theG; culpability measures for all
constraints.

Log BPI Challenge '17 BPI Challenge '18 Sepsis '16
Constraints 305 70 207

| ,al (or # of Minlssues) 28954 25303 7736
Runtime 27074ms 10930ms 4379ms

Table 4.1: Results of run-time experiments for the analyzed data-sets [31].

Table 4.1 shows an overview of the mined declarative process models and
the corresponding number of detected minimal issues. For the largest model
(BPI'17), roughly 29.000 minimal issues could be detected in around 27s.

Evaluation with synthetic data sets

For an evaluation of the other solvers, we performed run-time experiments with
synthetic data sets. We present the results of the DMN solver in the following.
Results for the FCL solver can be found in [40].

To evaluate this solver, the DMN generator by [99] was used to create syn-
thetic decision tables. In this way, we analyzed a total of 300 synthetic decision
tables. As parameters for generating these tables, we chose the number of table
columns fromf1,2,...,10y, and the number of table rows fromf50,100,...,50Q
(i.e., 10x10 possible combinations). For each of the 100 possible combinations
of rows and columns, we generated 3 decision tables with di erent random rules
(i.e., 300 decision tables). The respective rules of these tables were randomly
generated by using random integer conditions, with one of the operators from

Shttps://data.4tu.nl/repository/uuid:915d2bfb-7e84-49ad-a286-dc35f063a460
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f=;[a:b; ; ;<;>g. We consequently applied our veri cation tool and com-
puted the average run-time for each parameter con guration, which is shown in
Figure 4.1.

Runtime in ms

Figure 4.1: Run-time results for the DMN solver.

For the analyzed synthetic data, for the highest con guration, i.e. 10 columns
and 450 rows, the run-time is roughly 26 seconds. Note that this con guration,
i.e., size of the analyzed table, is based on the experiment setup in [11] and is
in line with the size of business rule bases encountered in own research projects
with industrial partners.

4.3.2 Resolution based on Culpability Measurement

. This section corresponds to the works [28,31] by the author.

To evaluate our proposed algorithm for stepwise inconsistency resolution
based on culpability measurement, we performed run-time experiments with the
abovementioned real-life (Declare) data sets. For the three Declare rule bases
described above, we computed the culpability values for all rules.

Figure 4.2 shows the distribution of the G; culpability values for the con-
straints mined from the respective logs. The x-axis shows the respective culpa-
bility value, while the y-axis shows the number of constraints with this value.
Especially for the larger models BPI'17 and Sepsis'16, there are a high number
of constraints with a culpability value of O (i.e. they are not part of any minimal
issue), and only a few constraints which are highly responsible in the context
of the overall inconsistency (i.e. they are part of many minimal issues). For in-
stance, in the constraint set mined from the BP1'2017 log, there are around 200
constraints with a culpability of 0, which can thus be seen as unproblematic.
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Figure 4.2: Distribution of culpability values for the constraints in the respective
models, using the, measure [31].

This equates to% of all constraints. It is thus possible to identify those (roughly)
other 100 constraints, which should be attended to. This piece of information
provides valuable business intelligence which can be used as an e ective driver
for understanding inconsistencies in the context of resolution strategies.

Due to the culpability distribution in the analyzed data-sets, it was possible
to identify a few rules that can be targeted to e ectively resolve the overall
inconsistency. We discuss this for the BPI 2017 log, which had the highest
number of minimal issues.

From the BPI Challenge 2017 log, we mined three di erent process models,
with the respective support factors of 75%, 85% and 95%. We then applied
our algorithm for stepwise inconsistency resolution (Algorithm 1) to all three
models. Table 4.2 summarizes our evaluation results.

Support Factor 75% 85% 95%
Constraints 305 70 207
Initial number of issues 28954 731 639
Deletions needed 5 1 1
Information Loss 1.63% 1.43% 0.48%
Runtime 101099ms  9148ms  4695ms

Table 4.2: Results of run-time experiments for the analyzed data-sets [28].

The largest model mined with a support factor of 75% (M1) comprised 305
constraints. The presented algorithm was able to resolve all minimal issues with
deletion of only 5 constraints (information loss of 1.6%). Figure 4.3 shows an
overview of the number of issues remaining after each iteration of our algorithm
for M1. This nicely shows that the number of issues is reduced roughly by half
after only two iterations. Figure 4.3 also shows theG; culpability value of the
respective constraint with highest culpability in each iteration. As can be seen,
the rst iteration resolves around 16000 of all 28954 MIS. Interestingly, for the
other two models, only one element needed to be deleted, as this constraint was

6We de ne information loss as the number of elements deleted from a rule base, i.e., given a rule
baseB and a modi ed rule base B (obtained by deleting elements from B), information loss in
this work is a function L : B B! N, dened via L(B;B% = jBj jB U:
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part of all issues.

While our experiments could show a feasible run-time for the analyzed data
sets, this is intuitively only an empirical analysis. We refer the reader to Section
4.2 for a discussion of run-time complexity.

Figure 4.3: Number of minlssues remaining (left) and high€st culpability for a
constraint (right) during the iterations of resolving M1.

Summary: Feasibility Evaluation

> For the largest real-life data set (BPI'17), it was possible to compute
rougly 29.000 minimal issues in just over 27s.

> Using the proposed Algorithm 1, it was possible to resolve this incon-
sistency in just over 100s, while deleting only 5 of 305 rules (loss: 1.63%).

4.4 Plausibility Evaluation

. This section corresponds to the works [33,89] by the author.
. I The results in the above publications were co-authored by Sabine Nagel

To empirically evaluate the plausibility of our approach, we conducted ex-
periments with human participants to investigate the e ects of our framework
on understanding inconsistencies in business rules. The aim of the experiments
was to assess the cognitive e ects of various aspects related to the proposed
measures of inconsistency in the use-case of business rule organizing.

In total, 85 subjects participated in our experiments, which are divided into
experiment 1 and 2 in the following. We will brie y recall the experiments, but
refer the reader to [33,89] for further details on the experiment design, settings
and participants. We begin with experiment 1.

In experiment 1, the research question was how quantitative measures a ect
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the understanding of inconsistencies in business rules. To this aim, the relation
of gquantitative measures and understanding was hypothesized as follows.

Hypothesis 1. Providing a quanti cation of inconsistency in business rules is as-
sociated with better understanding accuracy compared to manual analysis.

Hypothesis 2. Providing a quanti cation of inconsistency in business rules is as-
sociated with better understanding e ciency compared to manual analysis.

Hypothesis 3. Providing a quanti cation of inconsistency in business rules is asso-
ciated with less mental e ort needed for problem understanding compared to manual
analysis.

In order to test our hypotheses, a single-factor experiment was conducted
where participants had to answer questions regarding inconsistencies in business
rules. The experiment setup is shown in Figure 4.4.

Figure 4.4: Experiment setup.

The considered factor is the use of quantitative measures, with factor levels
"present” and "absent". Participants were split into two groups. The experiment
was designed as a balanced single factor experiment with repeated measurement,
based on an experiment design from [101], meaning that all participants used
both factor levels. Thus, all participants conducted two test-runs (which com-
prises a block of comprehension questions), with both factor level con gurations.
For the two groups, the order of factor levels was switched to counteract a bias
based on learning e ects between the two test-runs. An example for a question
in such a test-run is shown in Figure 4.5.

The respective question is shown in (A). In (B), business rules were shown in
the DMN standard. If applicable, case data was provided in (C). Then, in area
(D), quantitative insights were sometimes provided (depending on the factor
con guration; otherwise, this area was left blank). As a concrete culpability
measure, theG: measure was shown. All necessary prerequisites on this measure
were also shown to the participants in a short tutorial.
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Figure 4.5: Exemplary experiment question.

In our experiment, we distinguish between three types of measurements. To
measure understanding accuracy, we use the percentage of correctly answered
comprehension questions. To measure understanding e ciency, the time needed
to complete a test-run was measured. Last, to measure mental e ort, the eye-
xation duration was measured (which is the period of time where the eyes
remain still and focused on a single location).

In the rst experiment, 37 subjects participated. Please observe that our
eye-tracking software could not track data for seven participants, thus N = 30
for the mental e ort measurement.

After data collection, we compared the two groups using independent sample
t-tests at the signi cance level of 0.05. Table 4.3 shows our experiment results.

As all p-values were smaller than 0.05, we cannot reject our hypothesis. This
indicates that quantitative measures are associated with better understanding
accuracy, understanding e ciency and less mental e ort in business rules man-
agement. In result, the quantitative measures provided as an outcome of our
framework can induce positive cognitive e ects in business rules management.

"Please refer to [89] for further details on the statistical pretests and parameters applied.
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Run 1 Run 2 Run 1 Run 2 Run 1 Run 2
Group 1 2 1 2 1 2 1 2 1 2 1 2
N 19 18 19 18 19 18 19 18 15 15 15 15
Mean 0.95 0.49 0.62 0.94 38.89 86.06 74.47 32.32 37.38 81.05 65.18 26.46
Std. Dev. 0.13 0.21 0.19 0.16 23.72 32.25 31.45 25.25 23.27 33.46 23.39 14.54
p (1-tailed) < 0.0001 < 0.0001 < 0.0001 < 0.0001 0.0002 < 0.0001
Understanding Accuracy (%*100) Understanding E ciency (s) Objective Mental E ort (s)

Table 4.3: Overview of experiment results for understanding accuracy (Fraction of
correct answers), understanding e ciency (task processing in Seconds), and objec-
tive mental e ort (eye- xation duration in Seconds) [89].

This can also be seen when looking at the collected eye-tracking data. Figure
4.6 shows the gaze distribution for an exemplary task. The red areas indicate a
higher xation duration.

Figure 4.6: Comparison of Gaze-Distribution for a corresponding question (with
di erent factor levels).

As can be seen, xation duration without access to inconsistency values
was signi cantly higher. Also, it can be seen that in cases where insights are
provided, participants shortly read these values and could then directly nd the
necessary information to answer the question.

For the second experiment, the research question was how visualization tech-
niques for inconsistency values a ect the capability to analyze and interpret
inconsistencies in automated decision-making.

We considered two ways to visualize values, namely an integrated visualiza-
tion, and a (separate) ranked overview, as depicted in Figure 4.7.

(a) Integrated Visualization (b) Ranking-Based Visualization

Figure 4.7: Comparison of the considered visualization approaches.
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In the integrated visualization, inconsistency values are shown directly within
the table, i.e., as a column of the DMN table. In [33], we have proposed a sepa-
rate, ranked overview visualization. This ranking allows to prepare information
following the culpability ranking. In this second experiment, the goal was thus
to investigate which visualization technique is better in the setting of BRM.

Interestingly, following the literature, both approaches have advantages and
disadvantages, and there are even contradicting results from cognitive psychol-
ogy that should be considered. A central aspect in this context is that of cogni-
tive load theory [136], explained as follows.

In the integrated visualization, the inconsistency values and business rules
are presented in a uni ed way. Following [136,137], this can lower the extraneous
cognitive load for processing the information, due to a minimization of the so-
called split-attention e ect (which occurs if two related pieces of information
have to be linked mentally).

On the other hand, as there can be multiple tables and inconsistency can be
distributed, an expert might have to switch between tables. Here, the ranking-
based overview allows to present the inconsistency values in a ranked manner,
which can lower the amount of information that needs to be processed. Fol-
lowing [94, 123], other factors such as elaborative encodings can also promote
a better information processing in this ranking-based visualization. However,
a disadvantage of the ranking-based overview is that inconsistency values and
rules are separated and need to be linked (which could introduce cognitive load).

From the literature, it is therefore not clear whether the lower amount of
information that needs to be processed outweighs the potential additional ex-
traneous cognitive load. Therefore, this second experiment was conducted.

The experiment design was similar to the rst experiment, i.e., there were
two groups, and two factor levels, i.e. integrated visualization and ranked vi-
sualization. Again, participants completed two test runs with di erent factor
levels. We refer the reader to [33] for further details on the experiment design.

Our Hypothesis for the second experiment were as follows.

Hypothesis 4. A ranking-based visualization of inconsistency values is associated
with a better understanding e ciency compared to an integrated visualization.

Hypothesis 5. A ranking-based visualization of inconsistency values is associated
with less objective mental e ort compared to an integrated visualization.

Hypothesis 6. A ranking-based visualization of inconsistency values is associated
with less perceived mental e ort compared to an integrated visualization.

As measurements, the task processing time was used to measure under-
standing e ciency, the eye- xation duration for objective mental e ort, and
furthermore a direct questionnaire for perceived mental e ort.

In the second experiment, 48 subjects participated. After data collection, we
compared the two groups using independent sample t test§. Table 4.4 shows
our experiment results.

8We refer the reader to [33] for details on the applied statistical tests.
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Run 1 Run 2 Run 1 Run 2
Group 1(i) 2(r) 1(r) 2(i) 1(3i) 2(n 1(r) 2(i)
N 24 24 24 24 21 21 21 21
Mean 34.54| 29.04 | 23.09 | 25.02 || 30.95| 22.68 | 19.58 | 19.78
Std. Dev. 8.71 | 12.89| 8.47 | 16.24 || 16.22 | 23.73| 15.22 | 26.97
p (1-tailed) 0.048 0.3 0.004 0.47
Understanding E ciency Objective mental E ort

Table 4.4: Overview of experiment results for understanding e ciency (task pro-
cessing in Seconds), and objective mental e ort (eye- xation duration in Seconds).
i = integrated visualization, r = ranking-based visualization [33].

For the measured data, a ranking-based visualization of inconsistency met-
rics is (partially) associated with a better understanding e ciency compared
to an integrated visualization (i.e., on average better, and signi cantly better
in Run 1). Also, a ranking-based visualization of inconsistency metrics is (par-
tially) associated with less objective mental e ort compared to an integrated
visualization. For the perceived mental e ort, we asked participants to specify
which visualization they found easier (or whether they found them equally dif-
cult). To recall, all participants went through both visualizations during the
experiments. In total, 52% of subjects stated that the ranking-based visualiza-
tion was easier, 29% stated the integrated approach was easier, and 18% stated
they found it equally helpful. We coded these results to statistically compare
these subjective indications (each visualization was awarded 2 points if it was
selected to be easier, and both received 1 point if "equal" was selected). Here,
we then compared both visualizations with the Wilcoxon signed-rank tesf. The
p value is 0.039, thus we cannot reject our hypothesis. Thus, for the measured
data, a ranking-based visualization of inconsistency metrics was associated with
less perceived mental e ort compared to an integrated visualization.

To summarize, the bene ts of having to process less information via the
ranked visualization seem to outweigh the cognitive costs of information assim-
ilation (split-attention e ect).

This can also be seen when looking at the collected eye-tracking data. Figure
4.8 shows the gaze distribution for an exemplary task. The red areas indicate
a higher xation duration. As can be seen, for the exemplary task, participants
had on average less xation duration via the ranking-based visualization than
with the integrated visualization. The post experiment interviews also con rmed
the gist of the visualized data. Here, there was a consensus amongst participants,
that the ranking allowed to nd relevant rules more e ciently. In many cases,
having the guidance of a ranking was perceived as pleasant by individual par-
ticipants.

9The Wilcoxon signed-rank test is used for dependent samples
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Figure 4.8: Comparison of Gaze-Distribution for a corresponding question (with
di erent factor levels).

Summary: Plausibility Evaluation

> Quantitative measures were associated with better understanding ac-
curacy, better understanding e ciency, and less mental e ort needed for
understanding inconsistencies in business rules.

> A ranking-based visualization, i.e., providing experts the proposed cul-
pability ranking, was (partially) associated with better understanding e -
ciency and less objective/perceived mental e ort.

45 Framework- and Meta-Evaluation

. This section uses the taxonomy proposed in [32] by the author.

As a main result of this thesis, we distilled the developed methods and tech-
nigues into a novel framework for handling inconsistency in the scope of business
rule organizing. In this section, we evaluate our framework in the context of re-
lated work and provide a meta-evaluation, which evaluates the su ciency of our
evaluation e orts.

The scope of our framework follows the thesis scope shown in Figure 1.7,
i.e., it solves a problem in BRM to support compliance management.

Regarding compliance management, important dimensions which need to be
addressed were identi ed in theregulatory compliance management framework
by EL Kharbili (2012) . Table 4.5 shows how our results address these individ-
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