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ABSTRACT

Background Digital technologies are increasingly used in
healthcare. In this context, perceived safety plays a critical role
in their acceptance and implementation. Previous research had
focused more on data security or specific digital technologies.
There has also been a lack of participatory approaches to con-
sider and empower healthcare recipients (and relatives), pro-
viders, and technology experts to broaden the phenomenon.
Objective The aim of this study was to present a comprehen-
sive perspective on the needs, influencing factors and related
outcomes in the context of feeling safe with digital technolo-
gies in healthcare.

Method A qualitative, exploratory, and participatory meth-
odology was used with five guide-based focus group work-
shops. Each workshop explored one of five digital technology
demonstrations provided at the beginning: (1) electronic
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health records (EHR), (2) robotics, (3) artificial intelligence (Al),
(4) smart home, and (5) smart hospital. All participants were
invited for a guide-based discussion. The study focused on the
levels of ‘involvement’ and ‘collaboration’ by also empowering
participation. The workshop target groups were actively in-
volved in the development and execution of the workshops and
were empowered. The data were analysed via a content analy-
sis approach, with a mostly inductive procedure.

Results Feeling safe was found to affect thoughts, emotions,
and actions. For example, a higher level of perceived safety
increased the acceptance of digital technologies, whereas a
lower level of perceived safety decreased it. The corresponding
needs and influencing factors differed in terms of their scope
and focus depending on the context. The aspect of ‘control’
was most frequently addressed by all the target groups and was
viewed as relevant in all the workshops. In general, digital tech-
nologies were viewed as supplements rather than substitutes
for healthcare providers.

Conclusion This study extends beyond the current state of
research on perceived safety and the use of digital technologies
in healthcare by providing a comprehensive overview of the
corresponding needs and influencing factors at various levels,
such as the individual, community-organizational, and system-
society levels. The perceived safety of healthcare recipients and
providers related to digital technologies should be taken into
consideration to achieve positive implementation outcomes.

ZUSAMMENFASSUNG

Hintergrund Digitale Technologien werden im Gesund-
heitswesen immer hdufiger eingesetzt. Hierbei spielt die wahr-
genommene Sicherheit eine entscheidende Rolle fiir deren
Implementierung. Bisherige Forschung konzentrierte sich eher
auf die Datensicherheit oder auf spezifische digitale Technolo-
gien. Es fehlte ein partizipativer Ansatz, der es Leistungsemp-
fangenden (deren Angehérigen), Leistungserbringenden und
Technologieexpert:innen ermdglichte, die Sicht auf das
Phdnomen zu erweitern.

Ziel Ziel war es daher erfahrungsbasiert Bedirfnisse, Einfluss-
faktoren und damit verbundenen Outcomes im Kontext des
Sicherheitsgefiihls digitaler Technologien im Gesundheitswes-
en zu erforschen.

Methode Es wurde ein qualitatives, exploratives und par-
tizipatives Design, basierend auf fiinf leitfadengestiitzten
Fokus-Gruppenworkshops durchgefiihrt. Eine von fiinf digi-
talen Technologien ((1) elektronische Gesundheitsakten (EHR),
(2) Robotik, (3) kiinstliche Intelligenz (Al), (4) Smart Home und
(5) Smart Hospital), wurde zu Beginn oder wahrend des Work-
shops vorgestellt und/oder konnte ausprobiert werden. Alle
Teilnehmenden wurden zu einer leitfadengestiitzten Diskus-
sion eingeladen. Die Partizipation wurde auf den Ebenen der
»Beteiligung“ und ,Zusammenarbeit“ geférdert, indem aktiv
in die Entwicklung und Durchfiihrung der Workshops einbezo-
gen sowie zur Teilnahme befdhigt wurde. Die Daten wurden
mit Hilfe induktiver Inhaltsanalyse ausgewertet.

Ergebnisse Das Gefiihl der Sicherheit beeinflusst Gedanken,
Gefiihle und Handlungen. Beispielsweise kann ein hoheres Mal§
an gefihlter Sicherheit die Akzeptanz digitaler Technologien
erhéhen, wahrend ein niedrigeres Mal diese verringern kann.
Entsprechende Bediirfnisse und Einflussfaktoren unterschieden
sich je nach Kontext in ihrem Umfang und Schwerpunkt. Der
Aspekt der ,Kontrolle“ wurde von allen Zielgruppen am héu-
figsten angesprochen und in allen Workshops als relevant an-
gesehen. Digitale Technologien wurden eher als Erganzung,
denn als ein Ersatz fiir Leistungserbringende betrachtet.
Schlussfolgerung Diese Studie geht tiber den aktuellen Stand
der Forschung im Kontext wahrgenommener Sicherheit und
digitaler Technologien im Gesundheitswesen hinaus, indem
sie einen umfassenden Uberblick {iber die Bediirfnisse und Fin-
flussfaktoren von der individuellen bis hin zur System-/Gesells-
chaftsebene gibt. Die gefiihlte Sicherheit sollte grundsétzlich
berticksichtigt werden, um die Implementierung digitaler
Technologien zu férdern.

ABBREVIATIONS

Al Artificial intelligence

BMB Federal Ministry of Education and Research
CDs Core dimensions

DT Digital technology

DTs Digital technologies

EHR Electronic health record

IFs Influencing factors

HCP Health care provider

HCR Health care recipient

PRISMA-ScR  Preferred Items for Reporting on Systematic

Reviews and Meta Analyses - Extension for
Scoping Reviews

SteTiG Emotional safety as a condition for success in
the digital transformation
WHO World Health Organisation
Introduction

Digitalization has advanced rapidly and influences a variety of as-
pects of society, including healthcare [1]. However, the implemen-
tation of digital technologies (DTs) in healthcare can be challeng-
ing, particularly for individuals who are less familiar with technol-
ogy, and this process can have potentially negative impacts on their
perceived safety [2]. Perceived safety as a component of patient
safety is as crucial as physical safety [3, 4]. A few studies have high-
lighted concerns regarding safety in relation to DTs [5, 6], under-
scoring the importance of investigating individual safety in con-
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junction with DTs [6]. The World Health Organization (WHO) de-
fines DTs as technologies that facilitate improvements in healthcare,
encompassing areas such as artificial intelligence, robotics, and ad-
vanced data processing and specifies that DTs should prioritise pa-
tient safety among other things and place the individual at the core
of the process [7]. Therefore, avoiding situations in which DTs cause
physical or psychological harm to people and exploring the rela-
tionships between such technologies and perceived safety are even
more important [8].

Perceived safety is defined as a state in which the individual feels
free from danger [9]. The level of safety is dependent on both in-
ternal (e. g., the individual’s willingness to receive support) and ex-
ternal (e. g., the behaviour of others) conditions [10]. For example,
an individual’s level of perceived familiarity with DTs is viewed as
an internal factor, whereas the use of humanoid robots in health-
care is viewed as an external factor that can evoke an ambivalent
level of perceived safety [11].

Our study distinguishes between the existing definitions of the
terms “emotional safety”, which refers to perceived safety in gen-
eral [2], and “psychological safety”, which is more commonly used
in the context of (healthcare) providers and their work environment
[12]. Studies have shown that DTs can have both positive and neg-
ative effects on perceived safety [13]. In this context, fair and per-
son-centred DTs (e. g., telemedicine) require feelings of safety to
be considered [14]. Conversely, feeling safe can influence attitudes
towards technological innovations and theirimplementation [15],
which are perceived differently depending on the target group in
question [9]. Thus, limited perceived safety can negatively influ-
ence individuals’ willingness to implement these innovations [16].
Controversly, a higher feeling of safety when DTs are used can fa-
cilitate the successful implementation of DTs [17]. In addition,
other factors can affect the implementation of specific DTs, includ-
ing funding, infrastructure and health literacy [18]. However, evi-
dence regarding the feeling of safety in the context of the digitali-
zation of healthcare remains scarce. Previous research on DTs
focused more on data security [19] without providing a compre-
hensive perspective on the phenomenon. Only a few studies have
investigated perceived safety as a primary outcome. However, it is
evident that there has been a notable shift in emphasis towards this
aspect and perceived safety is gaining more scientific focus, with
anincreased focus on the individual as a key element in population-
based care [13]. There has also been a lack of participatory ap-
proaches to consider and empower healthcare recipients (and rel-
atives), healthcare providers, and technology experts to broaden
and explore the phenomenon. Therefore, the aim of this study was
to adopt a comprehensive perspective on the dimensions of peo-
ple’s needs, influencing factors and related outcomes in the con-
text of feeling safe and the use of DTs in healthcare.

Method

Design

The study employs a qualitative, exploratory and participatory re-
search design [20] based on five participatory guide-based focus
group workshops. These workshops were developed and planned
in collaboration with the participating experts from the fields of

technology and healthcare and were focused on (1) electronic
health records (EHR), (2) robotics, (3) artificial intelligence (Al), (4)
smart home, and (5) smart hospital. This study was part of a re-
search project titled ‘Emotional safety as a condition for success of
the digital transformation in healthcare’ (SteTiG), which was a stra-
tegic foresight study based on a participatory mixed-methods de-
sign [21]. The overarching study contained a substantial basis for
a strategic foresight research design [21] incorporating a scoping
review [13], a design ethnographic approach [22] and these par-
ticipatory workshops. Its data were synthesized and triangulated
with the aim of scenario field identification, containing the context
of perceived safety and DTs, including needs, influencing factors
and related outcomes of the current situation, as a prerequisite for
the further steps of strategic foresight.

This study is registered in the Open Science Framework Regis-
try: https://doi.org/10.17605/0SF.IO/UTSQN. Ethical approval:
Ethical committee of Fliedner Fachhochschule Diisseldorf, Fliedner
Fachhochschule Diisseldorf (04-2022).

Sampling design, recruitment and setting

A criterion-based convenience sample was applied to recruit a
mixed sample of participants featuring multiple perspectives, in-
cluding citizens who received healthcare treatment (healthcare re-
cipients (HCRs)), healthcare providers (HCPs), (caring) relatives,
and digital technology (DT) experts. The recruitment aimed to en-
sure the inclusion of participants of a wide variety of ages, educa-
tion levels, diseases, types of vulnerability, and degrees of affinity
for DTs. To represent a larger patient population, selected target
groups of diseases with a high prevalence and/ or with a complex
care situation, such as people living with dementia [23], were cho-
sen. A comprehensive range of diseases was included in the entire
project [21]. Participants were recruited (mid-April to the end of
August 2022) by contacting professional associations for people
with disabilities; the federal working group for self-help; various
dementia research networks; and local associations, schools, youth
centres, networks, social institutions, youth service offices, church
institutions, and welfare organizations. Invitations were distribu-
ted via social media and institutional homepages and were publi-
cized via a press release.

The participatory approach

The participatory approach aimed to ensure the sustained involve-
ment of all participants, taking into account the “Participation
Choice Points in the Research Process”, which considers choices
that meet the needs of the people involved [20]. This resulted in
cooperative work between the participants and the researchers at
the levels of ‘involvement” and ‘collaboration’ in line with existing
evidence [20]. To facilitate a collaborative approach, selected HCPs
and technology experts were engaged in the design and develop-
ment of the workshops. Furthermore, they assumed responsibility
for moderating a subset of the workshops and presented prelimi-
nary findings to the various groups. A variety of techniques, such
as video demonstrations, imagination exercises, selection of spe-
cific data collection environments and opportunities to see the DTs
in action, were employed to engage and empower the participat-
ing individuals, especially HCRs and (their) relatives, during the DT
workshops to collect thoughts, needs, influencing factors and re-
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lated outcomes in the context of feeling safe with DTs in healthcare.
Considering the participants’ diversity, two workshops were con-
ducted during a project opening event hosted at a university of ap-
plied sciences (one workshop took place via Microsoft Teams). The
two others were conducted at a ‘smart hospital’ and a ‘smart home’
area, considering the needs of people living with dementia, and
their relatives, at the Fraunhofer Institute Duisburg.

Data collection

The data were collected through participatory guide-based focus
group workshops [20]. The research results were subsequently val-
idated via feedback discussions (member checking) [20] for each
workshop. The entire data collection period spanned from June
2022 to February 2023. The data collection for each focus group
workshop lasted 60-90 minutes and was conducted by four inter-
viewers (SK, CV, AK, and CB). Sociodemographic data were collect-
ed prior to the workshops. To establish a familiar situation for peo-
ple living with dementia, the sociodemographic data were collect-
ed by alocal professional with whom the participants were familiar,
in consultation with the project staff. The communication tech-
niques of paraphrasing and narrating, alongside a communication
board and card sorting [24], were used to collect, structure, and
prioritize the data with the aim of obtaining a nuanced overview of
the research phenomenon. Aninterview guide was developed (see
Appendix A, online) in accordance with the semistructured qual-
itative research interview method described by Qu and Dumay
(2011) [25]. This guide was divided into three sections: 1. thoughts
and perceptions about the DTs (using the think aloud method) [26];
2. influencing factors (IFs) in the context of perceived safety and
DTs; and 3. needs and recommendations. A thematic introduction
of the DT (demonstration of the DT, partly video based, and hap-
tic) included in each case required approximately 5 to 30 minutes
to complete. The smart home/hospital workshops involved visit-
ing DT areas, presenting and partly testing the DTs, and engaging
in discussions about the corresponding experiences (approximate-
ly 90 minutes). The workshops were audiotaped and subsequently
transcribed [27] by external transcription agencies. The member
checking was recorded via field notes.

Data analysis and synthesis

A content analysis was conducted in line with Krippendorff (2018)
[28], using primarily an inductive approach for exploration purpos-
es. The transcript of each workshop was analysed completely, while
explicit (perceived safety was mentioned explicitly) and implicit data
(data were provided that were associated with a question or topic of
perceived safety) to prevent interpretation bias were labelled [29]
regarding our research phenomenon. First, the data were analysed
in an iterative process of open coding and categorization of the
meaning units at various levels of abstraction and enriched with each
transcript separately. The main categories, subcategories and sub-
subcategories were developed inductively. The overarching core di-
mensions (CDs) were developed and clustered into topical domains,
according to our research aim of considering people’s needs, influ-
encing factors and related outcomes in the context of feeling safe
and the use of DTs in healthcare. According to the definitions of per-
ceived safety both emotional and psychological safety were consid-
ered separately. Perceived safety outcomes, mentioned in the con-

text of feeling (more) safe with the DT, were characterised as a high-
erlevel of perceived safety. Those that were mentioned as not feeling
safe or only marginally feeling safe with the DT, were characterised
as a lower level of perceived safety.

Second, for synthesis purposes, in line with our research ques-
tion, common and complementary categories as well as their mod-
ifications were analysed [30], on a content basis, considering the
different target groups, the technical affinity and DTs. The synthe-
sized results were iteratively revised and updated according to the
various rounds of feedback. The participants’ technical affinity was
investigated on the basis on participant recommendations, and
perceived safety outcomes were also synthesized as a result of the
first step of content analysis. Third, the psychosocial, ethical, legal,
political, and economic perspectives were analysed as part of the
data interpretation process. The analysis and synthesis were dis-
cussed within the project team and collaborating project partners
and were modified as needed. This paper represents results of one
study that were triangulated in the overall project for strategic fore-
sight purposes [21].

Results

A total of 34 participants, 25 of whom were women, were includ-
ed considering diverse populations with a variety of sociodemo-
graphic backgrounds, including migration background, chronicill-
ness or both acute and chronicillness, and different levels of edu-
cation (> Table 1). HCRs and HCPs (n=18 and n=11, respectively),
(caring) relatives (n=2) and experts in the field of DTs (n=3) were
included. The participants’ ages ranged from 15 to 83 years. A total
of 25 participants took part in the feedback rounds (member
checking).

The impact of perceived safety

Atotal of 32 outcomes were found to result from higher (n=17) or
lower (n=15) levels of perceived safety in a variety of contexts.
These outcomes were mostly reported for the target groups as
HCRs (n=11), while fewer outcomes were reported for HCPs (n=8),
and even fewer were reported for both HCRs and HCPs (n = 3), the
others addressed, e.g., the healthcare system.

For example, for HCRs, a lower level of perceived safety was as-
sociated with anxiety and discomfort, a situation related to a DT
design that was not individualized to the target group’s needs. Oth-
erwise, increased perceived safety can lead to increased trust in
DTs. For example, for HCPs, a higher level of perceived safety can
motivate the implementation of DTs, whereas a lower level of per-
ceived safety resulting from a lower level of transparency in DTs can
resultin a lack of trust in DTs, thus increasing the corresponding
burden. We observed that perceived safety can affect not only the
implementation of DT but also the healthcare system in general as
well as the economy (see Appendix B, online).

Needs and influencing factors

Atotal of 12 domains based on 25 CDs were developed in the con-
text of feeling safe and the use of DTs in healthcare. The 25 CDs
contained 74 main categories and 85 subcategories (36 needs, 82
IFs and 13 factors covering both IFs and related needs) (see Appen-
dix C, online). All the domains varied and covered different levels:
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the individual, DT, organization, and/or system-society levels. Most
of these domains were focused primarily on the (individual) HCR
level, with a focus on the DT level (see » Fig. 1). Three domains
were described exclusively in the context of emotional safety, and
only one domain was mentioned as an exclusive need related to
psychological safety. Eight domains pertained to both emotional
and psychological safety.

The most frequently addressed domain was ‘control’, which
played a crucial role in all five workshops. ‘Control’ encompassed
various dimensions that offered different perspectives on DTs and
the corresponding contexts. Most of these dimensions covered
both needs and IFs. ‘Control’, which was related primarily to the
level of DT from the perspective of HCPs, was viewed predominant-
ly as a facilitator of perceived safety and a requirement for data
sharing and, moreover, DT usage. However, all the target groups
addressed this CD, which was also related to the data authority of
the DT user (the system/HCR level). Having control over DTs or over
health data was important for perceived safety, whereas being con-
trolled by DTs was discussed contoversly. Having control over the
DT was more frequently emphasized by HCPs, whereas having con-
trol over one’s own health data was more frequently emphasized
by HCRs, especially by those who showed an affinity for DTs. The
HCRs and DT experts demanded that Al should not make any inde-
pendent health decisions and indicated that it must always be mon-
itored by medical professionals. Across the workshops, the oppor-
tunity to control the DT (e. g., using an off button) played a signifi-
cantrole in the context of robotics and smart hospitals, which were
perceived differently.

Robotic: “So that there is this mechanism at all, that this person
still has an instant off button at the end of the day or at the end of
the action {(...). But what dangers do you have or do you suspect
so that you are installing such an off button in the first place?”

In particular, the controllability of DTs by HCPs was related to
the need for psychological safety. In the context of EHRs and Al, a
sense of control was perceived in cases featuring an analogue or
manual backup of data. In contrast, the aspect of being controlled,
e.d., monitoring the person receiving care or control of one’s
health status, was particularly significant in the smart home and
smart hospital workshops, although this topic received less atten-
tion. Additionally, seven domains were addressed in four of the five
workshops with varying degrees of frequency.

The domain ‘trust’ was exclusively related to emotional safety,
encompassing a variety of viewpoints and beliefs held by HCRs re-
garding their HCPs and the DTs. For example, a positive impact of
DTs on HCPs availability was reported. HCPs can establish confi-
dence in HCRs by establishing reliable relationships, facilitating in-
itial contact, and introducing a DT workflow to HCRs. This issue is
addressed in the context of robotics and Al, particularly amongin-
dividuals who exhibit lower levels of digital (health) literacy. Exist-
ing trustin HCPs is viewed as an essential prerequisite for access to
EHRs. ‘Trust’ was viewed as positively related to emotional safety,
but ‘trust’ was viewed as challenging in cases featuring reduced
personal contact during the usage of DTs, including decreased eye
contact or in emergency situations.
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Al: “(...) emotional safety is an issue, the question of when do |
actually trust such a system in emergency situations and (...) you
have to take ethical issues into account, consider them, don’t go
into it naively, the issue of big data |[...]”

The domain ‘design & handling’ focused primarily on emotional
safety and was almost exclusively related to the DT level. This do-
main encompasses aspects such as the customizability of DTs, prac-
tical handling, and life-oriented design. For example, user-specific
customization and the human-like appearance of the DT were de-
scribed as factors that could promote perceived safety, especially
when it was titled as a need.

Smart Home: “(...) the feeling of safety could possibly be increased
if [the voice of the DT] (...) is a familiar voice [and not an artificial
one]”

In contrast, impractical treatment may decrease perceived safe-
ty. However, the IFs and needs of this domain were not explicitly
mentioned in the EHR workshop. This domain was particularly im-
portant for people who exhibited a higher affinity for DTs, although
it was also one of the domains most frequently addressed by indi-
viduals with a lower affinity for DTs.

The domain ‘experiences and attitudes’ was classified as follows:
the attitudes expressed were often shaped by past experiences but
also partly reflected basic attitudes in the form of IFs. For example,
past contact with DTs or experienced media reports may have po-
tential impacts on perceived safety. Basic attitudes towards DTs
and users’ perceptions that DTs cannot substitute for humans can
negatively affect perceived safety. This aspect was considered by
individuals who showed varying levels of digital literacy. Their ex-
periences were expressed at the DT level, whereas their attitudes
towards DTs were observed at the society level. The described do-
main was not addressed in the EHR context; however, this factor
was highly prioritized in the other workshops. In this domain, indi-
viduals who showed a lower affinity with DTs cited concerns that
they might destroy the DT as a factor that inhibited their ability to
feel safe.

In contrast, in the domain of ‘technical functionality and quality’,
the need for standardized certification systems, as a quality crite-
rion, was viewed as a prerequisite for feeling safe.

Al: “I would wish for emotional safety if the Al applications in
some form, perhaps undergo a certification that simply ensures
that certain, certain standards are adhered to”.

In this domain, the perceptible quality of the DT as well as its
(un)reliable functionality must be considered, as these factors tend
to attract people with higher technical affinity. The reliability of
warnings, functions and diagnoses is highly important. Converse-
ly, an unreliable DT was associated with decreased perceived safe-
ty. This domain had a stronger influence on emotional safety but
was also a need for psychological safety by HCPs. In the context of
the EHR, the domain was not addressed.

The domain ‘knowledge & competence’ addressed both emotio-
nal and psychological safety. Competence with and knowledge
about the DT were stressed both by HCPs and HCRs, but focussed

on HCRs’ specifically on the impacts of uncertainties in managing
DTs and reduced perceived safety ability. The domain was also con-
sidered at the system-society level, as the establishment of the
general conditions necessary to support such development is a
governmental task. Furthermore, for HCPs the issue of financial
support for competence development was viewed as important.
The participants with lower levels of digital affinity identified a need
for competence as a factor that facilitates emotional safety.

EHR: “So I think that people who are less related to digital aspects
find it much more difficult to deal with them (...) We older people
learn too. Only you younger ones have to bring time with you. We
can’t process it that quickly (...) Yes, if  can do that, for example,
then I feel safe. No in this case. Because then | can also, | say, get
influence, because | can’t get influence like that and when | have
influence, I feel safe”.

For HCRs, this domain was discussed both in the context of EHR
and in the context of smart home. In contrast, psychological safety
was discussed in relation to robotics as well as smart hospital and
smart home. HCPs, especially those who showed a higher level of
technical literacy, emphasized the need to develop competence in
dealing with DTs and viewed this competence as a determining fac-
tor.

The domain ‘efficiency & effects’, not mentioned in the EHR work-
shop, pertained to the perceived efficiency of HCPs’ use of DTs and
was primarily observed at the system-society level; furthermore,
it was relevant mainly for HCPs. This domain included not only
greater efficiency in healthcare provision from a system perspec-
tive but also the potential increase in health impact resulting from
the use of DTs at the individual level. Overall, this domain was pre-
dominantly discussed by participants who exhibited a higher affin-
ity for DTs in the smart hospital workshop.

The domain ‘prerequisites’, not mentioned in the Al workshop,
included the need to ensure equal access to DTs at the system-so-
ciety level and was of the greatest relevance. The objective of pro-
viding equal access to all user groups was mentioned by both HCPs
and HCRs, who almost exclusively exhibited a higher affinity for DTs.
However, uncertainties were associated with the legal and finan-
cial conditions of DT services. These aspects were observed at the
individual HCP level and implementation conditions at the organi-
zational level were identified to ensure the psychological safety of
HCPs. Additionally, readiness-related factors of HCRs were relevant.

The domain ‘support’ was addressed in three of the five work-
shops (i. e., the EHR, smart home, and smart hospital workshops).
Most related discussions focused on emotional safety, with some
consideration of psychological safety. This domain was related to
the provision of healthcare using DTs, e. g., assisting HCPs in activ-
ities extending beyond their everyday tasks. This type of support
was related to the DT level and was also discussed with regard to
individuals who exhibited limited DT affinities at the system-soci-
ety level. With respect to psychological safety, DTs support HCPs
in the task of providing healthcare for HCRs, e. g., on the basis of
the the life-sustaining features of DTs. We observed that emotion-
al safety, in contrast to psychological safety, was evidently more
strongly influenced by support.
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The domains ‘data protection & security’ and ‘need for recogni-
tion’ were covered in two workshops. ‘Data protection and security’,
which was mentioned in the EHR and smart hospital workshops,
emphasized expectations related to restricted privacy, anonymity,
and data security while using DTs, which were identified as a re-
quirement for emotional safety by most of the participants. How-
ever, the advantages of DTs were also viewed as potentially leading
to the risk of compromised data protection.

EHR: “And the whole thing also makes me feel not very sdfe,
because you keep reading about data theft, you keep reading
about server failures; (...) Will I still be able to access my health
data in an emergency (...)?”

This domain was addressed only by people who showed an af-
finity for DTs and was often identified as a concern at the system-
society level. The domain ‘need for recognition’ was also considered
at the system-society level and was mentioned in relation to robot-
ics and Al, highlighting the political and professional recognition
of HCPs in their approach, als well as the central role they play in
the implementation of DTs. The domain was expressed solely by
individuals with a higher affinity for DT at the level of psychological
safety needs. The less frequently addressed domain, ‘autonomy of
recipients’, pertained to the potential to maintain autonomy by
using DTs in the smart home context, by enabling the HCRs to re-
main in their home and preserve theirindependence. Notably, car-
ing relatives notably highlighted the significance of this factor,
which is also reinforced at the community-organizational level
when individuals can remain in their homes.

The core dimensions of needs and influencing
factors pertaining to different DTs

The results regarding DTs, such as robotics, EHRs, Al, smart home,
and smart hospital, varied. Al was linked to a discernibly high-qual-
ity DT and the optimization of healthcare, and it offered advanced
medical diagnosis and treatment capabilities. The participants
highlighted the importance of requlating Al to ensure safety,
whereas care providers highlighted the need for control measures
and transparency throughout the process of Al development and
implementation.

Al: “(...) So, if the person then just, I'll say, blindly trusts, but can’t
know orisn’t given any real [factual basis], then I think that’s a bit
more difficult. So - Iwouldn’t feel so safe now. So, if a self-driving
car suddenly initiates emergency braking but doesn’t tell me why
(laughs), that's where we get into this area. Yes. | think that’s
important.”

With respect to robotics, the participants highlighted the sig-
nificance of HCP oversight of its use, including the option to termi-
nate the process during emergencies. Positive feedback concern-
ing the human design of robotics, its potential for resource preser-
vation, relief for caregivers, and the efficiency of care was provided.
In the realm of smart home technology, attitudes towards this fac-
tor and HCRs’ competence and interest played crucial roles in the
participants’ perceived safety. In the smart hospital workshop, neg-
ative effects and inappropriate applications of DTs in healthcare

were viewed as compromising perceived safety, thereby potential-
ly increasing dysfunctionality. Limited privacy expectations were
perceived as inhibiting factors. The EHR has encountered issues re-
garding the equity of access to DTs, limitations in terms of data pro-
tection and security, the centralization of organization and com-
munication, and the education of HCPs and HCRs.

The overarching target group and specific perceived
safety

The twenty-five core dimensions (CDs) were strengthened by 178
participants’ contributions. Most of these contributions (n=81)
were made by HCPs, followed by HCRs (n=66), thereof 12 were
made by people living with dementia, 20 by caring relatives, and
11 by DT experts. We observed that the different target groups had
different perspectives on feeling safe, and they also emphasized
the perspectives of the other groups. For example, the HCPs ad-
dressed emotional safety from the perspective of HCRs and vice
versa. Overall, the participating groups largely addressed similar
domains, except for the DT expert group, who addressed a narrow-
er set of domains. The data facilitated the identification of the par-
ticipant groups’ priorities. For example, the effectiveness and
health impact of DTs on HCRs impact HCPs’ perceived safety,
whereas HCRs’ perceived safety is influenced by their trust, atti-
tudes, and experiences with DTs. Notably, HCPs were the only
group that addressed all twelve domains (see > Fig. 2).

Several participants had a higher affinity for technology as well
as greater interest in and experience with the use of DTs (n=28).
People who showed affinity for DTs covered the domains signifi-
cantly more often (n=120) than did people who lacked such affin-
ity (n=28). The participants who showed a lower DT affinity most-
ly addressed aspects of the domain ‘knowledge & competence’, fol-
lowed by ‘support’ and ‘design & handling’. The participants who
showed a higher affinity for DTs frequently mentioned that per-
ceived safety was influenced by DT-related improvements in health-
care and outcomes.

HCRs identified ‘knowledge & competence’ as particularly impor-
tant while also mentioning the importance of ‘trust’, ‘prerequisites’,
‘efficiency & effects’ and ‘control’. Perceived safety was influenced
by the uncertainty of DT use and the possibility of gaining compe-
tence in this practice. DTs cannot replace interpersonal interactions
such as eye contact because of the corresponding loss of trust on
the part of HCRs. The participants in the smart home workshop
(mostly people living with dementia and their (caring) relatives)
predominantly focused on aspects of ‘design & handling’, which
were especially crucial in their immediate living environment.
Therefore, DT individualization, which can be utilized in a discrete
manner and function covertly to prevent discomfort associated
with visible DTs, is important. The participants mentioned that DT
is a valuable instrument for controlling and preserving their own
health. Monitoring features facilitated continuous surveillance of
the individual under their care. HCPs and caring relatives empha-
sized the ability of DTs to maintain the autonomy of HCRs and the
importance of ensuring enhanced physical safety in the home en-
vironment via DT support.

Regarding the smart hospital workshop (which included most-
ly young adults), various domains, including ‘efficiency & effects’,
‘data protection & security’, ‘trust’ and ‘support’, were relevant. The
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participants specifically mentioned that DTs should be able to be
handled in cases of dysfunctionality and potential negative effects.

Smart hospital: “(...) you just don’t notice everything, then you
tend to feel safer (...) perhaps that problems occur and of course it
always has a better effect on the patient when modern aids are
everywhere in the room (...) when you know that you can, you
simply have the opportunity to intervene and that it’s not just
technology, but that you can still act, that gives you a feeling of -
yes, safety and dependability.”

They highlighted the risks related to privacy restrictions and
data protection that could arise from the use of DTs. DT experts fo-
cused mainly on the domain ‘efficiency & effects’ followed by the
domains ‘experiences & attitudes’ and ‘control’. They identified the
potential of optimizing the diagnostic process via DTs and exten-
sive Al data access as factors that could promote safety. A lack of
transparency in the decision-making process related to DTs and the
corresponding diagnostic pathways alongside cases of incorrect
suggestions could undermine perceived safety. As a result, these
experts claimed that it was crucial to have control over DTs, in which
context data verification and the option to terminate DT use were
particularly critical factors. Additionally, according to the recom-
mendations of DT experts, the responsibility for decision-making
should be with the HCPs, and the DT must not be granted autono-
my in terms of decision-making. For HCPs, ‘efficiency & effects’ was
also the most frequently addressed domain, closely followed by
‘*knowledge & competence’; HCPs thus overlapped with DT experts
in this respect. HCPs prioritized improved and efficient healthcare
by acknowledging that the use of DTs impacts HCPs’ perceived safe-

ty. In this context, the opportunity to gain additional competen-
cies via DTs was viewed as particularly important.

Political, legal, economic, ethical, and psychosocial
perspectives on perceived safety

Overall, the participants focused on ethical and psychosocial fac-
tors and needs. For example, participants emphasized the impor-
tance of enhancing the professional image of HCPs within society
and recognizing the significance of nursing in light of digitalization.
In addition to this psychosocial perspective, HCRs mentioned that
using DTs enabled them to move freely within their home without
further assistance, and consequently participate in social activities,
which in turn positively affected their perceived safety. However,
the excessive use of robots, alongside the corresponding decrease
in social interactions, was associated with a negative impact on per-
ceived safety. Equal access to DTs, regardless of income or age, was
often cited as an ethical imperative. Another ethical consideration
involved striking a delicate balance between safeguarding privacy
and protecting confidential data while providing healthcare in the
context of emergencies or monitoring patients’ health status. Al-
though ethics were not explicitly mentioned, relevant issues were
paraphrased in this context. The political and legal perspectives
were addressed less frequently overall but were mentioned direct-
ly on numerous occasions pertaining to the tasks of implementing
and structuring DTs in the context of healthcare, educating rele-
vant actors about DTs, establishing a framework and the necessary
conditions for DT implementation, and emphasizing the impor-
tance of the political recognition and prioritization of psychosocial
care. The legal discussion of DTs focused on the tasks of implement-
ing and creating a legal framework for DTs, including quality assur-
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ance of DTs in accordance with legal regulations and the creation
of laws to promote the safe use of DTs (including data protection).
Financial aspects, such as funding for necessary DT training, were
also regularly addressed from an economic perspective. Addition-
ally, the economic standpoint was viewed as promoting safety,
which can lead to cost savings in the context of healthcare.

Discussion

The IFs of perceived safety varied by their scope and focus. They were
discussed in the context of different DTs, with some specific to a par-
ticular DT. The results were comparable among the participant
groups, with some groups addressing identical domains and others
expressing different priorities and specificities. The key findings
showed that perceived safety is a complex and multidimensional
phenomenon, including its context and varies with the type of DT.
For robotics, for example, there were triggered discussions around
control mechanisms, wereas at the Al workshop the participants
raised concerns about the reliability and accuracy of diagnostic al-
gorithms. Smart hospitals were seen as beneficial for maintaining
independence, but participants voiced concerns about privacy and
data security as influencing factors for perceived safety. Overall, the
findings suggest that individual factors impact an individual’s feel-
ings of safety when interacting with DTs. This claim is supported by
the research of Akalin et al. (2022) [8] on perceived safety in the con-
text of human-robot interactions, which identified unique human
character traits as predictors of perceived safety. Most IFs and needs
are observed at the individual level, strengthening previous research
by Nyholm et al. (2021) [11], who reported that perceived safety is
strongly dependent on the fulfilment of the individual’s needs and
can be highly variable. Our findings indicated the existence of vari-
ance in perceived safety among different target groups, as well as
specific variations across different levels of influence. Notably, anin-
dividual’s level of DT affinity also influences their level of perceived
safety, with participants with a lower affinity for DTs being more like-
ly to identify IFs at the DT level. These findings suggest that people
with a lower affinity for DTs perceive them on a direct level and that
their feelings of safety can be influenced primarily by the level of DT
in question. These results are consistent with those reported by
Schirmer et al. (2023) [31], who emphasized the importance of us-
er-centred designs and the usability and applicability of DTs for peo-
ple with lower levels of DT literacy. In this context, Johannessen
(2021) [32] suggested that future users should be involved as code-
signers to prevent this issue in the implementation of DTs. In con-
trast, individuals who exhibit a higher affinity for DT tend to focus
more on the processes underlying DTs and are more susceptible to
the impacts of the system-society and community-organizational
levels on their perceived safety.

HCPs also discussed design and usability in terms of how these
factors affect their perceived safety. As described by Ekman and
Halpern (2015) [33], this shift in perspective among HCPs may be
attributed to their ‘professional empathy’, which leads them to
view themselves as primarily accountable for the well-being of
HCRs. This fact may also be related to the predominance of emo-
tional safety rather than psychological safety as an IF. All the target
groups, in turn, expressed concerns that the use of DTs at home
may decrease personal interactions with others and subsequently

decrease perceived safety, a situation that was also described by
Akerlind et al. (2018) [9]. Additionally, concerns were expressed
regarding the negative effects of increased DT use, including the
risk of losing social contact. These fundamental attitudes towards
DTs, alongside people’s initial experiences using them, can influ-
ence perceived safety. Furthermore, the underlying ethical frame-
work in which DTs are introduced can also impact such perceptions.
A potential unequal distribution of access to DTs, for example, may
lead to negative attitudes towards DTs and thus affect perceived
safety. Unequal access to DTs was previously described by Kim et
al. (2009) [34] and, in relation to perceived safety, it was also iden-
tified by Lounsbury et al. (2021) [35] as a major challenge for
healthcare in the future.

Perceived safety can be affected either positively or negatively
by various factors and consequently influence the thoughts, emo-
tions and actions of the people involved, as well as the implemen-
tation and provision of healthcare. This finding is in line with the
conclusions of Nyholm et al. (2021) [11], who claimed that reduced
knowledge about DTs can result in a decrease in perceived safety,
leading to further fears that DTs can dehumanize the healthcare
system, which ultimately decrease the acceptability of DTs.

We identified 12 domains of IFs and needs. These results are part-
ly comparable to those reported by Akalin et al. (2022) [8], but our
findings extend beyond those of previous studies by adopting a
broader perspective on relevant DTs and target groups. Using an ex-
perimental research design featuring 27 younger participants, Aka-
linetal. (2022) [8] investigated the relationships among the factors
influencing perceived safety in human-robot interactions. These au-
thors focused on one DT and one target group and described six do-
mains. Our domains were based on five different DTs and four differ-
ent target groups and thus constituted an appropriate extension of
previous research results. The present study also differed from that
of Akalin et al. (2022) in terms of method [8]. All the other IFs that
Akalin et al. (2022) [8] described, such as comfort, predictability,
transparency, trust, experience, and familiarity, were also mentioned
by our participants, albeit to varying degrees.

Across all the workshops, control was identified as an important
factor influencing perceived safety, which can operate at several
levels, such as ensuring control over the DT and gaining control by
using the DT. As a result, both levels represent an increase in the
feeling of control over one’s everyday life, a so-called ‘sense of con-
trol’, which was previously described by Akalin et al. (2022) [8].
Against this backdrop, vulnerable participants and their relatives
in particular perceived DT as a means of maintaining control by
handing over control to DTs with the aim of strengthening their
own autonomy, as also described by Akerlind et al. (2018) [9]. In
particular, trust was impacted by prior experience and by other ac-
tors involved in the use of DTs, such as HCPs. Christoforou et al.
(2020) [36] explained that when HCPs provide a comprehensive
introduction to the use of DTs, this approach can positively influ-
ence HCRs and increase trust. Similarly, Lynch et al. (2022) [37]
highlighted the importance of incorporating DTs as an integral part
of the clinical care team to increase trust.

Our data reveal notable discrepancies between the target
groups with respect to their needs and the factors that influence
their perceptions of safety. For example, HCRs stated that they
must develop competence and trust in using DTs to feel safer, es-
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pecially considering concerns about data security and the loss of
human interaction. It seems essential to ensure that DTs supple-
ment, rather than replace, personal contact in healthcare settings
to foster adoption among this group and strengthen their per-
ceived safety in the use of DTs. Thisis in line with the findings of Mi-
nartzetal. (2023) [13], who indicates that the interpersonal inter-
action between the HCP and the HCR is an important factor for en-
suring emotional safety [13] and has an impact on decision-making
[38]. For HCPs, digital literacy is critical to ensure that they can con-
fidently integrate DTs into their practice while maintaining control
over clinical decisions, which with the findings of Wosny et al.
(2023) [39], who studied HCPs' experience of using DTs in hospi-
tals and reported new DTs can often cause anxiety during usage
and can threaten their professional autonomy [39]. Our findings
underscore the necessity for DTs to facilitate, rather than overrule,
professional autonomy. They also underscore the importance of
tools that enhance workflow and patient outcomes without under-
mining the role of healthcare professionals; this is in line with the
views of DT experts, who emphasised the importance of transpar-
ency, control and data security in the development of DTs. They
also highlighted that HCPs should retain decision-making author-
ity when using DTs, alongside the ability to review and manage
technological processes, which is essential to maintaining trust and
perceived safety in the diagnostic process. As defined by Lysaght
et al. (2019) [40], from an ethical perspective, Al technologies in
particular are only fit for use to assist in clinical decision-making
and should demonstrate a high degree of transparency when they
recommend, for instance, a decision contrary to that of the HCP
[40]. There is a need for targeted support and user-friendly designs
for caring relatives to strengthen their perceived safety and allow
them to effectively utilise DTs in home care settings. The discrete
and nonintrusive design of DTs is particularly important in main-
taining comfort and ensuring usability for both the caring relative
and the HCR, as seen in the smart home context, especially for peo-
ple living with dementia. The visibility of DTs is a factor that is per-
ceived differently by individuals, which can lead to varying percep-
tions of safety depending on the individual and whether a visible
orinvisible technology is preferred [13]. We showed that perceived
safety can affect feelings and attitudes towards DTs in healthcare
and influence anticipated implementation.

Strengths and Limitations

To ensure a representative and balanced sample with a variety of ex-
periences, we recruited participants from a broad range of settings.
Our participatory approach, aimed to facilitate the active involve-
ment of stakeholders and DT users to enhance the quality and sus-
tainable benefits of the research [41]. The participatory approach
allowed us to involve several target groups including vulnerable peo-
ple such as people living with dementia. However, not all participants
such as HCRs were involved in all stages of the research, such as the
workshop design, moderation or content analysis of the results, to
avoid overburdening them regarding time resources or mental over-
load. On the one hand, it was difficult to capture the participants’
perspectives because some HCPs changed their perspective to take
account of the HCRs, and on the other hand, member checking led
to a coordinated interpretation of the data. The intensity of the pre-

ferred involvement in selected phases of the study should have been
discussed more with all participants before the study started. Al-
though approximately half of the participants had a university edu-
cation, some had only a vocational or technical/master education.
We were only able to enlist a minor number of individuals with di-
verse diseases and family members. However, this limitation was
compensated for in the overall study by triangulation. Furthermore,
our overall study [21] showed that this methodology allowed us to
capture a substantial part of the overall picture of the phenomenon,
which was further enriched by triangulating data from the Scoping
Review [13] and the design ethnographic approach [22]. Therefore,
limitations in terms of data generalizability affect this research be-
cause of the design we employed. However, this approach is based
on enhanced triangulation dependability. Before data collection, the
participants were informed of the study phenomenon via informed
consent, which might have influenced their responses. However, a
think-aloud method was used to ensure considerations other than
those related to perceived safety.

CONCLUSION

This study extendes beyond the extant research on
perceived safety and DTs in the context of healthcare and
provides a comprehensive overview of the factors that
impact perceived safety, demonstrating differences on
both their scope and focus, such that some factors are
relevant across multiple DTs, whereas others are specific
to certain DTs. The results emphasize the significant
influence of individual factors on feelings of safety in the
context of DT use. The degree of DT affinity emerged as a
significant factor, as individuals with a lower affinity for
DTs tended to focus on DT levels, whereas those with a
stronger familiarity with technology considered the
corresponding community-organizational and system-
society impacts. Further research is needed to examine
the applicability of the dimensions of perceived safety in a
variety of alternate DT healthcare settings and with
reference to different target groups. Our results can serve
as a starting point for the development of a framework to
assess perceived safety in the context of DTs in healthcare.
In the future, it is crucial to emphasize the perspectives of
HCPs more strongly and to explore psychological safety in
the context of the provision of DT services. To measure
the degree to which DTs and their use it are correlated
with feelings of safety, quantitative research is needed.
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