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Glossary

AIDASS

AIDASS Log File
Build

Causality Viewpoint
Changeset

Cl/CD System

Cinders

Configuration File

Continuous Delivery

Continuous Delivery Pipeline

Continuous Deployment

Continuous Integration

Continuous Practices

Product of Airbus Defence and Space GmbH for verification and
validation of airworthy software for aeronautical systems. The
interactive test suite represents the interface between the test
author and the system under test. [3]

File prefixed with “ALF_", storing the console output of a Test
Chapter after its error-free execution, stating at the end whether
the Test Chapter passed or failed.

Process for creating executable software. In the context of a CD
Pipeline, the build has the task of transforming software into an
executable format, as well as executing unit tests. [15]

Diagram type of the Cinders framework for visualising the causal
dependencies between the elements of a Pipeline. [58]

Set of changed files identified by a Job Executor between two
Pipeline executions. [31]

Combines Cl and CD technically by implementing the CD Pipelines
and executing them on defined events. New integrations supplied
by team members are automatically detected in the process. [29,
60]

Framework for designing and describing Continuous Delivery
Pipelines. Consists of nodes represented in different viewpoints,
such as the Causality Viewpoint or Production Line Viewpoint.
Optional information is added using Layers. [58]

Binary file for configuration of the software product.

Development practice implemented through technical measures. A
set of automated tools and scripts transforms new code changes
into a deliverable product for the customer. The delivery to the
customer is done manually. [60]

Integrates the Pipeline Components for a defined task by
implementing causal dependencies between the components. [29,
40, 60]

Extends Continuous Delivery by automatically delivering the
product to the customer. [60]

Developer practice implemented through organisational measures.
Determines the daily workflow of development teams by having
team members frequently integrate their work progress with each
other. [60]

A set of practices that enables organisations to continuously release
new features as a verified software product. Such practices include
Cl, CD, and CDP. [54, 60]



Environment-variant combination

External Pipeline trigger

Hardware/Software integration test

Host

Internal Pipeline trigger

Job Execution System

Pipeline Component

Process modelling

Production Line Viewpoint

Regulated software

Requirements

Sirius

System under test

Target

Test Chapter

Test Definition

Test Execution Log File

Form of delivery of the software product for a specific hardware
environment and software variant. [30]

Initiates a Pipeline execution at a specific event, such as a new
code integration or a defined schedule. [15]

Test of high-level granularity, verifying the correct operation of the
executable software product in its production environment.

Simulation of the Target production environment. Interfaces of
the Target environment are simulated by a light-weight simulation
environment. [30]

Internal dependencies between Pipeline Components evaluated at
Pipeline runtime after the Pipeline has already been triggered by
an external Pipeline trigger. [15]

Implements a Cl/CD system. A Job Scheduler orchestrates jobs
that are executed by Job Executors running on Job Servers. [35]

Isolated tool(s) and script(s) that ensure reliable and repeatable
execution of error-prone steps. Components of the same context
can be logically grouped in Pipeline Sections. [29]

Visualising processes, states and dependencies in a system through
diagrams. Tools exist for process modelling, for example UML or
Cinders. [38]

Diagram type of the Cinders framework for visualising the data
flows between the elements of a Pipeline. [58]

Software mostly regulated by external entities. Regulation is re-
flected in underlying constraints and requirements which must be
complied with. For example, safety-critical software or medical
technology. [29, 69]

Collection of criteria a system must fulfil. Guidelines exist for
formulating software requirements, depending on the domain. Tests
are used to check whether a requirement has been met. [38]

Product of Airbus Defence and Space GmbH for simulating the
behaviour of real-time operating systems on Windows. [4]

System consisting of software and hardware being subjected to a
test process. [69]

Productive environment of the software product from the
customer’s perspective. In the case of this thesis, an avionics
computer. [30]

Corresponds to an AIDASS Test Script once it is included in a Test
Script Definition. Can be enabled and disabled in a Test Script
Definition and uses Test Script parameters. [3]

Highest level AIDASS structure containing Test Script Definitions.
[3]

File containing the information whether the execution of a Test
Chapter was skipped, encountered external errors, or terminated
successfully.
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Test Script

Test Script Definition

Test Script Parameter

Unit test

User Program

Version control system

Version control system independent

Text file defining the test steps to be executed using the AIDASS
internal scripting language. [3]

Grouping of a set of AIDASS Test Scripts as Test Chapters. Only
this logical level can be executed in AIDASS. [3]

Value externally supplied to an AIDASS test chapter, evaluated at
runtime. [3]

Test that examines the software product at the lowest source code
level. This is done by calling specific functions of the source code
instead of using opaque customer interfaces. [15]

External program integrated into AIDASS through C libraries. [3]

System for managing files of a software project. Thereby changes,
like modified source code files, can be traced at any time. [18]

The functionality of a system, such as a CD Pipeline, is not
dependent on the version control system used.
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1 Introduction

At the beginning of the 20th century, assembly line production was introduced at the Ford River
Rouge Complex for the manufacturing of the Model T. Despite this technological quantum leap, the
production of a Model T took several days in total. Although cars today are significantly more complex,
only a fraction of the manufacturing time of the Model T a hundred years ago is required. This was
only made possible by advances in automation technology. For example, humans have been freed from
repetitive tasks and replaced by robots and machines. [15]

A similar development has characterised the software industry over the last 25 years. In the past,
producing mature and well-functioning software products was a laborious manual process. [58] The
establishment of the agile software development paradigm Continuous Practices in the late 1990s
changed this mindset. Henceforth, auxiliary systems automatically transformed software into products
for customers. [28, 59] In the so-called Continuous Delivery Pipelines, time-consuming tasks of a
software process are replaced by automated procedures to create a deliverable product. In this process,
the project team is automatically informed about the status of the product, especially if problems are
detected. This is similar to the Toyota Andor Cord, a pull cord located next to the Toyota plant's
automated assembly line production. Once a problem is detected in the automatic production, it is
stopped by pulling the cord. [64] Continuous Practices are now considered the industry standard for
software development automation techniques [28]. Paul M. Duvall, one of the first proponents of
Continuous Practices, calls them an evolutionary advance in the creation of software [15].

1.1 Motivation and Problem Definition

Since the popularisation of Continuous Practices, it has been noted that the success of their application
is highly dependent on the domain of the project. The largest stakeholders of Continuous Practices are
application development and web development. Therefore, the implementation of Continuous Practices
is most often studied in these domains in literature. [54] In contrast, the use of agile methods, such as
Continuous Practices, are much less documented in safety-critical and medical technology projects, for
example [30, 54].

As it turns out, this is due to the difficulties of implementing Continuous Practices in these so-called
regulated software projects. In this context, software development is affected by different types of
regulation at different levels. The type of regulation differs according to the consequences of non-
compliance. Regulations start with self-defined guidelines and extend to government regulations, where
non-compliance has legal consequences. Regulations can affect the software product at the system
level, influence the software development process, or even have an impact on the entire organisation
both on the customer and developer side. The regulated software typically interacts with systems,
and possible effects on third parties must always be taken into account. These include, in particular,
domains that must ensure human safety or have a strong hardware focus. For example, aviation
authorities such as the FAA and ESA require compliance with the DO-178C standard during the
software development process of safety-critical aviation projects. For automotive industry software, the
MISRA-C programming standard defines system-level guidelines for using the C programming language.
In the case of software for medical devices, the EU requires compliance with its defined Medical
Device Directives. Even financial technology software is regulated by data protection regulations at the
government level. Regardless of the type and level of regulations, they are always reflected in strictly
specified requirements, with little to no tolerance for non-compliance. These requirements are usually
specified by external customers. [8]



1.2 Purpose of this Thesis

To ensure that systems comply with these requirements, repeated manual steps are usually required.
These time-consuming steps of the so-called Verification and Validation, V& V for short, do not
add any new functions to the product, yet they represent a significant economic investment within a
project. In addition, projects with a large number of manual V &V steps experience a loss of oversight.
Resulting time-consuming corrections lead to delayed integration of subsystems. [30]

Introducing automation techniques, such as Continuous Practices, which simplify these steps, has
far-reaching implications in regulated software projects. Compliance with organisational regulations, as
well as technical requirements, must be laboriously assured [8, 30]. Examples include frameworks such
as SAFe or SafeScrum, for introducing agile quality assurance through automation solutions. [61] This
effort leads to the prevailing prejudice in this field that agile and unsupervised work is equivalent to
improper work. According to this argument, automated interventions in the V &V process invalidate
the certification status and require a manual revision. [68]

Nevertheless, successful examples of implementing Continuous Practices in this domain can be found
in literature. In the software development for the pre-development of the CERN particle accelerator,
all steps until delivery to the test benches could be automated by a system based on Continuous
Practices [5]. Saab was able to successfully implement Continuous Practices in the development of
the Grippen fighter aircraft [39]. Islam and Storer also report on the success of Continuous Practices
in projects of an international avionics manufacturer they anonymised [30]. However, these successful
implementations of Continuous Practices in regulated software projects only mention the project
context, usually in the course of industrial case studies. Especially in the case of Continuous Delivery,
a Continuous Practice with technical measures keeping the software in a delivery-ready state for
the customer, there are barely any detailed descriptions in the literature of its concrete technical
implementation in the domain of regulated software. [30]

1.2 Purpose of this Thesis

Stahl and Bosch address the above-mentioned critical attitude towards agile automation techniques.
They recommend implementing Continuous Delivery with the same structured approach as is commonly
used in the development of software products in their respective domains [58]. In the case of regulated
software products, this includes the specification of critical requirements and extensive process modelling

[8].

This bachelor thesis was written in cooperation with the military aerospace company Airbus Defence
and Space GmbH Manching. As such, the task, technical requirements and given infrastructure were
specified by an regulated avionics project.

The purpose of this thesis is to determine, to which extent Continuous Practices, limited to
Continuous Delivery, can be implemented in a regulated software project, based on predefined
requirements and systematic process modelling. This technical implementation is documented
in detail, an approach that hardly exists in the literature.

In the case study “Traceability in Continuous Integration Pipelines using the Eiffel protocol” published
by Hramyka and Winqvist, systematic elements of software development are also to be incorporated
into Continuous Delivery Pipelines [28]. While this bachelor thesis focuses on specifying requirements
as well as process modelling, Hramyka and Winqvist address traceability of source code changes in CD
Pipelines —a key issue in the development of regulated software [8]. For this purpose, the authors
investigate possible ways to introduce the Eiffel protocol into existing Pipeline tools of a Swedish
network video solutions company. Eiffel is an open source framework developed by Stdhl et al. with
the goal of achieving high traceability in a project with Continuous Practices. [59]



1.3 Structure of this Thesis

1.3 Structure of this Thesis

The given technical constraints of this thesis correspond to an industrial avionics project found in the
field of regulated software at Airbus Defence and Space GmbH Manching. A manual build process of
four different software products with two different hardware platforms is given. These products are
manually evaluated through extensive testing in a proprietary test environment.

Continuous Delivery Pipelines will be implemented to automate the build as well as the evaluation of
the software products. The structure of this bachelor thesis is visualised in figure 1.1.
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Evaluation of Pipelines
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Requirements:

———————1 Chapter 2| [REQ-1-1] ..
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Figure 1.1: Structure of this bachelor thesis
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Chapter 4

In the following second chapter, the theoretical principles of Continuous Practices with a focus on
Continuous Delivery are conveyed along with the technical environment of the given avionics project.
With the help of these theoretical principles, requirements for the entire technical undertaking of this
project are specified.

In the third chapter, the automated steps to be developed are systematically modelled at both causal
and data flow levels. These steps are divided into three groups, each concerning different tasks within
the automation, achieving an encapsulated and reusable separation of the individual steps.

Based on the modelling of the data flows, the fourth chapter develops the functionalities of the three
modelled sections. This involves writing isolated tools and scripts independently of each other.

In the fifth chapter, the modelled causal dependencies between the developed tools and scripts are
implemented. For this purpose, seven Continuous Delivery Pipelines are finally implemented and
executed within two different systems.

The sixth chapter evaluates the degree to which Continuous Delivery could actually be implemented
with these Pipelines. Furthermore, an outlook with suggestions for improvement of the implementation
is presented.



2 Theoretical Principles

In the following chapter, the theoretical principles for this bachelor thesis are presented. These are
particularly relevant as a foundation for understanding the motivation and context of the process
modelling and technical implementation.

First, the definitions of relevant Continuous Practices are presented, necessary for understanding
the theoretical motivation of this thesis. Through this, the often synonymously used components of
Continuous Practices are delineated. In addition, recommended approaches for the developers as well
as the developed system are identified in literature. The second part describes the technical context of
the given avionics project, which is to be automated through Pipelines. This includes the structure
and technical features of a specific software product. Furthermore, for conducting hardware/software
integration tests for this system under test, a test suite is introduced. Based on the theoretical
background and the technical environment, requirements are specified for the technical implementation.
This catalogue of requirements is consistently referenced during the automation of the build and test
process.

2.1 Continuous Practices

In the past, the conversion of source code lines into functioning, mature products was generally
a laborious and manual process. Strict constraints depended on organisational responsibilities and
enterprise architecture [58]. With the popularisation of agile software development methods in the
late 1990s, this mindset changed with a new domain of software engineering: Continuous Practices.
By introducing organisational and technical measures, new systems were developed with the goal of
automatically compiling, integrating, testing and delivering software to the customer. Continuous
Practices are now considered the standard for automation techniques in the software industry. This
section provides a differentiated view of these practices and presents recommended approaches for
implementing them. [28, 59]

2.1.1 Terminology

While the emergence of these practices can be precisely dated, there is no precise consensus in literature
on how individual Continuous Practices relate to each other or how to implement them. They are
defined differently and interchangeably depending on the domain of the software project [54]. Due
to this dissent, there are difficulties in literature to critically evaluate the impact and significance of
Continuous Practices. This problem formed the basis for a literature review by Stahl, Martensson, and
Bosch, in which fundamental research was conducted on the definition of Continuous Practices. The
obtained results were evaluated based on the authors' practical experience. Their goal was to create a
consensus based on mainstream interpretations according to Humble [29], Fowler [16], and Duvall
[15] while reusing as many sources as possible. [59] The definition of Continuous Practices in this
subsection follows the results of this literature review.

Duvall et al. define a continuous process as a process that never stops once started. However, they
emphasize that a system automating all manual steps to create software will never run continuously.
Since the execution triggers of these systems are precisely defined, we are in fact discussing Continual
Practices. Nevertheless, they recommend keeping the term continuous, since it has become widely
accepted. [15]



2.1 Continuous Practices

Continuous Practices are organisational and technical measures enabling companies to release new
functions frequently and reliably. Its aim is to reduce the time between the occurrence and correction
of a defect, improving software quality. [54] These practices are further subdivided below.

Continuous Integration

The practice Continous Integration is one of the most discussed Continuous Practices. Integration is
in this context the process of combining separate source code artifacts, for example, within a central
version control system. Each developer in the project uploads his new source code and integrates it
with the old code base. [15] Continuous Integration, or Cl, is a developer practice. Team members
integrate their work frequently, typically at least once a day, which can result in multiple integrations
per day. Stdhl et al. based this definition on a widely cited mainstream publication by Fowler [16]. They
emphasize that Cl is an organisational practice, not a technical one. As this practice is also applied
on a larger scale, they speak of team members rather than developers, detached from organisational
structures. [59]

This practice is alternatively referred to as a philosophical approach [40] , synergetic sub-practices
[55], principles for the daily workflow [40] or series of software engineering practices [62]. Thus, Cl is
ultimately about the behaviour of team members. It is the daily workflow of the development team
that is governed by a set of principles. [59]

Continuous Delivery

In contrast to Cl, Continuous Delivery, or CD for short, is a development practice. Technical measures
keep the software in a delivery-ready state for the customer. [28, 59] The technical implementation of
CD are Continuous Delivery Pipelines, in short CD Pipelines or just Pipelines [16]. These consist of so
called Pipeline Components, a set of tools and scripts that ensure reliable and repeatable execution of
error-prone steps. A Pipeline is formed by defining causal dependencies between the available Pipeline
Components, in other words, specifying under what conditions, which Pipeline Component should
be executed. [29] Pipeline Components may include, for example, creating the software, testing in
various areas, creating documentation, licence verification and reviewing requirements. [54] The exact
scope varies depending on project requirements. Though most of the steps in a Continuous Delivery
Pipeline are automated, human interaction with the software product may occur. [29] Tasks, such
as manual quality assurance, might be unavoidable [54]. The maximum outcome of a CD Pipeline
is an evaluated Release Candidate — a new deliverable version of the software product. However, a
business decision may be made not to release the product. In Continuous Delivery, the actual delivery
to the customer is therefore a manual process, dependent on human decisions. [29]

A common component of a CD Pipeline is the so-called build. In general, a build includes all steps
required to create an executable program. The build process depends on the language used but usually
includes compiling the source code, linking libraries and packaging the product into an executable
format. [40] Other definitions include automated testing and deployment of the software among the
steps of the build as well [16]. Duvall organised these different definitions into a taxonomy. According
to this, a build being part of a CD Pipeline, converts the source code into an executable format and
performs so-called unit tests. These fine-granular tests are performed on isolated code units of the
source code at low-level. [15] For this purpose, Fowler established the concept of Self-Testing Code:
A simple command should be used to both build the software and run a series of low-level tests [16].
Any steps beyond this, such as tests verifying the entire system at a different level of abstraction,
become separate components in a CD Pipeline.
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A highly debated topic is the distinction between Cl and CD. One perspective considers the build
being part of Cl, since it logically occurs immediately after code integration. [54] A more differentiated
view defines the end of Cl when the code is handed over from the developer to the version control
system. CD is responsible for all subsequent steps. [36] This view is adopted in this thesis. Thus, the
borderline between Cl and CD is at the end of the team members’ activities and at the beginning of
the automatic tool chain. [59] Cl is therefore a practice, not a tool [29].

As seen, the practices Cl and CD are delimitable. Nevertheless, both are strongly interdependent
concepts. [36] An organisation can practice Continuous Delivery and implement the tools for a CD
Pipeline, but at the same time it can fail to convince its team members to integrate their changes on
a regular basis. [59] CD consequently requires Cl being practiced by the team. Conversely, Cl requires
the code base being checked for defects for each integration. [29]

Continuous Deployment

A third Continuous Practice mentioned in connection with CD is Continuous Deployment, or CDP
for short. Simply put, this is the operational decision to automatically deploy release candidates to
the customer. This enables shorter and more frequent release cycles. In contrast to CD, a successful
CDP Pipeline execution corresponds to a new version of the product, automatically provided to the
customer. Both financial and technical measures are required to establish this necessary trust in the
Pipelines. [29]. The deployment environment usually depends on the project’'s context, depending
on whether the customer is, for example, a web server visited thousands of times per day or the next
system integration stage in a regulated project. [28, 54| Implementing CDP is not within the scope of
this thesis.

In summary, CD is a pull approach with a company deciding when to provide what to the customer.
CDP, as a push approach, automatically and continuously transfers each successful integration to the
production environment. [54]

Cl/CD System

The technical combination of Cl and CD is the Continuous-Integration-and-Delivery-System, or Cl/CD
System for short [58], sometimes just referred to as Cl system [15]: At defined events, new source
code integrations are automatically received to subsequently execute CD Pipelines implemented in the
system. [58].

_____________________________________________________________________________

Job Execution System

Job Server Job Server
: Job Executor Job Executor i
Job |« Job |
' Job Scheduler i
Job < Job !

Figure 2.1: Setup of a Job Execution System consisting of Jobs, Job Executors, Job Servers and a Job
Scheduler.

One common technical implementation of a CI/CD System is the Job Execution System, or JES for
short. [55] The architecture of a Job Execution System is divided into three different parts, as shown
in figure 2.1. Atomic elements are jobs which need to be executed. In this thesis, this corresponds
to the execution of a Pipeline Component inside a CD Pipeline. The Job Executor is the instance
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executing the job and is also called runner, build agent [40], delegate [13] and even thing-doer [12]. If
the job is executed manually, the Job Executor corresponds to the human user. The Job Executor is
usually a separate application, capable of running on a different machine, allowing the architecture
to scale as well as separation of the different tasks and parallelisation. [15, 27, 40] The coordinating
instance for all Job Executors within a Job Execution System is the Job Scheduler. 1t decides when a
job is executed and by which Job Executor. The Job Scheduler is also referred to as coordinator, build
master [40] or Cl-Engine [55]. The physical machine on which a Job Executor is installed is called Job
Server. [35]

According to the definitions above, the Continuous Practices Cl, CD, and CDP can be visualised
as suggested by figure 2.2. Cl is the organisational prerequisite for implementing CD. To support
automatic and continuous software delivery to customer environments using CDP, CD Pipelines
orchestrated by a CI/CD System are required. [51, 59]

Polling for, Cl/CD-System Implementing
Changesf 1 & Executing

Cl CD

O o(rmly O
—)Product—:;)/K
= (ol

' Feedback

Figure 2.2: Interaction between the Continuous Practices Cl, CD, CDP and their technical implement-
ation, the CI/CD System.

2.1.2 CI/CD Best Practices

Dissent over the definitions of Continuous Practices complicates the scientific analysis of applying them.
[58] Based on the previous definitions, this subsection lists recommended approaches for applying
Continuous Integration and Continuous Delivery found in literature. These points have considerable
significance when specifying the requirements for the Pipelines to be developed.

The best practices listed below were identified using the following methodology: In the course of a
selective literature review, recommended approaches for implementing Continuous Practices of any
type were identified and collected in a list. Due to the ongoing scientific debate on the definition of
Continuous Practices, only sources demonstrated to be relevant based on practical experience were
used in the next step. This includes fundamental literature from Duvall [15], Fowler [16], and Humble
[29]. Additionally, a field report by Stolberg [62] was considered, who implemented a Cl/CD System
for the Pacific Northwest National Laboratory back in 2009. After reviewing the literature, all items
not involving Cl or CD were filtered out. The remaining approaches were separated into developer
and development practices according to their distinction in the previous subsection 2.1.1. To visualise
the results more clearly, they have been divided into four categories suggested by Soares et al. for
agile automation techniques [55]: “Integration Practices" concern the integration of new source code
with the shared code base. “Build Practices” summarise all organisational and technical measures
related to the build. In contrast, “ Test Practices" correspond to all actions evaluating the software
product, going beyond the build. Finally, “Feedback Practices" cover all topics providing feedback to
the user.
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The results of this literature review summarise relevant best practices for implementing Continuous
Integration and Continuous Delivery.

Continuous Integration

Due to the interdependence of Cl and CD, Cl best practices must also be mentioned in this section.
These points will be relevant when evaluating the implemented Pipelines from the developers’ point of
view in section 6.2.

Integration Practices

= “Use a single source repository": All files necessary to build the software product, as well as
all files related to the CD Pipeline, must be uploaded to a single central repository. [16, 29]

» “Integrate code frequently": Developers integrate their code into a repository whenever
possible, ideally at least once a day. [15, 16, 29]

» “"Work trunk-based": A linear way of working without branches is recommended when using
version control systems. Thus, each team member integrates with the same branch of the
central code base, the trunk. [29]

Build Practices

» “Establish a Self-Testing Build": A basic command line instruction should build a software
product and run all automatable tests. [16, 29]

» “Use private builds": All developers run builds on their local workstations before integrating
their code with the repository. This practice is occasionally criticised: If the uploaded
code is guaranteed to run, the need to automatically build the software in a Pipeline is
questioned. [15]

= “Defective products have highest priority": If a broken product is detected in the central
code base, fixing its defects has the highest priority. [15, 16] The term “defective” must be
defined individually for each project. For example, even a successfully built product can be
defective if certain tests were not successful. [29]

Test Practices

= “Develop tests alongside the code": Tests for new functionality should be developed in
parallel with the code to be integrated. This practice has its origin in the agile development
method Test-Driven-Development: Tests should be developed before the tested functionality.
This is to increase the internal quality of the software by allowing new functionality to be
tested immediately. [15, 29, 62]

» “If possible, automate tests": With as few manual steps as possible to evaluate a deliverable
product, the team’s workflow should rarely be interrupted. [29]

Feedback Practices

= “Check Pipeline reports": Reports generated by the CD Pipeline about the state of the
created product require to be consistently checked by team members. This helps to detect
anomalies and identify areas of improvement. [29] This practice demonstrates the discipline
required of team members to implement Cl.
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Continuous Delivery

Compared to Cl, the following practices do not directly affect team members, but are rather technical
advice for implementing CD.

Integration Practicess

= “No redundant Pipeline executions": The CD Pipeline should only be executed on clearly
defined events. For example a new integration with the code base or on a specified schedule.
[15, 16, 62]

» “Do not upload broken release candidates": If the product is broken, it should not be
uploaded to a repository connected to the CD Pipeline. [15]

Build Practices

= “Create a product": An executable product should be created in a Pipeline where the
function can be tested. [15]

» “Define build frequencies": Besides the trigger of the Pipeline execution itself, it should be
defined under which conditions a build has to take place. For example, a build can only
occur if certain files have changed.

Test Practices

» “Use a test suite": The product is supposed to be verified by tests in the CD Pipeline. For
this purpose, an appropriate test environment is recommended — for example a unit test
framework. Otherwise, a successful Pipeline execution is simply equivalent to successfully
assembling the source code into an executable format. [16, 29]

= “Define test frequencies": It should be defined when which tests are executed after the
Pipeline has already been triggered, similar to “Define build frequencies*. [16, 62]. This
topic will be revisited in the final section 6.3.

Feedback Practices

» “Stop Pipelines on error*: If an internal error occurs during Pipeline execution, the entire
Pipeline must be stopped and the team needs to be notified. [29] — similar to the Toyota
Andor Cord mentioned in the introduction to this thesis. [64]

= “Share the product with the team": After the Pipeline execution, the product must be
automatically made available to the team. [16, 29]

These elaborated recommended approaches for implementing Cl and CD — the CI/CD best practices
— form a general guideline for the implementation of CD in this thesis.

2.2 Technical Environment

One finding from practical experience is that the difficulties in implementing CD lie primarily in the
domain of the project. [54] These mainly occur in software projects with strict requirements for the
development process. In regulated software projects, the software interacts with other systems and
possible effects on third parties must always be considered.

In these projects, requirements and constraints for developing the software are usually specified by
external customers. This domain covers industries such as financial services or safety-critical systems
in aviation, medical technology and critical infrastructure. [8] In these fields, the introduction of new
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development techniques, such as Continuous Integration, has far-reaching consequences. Therefore,
regulations in the development process must be carefully considered before transformation processes
are started.

In the regulated software domain, a clear understanding of the current development environment is a
prerequisite for the adoption of new development technologies, such as Continuous Delivery [8]. The
technical context described in the following section reflects a regulated project of the military aerospace
company Airbus Defence and Space GmbH Manching. The scope of this project is to develop software
for an avionics system — a project typically found in the domain of regulated software development.
However, safety-critical classifications and necessary certifications are not considered within the scope
of this bachelor thesis.

2.2.1 The System under Test

The first part of this subsection describes the regulated software product which will be automatically
built and tested by the future Continuous Delivery Pipelines. All systems installed on an aircraft are
verified and validated based on their potential impact on safety. For the software of these critical
systems, the programming language Ada is conventionally used. [49] This language is characterised by
safe language design, comprehensive compile-time and run-time checks. The current certified edition
Ada 2012 fully supports object-oriented programming, provides support for system programming as
well as for real-time systems and enables verification of functional requirements. A free compiler GNAT
is offered by the Free Software Foundation. [17] AdaCore offers a compiler with a dual licensing model:
the paid GNAT Pro Compiler allows commercial use while the royalty-free GNAT Community Compiler
requires disclosure of source files for commercial use. [1]

A characteristic of regulated software products is their dependency on different infrastructure and
customer requirements. This leads to several product variants with the same software core additionally
being deployed on different hardware environments. [54] For the project of this thesis, a regulated
product exists in two different variants, called A and B with different use cases. A specifc variant can be
selected at build time. The variants share source code files, requirements and test cases. Furthermore,
both variants can be deployed on two hardware environments, Host and Target, also specified at
build time. Consequently, the software product can be built in the four different environment-variant
combinations Host (A), Host (B), Target (A) and Target (B). The software product must be configured
at runtime with a binary file. This Configuration File is used to set runtime specific parameters to
change the functional behaviour. The logical structure of the software product is shown in figure 2.3.

/ Software Product \
make

-variant Variant
-environment

Makefile

A

B

Ld

+ OR —

Software
Core

Software
Core

\

[ Configuration File ]

Figure 2.3: Logical structure of the system under test. The software product exists in two variants
for two hardware environments. To run the software, a binary Configuration File must be
loaded.

The so-called Target environment corresponds to the actual production environment of the customer,
an avionics computer. It runs VxWorks 7, a proprietary real-time operating system from Wind River

10
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Systems. [66] User-specific software runs in VxWorks as Realtime Processes, or RTPs for short.
[65] This means the functionality of the Target product is developed as RTPs. To build a Target
product that can run on the hardware platform, a so-called VxWorks Source Build (VSB) must first
be performed. This builds the VxWorks kernel libraries with specific functions for a particular CPU
architecture. This VSB is then used to build a VxWorks Image Project (VIP) that configures the
system with selected components. The final binary executable by the avionics computer hardware is
the VxWorks kernel image. This is created as the last separate step by integrating the user-specific
RTPs into the VIP. [67]

The second hardware environment is the Host environment. In this case, the production environment
is a Windows x86 machine. The product is a light-weight re-hosted version of the Target environment
software. Instead of the VxWorks kernel image, the software is delivered in the form of Windows-based
Dynamic Link Libraries, DLLs for short. They allow the software to be broken down into separate
components, loaded at runtime. [41] The software of the Host environment is executed in a simulation
framework. Simulators and emulators are a commonly used tool in the domain of regulated software.
This enables testing of the software product with less effort than execution on a hardware platform.
[30, 39] For this project, the Sirius simulation framework from Airbus Defence and Space GmbH will
be used. The Sirius runtime environment runs as a system process on an arbitrary Windows machine,
in this case on the CI/CD Server. It supports the application programming interfaces used by VxWorks.
Therefore Sirius can emulate the behaviour of real-time operating systems like VxWorks on a Windows
machine. To configure the Sirius runtime environment, an XML-based Sirius Manifest file is specified.

[4]

To create the software products, the build system GNU Make is used. This tool controls the creation
of executable programs from source code files. The configuration of this build process is done in the
so-called Makefile. [17] A parameter in the Makefile used for this thesis decides for which environment-
variant combination the software will be built. Based on this, the appropriate tool chain for building
the product is selected and executed. This build process does not contain any unit tests performed on
isolated source code units at low-level, which leaves only the conversion of source code files into an
executable format.
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Figure 2.4: Hardware infrastructure of the development environment of this thesis. All nodes are
connected via a local network.

A specific hardware infrastructure is required to produce this product. For this thesis, a prototypical
hardware setup was used within the same context of the given avionics project. This setup is illustrated
in figure 2.4. As mentioned above, the customer's production environment of this software is an
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avionics computer. In order to remotely power this hardware system on and off, it is connected to
a Power Distribution Unit, or PDU for short. This PDU provides an interactive web interface. The
software is developed on a Windows 10 server. This so-called VxWorks Development Server holds the
only available VxWorks licence for building the Target environment software. This VxWorks licence
is node-locked, which means that it cannot be migrated to a different server. In addition, an FTP
server is located on the VxWorks Development Server. Through this, the hardware platform obtains
the software product and the Configuration File for the Target environment. Furthermore, a centrally
available network drive is mounted on this VxWorks Development Server. The source code for the
product is managed in the version control program Subversion, or SVN for short. The project'’s files
are therefore stored centrally on a server, complying with the Cl best practice “Use a single source
repository” [29]. For the CI/CD Systems, on which the CD Pipelines will be implemented, another 64
bit Windows 10 server is available. Finally, an SNTP server exists for sending internal e-mails to the
development team.

2.2.2 AIDASS Test System

Crucial to the success of new functionalities in software products is the testing process. In fact, this is
the only way to objectively ensure quality and safety. [48]

Characteristic for the domain of regulated software are so-called hardware/software integration tests, or
HW/SW integration tests for short. The Radio Technical Commission for Aeronautics specifies in the
RCTA-DO178C standard that these tests shall be used to verify the correct operation of the software in
the production environment. [47] HW/SW integration tests have a high-level test granularity, meaning
it is not the source code itself that is tested, but the finished, executable software product. Possible
safety-critical requirements are mapped to corresponding hardware/software integration tests. [45]

Hardware/software integration tests generally have the following structure:

Given (Setup) A specific state of the system

When (Trigger) An action or event occurs

The state of the system has changed
or an output has been generated
Complies (Requirement) | Requirement mapped to test

Then (Verification)

Table 2.1: Typical structure of a hardware/software integration test. [45, 47]

Hardware /software integration tests have the property of replacing low-level source code tests, such as
unit tests, if they satisfy their requirements and functional coverage. Importantly, the converse does
not hold. [8, 47] Therefore, in the given avionics project, only HW/SW integration tests are performed
for both the Host and Target environments. In order to verify the system under test, a dedicated test
suite is needed.

A possible hardware/software integration test suite fitting the project of this thesis is the Advanced
Integrated Data Acquisition and Stimulation System, in short AIDASS' from the company Airbus
Defence and Space GmbH. This test suite is the interface between the test author and the system under
test. It was developed for aeronautical engineering systems to verify airworthy software in different
environments. For the scope of this project, the AIDASS functions for Test Script execution and
interface control are required. AIDASS provides a graphical user interface as a Windows application.
This user interface can be completely separated from the AIDASS test processing. For the project of
this bachelor thesis, the AIDASS Desktop Configuration without component separation is sufficient,
which means AIDASS runs completely on the CI/CD Server. [3]

!Version 19.0 is used in the given project..
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Non-real-time hardware/software integration tests are used for this project. These Test Scripts are text
files written in an AIDASS-specific scripting language. To run these files, they must be arranged into
a logical tree-like structure in AIDASS: Starting point is the Test Definition. This stores one or more
so-called Test Script Definitions as well as additional metadata. Each Test Script Definition, groups
one or more Test Scripts as so called Test Chapters. Only the entire Test Script Definition with all its
Test Chapters can be executed via the AIDASS GUI. However, individual Test Chapters can be enabled
or disabled within a Test Script Definition and receive user-defined parameters. [3] For this project,
all Test Scripts are written as black-box hardware/software integration tests. The executed software
product is stimulated via AIDASS messages and signals. The Test Scripts relevant for this thesis are
the same for the Host and Target environment, but variant specific. Consequently, there are tests for
variant A and for variant B. The Test Scripts of the Test Chapters are stored in the SVN repository.

The test results are logged by writing a so called AIDASS Log File for each executed Test Chapter
with all its console output. These text files are prefixed with “ALF_". The last section of an AIDASS
Log File contains an overview whether the hardware/software integration test passed or failed.

UDP_A.txt TCP_A txt AIDASS Test Definition

5\/';1/:2 o gvl;::: Test Script Definition /R

then:. then:. Wired Communication (Variant A) User

Test Scripts P Siri

10Hz_ A txt 20Hz_A.txt (in SUN) @ Test Chapter UDP |[Param] (I’:Ig;?)m irius

given: ... given: ... Test Chapter TCP [Pa a ]

when: ... ~ when: ... O e e - J

then: ... then: ... e

Test Script Definition
Wireless Communication (Variant A) Puse" Avionics

ALF_UDP_A.txt, |ALF_20Hz_A.txt rogram | nhevice

‘ O| Test Chapter 10Hz [Param] (Target)
measured: X | measured: X AIDASS |
expected: X expected: Y Log Files @ Test Chapter 20Hz [Param] |

PASSED FAILED

Figure 2.5: Components and structure of AIDASS test suite. Test Scripts are executed as Test Chapters
in Test Script Definitions, which are part of the Test Definition.

Figure 2.5 shows the relationships of the AIDASS structure in a simplified form using an example. Four
SVN-versioned Test Scripts for testing the communication of the product in variant A are given. For this
purpose, the two Test Script Definitions “Wired Communication® and “Wireless Communication® were
created in the AIDASS Test Definition. The Test Script Definition “Wired Communication” contains
the Test Scripts “UDP_A.txt" and “TCP_A.txt" as the Test Chapters “UDP" and “TCP". In the
same way the Test Script Definition “Wireless Communication” contains the Test Scripts “10Hz_A.txt"
and “20Hz_A.txt" as Test Chapters “10Hz" and “20Hz". As only the test chapters “UDP* and
“20Hz" are activated, only the two AIDASS Log Files "ALF_UDP_A.txt" and “ALF_20Hz_A.txt"
are generated when executing the Test Script Definitions. These files show whether the HW/SW
integration tests passed or failed.

Communication with the executed software product is implemented using AIDASS User Programs, in
short UP. This is a user-specific application that is integrated into the AIDASS test system through the
AIDASS UP Library, written in C. [3] In the project of this thesis, User Programs are used for signal
communication between the running software and the AIDASS Test Scripts. For this purpose, ports
are defined for the test system as well as for the tested software. User Programs exist in two versions
to communicate both with Sirius on Windows and to exchange signals with the Target environment
hardware via the LAN network.

In addition to the actual signal stimulation, each Test Script contains further manual steps. These
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are particularly relevant for future automation. At the beginning of each test execution, it must be
specified for which environment the UP is to be started. This specifies whether to communicate with
the Sirius Host environment or with the Target hardware. In order to configure the system under
test for a given state, the binary Configuration File, mentioned in the previous subsection 2.2.1, must
be loaded. To do this, the binary file must be copied to a specific directory and renamed. For the
Host environment this directory corresponds to the directory containing the DLL files, for the Target
it corresponds to the FTP server. This process takes place at the beginning of each Test Chapter
and can be repeated as often as required during the Test Chapter's execution. In order to actually
put the software into the state of the Configuration File, the system under test must be restarted
manually afterwards. In the case of the Host environment, the Windows process of the Sirius simulation
framework is restarted. For the Target environment, the avionics computer must be switched off and
on via the web interface of the PDU.

In addition to the manual configuration, there may be actual manual test steps besides the automatic
signal stimulation while executing a Test Chapter, for example, if user input is required to confirm
whether certain LEDs are lit on the hardware. Manual steps to test a system are not uncommon in
regulated software projects. For example, in Saab’s Grippen project mentioned in section 1.1, it was
necessary to manually verify that an icon lights up after a button is pressed. Also, non-functional tests
that require the judgement of a pilot could not be replaced by automated test cases. [39] The result is
a semi-automated testing process tailored by scripts and tools. [5]

2.3 Requirements for the Pipelines

Stahl and Bosch recommend the same structured approach to implementing Continuous Practices as
is commonly used in the development of software products in their respective domains. [58] Regulated
software projects are characterised in particular by the specification of requirements which must be
strictly adhered to during the technical implementation. For this reason, the requirements for the
CD Pipelines to be developed in this thesis as well as for the development process of these Pipelines
are formulated below. These requirements are based on the recommended approaches of Continuous
Practices as well as the given technical environment of this project described in the previous sections.
Furthermore, some requirements were specified by the given regulated avionics project.

However, no guideline exists in literature for formulating Continuous Delivery requirements. Stahl
and Bosch also identified this lack and refer to it as a major obstacle to the adoption of Continuous
Practices. [58] For this purpose, Balzert's widely cited textbook “Software Engineering", was used
to formulate requirements in natural language. [7] This implies that Tools such as formal language
templates are not used in this process. Furthermore, no distinction is made between functional and
non-functional requirements. With this in mind, the CD Pipelines to be implemented are specified in
the following eight categories. Requirements that originate from the given avionics project are marked
with a “** symbol.

1. CI/CD System:
*[REQ-1-1] The CI/CD System is implemented with two different Job Execution Systems.

*[REQ-1-2] Pipelines are executable on-demand in the Job Execution Systems for the following
environment-variant combinations: Host (AB) + Target (AB), Host (AB), Target (AB),
Host (A), Host (B), Target (A), Target (B).

*[REQ-1-3] All components of the Job Execution Systems run on the available 64 bit Windows 10
Cl/CD Server. An exception is the reuse of the VxWorks licence, see [REQ-4-2], which is
located on the VxWorks Development Server.
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2.
*[REQ-2-1]
[REQ-2-2]

[REQ-2-3]

3.
[REQ-3-1]

[REQ-3-2]

*[REQ-3-3]

4.
[REQ-4-1]

*REQ-4-2]

[REQ-4-3]

5.
[REQ-5-1]

*REQ-5-2]

6.
[REQ-6-1]

[REQ-6-2]

[REQ-6-3]

Pipeline in general:
A Pipeline does not contain any manual steps.

Pipeline Components are implemented independently of the Job Execution Systems and
are reused across the Pipelines. This is a fundamental decision for this project allowing a
systematic modelling of the Pipeline Components according to Stahl et al. [58].

An error in the Pipeline stops its execution, which implements the best practice “Stop
Pipelines on error".

Repository:

The Pipelines of this project obtain code from the trunk of the existing SVN repository,
which is a derivative of the Cl approach “Work trunk-based”.

Pipeline Components are implemented independently of the version control system used.
Like [REQ-2-2], this enables generic tool development.

The Pipeline Components are versionized in the SVN repository. The execution of a
Pipeline has no effect on the SVN repository. This requirement was influenced by the best
practice “Do not upload broken release candidates".

Build:

Any environment-variant combination can be built as recommended by the “Create a
product” practice.

The Target build reuses the existing VxWorks licence located on the VxWorks Development
Server.

The existing build process remains unchanged to enable the Cl best practice “Use private
builds".

Delivery:

After a successful build, the built software product is made available to the team,
implementing the “Share the product with the team" practice.

The integrity of the software delivered to the team is protected by a checksum. This is a
prerequisite for implementing the best practice “No redundant Pipeline executions® in the
context of requirement [REQ-7-2].

Test:

Selected hardware/software integration tests are automatically executable in AIDASS. This
implements the best practices “Use a test suite” and “If possible, automate tests".

All hardware/software integration tests are executable on-demand without a Pipeline. This
is an extension of the best practice “Use private builds®,

The location of the tested software is arbitrary and not bound to the working environment
of the Pipeline. This enables flexible test execution on-demand according to [REQ-6-2].
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7.
[REQ-7-1]

*[REQ-7-2]

Pipeline trigger:

An external Pipeline trigger initiates a Pipeline execution at a specific event, such as
a new code integration or a defined schedule. [15] Which external trigger is used for
which pipeline is only specified after evaluating the Pipeline implementations of both Job
Execution Systems. This ensures the practice “No redundant Pipeline executions”.

In contrast, internal Pipeline triggers are only evaluated at Pipeline runtime, after the
Pipeline has already been triggered externally. [15] In the context of this thesis, internal
Pipeline triggers determine under which conditions a software product is built, tested, built
and tested, or neither built nor tested. These internal pipeline triggers are implemented
according to the following table 2.2. This is also a direct implementation of the best
practices “Define build frequencies”, “Define test frequencies”, as well as “No redundant

Pipeline executions".

Repository changes Product integrity Error events
No Modified | Modified | Checksum | Checksum Build Pipeline
Change Code Tests OK NOK Failed Failed
Build X X
Test X X
Table 2.2: Definitions of the internal Pipeline triggers.
8. Notifications:

[REQ-8-1]

*REQ-8-2]

E-mail notifications are sent after each Pipeline execution to a customisable set of recipients.
This is a prerequisite for the Cl best practice “Check Pipeline reports”.

The email of a successful Pipeline execution always contains the result of the last N builds
performed, where N is an arbitrary integer.

*[REQ-8-3] The email of a successful Pipeline execution with tests performed contains ...
*[REQ-8-3-1] ... a numerical summary of the current test results,
*[REQ-8-3-2] ... a listing of all current failed Test Chapters,
*[REQ-8-3-3] ... a list of all Test Chapters which have changed their result within the last IV test

executions, where N is an arbitrary integer.

All these requirements taken together form the basis for the entire technical development of the Pipeline
Components as well as their assembly as specific Pipelines. As such, they provide the foundation for
the entire thesis.
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In the domain of regulated software, the focus is on fulfiling firmly specified requirements. The
implementation of these requirements presupposes their understanding by all stakeholders involved. [8]
A popular tool in requirements engineering is modelling processes visually. Various diagrams are used to
illustrate the requirements for a system from different perspectives, such as behaviour, communication
and dependencies between system entities. In the domain of regulated software, this culminates in
approaches such as Model-Based Systems Engineering, with the goal of replacing system specification
by means of documents with interactive modelling. [69]

For this reason, this chapter develops a suitable visual model for the development of Continuous Delivery
Pipelines based on the previously specified requirements. For this purpose, the framework Cinders for
modelling Continuous Delivery Pipelines is presented. Based on the formulated requirements, Cinders
is used to systematically design a visual concept of the causal dependencies as well as the data flows
of the Continuous Delivery Pipelines. These models form a visual template for developing the Pipeline
Components and implementing them as Pipelines.

3.1 Modelling Framework Cinders

Cinders is a framework for designing and describing Continuous Delivery Pipelines. It was published
in 2017 by Stahl and Bosch. The framework is designed to support the systematic planning and
documentation of CD Pipelines. Especially in the early days of Continuous Practices, an increasing
amount of literature was published on its approaches, tools, practices and challenges by both the
industry and the research community. [54] The only option to model Pipelines was through the Unified
Modeling Language, UML for short — an established software engineering tool. However, when
modelling Continuous Delivery Pipelines with UML, the authors deviated from the standardized UML
notation. This situation motivated a research group led by Stahl and Bosch to create the Cinders
framework, a combination and optimization of the authors’ previous modelling frameworks. The basic
idea of Cinders is to represent both the logical relations and the data flows in Pipelines on different
abstraction levels. The components of Cinders relevant to this thesis are explained in the following.
[58]

The atomic entities of Cinders form so-called nodes as conceptual units. These are used to represent
repositories, activities, tasks and triggers. Each node contains a short descriptive name. In the context
of this thesis, the nodes are general classes that can be applied in different contexts.

= Crucial Pipeline Components with a direct impact on the creation and verification of the software
product, such as builds and tests, are represented as rectangular activity nodes.

= Trivial Pipeline Components which are insufficient for the activity node are represented as
octagonal® task nodes. An example of this is the handling of Pipeline metadata.

= Representative of the Pipeline's data sources is the triangular repository node.
= External events, such as triggering the Pipeline, are represented as circular triggering nodes.

These nodes are grouped into viewpoints. Each viewpoint depicts the CD Pipelines from different
angles. The two viewpoints shown in figure 3.1 are relevant for modelling the CD Pipelines of this
thesis:

Stahl and Bosch actually define the task node as a hexagon in their paper in contrast to their figures where they
illustrate it as an octagon. [58]
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= The Production Line Viewpoint shows the data flows between classes with dashed arrows. This
shows how artifacts and information pass through the Pipelines. The Production Line Viewpoint
serves as a template for developing the Pipeline Components in chapter 4.

= In contrast, the Causality Viewpoint represents triggering relationships in the Pipelines by solid
arrows. In this thesis, the Causality Viewpoint is used to model the logical dependencies between
the Pipeline Components in section 5.3.

Production Line Viewpoint Causality Viewpoint

Data flow
3 Activityf--------3 Task Activity
E EData
: 1 flow
" Dataflow  / Repo

Figure 3.1: While the Production Line Viewpoint (left) represents the data flows between the nodes,
the Causality Viewpoint (right) visualises the causal dependencies.

Viewpoints can be extended by optional /ayers, adding additional information if needed. Layers can
be combined freely. For this thesis, the following layers shown in figure 3.2 are used along with the
Production Line Viewpoint when developing the Pipeline Components in chapter 4.

= The Physical Layer is used to visualise the physical environments. The physical location of the
node, such as a particular server, is represented by a coloured background with a title.

= The Confidence Layer adds two boxes F and N to the activity nodes. Their colors correspond
to how much a node contributes to the functional and non-functional verification of the Pipeline
product: grey (no contribution), yellow (moderate contribution), green (much contribution).

[58]
Physical Layer Confidence Layer Physical Layer + Confidence Layer
(Production Line Viewpoint) (Production Line Viewpoint) (Production Line Viewpoint)
Server 1 Server 2 Server 1 Server 2
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Figure 3.2: The Physical Layer shows the hardware environment, while the Confidence Layer illustrates
the contribution of an activity to the verification of the product.

3.2 Modelling the Pipeline Sections

In the context of this thesis, Cinders is used to model CD Pipelines and their components. The
elements of a CD Pipeline vary for each project. For example, a CD Pipeline according to Shanin et
al. includes the following Pipeline Components in this order: build, code analysis, documentation
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generation, testing, legal compliance assessments, licence verification, and requirements review. [54]
In contrast, in Stolberg’s CD Pipeline for example, automatic testing is performed directly after the
build, while the build is published to a public location for the team and the team is notified by email
with a report of the activities. [62] As such, no generally accepted standard exists for a CD Pipeline
and its components. They depend solely on the given project requirements. [54]

The CD Pipelines for the purpose of this thesis result directly from the formulated requirement [REQ-
1-2]. According to this, Pipelines must be developed for seven environment-variant combinations.
To do this, it is helpful to develop a general-purpose CD Pipeline that already contains the common
Pipeline Components shared by all seven Pipelines. This generic Pipeline is representative of a single,
arbitrary environment-variant combination. The components of this generic Pipeline are combined,
repeated, or adapted depending on the structure of the seven specified CD Pipelines.

Below, the generic CD Pipeline is divided into three major sections. The data flows between the
Pipeline Components are modelled for each section using the Production Line Viewpoint as suggested
by Stahl and Bosch [58]. Nodes that do not belong to the respective section but are relevant for
the overall understanding of the section are shown transparently and with a dotted outline. This
serves as a template for the development of the Pipeline Components in chapter 4. The Causality
Viewpoint is used to describe the causal processes and internal triggers of the nodes for each Pipeline
section. Trigger arrows between nodes are only labelled if different nodes can be triggered or a label
is required for better understanding. With the help of this viewpoint, the Pipeline Components are
integrated into seven CD Pipelines implemented in two Job Execution Systems in section 5.3. In
addition, the contribution of each activity to the functional as well as non-functional completeness of
the product is visualised through the Confidence Layer. The Physical Layer will be added when the
actual development of the Pipeline Components takes place and is derived from the overall context.

Build Section

At this point, the definition of the build from the subsection “Continuous Delivery" in subsection 2.1.1
is revisited: The build is the creation of the software product with the new changes that the team has
integrated as well as the execution of unit tests. Since the technical environment described in section
2.2 does not provide for unit tests, these are omitted. Everything beyond this are separate steps in the
Pipeline. For this section, the delivery of the software product to the team is also added to the Build
section, since according to [REQ-5-1], delivery is directly linked to the build.

Consequently, the Causality Viewpoint, shown in figure 3.3, results.

Checksum ol Build
Verify mismatch System F [—;uﬁ;t OK Deliver Copy Build
—> . EEE—

Checksum Build Results Build No new code for Test
New code & Checksum
mismatches

Pipeline Synchronize . . > Create

Build failed
Schedule Repos Repository ».  Report

Figure 3.3: Causality Viewpoint of the Build section

First, the software product must be built according to [REQ-4-1] for each environment-variant
combination. This is a non-trivial core component of the Pipeline and is therefore represented as
the activity “System Build". Successful compilation is a first indication of the product’s functional
completeness. Therefore, the node’s confidence layer receives a yellow "F*. However, since no statement
can be made about non-functional completeness, the “N* remains grey. The triggers of this node can
be read from the “Build" row in the table 2.2 of [REQ-7-2]:
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3.2 Modelling the Pipeline Sections

= The product is built when new source code is available in the “Repository”, represented as a
repository node. According to [REQ-3-2], the Pipeline must be implemented independently of
the version control system. The “Synchronise Repos" task ensures this by synchronising the
integrations to a version control system independent state.

= A build is also triggered if the product made available centrally according to [REQ-5-2] does not
match its stored checksum, for example, if the product was accidentally overwritten or deleted.
This is checked by the task “Verify Checksum®,

Internal triggers are evaluated after an external Pipeline trigger occurred. Deciding which external
trigger to use, will be discussed after the implementation of the Pipelines, see section 6.2. Therefore,
the trigger node “Pipeline Schedule" is used representative of an external pipeline trigger in the
Causality Viewpoint. After the build, the task “Collect Build Results" logs whether the build was
successful or not, which is part of the Result section described further below in this section.

As mentioned at the beginning, the Build section additionally contains the delivery of the software to
the team, according to [REQ-5-1]. At the same time, a checksum must be calculated over the newly
built software to protect its integrity, due to [REQ-5-2]. Both activities have no functional impact on
the software product. Therefore, the representation as the task “Deliver Build" is sufficient. However,
if the build fails, all remaining steps after the “Collect Build Results" task are skipped according to
the "Build Failed" column in the table of [REQ-7-2].

Furthermore, the Production Line Viewpoint shown in figure 3.4 applies to the Build section.

The origin of the source code files for the build is the “Repository”. The built software product is
made centrally available on the “Network Drive" to the team through the “Deliver Build" task. The
integrity of the product delivered on the network drive is protected by the “Verify Checksum® task.

Verify Deliver |~ System FEL > Cgl\llﬁzt
Checksum Build Build ek

Repository

Figure 3.4: Production Line Viewpoint of the Build Section

Test Section

Hardware /software integration testing is performed according to the Causality Viewpoint shown in
figure 3.5.

Collect
F
i > Test

Int. Tests Results

A

Deliver
Build

Copy Build
for Test

New tests

Repository

Figure 3.5: Causality Viewpoint of the Test Section

Before testing, it must be considered that according to [REQ-6-3], the tested software can be located
arbitrarily. Therefore, the “Copy Build for Test” task must provide the product first to the AIDASS
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3.2 Modelling the Pipeline Sections

test system before testing can be performed. The triggers for this activity are derived from the “Test"
row in the table of [REQ-7-2]:

= Testing is performed when new code is available and the previous build did not fail. If the build
fails, the Test section is skipped, as can be seen in the Causality Viewpoint of the Build section.

= If there are only new tests, the software will not be built, but hardware/software integration
tests will be executed.

The actual test execution is subsequently performed in AIDASS. The HW/SW integration tests
performed in the activity “HW/SW Integration Tests" contribute strongly to the functional completeness
of the product. Following the color scheme of the Confidence Layer, the “F" in the "HW /SW Integration
Tests" activity is therefore coloured green. Similar to the Build section, the task “Collect Test Results"
logs the test results after the “HW/SW Integration Tests" activity which is also part of the Result
section described in the next section.

For the Test section, the Production Line Viewpoint in figure 3.6 applies.

Before testing is conducted, the "Copy Build for Test" task copies the software delivered to the
network drive to an “Environment Specific Location". Specific CD Pipelines will distinguish between
the Host (local) and Target (FTP) directories. AIDASS obtains the tests to be executed from the
“Repository".

Copy Build

Environ.

for Test
Specific Loc. orte

Repository

A 4

Collect
F
A | - » Test

Int. Tests Results

Figure 3.6: Production Line Viewpoint of the Test Section

Result Section

In order to send an email report of Pipeline results after each Pipeline execution according to [REQ-8-1],
the logical relationships of the Causality Viewpoint shown in figure 3.7 are required.

Build Failed
System Cgﬂﬁgt Deliver Create G Archive Send
Build Results Build No new code Report Results Notification
& Checksum
i A A A
mismatches No new code & Pipeline
HW/SW Collect o No new tests & Error
Integration Test Pipeline Checksum matches L~ Any
Tests Results Schedule Node

Figure 3.7: Causality Viewpoint of the Result Section

After collecting the Pipeline results in the tasks “Collect Build Results” and “Collect Test Results”
a Pipeline report is created by the task “Create Report”. Up to this task, all steps of the previous
sections can be repeated as often as needed, for example, in a CD Pipeline building and testing
multiple environment-variant combinations. To draw a conclusion about the last N results according
to [REQ-8-2] and [REQ-8-3-3], the current build and test results are permanently stored by the
task “Archive Results”. As the last step of a Pipeline, the task “Send Notification” sends the Pipeline
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3.2 Modelling the Pipeline Sections

reports to a freely definable group of recipients as an email, following [REQ-8-1]. A blank email is
sent if an internal error occurred during the Pipeline execution or if no internal trigger was activated.

For this final section, the Production Line Viewpoint shown in figure 3.8 applies.

S Collect )
ySt_Cm ----- Build = |€-------emnn Local Create . Archive Send
Build Results File System Report T G Results " Notification
A A HN
HW/SW Collect : ! |
Integration r---- Test  [€------------' il D ERCEETECEEPEPEERPEEE
Tests Results :

Figure 3.8: Production Line Viewpoint of the Result Section

To provide a history of the last N results according to [REQ-8-2] and [REQ-8-3-3], the previously
stored N — 1 results must be retrieved in the tasks "Collect Build Results” and “Collect Test Results".
This data is obtained from the “Local File System" and updated with the current result. By using this
data, the task “Create Report" generates a report about the last N build and test results. The "Archive
Results" task permanently stores the current build and test results in the “Local File System" repository
node, where they will be retrieved in the next Pipeline execution. The task “Send Notification" sends
all Pipeline reports created by the potentially multiple “Create Report” tasks or a blank mail.
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4 Development of the Pipeline Components

The centerpiece of a ClI/CD System consists of one or more Continuous Delivery Pipelines. They are
critical to the practical success of implementing Continuous Practices in a project. [54] However, the
industry case study conducted by Stahl et al. did not find a ready-made solution for implementing
Pipelines. [59] The tools offered for CD Pipelines usually address an isolated part of a large problem
area. Therefore, CD Pipelines usually consist of similar but differently configured tools in different
constellations. These Pipeline Components are mostly customised and self-tailored software solutions.
[58] Developing these components is a non-trivial and cost-intensive task. It is no coincidence that
Google and Mozilla estimate their CD Pipelines to be worth millions of dollars. [15]

In the course of this chapter, these individual Continuous Delivery Pipeline Components are developed.
The basis for this are the requirements formulated in section 2.3 together with the Production Line
Viewpoints modelled using Cinders afterwards in section 3.2 to represent the data flows. These
Pipeline Components are assembled into the seven CD Pipelines specified by [REQ-1-2] using two
Job Execution Systems in section 5.3. Ideally, a Pipeline Component represents a Cinders activity or
task node by a script which can be executed in Pipelines.

4.1 Development of the Build Section

In this chapter, the Pipeline Components of the Build section are developed, which is shown in the
Production Line Viewpoint, together with its physical and confidence layers in figure 4.1. The first step
is to develop a concept that ensures independence of the version control system SVN, corresponding to
the “Synchronise Repos" task. Afterwards, the tools of the “System Build" activity are implemented
for both the Windows-based Host environment as well as the VxWorks hardware platform of the Target
environment. Finally, Pipeline Components are developed to deliver the built product to the team
through the “Deliver Build" task, while ensuring its integrity with a checksum in the “Verify Checksum*
task. However, this section does not cover managing the build result in the “Collect Build Result"
task. The development of this task, as well as the “Collect Test Result” task in the Test section, is
described when developing the Pipeline Components of the Result section in section 4.3.

Cl/CD-Server VxWorks License Server
(if Target Build)

_ ) Il
Verify Deliver pa— System Fll > Cguﬁ;t
Checksum Build Build Results

Repository

Figure 4.1: Production Line Viewpoint of the Build section with the Physical and Confidence Layer.

4.1.1 Git-SVN Synchronisation

Prerequisite for the development of the Pipeline Components in this thesis is independence of the
used version control system SVN according to [REQ-3-2]. Accordingly, it should not matter for the
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4.1 Development of the Build Section

developed Pipeline Components from which version control system the code originates. To simplify
the problem, relevant version control systems other than SVN will be identified. The source for this
information is the “Stack Overflow Survey”. This is an annual survey conducted by the software
development forum Stack Overflow. Due to the representative number of over 70 thousand participants
as well as the methodology and analysis of the results, this repeatedly conducted survey is one of the
most significant in this field. According to the most recent conduct at the time of this thesis, the
Stack Overflow Survery 2022, Git is by far the most widely used version control system with 93.87 %
percent. SVN follows in second place with just 5.18%. This is followed by the user group that does
not use any version control system at all, with 4.31%. With 1.13%, the Mercurial version control
system represents a negligible share. [57] These ratios are shown in figure 4.2.

Git | | 93.87

SVN [ ]5.18

| don’t use one || 4.31

Mercurial [ 1.13 ‘ ! ! !
0 20 40 60 80 100

Percentage %

Figure 4.2: Git is the most used version control system according to the Stack Overflow Survey 2022.
[57]

At this point the difference between Git and SVN should be explained: Apache Subversion, short SVN
is a centralised version control system. All source code is maintained on a single server. Users can
use Checkout to copy the current state of the repository to their computer or update a copy, make
changes and check-in those changes back to the central server, as long as the unchanged files are
up-to-date.

In contrast, Git is essentially a decentralised version control program. Theoretically, a team does not
need a server to version the source code. Instead of a copy of the current state, Git creates a Clone of
all of another user’s files. A Commit adds locally changed files to the local copy. As long as the file
changes are not shared with other users, they exist only in the local copy. In order to share Commits
with another user, they must be Pushed to the other user's local copy. However, especially with the
popularisation of CI/CD, a centralised workflow has also become prevalent with Git. A Git user, usually
an online third party, is chosen as the central repository. This is the only repository where files are
shared and copied to. Furthermore, Git prohibits sharing changes with this central single source of
truth repository if the same files have already been changed there in the meantime. This centralised
workflow of Git corresponds to the underlying idea of SVN.

Based on these survey results, it is questionable whether it makes sense to consider version control
systems other than SVN and Git. Moreover, as noted later in section 5.1, every currently available Job
Execution System supports Git. This means that the respective Job Execution System either houses
a centralised Git repository or can be directly connected to an existing one. For these reasons, this
thesis defines the term version control system independent as such that only Git and SVN must be
supported.

This definition can be represented in the UML state diagram 4.3: If a centralised Git repository is
used as the version control system in the project, it can be directly used in a Job Execution System
according to section 5.1. However, if SVN is the version control system used, as in the case of this
thesis ([REQ-3-1]), it depends on whether the Job Execution System supports SVN. If this is the
case, SVN can be used in the same way as Git. Otherwise, the SVN repository must be synchronised
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4.1 Development of the Build Section

with a central Git repository which is used by the Job Execution System. The reverse direction is not
relevant according to [REQ-3-3].

VCS independence)

( Synchronization

JES supports SVN
Source Code
accessible for

JES

JES only supports Git SVN-Git

Synchronization

t

SVN repository centralised Git Repository
used in project T used in project

Figure 4.3: To achieve version control system independence, the SVN repository must be able to be
converted to a Git repository for JES that do not support SVN.

Exactly this synchronisation between the SVN server and a central Git repository is the topic of this
subsection. In the following, a distinction is made between two cases. Either the synchronisation takes
place directly in the Pipeline through the task “Synchronise Repos” of the Production Line Viewpoint
in figure 4.1 or is performed automatically by an external application.

Internal Synchronisation

In the case of internal synchronisation, new SVN changes are transferred to the central Git repository
as a dedicated Pipeline step. Thus, synchronisation takes place in the workspace of the executing Job
Execution System after the Pipeline has been triggered. In the following, three different approaches to
solve the problem of internal synchronisation are presented.

Pipeline Workspace

(2) SVN Checkout SVN Checkout

Inside Cloned
Empty Git Repo.

(1) Git Clone Empty
Centralized
Git Repository

SVN
Server

\ 4
A

Figure 4.4: In the first approach, each Pipeline execution checks-out the full SVN repository into an
cloned empty Git repository.

One idea is to maintain a remote Git repository that always remains empty, as shown in figure 4.4.
Each time this repository is cloned into the local workspace (1), a completely new SVN Checkout is
performed into this cloned empty Git repository (2). This is the simplest solution to access the files
of the SVN repository in a Git-based Job Execution System. On the other hand, the SVN Checkout
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4.1 Development of the Build Section

is never committed to the remote Git repository. Since the next Pipeline execution clones again an
empty Git repository, no file changes can be detected. This does not enable the implementation of the
internal triggers according to [REQ-7-2].

The second approach, shown in figure 4.5, extends the previous idea. Similarly, the SVN data is
retrieved in a local copy of the Git repository (2). In contrast to the first solution, all SVN data is
then initially transferred to the remote Git repository (3). With each following Pipeline execution, the
Git repository with the latest SVN state is cloned (1). Consequently, only the latest SVN changes
need to be retrieved (2) instead of checking-out the entire SVN repository as it was the case in the
first approach, resulting in a better performing solution. After this, new changes are committed to
the remote Git repository (3). By committing the new SVN changes in (3), an condensed change
history is created inside the remote Git repository: all SVN changes at the time of Pipeline execution
are translated into a single Git Commit.

Initial: T
Pipeline Workspace
S P (1) Git Clone
2) SVN Checkout h
SVN @) > SVNln(;::je:kOUt Centralized
3) Git Push A A
~sfilfr J Cloned Git Repo. (3) > Git Repository
Regular Pipeline
Execution: Pipeline Workspace
N P (1) Git Clone

— (2) SVN Update | SVN Checkout
. J ” Inside
- erver Eloned Git Repqr./

_ Centralized
(3) Git Push > Git Repository

Figure 4.5: In the second approach, an SVN repository is initially committed to the Git repository.
Further Pipeline executions fetch only the latest SVN changes.

A direct translation of an SVN repository into Git is possible with the tool git svn, shown in figure 4.6.
This tool integrated into Git enables a bidirectional transfer of changes between a Subversion and a
Git repository. Initially, the SVN repository is Cloned directly as a Git repository (1). The crucial point
is that git svn interprets the SVN server as a remote Git repository by default. In order to receive
files from the SVN repository, the central Git repository must be added as a second remote repository
initially (2). With each Pipeline execution, after cloning the remote Git repository (1), latest SVN
changes are synchronised with the local Git repository in the workspace (2), then uploaded to the
central Git repository (3). Since the Git-integrated tool git svn is tailored for translation of a Subversion
repository, no additional overhead is required. Furthermore, it would be possible to translate SVN
branches into Git remote branches, although this is not required according to [REQ-3-1]. In addition,
SVN users can be transferred to Git users if user management is required. The Migration Scripts by
Atlassian provide detailed support for this [6].

To implement the internal triggers according to [REQ-7-2], it must be checked whether certain files
have changed since the last Pipeline execution. For example, the tests are triggered when there are
updated test files in the SVN repository. For this purpose, Job Execution Systems generate a so-called
Changeset directly after cloning the connected repository.
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Figure 4.6: The third approach uses git svn to transfer the SVN changes to Git.

As shown in figure 4.7, in a Git-based Job Execution System, this happens as the second step after
cloning the centralised Git repository (1). Based on this Changeset, internal Pipeline triggers are
evaluated that are expecting file changes. [19] However, as shown exemplary for the third internal
synchronisation concept, the Changeset is created before the latest SVN changes have been committed
to the Git repository. To be precise, a Git-based Job Execution System would not detect these new
SVN changes until these changes are included in the Changeset of the next Pipeline execution. As a
result, the internal triggers according to [REQ-7-2] are delayed.

Regular Pipeline f~--______- -

Pipeline Workspace

Execution:

Changeset

~ -7

A0 (1) Git Clone

»i
Synchronised | ;
. 1 _ Centralised
(3) Git SVN Rebase || Git-SVN (4) Git Push | Gjt Repository
> Repository 7

Figure 4.7: After the initial copy of the repository (1), Job Execution Systems register all new changes
since the last Pipeline execution in the so-called Changeset.

External Synchronisation

External synchronisation uses a program which automatically detects changes on the SVN server
and commits them to the Git repository. These steps can be performed on any machine reaching
both repositories and are neither related to the Pipeline nor the Job Execution System. This way,
the repositories are already synchronised at the time of Pipeline execution and no additional steps
within the Pipeline are necessary. TMate SubGit is the only tool available for this purpose. SubGit is
a continuously running process which automatically detects a SVN Check-In and converts it into a
Git-Commit.

SubGit supports the so-called two-way mirroring. As shown in figure 4.8, an SVN Check-in (1) is
automatically detected by SubGit (2). Subsequently, the SVN Check-in is converted by SubGit into
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a Git-Commit and committed into the local clone of a remote Git repository. Just as the central
Git workflow was described above, this local Git repository is then synchronised with the remote Git
repository. Technically, SubGit only handles the synchronisation between the SVN server and the local
Git repository, meaning the first way of the two-way mirroring. [63] Committing the changes to the
remote Git repository (4) — the second way of the two-way mirroring — is done using a so-called
Git post-receive hook, which is automatically triggered after the SVN changes have been committed
to the local Git Repository (3). Besides a 30-day trial and a paid subscription model, there is a free
SubGit version for up to 10 Git users with no user management and limited support. [18, 63]

(1) SVN
Check-In
D, (2) Polling ‘) (4) Git Push
D Post Receive Hook
SN (3) Synchronize SubGit > Local (Post Receive Hoo )} Centralized
Server > Git Repository Git Repository

Figure 4.8: SubGit automatically detects SVN Check-ins and translates them into Git Commits.

With the help of external synchronisation via SubGit, the Changeset problem mentioned above is
irrelevant, since the central Git repository is up to date with the SVN repository at the start of each
Pipeline execution. Furthermore, it is now possible to trigger a Pipeline in a Git-based Job Execution
System through an SVN Check-in, since SubGit performs the synchronisation automatically. This
external synchronisation ensures the version control system independence defined above. Therefore,
the Pipeline Components developed below can be integrated in the Job Execution System, whether
the system supports SVN or Git.

4.1.2 System Build

After repository independence is ensured, the core element of the Build section follows: building the
software product. This corresponds to the “System Build" activity of the Production Line Viewpoint in
figure 3.4. According to section 2.2, the process for building the software product is based solely on given
Makefiles. For both environments Host and Target exists a toplevel Makefile. Each can be specified
for the variant A or B. This parameterisation triggers the build process for an environment-variant
combination. Besides the use of Ada compilers to assemble the source code, this process includes
Windows-based tools. In the following the automation of this build process is described. A distinction
is made between the Windows x86 Host environment and the VxWorks Target environment.

Windows Build

As described in section 2.2, the software product of the Host environment must be built for Windows
x86. The functionality of this product is almost identical to the Target product which is delivered to the
customer. The goal of this re-hosted product is to enable light-weight testing using the Windows-based
Sirius simulation framework. For the Sirius software-in-the-loop staging environment, dynamic library
files are generated in the Makefile through GCC and gnatmake tool chains. By migrating these tool
chains to the Windows 10 CI/CD Server, no further customisation is required. The Makefile for the
respective variant is started by two simple batch scripts.

As mentioned above, these batch scripts for the Host environment correspond to the “System-Build"
activity of the Production Line Viewpoint in figure 3.4.
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4.1 Development of the Build Section

Remote VxWorks Build

The operating system for the product of the Target is the proprietary real-time operating system
VxWorks 7 from Windriver [66]. As described in section 2.2, the software product is in this case a binary
file that runs directly on the avionics computer. The software is uploaded to the hardware-in-the-loop
staging environment over the network using an FTP server.

To build the product for the Target environment, the Makefile performs a complete VxWorks sourcebuild
of the operating system. This build process is significantly more complex compared to the build
process of the Host environment. The prerequisite for this is a node-locked VxWorks licence tied to the
VxWorks Development Server. The actual difficulty arises from the requirement [REQ-4-2]. On the
one hand, reusing the licence enforces that the build must take place on the VxWorks Development
Server. On the other hand, the build must be orchestrated by Job Execution Systems on the CI/CD
Server. This results in the following necessary steps:

1. First, the source code artifacts to be built and the required Makefile must be loaded onto the
server holding the VxWorks licence.

2. To initiate the build process, the Makefile must be started remotely by the ClI/CD Server. At
the same time, the progress of the build process must be monitored on the Cl/CD Server.

3. After the build, the product must be available for subsequent Pipeline Components on the
network drive mounted on the VxWorks Development Server.

These steps could be easily executed if a Job Executor is installed on the VxWorks Development
Server. To execute the build, the source code files must be transported to the workspace of this Job
Executor (1). The Job Executor then performs the build (2) and, if successful, transports the built
product onto the network drive (3). All steps could be controllable directly from the Job Execution
System. However, this approach violates [REQ-2-2], since each Job Execution System uses different
Job Executors. Consequently, a specific Job Execution System would have to be chosen at this point.
This means, this can be adopted once a decision has been made in favour of a specific Job Execution
System.

In order to remain independent of the used Job Execution System, the remote build process can
alternatively be coordinated with built-in Windows tools. In this generic approach, all steps are
controlled by the ClI/CD Server. The individual steps are illustrated in figure 4.9.

Network Drive Cl/CD-Server
target__build.ps1
Source Code |« (1) S P
roboco : Source Code + Makefile
VVxWorks < >
2 <
Development Makefile < (2) Invoke-Command: make Product
Server .

Y
Built Product

Figure 4.9: Remote build for the Target environment using Windows tools exclusively.

In this approach, all steps are executed on the network drive mounted on the VxWorks Development
Server. First, the required source code files and Makefile for building the product must be copied to
the network drive (1). For copying large quantities of files, Windows provides the configurable CLI
tool robocopy. To build the software product (2), the Makefile must be triggered on the VxWorks
Development Server. The standard Windows tool for running programs remotely is PsExec, which is
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part of the PsTools tool chain. [43] However, when being used by a Job Execution System, PsExec
logs no console output of the remotely executed program. A workaround is only possible by first
writing the output to a file and reading its contents after the program has been executed. Alternatively,
the Powershell cmdlet Invoke-Command supports logging the remote console output in real time. [42].
As a result, the build takes place directly on the network drive. If successful, the built Target product
is available on the network drive for subsequent Pipeline steps (3), since all steps already took place
on the network drive.

Copying of the files to the network drive through robocopy and the subsequent remote execution
of the Makefile using Invoke-Command are combined into a single Powershell script, referred to as
“target_build.ps1” in figure 4.9.

4.1.3 Delivery and Integrity Check

After building the software product, it must be delivered to the team while securing its integrity
according to [REQ-5-1] and [REQ-5-2]. This is done by the task “Deliver Build" of the Production
Line Viewpoint in figure 3.4.

In order to make the built products available to the team, they could be uploaded to the SVN repository.
In this way, the products would be available to everyone who accesses the repository. However, this
approach conflicts with several requirements. According to [REQ-3-2], the Pipeline Components
should be developed independently of the used version control system. However, in this case, a decision
must be made in favour of a VCS. Furthermore, according to requirement [REQ-3-3], the Pipeline
execution should not have any influence on the SVN repository. This is in direct conflict with the idea
of uploading the newly built products to the central repository. A conceivable workaround for this
problem is the use of a so-called repository management program. Such programs include for example
Sonatype Nexus, a database-like tool for managing binary files and metadata. [56]

At this point, however, a self-developed solution was chosen instead in order to fulfil the requirement
for integrity assurance. For this, the built products are uploaded to the centrally available network
drive of the VxWorks Development Server, mentioned in 2.2. This corresponds to step (1) in figure
4.10. This drive was already used in the previous subsection to make the remotely built product of the
Target environment available to the subsequent Pipeline Components. Therefore the binary file of the
Target environment must only be copied to a neighbouring folder of the network drive. In general,
the product of the Host environment can also be copied from the ClI/CD Server to the network drive.
However, the Host product is located on the CI/CD Server as a directory of DLL files. For this reason,
these files are first archived to a zip file in order to ensure its integrity through a checksum in the next
step.

Network Drive Cl/CD-Server
Target Product Host Product
VxWorks (2) Host
Development Server (1) Checksum
(VxWorks Licence) ’ D S
. . (2) Target
Deliver Directory —> Checksum

Figure 4.10: As part of the “Deliver Build", the software products are made available centrally on the
network drive (1) while their integrity is secured through checksums (2).
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Once the software product is delivered to the team on the network drive, its integrity must be secured
in step (2) as required by [REQ-5-2]. In other words, the identity of the product must be stored in
order to verify whether the delivered product is indeed the last one built or whether it was overwritten
in the meantime. To do this, a Sha256 checksum is calculated over the software product delivered on
the drive. This hexadecimal checksum is stored in a protected text document on the ClI/CD Server.

The delivery and integrity steps described up to this point are part of the “Deliver Build” task of the
Production Line Viewpoint in figure 3.4 and were implemented in a Python script. For copy actions
the shutil library was used and cryptographic operations were handled by the hashlib library.

In the task "“Verify Checksum® of the Production Line Viewpoint in figure 3.4 it is checked whether
the integrity of the currently delivered product on the network driver matches the stored checksum
on the CI/CD Server. For this the Sha256 checksum is computed in the same way as above. This
checksum is compared with the content of the protected text file stored on the Cl/CD Server. If the
checksums match, the executed script terminates with exit code 0, if not or if the build is no longer
on the drive, with 1.

4.2 Development of the Test section

According to requirement [REQ-6-1], a product is to be automatically evaluated by hardware/software
integration tests in the test suite AIDASS. In literature, test automation is referred to as the most
important part of a successful Continuous Practices implementation. [54] The functionality of the
Pipeline Components required for this purpose is developed below.

In the first part of this section, the current manual AIDASS test process will be modified in preparation
for a fully automated test execution. Afterwards, a concept is developed to integrate the AIDASS test
process as a dynamically controllable Pipeline Component. This corresponds to the task “Copy Build
for Test" and the activity “HW/SW Integration Tests” shown in the Production Line Viewpoint in
figure 4.11.

Cl/CD-Server VxWorksLicense Server

Copy Build

Environ. for Test

Repository Specific Loc.
\ 4
: Collect
! F
B Hw/swiF | -

Int. Tests Results

Figure 4.11: Production Line Viewpoint of the Test section together with the physical and confidence
layers.

4.2.1 AIDASS Automation

For each variant A and B, a set of hardware/software integration test scripts must be manually executed
in order to verify the functionality of the software from the customer’s point of view. These scripts are
executed in the proprietary test system AIDASS [3]. AIDASS Test Scripts are logically organised as
Test Chapters inside Test Definitions. As described in subsection 2.2.2, both the configuration of the
tests and the reset of the system under test must be performed manually within each Test Chapter.
For the use of this test suite in the context of CD Pipelines, it is necessary to automate these steps.
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4.2 Development of the Test section

Automating the Test Configuration

Technically, the test configuration mentioned in subsection 4.2.1 requires the following manual steps.

= First, a prompt asks the user to select the tested environment. Based on the user input, the User
Program for the Host or Target environment is started to communicate with the tested software.

= Further, during execution of a Test Chapter, one or more prompts ask the user to load a binary
Configuration File for tested software.

The transformation of these steps into an automatic process can be described as a problem of missing
internal or external knowledge, visualised in figure 4.12. Internal in this context means that the
required information is derived from AIDASS itself, while external knowledge needs to be supplied by
outside entities.

Test Script parameter: Test script (variant A/B)
AUTOMATICALLY_
EXECUTABLE

Test Script parameter:
ENVIRONMENT [FEVECECEREE SECEEErERees

External New software configuration
Instance
Load Config
Environment variable: | | oo S ——
[environment] Which config file?
_CONFIG_PATH_ | ...
[variant]
Set config parameters
Deploy new config file
____________ LT Ty
> Where to copy to?
Internal Knowledge [ | Steps to be executed G

. Missing knowledge

——>» External Knowledge

Figure 4.12: Missing knowledge for automated test configuration

First, it must be determined whether the executed Test Chapter contains any inevitable manual test
steps. In this case, the Test Chapter cannot be automated. This knowledge is obtained internally and
must be made available externally in order to skip the test. For this purpose, the Boolean Test Script
Parameter “AUTOMATICALLY_EXECUTABLE" is internally set and decides whether the Test Chapter can
be automated (TRUE) or contains inevitable manual test steps (FALSE). The values of a Test Script
Parameter can be set and queried through internal and external interfaces [3].

To communicate with the tested software, the User Program must be started for the correct environment.
The environment must be provided by an external instance. For this purpose, the string Test Script
Parameter “ENVIRONMENT" expects the values “HOST" or "TARGET". If this Test Script Parameter is
set, the first manual prompt mentioned above is bypassed, starting the User Program for the selected
environment automatically. If the parameter is left empty, the user is prompted as usual, in order to
ensure a manual execution on-demand according to [REQ-6-2].
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4.2 Development of the Test section

Furthermore, the software configuration during the test execution has to be replaced by an automated
solution. For this purpose, a standard Configuration File is loaded into an AIDASS internal data
structure initially. The Configuration File to be loaded is specified internally in the Test Script. Next,
the configuration parameters of the loaded Configuration File are set inside the Test Chapter using the
AIDASS script language. Afterwards, a new binary config file is generated and deployed to the directory
of the tested software. This directory is arbitrary according to [REQ-6-3]. For this purpose four
environment variables in the format “[environment] CONFIG_PATH_ [variant]" are introduced,
specifying the path of the tested software. To avoid copying the generated Configuration File to an
incorrectly specified location, this path must be confirmed in a newly added prompt when the script is
run manually.

Automating the System under Test Reset

In addition to the test configuration by starting the User Program and configuration of the software,
the restart of the tested software must also be automated as required by [REQ-6-1]. Currently, a
prompt asks the user at various points during the Test Chapter execution to reset the tested system.
After doing so, the console output of the tested software must be manually checked, verifying the
successful restart of the system. These steps must be performed, for example, after a new configuration
of the software.

Test Script (variant A/B)

——>» External Knowledge
External

Instance

System Reset

Test Script Parameter: AUTOMATIC_RESTART

Test Script Parameter: ENVIRONMENT ‘

Which environment? |
(Host only) Environment variable |  “oooooooio. qrm e

HOST_CONFIG_PATH [variant] | [~~~ 7777,

Python script exit code: 0 :

________________________

Figure 4.13: Missing knowledge for automatically restarting the software

Similar to the automation of the test configuration, the system restart can be mapped to the problem
of missing knowledge, shown in figure 4.13. According to [REQ-6-3], it must still be possible to restart
the software manually. For this purpose another Boolean Test Script Parameter “AUTOMATIC_RESTART"
is introduced which is set to “TRUE" by default, indicating an automatic restart. If a user wants to
restart the software automatically when running a Test Chapter on-demand, the parameter remains
unchanged. If the system needs to be restarted manually, the parameter must be changed to “FALSE".

Furthermore, it must be decided whether to restart the Host or the Target environment. For this
purpose, the Test Script Parameter “ENVIRONMENT" introduced previously is reused.

To automate the actual restart, the location of the running system must be specified. In the case
of the Host environment, the environment variables “HOST_CONFIG_PATH [variant]‘ introduced
previously provide this information. The referenced software is then restarted by starting and stopping
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4.2 Development of the Test section

the Sirius command line application. In the case of the Target environment, the software is running
on the avionics computer. Thus, the software restart is equivalent to a hardware reboot. According
to section 2.2, the avionics computer is connected to a Power Distribution Unit. A reboot using the
Telnet interface would require simulating individual keystrokes. Therefore, the reboot is realised using
the Simple Network Management Protocol (SNMP) interface of the PDU. After an encrypted login of
the SNMP client, the socket of the avionics computer can be switched off and on with a basic SNMP
protocol call.

Afterwards, the success of the restart must be verified. This is done by checking the console outputs
of the restarted software for error messages. For the Host environment, the standard output of the
Sirius process is parsed. In the case of the Target environment, a read-only Telnet connection is
established. The restart and the verification of the restart is implemented in a Python script for each
environment-variant combination. If a restart error is detected in the output, the script exits to a
defined exit code greater than zero.

With the automated test configuration and restart of the software, the AIDASS test process is prepared
to be integrated into a Pipeline Component. All modifications were done in AIDASS itself with auxiliary
Python scripts being invoked directly from AIDASS Test Chapters.

4.2.2 Remote AIDASS Control

After automating the AIDASS testing process, it is integrated into a component that can be used as
part of Continuous Delivery Pipelines.

In order to execute the hardware/software integration tests as a Pipeline Component, the test execution
in AIDASS must be controlled externally. For this purpose, AIDASS provides, the Test System Library,
in short TSL, a library written in C. Furthermore, AIDASS has implemented a server for the Extensible
Markup Language Remote Procedure Call protocol, XML-RPC for short. Through an XML-RPC
client, AIDASS can be remotely controlled. Due to a lack of error handling, the XML-RPC interface
is not ideally suited for controlling the testing process, as described in the course of this subsection.
Unlike the TSL library, it still allows setting Test Script Parameters for Test Chapters. [3] Since the
entire test process automated in the previous section is based on this feature, the XML-RPC interface
must be used.

Dual Logging

After the error-free execution of each Test Chapter, its console output is stored in the so called AIDASS
Log File. As described in subsection 2.2.2, these text files are therefore prefixed with “ALF_". However,
skipped Test Chapters or internal AIDASS errors, such as syntax errors or test system crashes, are not
logged in an AIDASS Log File. This information is critical and must be recorded during test execution
for a test report in accordance with [REQ-8-3]. Therefore, this information will be stored in the
so-called Test Execution Log File “TELF.txt", which is built during the remote test execution. This
results in a dual logging of the Test Chapters.

Figure 4.14 shown the relationship between both files through the possible results of different Test
Chapter executions. Fist, the hardware/software integration test of the Test Chapter “TC1" failed,
as indicated by the “FAILED" summary of the corresponding AIDASS Log File. However, the test
execution in AIDASS itself was error-free. Therefore, the Test Execution Log File contains the blue
entry “[OK]" for Test Chapter “TC1". In contrast, an AIDASS error occurred for Test Chapter “TC2",
leading to an incomplete or missing AIDASS Log File. Therefore, the entry of Test Chapter “TC2" in
the Test Execution Log File was marked with “[ERROR]". Finally, Test Chapter “TC3" was skipped,
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4.2 Development of the Test section

meaning no AIDASS Log File was generated. Therefore “[SKIPPED]" was recorded in the Test
Execution Log File.

- — ALF_TC1.txt ALF_TC2.txt ALF_TC3.txt
AIDASS AIDASS measured: X

Log Files expected: Y incomplete ' missing
A FAILED
XML-RPC E E
S TELF.txt 5 5

Test Execution Test Execution — $(C:é {glsl]?o‘R-]-;-: __________________
Python Script Log File TC3 [SKIPPED] <t enmnmsmmmmmmm e mmmemmmemmmmema

Figure 4.14: Visualisation of the dual logging: For each Test Chapter, the console output is recorded
in a separate AIDASS Log File. The Test Execution Log File records whether a Test
Chapter could be executed.

Remote Test Execution

For the execution of all automatable AIDASS Test Chapters for a given environment-variant combination,
the following algorithm in figure 4.15 applies:

At the beginning, all Test Script Definitions are queried using the XML-RPC interface. Next, all Test
Chapters of each Test Script Definition are being iterated. For each iteration, one Test Chapter is
activated and the remaining ones are deactivated. This ensures that any potential side effects of the
subsequent test execution can be traced back to the currently selected Test Chapter. Before the test
execution, however, the Test Script Parameters of the current Test Chapter must be read and set.
Through the Test Script Parameter “AUTOMATICALLY_EXECUTABLE" it is checked whether the test
runs automatically. If not, the Test Chapter is logged as “[SKIPPED]" in the Test Execution Log File.
Otherwise, the parameter “"AUTOMATIC_RESTART" is set to “TRUE" and the parameter “ENVIRONMENT"
is set to "HOST" or “TARGET" depending on the currently tested environment. By setting these Test
Script Parameters, all prompts will be skipped. After executing the Test Script Definition, it must
be waited until the test state no longer indicates “RUNNING". This is necessary since no blocking
XML-RPC call exists which waits until the execution terminates. After the execution has terminated,
the Test Chapter is logged as “[OK]" in the Test Execution Log File. If any error occurs during this
period or a specified timeout is exceeded, the Test Chapter is logged as “[ERROR]".

These error cases must be distinguished more precisely. If the current Test Chapter is faulty, an error
code is reported back by the XML-RPC client which is converted into a human readable error message.
Detecting AIDASS internal errors, like crashes, is more complicated. Since AIDASS has no exception
handling implemented and XML-RPC does not return an error code even in case of an AIDASS crash,
these errors can be expected after a timeout is exceeded. The only way to detect a crash is to check
whether a Test System Error Reporting process was generated by AIDASS after a timeout. If so, there
is a high probability of a test system crash. Since the cause of the crash cannot be identified, a generic
error message is generated. This situation will lead to limitations in the generated Pipeline report in
subsection 4.3.2. This is a well known issue for proprietary tools. [54]

This algorithm was implemented in a Python script and corresponds to the activity node “HW/SW
Integration Tests" of the Production Line Viewpoint in figure 3.6.
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IntegrationTests (V, E)
inputs :Variant V', Environment F

Query set of all Test Script Definitions D for V
foreach Test Script Definition d € D do
Query set of all Test Chapters C of d
foreach Test Chapter ¢ € C' do
try
activate ¢, deactivate { € C' | # ¢}
if AUTOMATICALLY EXECUTABLE — TRUE then
AUTOMATIC_RESTART < TRUE
ENVIRONMENT < F
execute d
while Test status = RUNNING do
Test status < Query test status

end

Log Result of ¢ as [OK] in “TELF.txt"
else

Log Result of ¢ as [SKIPPED] in “TELF.txt"
end

catch Error or Timeout
Log Result of ¢ as [ERROR] in “TELF.txt"
end

end
end

Figure 4.15: Algorithm for executing AIDASS hardware/software integration tests

Loading the Tested Software

Before executing this activity, the task “Copy Build for Test” of the Production Line Viewpoint in figure
4.11 provides the latest delivered software to the test environment. The latest software products are de-
livered on the network drive as described in subsection 4.1.3. To stage the software for testing, it is copied
to the directory specified in the environment variable [Environment]_ CONFIG_PATH_[Variant],
introduced in subsection 4.2.1. In the case of the Host environment, the zipped DLL files are unpacked.
For the Target environment, a binary file is expected. These steps were implemented in a Python
script.

With these two Pipeline Components of the Test section, an external instance can automatically run
the AIDASS hardware/software integration tests according to [REQ-6-1].

4.3 Development of the Result Section

After the Pipeline Components of the Build and Test sections were developed, the following section
describes how the team is informed about the results of these sections. The Pipeline Components of
the Result section shown in the Production Line Viewpoint in figure 4.16 will have one of the most
important roles in the CD Pipelines, since a Pipeline does not end with the execution of a build or
test, but with an informative notification for the team. [48] This section first discusses how the results
generated by the Build and Test section are collected in the tasks “Collect Build Result" and “Collect
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Test Result” and permanently archived in the task “Archive Results”. It is then described how a report
about the results is generated in the task “Create Report®, which is sent via email in the Task “Send

Notification".
Cl/CD-Server

S Collect
ystem I Build  leomeeaene Local Create Archive Send
Build R n R ""G'" =T ificati

esults File System eport Results Notification
A A A

HW /SW Collect : E g P

Integration r---- Test  |€--------mnn--- : e et T T ]
Tests Results

Figure 4.16: Production Line Viewpoint of the Result section together with the physical and confidence
layers.

4.3.1 Evaluation of the Current Results

The results of the Build and Test section must be processed in such a way that the team can be
informed about them. For this, [REQ-8-2] and [REQ-8-3] are relevant in particular. Accordingly,
the team must be notified about the results of the last IV builds and the last NV test executions, where
N is an arbitrary integer. However, in order to make a statement about the last NV Pipeline results
and not just the current ones, the last NV — 1 results must be stored permanently. To do this, a
specific directory is managed on the Cl/CD Server as suggested by Rathod and Surve [48] — the
so called Pipeline Archive. This directory also stores the checksum of the current build as described
in subsection 4.1.3. In the Pipeline Archive, a subdirectory stores the history of the test and build
results for each environment-variant combination. The results are saved as text files, with each line
corresponding to one result in the history. New results are added as a new top line. The workflow for
obtaining the results history and for adding the current results shown in figure 4.17 is the same for
both build and test results and can be described by the following instructions:

1. First, the previously archived text file with the last N — 1 results is loaded into the workspace.

2. Subsequently, this file is updated with the current result. At this point, this file holds the last NV
results.

3. The last Pipeline step permanently stores the updated text files of the last IV results.

(1) (2) 3)

Summarised
Results

Summarised
Results

Summarised
Results

Pipeline |
Archive

Pipeline
Archive

Result N — 1 Result N — 1 Result N€—Result N Result N Result N
Result N —2 --» Result N —2 Result N — 1 Result N — 1 <-- Result N — 1
Result N — 2 Result N — 2 Result N — 2

Figure 4.17: Instructions for handling the Pipeline results.

These three steps are respectively applied to summarise the results of the Build section as well as the
results of the Test section.
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Summary of the Current Build Results

The activity “System Build" of the Production Line Viewpoint in figure 4.16 can either be successful or
not. To capture this result, one text file per environment-variant combination is sufficient. As shown
in figure 4.18, the first step of the instructions above is implemented by loading the archived text
file with the previous build results from the Pipeline Archive. For the second step, the current result
will be written as a new line in the file, depending on whether the current build process successfully
terminated ( ) or not (FAILED).

The functionality of these steps has been implemented in a Python script representing the task “Collect
Build Result” of the Production Line Viewpoint in figure 4.16.

build__results.txt

Successful Build .
PASSED <« Build Process
(1) PASSED (2)

FAILED

Pipeline
Archive

build__results.txt

PASSED
FAILED

Figure 4.18: The build results are stored in one file, which is updated with every new build.

Summary of the Current Test Results

Unlike the build, the “"HW/SW Integration Tests" activity of the Production Line Viewpoint in figure
4.16 does not only produce one result. As described in section 4.2 in detail, each executed Test
Chapter is logged in two places:

For each executed Test Chapter, the file “TELF.txt" contains a line indicating

Test Execution . .
whether errors (ERROR) occurred during the current execution of the correspond-

Log File ing Test Chapter or not (OK), or if the Test Chapter was skipped (SKIPPED).
For each terminated Test Chapter, AIDASS creates a file prefixed with “ALF_"

AIDASS . . : .

Log Files containing the actual HW/SW integration test result. At the end of these files

it is stated whether the Test Chapter or FAILED.

To permanently store the information of both sources compactly, they must be summarised. This is
done using the so-called xUnit or JUnit-XML format. This is an open source XML based format to
document test results in a machine readable way. [37] This format is supported by most Job Execution
Systems. Fowler also recommends evaluating test results through XUnit tools to make the code
self-testing. [16]

This XML format is based on a set of so-called Test Suites. Mapped to the AIDASS test process
according to subsection 4.2.1, a Test Suite corresponds to the execution of all Test Chapters of
exactly one environment-variant combination. A Test Suite consists of a set of atomic Test Cases,
corresponding to an AIDASS Test Chapter. Essential are the JUnit-XML result cases. Through these,
the dual logging of the Test Chapters can be summarised as shown in table 4.1:

These summarised current results are written to a junit.xml file which is created temporarily and can
be used by subsequent Pipeline Components.
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JUnit-XML Tesz Z‘;Ci;’et"’” i‘(’) g f/i Explanation
OK The HW/SW integration test (= Test Chapter) passed.
FAILED OK FAILED | The HW/SW integration test (= Test Chapter) failed.
SKIPPED SKIPPED / The Test Chapter contains manual steps.
ERROR ERROR / The test execution itself was erroneous.

Table 4.1: Summary of dual-logging using the JUnit-XML format.

However, this file only stores the results of the current Test Chapter executions. To include the last N
JUnit-XML results of a Test Chapter, according to [REQ-8-3], a separate text file is created for each
Test Chapter. The file name corresponds to the name of the Test Chapter. Each of these files stores
the last IV JUnit-XML result values for the corresponding Test Chapter. With this file, the first two
steps of the instruction mentioned above can be implemented. As shown in figure 4.19, the first step
loads the archived results file for each Test Chapter. In the second step, for each loaded result file, the
dual logging is summarised as JUnit-XML values according to the rules explained in table 4.1.

(1) )
e N e N e R e N -
Pipeline Test Execution AIDASS
| Archive | Test Results m Test Results |
— — _ E s S—
TCl.txt TCl.txt T TCl.uxt ALF_TCLtxt
------ > :"")FA”‘ED"'"' measured: X
TELF.txt ‘ expected: Y
' ' : FAILED
TC2.txt TC2.txt TCL[OK] ----oon g !
TC2 [ERROR] ------ . TC2.txt |
______ > L .->ERROR<----- ALF_TC2.txt
incomplete
I or missing
junit.xml

Figure 4.19: To summarise the current test results, first the archived Test Chapter result files are
loaded followed by adding the dual logging information in the second step.

Using JUnit XML, this summarises the current test results in a Python script in a compact format
containing the last IV test results. This script corresponds to the task “Collect Test Results" of the
Production Line Viewpoint in figure 3.6.

Archive Results

After both the current build and test result have been summarised in compact format as text files
— implementing steps 1 and 2 of the instruction —, they must be permanently stored in the third
step as shown in figure 4.20. As mentioned above, saving the result history is necessary to inform
the team not only about the current result but about the last IV results according to [REQ-8-2] and
[REQ-8-3]. For this purpose, the summarised build and Test Chapter result files are copied to the
Pipeline Archive on the CI/CD Server for each environment-variant combination.
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Results | ' Results

. HOST-A | | HOST-B | ! ‘

Pipeline
Archive

)\(3)

Environment: Host, Variant: A

Environment: Host, Variant: B

build_results.txt build_results.txt — Z
PASSED Test Results FAILED Test Results
PASSED FAILED

FAILED . PASSED
TC1.txt TC1.txt
ERROR
FAILED PASSED

Figure 4.20: At the end Pipeline of the build and test results are stored permanently.

4.3.2 Results Report

In this last subsection of the Result section, the summarised build and test results are processed into a
report that can be sent as an e-mail, corresponding to the task “Send Notification" of the Production
Line Viewpoint in figure 4.16. These reports are crucial for the team, as they allow them to check
both the status of the software product as well as the Pipelines according to the CI practice “Check
Pipeline report”.

Creating HTML Report

The report contains the results of up to IV last builds and tests according to [REQ-8-2] and [REQ-
8-3-3]. A tabular, two-column representation of the results is suitable for this purpose. The left
column contains general information such as the name of the Test Chapter. In the right column, the
results’ history is displayed in N sub-columns. Depending on the result, a cell in those sub-columns is
coloured green (build or test ), red (build or test FAILED), grey (test SKIPPED) or yellow
(test ERROR).

The overall report is divided into two sections, shown in figure 4.21.

1. Each report contains a Build section. According to [REQ-8-2], this contains the results of the last
N builds performed.

2. The Test section is only included if tests were performed during the last Pipeline execution. The
Test section is divided into two subsections.

a) First, the current test execution is summarised. According to [REQ-8-3-1] the first line
forms a numerical summary of the number of “ ", “Failed", "Skipped" and “Error" tests.

After this, all current “Failed” and “Error” Test Chapters are listed explicitly according to
[REQ-8-3-2].
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b) The second subsection of the Test section lists all Test Chapters where the result has changed
over the last IV test executions, according to [REQ-8-3-3]. In other words, all Test Chapters
with state changes within the last IV test results are listed.

Environment: Host, Variant: A

report.html AN

build_results.txt
PASSED 7 Build Section

PASSED n
New build!
PAILED |

Test Section

Y

Total: 2 |Passed: 0
Skipped: 0] Failed: 1| Error: 1

Failed Tests
Test Results Test Chapter 02

Error Tests
! ! Test Chapter 01 ‘

TCl1.txt TC2.txt

ERROR FAILED Recent Result Changes

PASSED PASSED Test Chapter 01 |
PASSED Test Chapter 02

Figure 4.21: For each environment-variant combination, a static HTML page is generated from the
build and test result files.

A Python script generates a static HTML page based on the current build and test result text files
for a given environment-variant combination. This script is part of the task “Create Report”. As
shown in the Production Line Viewpoint 3.8 in the beginning of this section, all previous tasks and
activities, can be repeated as often as desired — especially when a Pipeline includes more than one
environment-variant combination. As a result, one or more static HTML pages are generated at the
end of each Pipeline.

Email Notification

To avoid having to send each HTML report generated in a Pipeline individually, all HTML reports of a
Pipeline are concatenated. This concatenation happens as the first step in the task “Send Notification"
of the Production Line Viewpoint in figure 4.16 before actual notification of the team.

The main functionality of this task is to notify the team after each Pipeline execution. The notification
takes place in two cases.

1. If the Pipeline execution is error-free, the concatenated HTML reports are sent.

2. Recipients will also be informed if an unexpected error occurs during the Pipeline execution,
such as syntax errors in Python, Batch or Powershell scripts.

This email will be sent to a freely definable group of recipients, according to [REQ-8-1]. Sending the
email is implemented in a Powershell script using the Send-MailMessage cmdlet. The prerequisite for
this is an available SNTP server, which was introduced in Chapter 2.2.
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With the individual Pipeline Components being developed, they are assembled to create the seven
Pipelines specified in [REQ-1-2] using two Job Execution Systems. For this purpose, the causal
dependencies between the tools and scripts must be implemented.

First the Job Execution Systems Jenkins and GitLab are selected and installed on the Cl/CD Server.
Then, the Pipeline Components are integrated into seven CD Pipelines in both Job Execution Systems.
The causal dependencies between the integrated Pipeline Components result from the Causality
Viewpoint modelled in section 3.2. In order to stay within the scope of this thesis, neither aspects of
I'T security nor user management through authentication and authorisation will be discussed.

5.1 Selection of Job Execution Systems

One possible technical implementation of a ClI/CD System — the technical combination of Cl and
CD — is a so-called Job Execution System, or JES for short. In this system, individual scripts and
tools are transformed into concrete CD Pipelines and executed. As described in subsection 2.1.1, the
Pipelines are thereby executed by Job Executors running on Job Servers. [35]

An essential part of implementing Continuous Practices is selecting an appropriate Job Execution
System. [5] For this thesis, two Job Execution Systems must be selected to implement the seven
concrete Pipelines, according to [REQ-1-1]. Duvall et al. describe selecting an optimal Job Execution
System as finding the best solution for the given project requirements. At the same time, they warn
against a rushed selection of a Job Execution System, characterised by subjective preferences. Duvall et
al. compare this approach to informal car brand debates. They criticize subjective opinions outweighing
practical arguments when choosing a Job Execution System in a software development team. For
example, team members may argue about Job Execution Systems based on their personal experiences
or preferences of graphical user interface designs, rather than objectively comparing which system
supports the project requirements. [15] Studies show that certain limitations of Job Execution Systems
hinder the realisation of Continuous Practices. In some cases, the functions of existing Job Execution
Systems do not adequately support the given project infrastructure. [54] Therefore, Shahin et al. as
well as Duvall et al. recommend an objective and critical selection of Job Execution Systems, for
reducing the challenges when implementing Continuous Delivery. [15, 54]

Selection Methodology

This very problem was addressed by Schiinemann in “Methoden zur systematischen Implementierung
der Continuous Practices” [53]. In the course of a literature review, a framework was created for
the objective selection of a Job Execution System, based solely on project requirements. For this
purpose, selection criteria were collected from relevant scientific papers, evaluated, and combined
into categories. These categories are classified into the five groups " Basic Functionalities*, " Version
Control", " Pipeline Functionalities", " Administrative Capabilities", and " Other Features". For the
selection of a Job Execution System, the categories must be converted into concrete selection criteria
based on the project requirements.

As a first step, the categories must be assigned values according to the technical environment described
in section 2.2 as well as based on the developed Pipeline Components. The selection criteria for this
thesis are shown in table 5.1. During this step, irrelevant categories are dropped. This is the case for
the category " Extensibility" in the group " Other Functionalities". The category is omitted, because
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extensibility through user interfaces or user-specific plug-ins is not required in this context, since all
functionality has already been developed in the Pipeline Components as described in chapter 4.

CLI Support Test Compatibility Build Tool Integration Feedback Basic Functionalities
. JUnit Report, ]
Windows Shell Executable Test System Make E-Mail
VCS Checkout Strategy Version Control
SVN, Git SVN Trunk only
External Pipeline Trigger Artifact Storage Build Isolation Pipeline Functionalities
Poll-, Schedule and Intern (local) Local
Event-Driven
Job Executor Job Scheduler Pipeline Configuration | Management Features
Self-hosted: Windows Self-hosted Pipeline as Code
Cost Other Features
Usable Free of Charge

Table 5.1: Selection criteria for the objective choice of a Job Execution System, based on the require-
ments of this thesis. [53]

Next, the Execution Systems to be compared must be chosen. Although the selection criteria defined
above make the comparison between Job Execution Systems largely objective, the decision as to which
Job Execution Systems are to be compared with one another is subjective. There is an abundance of
available Job Execution Systems on the market. In order to provide an overview of this offer, these
tools were categorised by two frameworks developed by the Linux Foundation Group. The CNCF Cloud
Native Interactive Landscape classifies exclusively cloud-based tools that are related to Continuous
Practices. [10] However, according to [REQ-1-3] all components of the Job Execution System must
be installed self-hosted on the Cl/CD Server. Therefore, the tools of the second framework Continuous
Delivery Landscape by the Linux Foundation Group [9] are relevant.

The listed tools of the Continuous Delivery Landscape include emerging niche tools, with a small user
community. To reduce this amount, a tool is not chosen for the comparison if it needs to be installed
and tested to find out if a selection criterion is met. This includes the tools Argo, Armory Enterprise,
Keptn, OpsMX and Screwdriver.cd. In addition, cluster-based systems are not considered. These are
systems on which virtualized applications can be run and scaled as lightweight containers. However,
according to [REQ-1-3], all components must run on the ClI/CD Server and must not be virtualized
in a cluster. This is reflected in the value “local* of the selection criterion “Build Isolation" in table
5.1. These excluded Job Execution Systems are Cartographer, Flagger, Flux, Jenkins X, Ozone and
Throw. Further omitted are Spinnaker, which only works in combination with Jenkins and offers no
further benefits for this context, as well as Woodpecker Cl, a community fork of Drone. [9]

Left are the Job Execution Systems Jenkins, TeamCity, CircleCl, CloudBees, Azure Pipelines, GitHub
Actions, GitLab, Buildkite, Codefresh, Drone, Tekton Pipelines, Travis Cl, Concourse as well as
Harness.io.

For each of these tools, online research was conducted to determine whether the selection criteria were
met. If a Job Execution System meets a criterion, the corresponding column is marked with an "x". In
the last column all fulfilled criteria are summarised. The bar chart 5.1 below shows the number of

selection criteria met for each Job Execution System.

In order to refine the selection, the next step is to define so called critical criteria. Non-compliance with
these criteria leads to the exclusion of a Job Execution System. Thanks to the Cinders modelling, all
the Pipeline functionality could be moved to the Pipeline Components. Therefore, there are actually no
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Figure 5.1: Number of fulfilled selection criteria for all Job Execution Systems before filtering for
critical criteria.

critical criteria for the Job Execution Systems, with the exception of criteria that enable the execution
of the Pipeline Components. These criteria include:

= It must be possible to execute commands for Windows shells, since the Pipeline Components
are exclusively on Windows-based scripts.

= Pipeline artifacts must be managed exclusively through the local file system.
= Finally, to run the AIDASS executable, the Job Executor must run self-hosted on Windows.

As shown in figure 5.2, this leaves four Job Execution Systems being suitable for implementing the
Pipelines after filtering for critical criteria. For additional clarity, the categories that are fulfilled by
all Job Execution Systems were removed. The only difference between the remaining Job Execution
Systems is whether they support the version control system SVN and whether they can send emails. In
fact, both criteria are obsolete, since these functionalities have already been implemented through the
tasks “Synchronise Repos" (see subsection 4.1.1) and “Send Notifications" (see section 4.3). Only if
these Pipeline Components are to be replaced by built-in Job Execution Features do these two criteria

apply.

3

'-E Job Execution | VCS | Feedback D

Z System SVN E-Mail

% Jenkins X X 2

© TeamCity X X 2

H CircleCl X 1
GitLab 0

Figure 5.2: The four remaining Job Execution Systems, after filtering for critical criteria and omitting
categories met by all systems.
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According to [REQ-1-1] two of these Job Execution Systems must be selected. As mentioned above,
the two remaining criteria do not indicate compatibility with the project requirements, hence two
systems can be selected arbitrarily.

1. Jenkins and TeamCity fulfil the most criteria. While the basic functionality of TeamCity is free
of charge, it was decided to use Jenkins, as this open-source tool is completely cost-free. This
way, there are no cost constraints for possible future expansions.

2. Furthermore, GitLab is selected as to evaluate the implementation of the Pipelines in a Git-based
Job Execution System.

Jenkins

Jenkins is one of the most wildly used Job Execution Systems. [44, 55]. The distinctive feature of this
open-source Java-based Job Execution System is a diverse and historically grown plug-in ecosystem
with over 1700 plug-ins. [32] At the same time, when new plug-ins are introduced, their suitability
and compatibility with the rest of the system must be checked. [50, 54]

The Hudson project was started in 2004 by Kohsuke Kawaguchi when he worked for Sun Microsystems.
His goal was to test his code before committing it to the repository. [11] After the purchase of Sun
Microsystems by Oracle and a dispute with the Hudson developer community, the project split from
Oracle and exists to this day as the completely free open source project Jenkins [46]. Due to its long
existence, Duvall refers to this tool as “battle-hardened". [15]

The Jenkins Controller corresponds to the Job Scheduler of a Job Execution System. A Jenkins Agent
corresponds to a Job Executor and the Job Server is the machine on which the Jenkins Agent is
installed. [32]

GitLab

GitLab was originally a tool for collaboratively managing the source code of a repository in a team.
Today, GitLab is called “The One DevOps Platform*. The functionality GitLab Cl/CD for creating
CD Pipelines is advertised as just one of its various functions. Other features mainly cover project
management tasks. [22]

GitLab is a product by the market-listed company Gitlab Inc., originally developed in 2011 by the
Ukrainian developer Dmitriy Zaporozhets. The open-core basic functionalities are free to use. In
addition, GitLab offers three different payment models to take advantage of additional features. GitLab
is used as a cloud-based solution for most projects. [54] In addition, there is the option to self-manage
a GitLab server. [21] Relevant to the project of this thesis is GitLab Cl/CD, a largely free feature for
implementing CD Pipelines.

The GitLab Server corresponds to the Job Scheduler of the Job Execution System. Job Executors are
implemented via GitLab Runner. The machine on which a GitLab Runner is installed corresponds to
the Job Server.

5.2 Installation and Configuration

Before the Pipeline Components can be integrated into CD Pipelines, both Job Execution Systems must
be installed and prepared for the Pipeline implementations. According to [REQ-1-3], all components
of the Job Execution Systems must be installed on the CI/CD Server.
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Jenkins

The Jenkins controller is installed as a Windows Installer file (MSI file) on the CI/CD Server. This
installation contains a built-in Jenkins agent to run the Pipelines. If the Jenkins Controller is
outsourced to a cloud-based environment, Jenkins Agents must be installed as separate applications.
The prerequisite for the installation is Java 11 or Java 17. To access the Jenkins Controller's web
interface, the HTTP port 8081 is chosen, since AIDASS already uses the default HTTP port 8080. [3]
After installation, the web interface can be accessed via http://[IP of the CI/CD Server]:8081
and is unlocked using an initially generated password.

As mentioned in section 5.1, Jenkins is characterised by a range of plug-ins. These are obtained in the
web interface via the Internet. Today, Jenkins has integrated numerous plug-ins as functionalities into
the standard installation. For the project of this thesis, the following additional plug-ins were installed:
[31]

» Dashboard View visualises different jobs in a diagrammatic way.

= Timestamper provides console output with timestamps.

» Workspace Cleanup cleans up the workspace after running a job.

= JUnit is necessary to interpret and display JUnit-XML files as used in section 4.2.

= Pipeline is relevant to develop Pipelines graphically or with a scripting language, the so called
Pipelines as Code. Without this plug-in users have to rely on so called Freestyle jobs, where the
limited functionality must be managed through a GUI.

= Subversion enables support for the version control system SV allowing it to be used directly
alongside Git. Consequently, a Git-SVN synchronisation according to subsection 4.1.1 is not
needed for Jenkins.

» Through SSH Build Agents, Jenkins agents can be managed using a Java implementation of the
SSH protocol.

= Finally, the Email Extension allows sending emails in a configurable way, allowing to replace the
functionality of the Powershell script described in subsection 4.3.2.

GitLab

Unlike Jenkins, GitLab requires GitLab Server and its GitLab Runners to be installed as separate
applications.

GitLab Server is available as a self-hosted variant for Linux only. Since the available CI/CD Server
uses Windows 10 as its operating system — see section 2.2 —, a Linux operating system must be
virtualised. For this purpose, a virtual machine with Ubuntu 20.04.4 LTS (Focal Fossa) was configured
in Oracle VirtualBox. It must be ensured that the virtual machine is provided with at least 4 GB of
memory. [21]

The GitLab Runner, on the other hand, can be installed as a Windows application. In order to reach
the GitLab Server, the Linux virtual machine is registered as a new node on the network with its own
IP using a Network Bridge. Due to its own IP address, the port of the GitLab VM does not conflict
with AIDASS. Consequently, the web interface of the GitLab server can be reached via the standard
HTTP port 8080: http://[IP of GitLab VM]:8080. [21]

As described in the previous section, GitLab is based on the idea of an all-in-one solution. Therefore,
in contrast to Jenkins, no plug-ins are required for implementing the Pipelines.
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5.3 Integration of the Pipeline Components

In the previous chapter 4, the functionality of Pipeline Components for a generic Pipeline consisting of
the three sections Build, Test and Result was developed.

In this section, these components are integrated in both Jenkins and GitLab into the seven CD
Pipelines Host (AB) + Target (AB), Host (AB), Target (AB), Target (A), Target (B), Host (A),
Host (B) according to [REQ-1-2]. Each of these seven Pipelines incorporates the Build, Test and
Result sections of the generic Pipeline. The sections are repeated and combined, depending on the
specific environments and variants of the Pipeline. Since the Pipeline Components were developed
independently of the Job Execution System according to [REQ-2-2], no further components must be
developed in order to implement the seven Pipelines. More precisely, Pipeline implementation means
implementing the internal dependencies between the Pipeline Components for different environment-
variant combinations, corresponding to the causal flows of the Causility Viewpoints shown in figure
5.3 as modelled in section 3.2.

BUILD
) Build
Verify i el System F CBolljlﬁgt OK Deliver Any
Checksum Build Results Build Node
4
; ) No new code & Pipeline
New code Build Fa||led Checksum mismatches Error
RESULT \ 4
Pipeline Synchronize Create Archive Send
Schedule Repos Repository Report G Results Notification
New Tests o 4
No new code &
TEST No new tests &

Coll Checksum matches
(" Copy Build Hw/sw | F oflect
d for Test Int. Tests Results

Figure 5.3: Causality Viewpoint including all three sections Build, Test and Result

According to [REQ-1-2] the Pipelines must be executable on-demand. External triggers that
automatically initiate the Pipelines are discussed later in section 6.2 after evaluating the following
Pipeline implementations, compliant with [REQ-7-1].

5.3.1 Jenkins Pipeline: Jenkinsfile

To avoid relying on the limited functionality of the graphical user interface, the Pipeline plug-in
allows describing the Pipeline in a Jenkins scripting language. The first Jenkins implementation of
this so-called Pipeline as Code was the Scripted Pipeline, a full-featured imperative programming
environment. Its constant evolution led to a syntax that was not beginner-friendly. Therefore the
syntax was simplified and restructured to the declarative-like paradigm Declarative Pipeline. As shown
in the code example in figure 5.4 below, a “pipeline{}" block contains one “stages{}" block, with
one or more “stage(){}" blocks. Each “stage(){}" block contains a “steps{}" block in which
the Pipeline functionality is executed. The “script{}" blocks allow applying syntax of the Scripted
Pipelines in Declarative Pipelines if needed. [31]
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pipeline {
stages {
stage('#1') {
steps {
script { ... } // <-- Scripted Pipeline Block
}
}
}
}

Figure 5.4: Script block inside a Declarative Pipeline

Storing the Pipeline Code

The designated storage for the Pipeline code is the Jenkinsfile. This file is automatically recognised
and executed in the repository. However, only one root Jenkinsfile may exist per repository. [33]
With this constraint, the seven Pipelines cannot be implemented straightforwardly in compliance with
[REQ-1-2], as seen in the implementation with GitLab in section 5.3.2. For this reason, a so called
Pipeline Project is created for each of the seven Pipelines using the GUI of the Jenkins Controller.
For each Pipeline Project, a text field stores the Pipeline’s script independently of other Pipelines.
Furthermore, the GUI allows starting the Pipelines on-demand. [31]

Mapping of the Causality Viewpoint

The activities and tasks of the Causality Viewpoint are mapped directly to stage (){} blocks of the
Declarative Pipeline, shown in figure 5.5 below. For each node, a new “stage () {}" block is created.
Within its “steps{}" block, the corresponding scripts of the Pipeline Component are executed.

pipeline {
stages {
stage('Copy Build for Test') {
TEST steps {
python 'copy_build_for_test.py'
or Test nt. ests Peanlbs }
stage ('HW/SW Integration Tests') { ... }
stage('Collect Test Results') { ... }
}
}

Figure 5.5: Mapping of the Causality Viewpoint to Jenkins stage () {} blocks

Dependencies between stage () {} blocks — their causal relationships — are implemented using the
when{} block of the Declarative Pipeline: Only if the conditions inside the when{} block are met is
the stage () {} block executed. This allows checking values of variables set in previous stage () {}
blocks. Furthermore, it can be used to query the Changeset, mentioned in subsection 4.1.1, whether
changes have been made in certain directories of the repository.

In the following code example in figure 5.6, the variable “CHECKSUM_MATCH" is set according to the
exit status of the executed script inside the “stage(’Verify Checksum’){}" block on the left. On
the right side the “stage(’System Build’){}" is only triggered if this variable is set to “False” or
if the Changeset contains new source code in the “/code/" directory.

48



5.3 Integration of the Pipeline Components

stage('Verify Checksum') {
steps {
script {
try {
python 'verify_checksum.py'
CHECKSUM_MATCH = True

stage('System Build') {
when {
any0f {
CHECKSUM_MATCH == False
changeset /code/*

} catch { } ¥
CHECKSUM_MATCH = False
} steps {
} powershell 'system_build.psl'
}

}

} }

Figure 5.6: In Jenkins, stage(){} blocks can be triggered dynamically, based on previously set
variables.

Integration of the SVN Repository

Since Jenkins directly supports SVN and Git through the Subversion plug-in, a Git-SVN synchronisation
according to subsection 4.1.1 is not required.

5.3.2 GitLab Pipeline: gitlab-ci.yml

In general, the implementation of Pipelines in GitLab is similar to Jenkins. GitLab supports the
scripting language YAML for Pipeline as Code. The syntax is similar to a Jenkinsfile: As shown in the
code example on the right side in figure 5.7, a Pipeline is divided into stages, where the sequential
order must be defined at the beginning inside the “stages: " section. Scripts and applications are
executed in job: sections, with unique names like “copy-build-job:"“ Each of job: is assigned to
a stage with the “stage:" keyword. Multiple job: sections can be assigned to one stage. Inside a
job: section, the Pipeline functionality is executed inside the “script:" section. [24]

Storing the Pipeline Code

To store the Pipeline script code, GitLab implements the Pipeline as Code paradigm more strictly
than Jenkins. Similar to the Jenkinsfile, the Pipeline code must be stored inside the .gitlab-ci.yml/
file, of which exactly one may exist in the root directory of a repository. However, unlike Jenkins,
GitLab does not have a GUI for storing multiple Pipeline scripts for one repository. [24] Due to this
fundamental restriction, there is no possibility to define multiple Pipelines for one project at the same
time without creating new repositories. [25] Consequently, all seven Pipelines of [REQ-1-2] must be
implemented inside a single .gitlab-ci.yml file. This problem, which Jenkins has solved through the
concept of Pipeline Projects, fundamentally affects implementing the Causality Viewpoint.

Mapping of the Causality Viewpoint

As shown in figure 5.7, the Causality Viewpoint is mapped by creating one stage executed by exactly one
job: section for each task and activity. Each job: section executes the scripts of the corresponding
Cinders node. Since there may be only one .gitlab-ci.yml file, all job: sections must be added to this
single file in this way successively. When executing the .gitlab-ci.yml file, one of the seven Pipelines
can be selected using an environment variable.
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stages:
- Copy Build for Test
- HW/SW Integration Tests
- Collect Test Results

copy-build-job:
TEST stage: Copy Build for Test

F Collect script: ...
P\tN-(S\,ﬁV Test
ntiests N [ Results
hw-sw-integration-tests-job:

stage: HW/SW Integration Tests
script:

Copy Build
for Test

collect-test-results-job:
stage: Collect Test Results
script:

Figure 5.7: Mapping of the Causality Viewpoint to GitLab job: sections.

Reducing Redundancy through Inherited Jobs

Writing all job: sections of all seven Pipelines successively to the .gitlab-ci.yml file will result in a long
and unreadable file with replication. Using the YAML inheritance feature, this replication is reduced.
[24] This is done by identifying inheritable job: sections which all Pipelines share and differ only by
flags set when scripts are executed. On the left side of the following code example in figure 5.8 the two
redundant job: sections “some-job-a:" and “some-job-b:" only differ in a flag that is set when
executing the "some_script.bat" script. On the right, the common functionality has been extracted
to the inheritable job: section “.some-job:" The flag was replaced by the placeholder variable
“${VAR}". Instead of replicating code, the short job: sections “some-job-a:" and “some-job-b:"
inherit “.some-stage: " and set different values for the placeholder variable. In this trivial example,
outsourcing scripts to inheritable jobs appears like additional code. In fact, it is a helpful feature
for job: sections that share more than one script — as is the case with the ctual Pipelines in this
project.

.some-job # <-- inheritable job
script: # <-- code only written once
- some_script.bat - ${VAR}

some-job-a:

stage: Some stage A
script: # <-- code repeated every stage
- some_script.bat -a

some-job-b:
Stage: Some stage B
script:
- some_script.bat -b

some-job-a:
extends: .some-job # <-- inherit job
Stage: Some Stage A
variables:
VAR: b # <-- set placeholder wvariable

some-job-b:
extends: .some-job
Stage: Some Stage B
variables:
VAR: b

Figure 5.8: Redundancy is reduced with inheritable job: sections.

Dynamic Variables through Parent-Child Pipelines

For implementing the dependencies between job: sections, GitLab provides the rules: section,
similar to the when block in Jenkins. This specifies the conditions under which a job: section is
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executed. Besides checking for changes in the repository, this includes reading variables set in other
job: sections. Unlike Jenkins, variables set dynamically in other job: sections cannot be evaluated in
the rules: section in GitLab. [19] This is a serious issue as without this feature the internal triggers
cannot be implemented.

A workaround is provided by the so-called Parent-Child Pipelines. With the trigger: keyword inside a
job: section, the Parent-Pipeline triggers a Child-Pipeline at runtime. The code of this Child-Pipeline
must be outsourced into another YAML file. When triggering a Child-Pipeline, the Parent-Pipeline can
pass its dynamically set variables. These are interpreted as global variables inside the Child-Pipeline.
However, the reverse is not possible. Consequently, whenever a job: section depends on a variable
set in the same file, it must be extracted to a new file. These so-called Nested Pipelines are supported
up to two depth levels. [20]

In the following code example in figure 5.9, the same situation is shown as in the Jenkins code example in
figure 5.6: The job: section “system-build:" should be triggered if the checksums no longer match,
see section 3.2 for more context. Whether the checksums match is stored in the *$CHECKSUMS_MATCH"
variable. Since this variable is dynamically set in the job: section “checksum-job:" on the left, the
“$CHECKSUMS_MATCH" variable must be evaluated inside the Child-Pipeline on the right. This Child
Pipeline is triggered inside the job: section “build-trigger-job:“

stages:
- Verify Checksum
- Build Trigger

stages:
checksum-job: - System Build
stage: Verify Checksum
script:
- python verify_checksums.py system-build:
- $CHECKSUMS_MATCH = ... # Setting wvariable stage: System Build
script:
build-trigger-job: - python system_build.py
stage: Build Trigger rules: # Depends on dynamically set wvariable
trigger: - if: $CHECKSUMS_MATCH == ...
include:

- '"\.build.yml' # Child Pipeline
needs: # Passes dynamically set wvariable
- job: checksum-job

Figure 5.9: To evaluate dynamically set variables in the rules: section, Child Pipelines must be used.

In order to fully implement the internal triggers, an aggregation and offloading of job: sections into
Child-Pipelines and YAML files was necessary. The dependencies between the Pipelines and job:
sections is visualised through the UML sequence diagram in appendix A.1.

Integration of the SVN Repository

GitLab provides centralised Git repositories. GitLab Pipelines can only be executed via the .gitlab-ci.yml
file within such a central Git repository. Unlike Jenkins, GitLab does not support SVN. [23] For this
reason, the SVN repository must be synchronised with the centralised Git repository in GitLab using the
concepts from subsection 4.1.1. Using the automatic synchronisation through the two-way mirroring
with SubGit does not require any further modifications.
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In the previous chapter, seven CD Pipelines were implemented in Jenkins and GitLab according to
[REQ-1-2]. For this, the internal triggers were implemented based on the Causality Viewpoint. As a
final step, the external triggers for automatically executing those Pipelines have to be defined, following
requirement [REQ-7-1]. Only after the triggering of these external events, such as a fixed schedule or
a new code integration are the internal triggers evaluated. For this purpose, the execution times of
the Pipelines in both Job Execution System are examined and compared in this chapter. Based on
this, it is discussed which external trigger is suitable for which Pipeline.

6.1 Quantitative Measurement of Execution Times

In order to make an evaluative conclusion for the selection of a trigger, usually a quantitative metric
must be defined. [59] Popular quantitative metrics for Continuous Practices are the so-called DORA
metrics. The DevOps Research and Assessment team, a Google research group, identified five key
metrics to evaluate the performance of software development teams. However, DORA metrics such
as “Deployment Frequency", “Lead Time for Changes" and " Time to Restore Service" are aimed at
software teams which are already using Continuous Practices to their fullest extent, rather than having
merely implemented CD Pipelines, as is the case in this thesis. [26] For this reason, Jetbrains — the
company that also provides the TeamCity Job Execution System, mentioned in section 5.1 — has
extended these metrics to measure the performance of Continuous Delivery Pipelines. To compare the
CD Pipelines in this thesis, the metric “Build Duration" is used: Contrary to its labeling, this metric
not only measures the duration of the build in a Pipeline, but the total time required to complete the
various stages of an automated pipeline. This is to identify weaknesses and bottlenecks slowing down
the overall time to feedback. [34]

Consequently, the execution times of the seven implemented Pipelines (AB) + Target (AB), Host
(AB), Target (AB), Host (A), Host (B), Target (A), Target (B) were measured both for Jenkins and
GitLab. For each Pipeline, the following three execution times were measured:

Duration for a Pipeline execution in which ...
= ... the software is exclusively built.
= ... the software is exclusively tested.
= ... the software is both built and tested.

These execution times were measured three times for each Job Execution System. Table 6.1 lists the
average times of the three measurements for each system.

First, it is examined whether the average execution times of the seven Pipelines differ significantly
in Jenkins and GitLab. For this purpose, a Wilcoxon signed-rank test with continuity correction is
performed. The null hypothesis H( states that there is no difference between the average execution
times of the seven Pipelines in both Job Execution Systems. The average execution times are treated
as dependent samples: Two corresponding cells of the tables 6.1 are treated as paired data. In appendix
B.1 the implementation of this test in R can be found. [14] This gives a p-value of 0.985. Thus, the
null hypothesis that there is no difference between the average execution times of the seven Pipelines
in both Job Execution Systems is not rejected.
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Jenkins Host (A) | Host (B) | Target (A) | Target (B) | Host (AB) | Target (AB) I-':'(;:;e(tA(BA)B-;_
Build 00:08 h 00:04 h 02:00 h 01:44 h 00:17 h 03:47 h 04:03 h
Test 01:50 h 01:38 h 01:41 h 01:51 h 03:35 h 03:23 h 07:05 h

Build & Test | 01:59 h 01:39 h 03:58 h 03:42 h 04:03 h 07:04 h 11:12 h

GitLab Host (A) | Host (B) | Target (A) | Target (B) | Host (AB) | Target (AB) I;:f;e(tA(BA)B-;—
Build 00:05 h 00:07 h 02:04 h 01:49 h 00:19 h 03:49 h 04:06 h
Test 01:47 h 01:34 h 01:39 h 01:44 h 03:31 h 03:28 h 07:01 h

Build & Test | 02:01 h 01:35 h 04:03 h 03:42 h 04:00 h 07:10 h 11:08 h

Table 6.1: The average of three times measured execution times of the seven Pipelines for both Jenkins
and GitLab.

Therefore, the execution times of the Pipelines can be compared independently of the respective
Job Execution System used. For this purpose, the average of the corresponding values for both Job
Execution Systems in the tables 6.1 is taken.

This data is rounded up and visualised in figure 6.1 as a bar chart, depicting the average execution
times of both Job Execution Systems. The ordinate corresponds to the Pipeline execution time in
minutes. On the abscissa, for each of the seven Pipelines, the execution of the “Build" section (blue),
the “Test" section (orange), and the “Build & Test" section (grey) are shown as bars. Note: The sum
of the execution times “Build“ and “Test" does no necessarily add up to the total execution time of
“Build & Test” This can be attributed to stochastical variance.
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Figure 6.1: Execution times of the seven Pipelines averaged for Jenkins and GitLab

Host (A), Host (B), Target (A), Target (B)

First, the execution times of Pipelines for one environment with one variant are considered. This
includes the first four Pipelines in the bar chart above Host (A), Host (B), Target (A) and Target (B).
It can be seen that the coice of the variant A or B has no significant effect on the respective execution
times. The test duration (orange) of the four Pipelines differs little, no matter which hardware
environment is tested. This averages 103 minutes for Host (A) and Host (B), and 104 minutes for
Target (A) and Target (B) The build time (blue), on the other hand, differs significantly among the
Pipelines. The builds of Host (A) and Host (B) take less than 10 minutes, averaging 7 minutes. In
contrast, the builds of Target (A) and Target (B) average 115 minutes, taking insignificantly longer
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as the tests. Consequently, the total execution time, shown in grey, varies for the Host and Target
Pipelines. For Host (A) and Host (B), it takes 109 minutes on average for building and testing. In
contrast, for Target (A) and Target (B) it averages with 232 minutes twice as long.

Host (AB), Target (AB)

Similar observations can be made for the Pipelines Host (AB) and Target (AB). In this case, each
respective Pipeline includes both variants. For the Host (AB) Pipeline, the 18-minute build duration
for both variants contributes just 7.4 % to the total execution time of 242 minutes. For the Target
(AB) Pipeline, on the other hand, the build execution time of 228 minutes accounts for 53 % of the
total execution time of 427 minutes.

Host (AB) + Target (AB)

These trends can be observed in the execution times for the Pipeline Host (AB) + Target (AB)
consisting of all environments with all variants. The build duration of all environments for all variants
takes 245 minutes, which is about one third of the total execution time of 670 minutes, while the
duration of the tests is almost two thirds at 423 minutes.

In summary, the test duration does not differ for Pipelines of the same granularity. The build time for
the Host Pipelines, on the other hand, is significantly shorter than for the Target Pipelines. Based on
this data, external Pipeline triggers can be defined, implementing [REQ-7-1].

6.2 Discussion of the External Pipeline Triggers

After gathering quantitative data about execution times of the Pipelines, it must be defined which
external events automatically trigger which Pipelines, following [REQ-7-1]. Triggering the Pipeline
externally does not necessarily mean triggering the creation of release candidates. This decision
depends on the implemented internal triggers of the Causality Viewpoint. Duvall groups these external
Pipeline triggers into event-, poll-, and schedule-driven. [15]

Event-Driven

An event-driven Pipeline is triggered by internal events of other Pipelines [15]. These triggers correspond
to triggering child Pipelines in GitLab as described in subsection 5.3.2. As such, they correspond to
internal triggers of other Pipelines and are irrelevant for this thesis.

Poll-Driven

A Poll-Driven Pipeline is triggered immediately after changes are detected in the repository. This
trigger is most agile when responding to new code integrations of the team. In the case of this project,
poll-driven Pipelines are only enabled by external synchronisation through SubGit. This trigger cannot
be implemented using the internal Git-SVN synchronisation described in subsection 4.1.1, since new
changes are only detected after the Pipeline is already triggered.

The crucial question is whether it is even possible to execute Pipelines with each integration in the
context of this project, taking into account the previously measured rather large execution times.
Therefore, a statement must be made about the maximum acceptable execution time of a poll-driven
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Pipeline. An often cited rule of thumb comes from Beck, one of the pioneers of the agile development
method Extreme Programming. He suggests limiting the execution time to ten minutes. He argues
that team members do not move on to the next task until their last change has been successfully
integrated in a poll-driven Pipeline. Therefore, an execution time of more than ten minutes would
interrupt their workflow. [15]

In order to test the possible effects of the new code changes on each environment-variant combination,
the Pipeline Host (AB) + Target (AB) would be optimal. In this Pipeline, all environments with all
variants are built and tested. With a measured execution time of over 11 hours, this Pipeline's total
duration is a far cry from Beck's 10 minute rule of thumb. Furthermore, the total duration for each
measured Pipeline exceeds one hour, as described in section 6.1. Solely in the case where the product
is only built but not tested in the Pipelines Host (A) and Host (B), the ten minutes rule is just met.
According to the internal triggers of [REQ-7-2], a single Host build is executed only in the rare case
when the delivered software product has been overwritten or deleted and neither new code nor tests
have been integrated at the time of Pipeline execution. To avoid triggering a test — which would
exceed Beck's ten minute rule —, new integrations must not affect either code or tests. Summarizing,
the 10 minutes are only met if the checksum no longer matches and neither code nor tests have been
integrated. However, in this rare special case, a poll-driven Pipeline would offer no advantage.

Additionally, there exists only one Target hardware. It cannot be tested with different software products
at the same time to exclude the danger of a race condition. As shown in the sequence diagram in
figure 6.2, this would lead to an access conflict if a poll-driven Pipeline wants to access the Target
hardware while it is still being used by another poll-driven Pipeline. Besides the option of providing
additional hardware, Duvall et al. suggest setting up a queue for such problems, which would further
increase execution times. [15]

Poll-Driven Target Poll-Driven
Pipeline Hardware Pipeline

Q integratio

access
L
L] integration
access

Team < a

member

>

A 4

Team
member

Figure 6.2: An access conflict would arise if the Target hardware is used concurrently by poll-driven
Pipelines.

Schedule-Driven

Consequently, for all seven Pipelines, a schedule-driven triggering of the Pipelines remains as the only
viable external trigger. In this case, the Pipelines are executed according to a fixed schedule. Duvall
recommends running Pipelines with long execution times on a nightly basis. This allows even the most
time-intensive Pipeline Host (AB) + Target (AB) to be executed. According to the measurements,
it takes 670 minutes to execute, which is 11 hours and 10 minutes. If this Pipeline starts at 7 pm,
the execution will be finished before 7 am the next day. The employees would be informed about the
results of their integrations in time before starting work.

The problem that poll-driven Pipelines are not always feasible is recognised by Humble and Duvall. If
executing the Pipelines is not possible with every integration, they too recommend Pipeline executions
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to be scheduled. In this case, a fully evaluated release candidate corresponds to the collection of all
integrations up to the time the scheduled Pipeline was executed. [15, 29]

6.3 Possible Improvements to the Pipelines

With the decision to execute the Host (AB) + Target (AB) Pipeline on a schedule-driven basis,
Continuous Delivery was successfully implemented for this given project. Thanks to the generic

development of the Pipeline Components using the Cinders framework, they could be implemented in
Jenkins and GitLab.

However, problems arise when CD is extended to ClI/CD through Continuous Integration. The
fundamental idea of Cl is the integration of new code. According to best practice “Integrate code
frequently” this must be done regularly and incrementally. As described in subsection 2.1.1, the
Continuous Practices Cl and CD are independently definable, yet they are tightly connected. While
CD requires the team to integrate new code through ClI, checking the code base for integration errors
after each integration is demanded by Cl. Accordingly, feedback should be provided as quickly and
flexibly as possible. [15, 16, 29] However, schedule-driven Pipelines frequently slow down this feedback
rate to once per day, since incremental changes can only be detected on a daily basis. It is not until
the next day that developers are informed about the impact of their changes from the previous day.
Since the Cl best practice “Defective products have highest priority" calls for fixing broken builds
immediately, the current solution interrupts the developers’ workflow on the following day. [15] Cl in
fact advocates integrating work in progress multiple times per day. [54] That is why some ClI purists
claim that the large time difference between integration and feedback of schedule-driven Pipelines
conflicts with Cl. [39, 55]

The underlying point of the criticism of late feedback is the loss of traceability. Unlike schedule-driven
Pipelines, poll-driven Pipelines allow for association of Pipeline executions to a particular commit or
check-in. Thus, in the event of a failed test, it is possible to immediately determine which version
control changes caused the failure. [29] However, it is precisely the loss of traceability that motivates
the introduction of automated steps in regulated software projects. As mentioned at the beginning in
section 1.1, in such projects the loss of overview is observed in the case of a large number of manual
steps for verifying and validating software products. [8]

This issue is addressed by the fundamental paradigm of GitLab. Every change in a repository can
be associated with a fulfilled, or unfulfilled requirement [23]. For this, poll-driven Pipelines can be
integrated directly into the project management process. For example, a rule can be formulated to
specify that integration with the main branch is only allowed if the Pipeline was successful. The
integration of SVN user management in GitLab, for example, is automatically transferred to SubGit.
[63] However, this paradigm cannot be used in the case of this thesis, since schedule-driven Pipelines
are enforced by the long AIDASS test times. Since GitLab is ultimately only used to run the scripts
and tools of the Pipeline Components, the solutions that GitLab and Jenkins offer differ little in the
end, as can be derived from the nearly identical execution times in section 6.1.

Consequently, it is now discussed how Pipelines execution can be accelerated in such a way as to make
it possible to implement query-driven Pipelines. In the section 6.2, it was stated that only the build
inside Host Pipelines would be suitable for poll-driven Pipelines. ldeally, all environments and variants
would be built and tested in only 10 minutes, meaning the Host (AB) + Target (AB) Pipeline must
be accelerated.
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Parallelisation

A typical acceleration method for Job Execution Systems is the parallelisation of jobs. Due to the
architecture of these systems, Job Executors can be scaled. [35]

The Build sections of the Host environment can be parallelised without any issues, since compiler,
linker, etc. can be executed in parallel even on the same machine. If the Build sections of both
Host variants are parallelised, the execution time can be reduced by up to 50 % of the sequential
execution time. Taking into account the execution times in section 6.1, this means running both
builds in parallel takes less than 10 minutes. The Build sections for the Target environment can also
be parallelised. If the parallel execution time saves 50% of the sequential execution time as well,
it takes approximately 114 minutes to build both Target variants in parallel. This clearly exceeds
the 10 minutes specified by Beck [15]. One way to speed up the Target build is by rebuilding only
the VxWorks Real-Time Processes instead of the complete VSB operating system. The VSB is only
to be built if the OS configuration has changed. Furthermore, the VxWorks Real-Time Processes
could be built incrementally by only building the parts of an RTP that have been changed by new
source code. This could theoretically reduce the build time of the Target environment to under 10
minutes. Therefore, all four possible builds could run in parallel with each other, potentially reducing
the execution time below 10 minutes.

The real problem is the subsequent Test section. The AIDASS tests of the Host environment can
be parallelised, since Sirius is a Windows process. In this case, only the communication ports of
the software under test have to be aligned with the AIDASS instances of both variants to enable
parallelised communication via UDP. Even with a maximum reduction in execution time of 50 %, the
Test Section for both Host variants would take 111 minutes. In addition, the Target tests cannot be
parallelised since the hardware can only be tested by one Pipeline at any given time, as mentioned in
section 6.2.

Therefore, the acceleration of the Host (AB) + Target (AB) Pipeline is inhibited by the long AIDASS
test process which cannot be parallelised.

Unit Tests

Finding a compromise between comprehensive tests and triggering a Pipeline by each integration is a
well-known dilemma with CD Pipelines. [54]

One possible solution is to introduce new tests that can be executed with each commit and take a
maximum of 10 minutes instead of the comprehensive hardware/software integration tests. [40] At
this point the definition of a build by Duvall et al. from subsection 2.1.1 is recalled. According to
Duvall et al., a build has the double tasks of converting the source code into an executable format as
well as testing code parts separately with so-called unit tests. These tests examine the source code on
a transparent white-box basis. Unit tests check the behaviour of small elements in a software system
through low-level test interfaces. For example, specific Ada procedures are called directly instead of
sending UDP messages and stimulating signals. Since unit tests communicate with the source code at
the lowest level, the execution time of even hundreds of unit tests usually takes less than a minute.
[15] As described in section 2.2, the software tested in this thesis is written in the Ada programming
language. AdaCore offers both unit test frameworks called AdaCore AUnit and its successor GNATtest.
These tools adapt the Java unit test framework JUnit, which was already used to structure the test
results in section 4.2. AUnit can also be used to generate XML reports similar to the JUnit-XML
format. [2]

In this way, a new Pipeline Host (AB) + Target (AB) (unit tests) executes unit tests instead of
AIDASS hardware/software integration tests. Since these unit tests do not test the entire software
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product, but only the source code itself, the tests can be parallelised similar to the Build section. A
race condition around the hardware cannot arise, since the hardware is not needed. If the product
for the Target environment can indeed be built in under 10 minutes, the total execution time of this
new Pipeline with negligible unit test execution times takes about 10 minutes. This is consistent with
the rule of thumb proposed by Beck. [15]. The internal triggers modelled in the Causality Viewpoint
remain unchanged.

This new Pipeline can be triggered poll-driven with each new integration. Through this, unit tests are
executed with each integration, informing the team immediately if new code breaks the existing code.
[62]

Central to this is that unit tests cannot replace hardware/software integration tests. This point is
particularly important in the domain of regulated software. As noted in the RCTA-DO-178C standard,
while hardware/software integration tests may replace low-level unit tests under certain circumstances,
the reverse is never true. [47] The deliverable system is solely tested by the AIDASS hardware/software
integration tests. This is where CD best practice “Define test frequencies” comes in. According to this,
it must be defined when to execute which test granularity. [16, 62] A much-cited proposal by Fowler
is the two-stage Pipeline, shown in figure 6.3. The first stage is a rapid Pipeline which is executed
for each new integration, including the build as well as the unit tests. This Pipeline must adhere to
Beck's ten-minute guideline. [16] Duvall et al. refer to this as the Commit Build, indicating that the
created product should only be used internally by the team. [15] This Pipeline is triggered poll-driven.
The second stage Pipeline contains the slow hardware/software integration tests instead of the unit
tests. This Pipeline is executed when time permits. [16] Duvall et al. call this Pipeline Release Build
since this is the only Pipeline that creates a deliverable product for the customer. They recommend
running this Pipeline with a long execution time schedule-driven nightly. [15]

Parallelized
e Acceptance Acceptance
¢ [ BUILD | Unit/ | . BUILD TEST BUILD TEST
HOST-A | Tests, | : HOST-A HOST-A HOST-B HOST-B _‘
i [ BUILD | Unit !
A TeStSE : VSB Acceptance
' { RESULT . BUILD TEST
| . TARGET-A TARGET-A _‘
. VSB Acceptance
\ . BUILD TEST
\ . TARGET-B TARGET-B
e gl y
g T
Duration: 10 min . Duration: > 11h

Figure 6.3: Concept of a two-stage Pipeline according to Fowler for this thesis. Short unit tests (left)
are executed with each integration while long hardware/software integration tests (right)
are performed nightly.

With this combination of the schedule-driven Pipeline Host (AB) + Target (AB) as well as the poll-
driven Pipeline Host (AB) + Target (AB) (unit tests), Cl can be combined with CD. Developers get
immediate feedback on the impact of their integrations. The detected impact is limited to the functional
coverage of the unit tests. This suggests incremental working as long as team members integrate
their code frequently. To track the interaction between integrations and Pipeline executions, the
implementation of poll-driven Pipelines with unit tests in GitLab is useful. Due to the straightforward
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integration of Pipeline Components in Jenkins compared to GitLab, as described in the section 5.3, the
schedule-driven Pipeline should be executed by Jenkins. If a decision is made in favour of this solution,
Pipeline Components can be replaced by built-in features of the Job Execution Systems. For example,
the remote Target build described in subsection 4.1.2 can be executed by concrete Job Executors, or
the delivery process from subsection 4.1.3 can be replaced by a repository management system such
as Nexus. Furthermore, parts of the Job Execution System that are not tied to the project’'s hardware
infrastructure can be outsourced to cloud-based solutions, such as the Job Scheduler. However, losing
generic Pipeline Components makes it more difficult to switch to other Job Execution Systems at a
later date.

This scenario is only possible if certain organisational constraints are satisfied. Just like hard-
ware/software integration tests, unit tests must be developed in a consistent and disciplined manner
for each new procedure as proposed in the Cl best practice “Develop tests alongside the code”, in the
course of Test-Driven Development. [48] Since this is a time-consuming effort, the necessary resources
must be available for the project. With such test granularity, test development is usually handled by
dedicated test teams in regulated software projects. [8] Accordingly, the implementation of poll-driven
Pipelines is tied to commitment of financial resources in addition to technical constraints. [28, 52]
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7 Conclusion

The verification and validation of regulated software products requires repeated manual steps. For the
given regulated avionics project of this thesis, this includes the creation of a product for two different
hardware platforms with two variants. Furthermore, a series of AIDASS hardware/software integration
tests with time-consuming manual steps have to be performed. In the context of this bachelor thesis,
these processes were automated by the implementation of Continuous Delivery.

This automation was achieved through a systematic approach. First, implementation requirements
were specified based on theoretical principles and recommended Cl/CD best practices. Then, both the
causal relationships and the data flows of a generic Continuous Delivery Pipeline were systematically
modelled using the CD modelling framework Cinders. By adopting the visual Cinders template, the
functionalities of the Pipeline Components could be developed through isolated and flexible scripts and
tools. A particular challenge was the identification of concepts for the use of SVN also in Git-based
Job Execution Systems as well as the automation of the manual AIDASS test process. These Pipeline
Components were integrated into seven specific Continuous Delivery Pipelines of varying granularity,
implemented in both Jenkins and GitLab. Finally, based on evaluations of the Pipelines by measuring
execution times, it was determined that the implemented pipelines could only be executed at night.
Therefore, a second pipeline was designed that could be triggered on each new integration. This
fulfils an underlying idea of Continuous Practices: it is desirable to shorten the time lag between the
occurrence and the correction of a defect, thus improving the software quality. This enables a proper
integration of Cl in the future. [54]

Thanks to this systematic approach, the success of the implementation of Continuous Delivery did not
depend on the features of selected Job Execution Systems. By systematically modelling the individual
Pipeline Components with Cinders before integrating them into concrete Job Execution Systems, the
entire functionality could be outsourced to tools and scripts. In this case, the Job Execution Systems
ultimately only have the task of realizing the causal dependencies between the Pipeline Components
using Pipeline-as-code. This generic approach eases switching to any other Job Execution System
capable of executing the Pipeline Components.

This thesis demonstrated a systematic approach to successfully implement Continuous Delivery
for regulated software using an example project. Detailed and traceable documentation was
provided on how fully evaluated software products are produced nightly while still enabling
direct feedback after each integration. This success is attributed to the pre-definition of
requirements as well as detailed process modelling — an approach, commonly required by
regulated software projects.

The systematic approach of this work was guided by Stahl and Bosch's recommendation to implement
Continuous Practices using the same methodology that is commonly used in their respective domains.
[58] As a result, the V &V process of the given avionics project was simplified by automated solutions,
yet still capable of being executed manually without requiring revision — contrary to the prevalent
prejudice of practitioners in the regulated domain.
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Acronyms

AIDASS Advanced Integrated Data Acquisition and Stimulation System

CD Continuous Delivery

CDP Continuous Deployment

Cl Continuous Integration

DLL Dynamic Link Library

FTP File Transfer Protocol

GCD Greatest Common Divisor
GUI Graphical User Interface
HTML Hypertext Markup Language
HTTP Hypertext Transfer Protocol
JES Job Execution System

MSI Microsoft Software Installation
PDU Power Distribution Unit
RTP VxWorks Realtime Processes

Sha256 Secure Hash Algorithm 256

SNMP Simple Network Management Protocol
SVN Apache Subversion

uDP User Datagram Protocol

UML Unified Modeling Language

V&V Verification and Validation

VCS Version Control System

VIP VxWorks Image Project

VSB VxWorks Source Build

XML-RPC  Extensible Markup Language Remote Procedure Call
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A GitLab Sequence diagram

build.yml: test.yml:

‘gitlab-ci.yml build-child-pipeline test-child-pipeling

pipelineTrigger . . :
PIPELINE_STRING)
@ '

checkout : :

loop [for each Enlvironment/Variant combination in PIPELINEE_STRING] :
.checksum : :
<« -entry-point ' '
trigger(DIFFERENT_CHECKSUMS, |
ENVIRONMENT, VARIANT, ...) :

alt [ENVIRONMENT == "HOST"] :
host-build '

[ENVIRONMENT == "TARGET"] :
target-build :

b .test-trigger '

trigger(BUILD_SUCCESSFULL, .\.)

summarise-results

collect-build-result
deploy-build
copy-build-for-test
test
collect-test-results

finalize-pipeline-results

L -
alt peline failure]

pipeline-sucess

ine failure]
pipeline-fail

Figure A.1: This sequence diagram visualizes the use of Parent-Child Pipelines in GitLab to read
dynamically set variables inside the rules: section.
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B Wilcoxon signed-rank test with continuity
correction

library("lubridate")
library("tidyverse")

data <-
tribble(
~task, ~environment, ~Jenkins, ~GitLab,
"Build", "Host (A)", "00:08", "00:05",
"Build", "Host (B)", "00:04", "00:07",
"Build", "Target (A)", "02:00", "02:04",
"Build", "Target (B)", "01:44", "01:49",
"Build", "Host (A) + Host (B)", "00:17", "00:19",
"Build", "Target (A) + Target (B)", "03:47", "03:49",
"Build", "Host (A) + Host (B) + Target (A) + Target (B)", "04:03", "04:06",
"Test", "Host (A)", "01:50", "01:47",
"Test", "Host (B)", "01:38", "01:34",
"Test", "Target (A)", "O1:41", "01:39",
"Test", "Target (B)", "O1:51", "01:44",
"Test", "Host (A) + Host (B)", "03:35", "03:31",
"Test", "Target (A) + Target (B)", "03:23", "03:28",
"Test", "Host (A) + Host (B) + Target (A) + Target (B)", "07:05", "07:01",

"Build & Test", "Host (A)", "01:59", "02:01",
"Build & Test", "Host (B)", "01:39", "01:35",
"Build & Test", "Target (A)", "03:58", "04:03",
"Build & Test", "Target (B)", "03:42", "03:42",
"Build & Test", "Host (A) + Host (B)", "04:03", "04:00",
"Build & Test", "Target (A) + Target (B)", "07:04", "07:10",
"Build & Test", "Host (A) + Host (B) + Target (A) + Target (B)", "11:12", "11:08"
) W>%
mutate (
across(c(Jenkins, GitLab), ~ period_to_seconds(ms(.)))
)
with(
data,
wilcox.test(Jenkins, GitLab, paired = TRUE)

)

Wilcoxon signed rank test with continuity correction

data: Jenkins and GitLab
V = 106, p-value = 0.985
alternative hypothesis: true location shift is not equal to O

Figure B.1: The Wilcoxon signed-rank test with continuity correction in R for the measured data (top)
produces a p-value of 0.985 (bottom) after execution. The use of this test was originally
suggested in a discussion with the user “dipetkov" on the CrossValidated forum. [14]
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