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Abstract 

In order to increase reliability, scalability and fail safety of battery management sys-
tems (BMSs), a decentralized BMS consisting of peer nodes is proposed. To ensure 
complete autonomy each node is equipped with its own microcontroller. Each man-
ages the charge and discharge processes and enables communication with other 
nodes in the system. The proposed system is a multi-microcomputer system. Changing 
requirements, software development and bug fixes require the ability to update system 
software of microcontrollers. In this paper, a specific boot concept is proposed to in-
crease the testability of the system. First, the requirements for the software update 
process are analyzed. Subsequently, a boot concept using Controller Area Network 
(CAN) is introduced and its advantages and limitations are shown. Finally, the boot 
concept is evaluated and possible alternative boot concepts with optical data transmis-
sion via a polymer optical fiber (POF) or with dual CAN design are proposed. 

1. Introduction 

With an increasing share of renewable energy sources and electric vehicles, batteries 
are one of the most utilized energy storage media [1]. Battery use is essential for main-
taining the energy balance and for improving the quality as well as the reliability of 
power supply in renewable energy systems [2]. A critical challenge facing the wide-
spread adoption of battery technology is to ensure uninterrupted, fail-safe power sup-
ply and safe, optimal battery operation to extend battery life.  

Battery Management Systems (BMSs) are used for these purposes and provide the 
interfaces between energy producers, consumers and batteries. They administer sys-
tem control and management with regard to energy storage and transmission. Battery 
Management Systems include charge and discharge control, battery charge monitor-
ing and equalization, input/output current and voltage monitoring, temperature control, 
battery protection, fault diagnosis and evaluation [3]. 

Conventional BMSs are centrally organized, with a master controller recording and 
controlling all battery characteristics and activities. The master controller is a single 
point of failure and the entire system control depends on its error-free function. In case 
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of failure or malfunction of the master controller, the entire system operation is endan-
gered. This is a significant disadvantage, especially with regard to a reliable, uninter-
ruptible power supply. 

As a possible solution to overcome these disadvantages, a completely decentralized 
battery management system consisting of fully autonomous, equal, locally and inde-
pendently controlled components is proposed [4]. The system consists of three types 
of modules: renewable energy producers, batteries and consumers. All components 
are connected with a common power line and at least one global communication bus 
(Fig. 1). To guarantee complete autonomy, each system component is equipped with 
its own microcontroller. Each manages the charge and discharge processes and ena-
bles communication with other nodes in the system. 

 

Fig. 1: Block diagram of the decentralized battery management system 

Each node manages all data relevant for system control. For this purpose, each node 
is equipped with its own measuring devices for recording operating parameters such 
as current, voltage or temperature. Producers, consumers and batteries send their 
data to the remaining nodes via the global communication bus. The software imple-
mented on the microcontrollers manages both, the actual operating data, such as cur-
rent, voltage and temperature as well as system states resulting from previous  
measurements. The system is managed without a fixed central control unit, which in-
creases reliability compared to centralized architectures. The master is not perma-
nently assigned to a single component, but is elected periodically. Battery nodes are 
capable of absorbing excess power as well as delivering missing power. Therefore, 
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both a control and a leader election algorithm is implemented on the microcontrollers 
of the battery nodes. 

The proposed system is a multi-microcomputer system. Changing requirements, soft-
ware development and bug fixes require the ability to update system software of mi-
crocontrollers. To simplify and shorten the development, a software framework was 
developed which simulates the decentralized battery management system. The simu-
lation allows first tests of the developed software [5]. After the initial tests within the 
simulation environment, the software of all, all nodes belonging to a group or single 
nodes is updated. 

In this paper, a specific boot concept is proposed to increase the testability of the sys-
tem. First, the requirements for the software update process are analyzed. Subse-
quently, a boot concept using Controller Area Network (CAN) is introduced and its 
advantages and limitations are shown. Finally, the boot concept is evaluated and pos-
sible alternative boot concepts with optical data transmission via a polymer optical fiber 
(POF) or with dual CAN design are proposed. 

2. Requirements for the Software Update 

The proposed decentralized battery management system is a distributed embedded 
system with three different groups of modules (producers, consumers, batteries), each 
with its own software requirements. This mixture requires selective software updates 
for each module type. 

2.1. Groupwise Software Update 

For initial software updates or major changes, it is necessary to update the software of 
all nodes belonging to a group. According to the multicast principle, for example, the 
software of all battery nodes is updated. Therefore the selection of individual module 
groups and simultaneous software updates of several nodes have to be provided 
(Fig. 2). 

 

Fig. 2: Software update of all battery nodes 
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2.2. Single Node Software Update 

After the initial software setup, selective software updates are required due to bug 
fixes, improved functions, extensions and parameter changes. If, for example, the de-
termination of the battery fitness does not consider all or partially incorrect battery pa-
rameters or if the control algorithm does not support all occurring system states, soft-
ware changes are necessary (Fig. 3). This results in replacement or addition of soft-
ware parts. For test purposes, support for software updates of single nodes of individ-
ual component groups is required. 

 

Fig. 3: Software update of a specific battery node 

2.3. Software Version Management 

Software updates have to be implemented in such a way that they do not endanger 
the fail-safe, reliable operation of single nodes and, above all, the entire system. 
Memory areas containing information relevant for the entire system lifetime, such as 
the data required for system control or battery condition evaluation or the single node 
identifier, are write protected and are not to be overwritten under any circumstances 
(Fig. 4). Backup of the previous software version as well as the possibility to switch 
between previous and current software version increases the probability to set the 
node into an executable state in case of error. 

 

Fig. 4: Memory partitioning: read-only area, stable software version and reloaded 
software version 
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2.4. Software Update as Background Process during Operation 

Neither operation nor system control is interrupted during software updates. Before 
starting an update, it is ensured that the node to be updated is not the temporary leader 
of the system, but only supports the system control as an actuator. If the node to be 
updated is currently the temporary leader, a new node is first defined as temporary 
leader. The software update runs as a background process and does not endanger the 
node’s function as an actuator (Fig. 5). If the entire new software has been loaded into 
memory, operation is temporarily shortly interrupted for switching between software 
versions. 

 

Fig. 5:  Software updates are only possible if the node is not the temporary leader. 
For actuators, the software update is a background process. 

2.5. Reliable Software Transfer 

Software updates require reliable, non-destructive data transmission. The multimaster 
bus system Controller Area Network (CAN) has become widely accepted, especially 
in the automotive and industrial sectors, for connecting microcontrollers and sensors. 
CAN offers efficient error detection mechanisms, robustness at low cost, high integrity, 
priority-based multi-party bus access, non-destructive arbitration and data rates of up 
to 1 Mbps [6]. 

Therefore CAN is chosen as the main communication bus of the decentralized battery 
management system and also the software of the nodes is updated via CAN. 

3. Software Update of a Multi-Microcomputer System via CAN 

For verification and implementation of the software update via CAN, a hardware de-
velopment environment was established. This test environment consists of two micro-
controllers with CAN transceivers, a CAN line, a USB-to-CAN interface and a computer 
(Fig. 7). The microcontroller STM32L433 used provides several by default available 
bootloaders and allows software updates via the communication interfaces USART, 
I2C, SPI, CAN and USB. 
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Fig. 6:  Block diagram of the hardware development environment for functional veri-
fication and implementation of the software update via CAN 

3.1. Description of the Bootloader 

After a system reset the bootloader configures the peripherals and the clocks. Subse-
quently, the interfaces USART, I2C, SPI, CAN and finally USB are queried in the men-
tioned order. If a signal frame indicating a software update is at one of the interfaces, 
the received data, thus the new software is saved and executed after leaving the start 
program. If no update command is present, a short waiting period of about 0.33 sec-
onds elapses before the next communication interface is queried. If there is no soft-
ware update, the bootloader is exited and the user program is started (Fig. 7). 

 

Fig. 7: Simplified sequence of the entire bootloader 

The boot process via CAN is started by detecting a frame with the ID 0x79 at the CANx 
Rx pin. The bootloader checks the external clock frequency (Fig. 8). If High-Speed-
External (HSE) clock is available, the remaining interfaces are deactivated and the 
system clock is set to 60 MHz. Subsequently the CAN bootloader loop is executed 
(Fig. 9). Systems that perform software updates of single nodes are available, but most 
approaches require a complete reboot of the node after installing or updating the soft-
ware [8,9]. Rebooting the node results in loss of important system states and causes 
temporary shutdown, which is unacceptable during operation. 

The bootloader provides a command set, which is described in detail on Page 8 in [7].  
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Fig. 8: Bootloader sequence with boot command at the CAN interface [7] 

 

Fig. 9: Sequence of the CAN bootloader loop [7] 

Command Description 

Get Requests, gets the version and the allowed commands supported 
by the current version of the bootloader 

Get Version & Read 
Protection Status 

Requests, gets the bootloader version and the Read Protection 
status of the Flash memory 

Read Memory Reads up to 256 bytes of memory starting from an address speci-
fied by the application 

Go Jumps to user application code located in the internal Flash 
memory or in SRAM, jump address is in CAN data field 

Write Memory Writes up to 256 bytes to the RAM or Flash memory starting from 
an address specified by the application, followed by data 

Erase Erases from one to all the Flash memory sectors 

Tab. 1: Commands of the bootloader command set [7] 

3.2. Jump to Bootloader 

To prevent interruptions of operation and thus function of the microcontroller or to en-
sure that it is only interrupted at a suitable time, the bootloader is not started by a 
system reset independent of the running process but by a jump to the bootloader 
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caused by software. The jump to bootloader prepares the execution of the software 
update. Running tasks are terminated, interrupts are deactivated, the system clock is 
set to default values and the memory management unit is configured. Various options 
are available to access the jump to bootloader function and select single/ multiple 
nodes to be updated. 

3.3. Selective Software Updates 

Selective software updates require identification of the single nodes. Therefore each 
node is assigned to a unique ID, which allows commands to address individually single 
nodes. Nodes with the same function and consequently the same software are as-
signed to a group. In order to support both software updates of single nodes and of 
groups software, each group is assigned its own group bootloader ID. 

The group bootloader ID is used as a message identifier and signals the boot command 
of the respective group. The data field of the message contains the IDs of the nodes 
to be updated (Fig. 10). After receiving the boot command, the nodes check whether 
their ID is contained in the data field. A jump to bootloader is executed then. In addition 
to the group bootloader IDs, a system-wide bootloader ID (c.f. Tab. 2) allows to address 
all nodes independently of their group affiliation. For loading group-independent basic 
software, the system-wide boot command is advantageous. The node ID consists of 6 
bits and the CAN data field of 64 bits, enabling 10 nodes per boot command to be 
addressed and simultaneously updated. Single node, group and system-wide software 
updates are supported with a minimum number of assigned message identifiers. Re-
duction of the bus load by group-wise software updates is taken advantage of. 

 

3.4. Software Update Sequence 

Initially the software has to be available as a binary file. An own Python-based GUI is 
used for selecting and importing the binary file, selecting the group and the node(s) to 
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be updated. After selecting the binary file, a corresponding bootloader command is 
sent to the group and the nodes to be updated. Afterwards the CAN message with the 
ID 0x79 is sent to jump into the CAN bootloader loop (Fig. 9). With the command Erase 
All (cf. table I) it is possible to erase the flash memory and thus the previous software 
version. Subsequently, the binary data is decomposed into CAN message compatible 
segments of maximum 8 bytes. Next, the Write to Memory command is sent with the 
ID 0x31. The data in this message contains the start address of the memory area to 
be written to and also the amount of data (maximum 256 bytes). After the Write to 
Memory (cf. Tab. 1) command the actual data is sent with the ID 0x04. A maximum of 
32 CAN messages can be transferred to the memory per Write to Memory command.  

The Write to Memory command and the data transfer are repeated until all binary files 
have been transferred. Finally, the loaded program is started with the Go (cf. Tab. 1) 
command (Fig. 9, 11). 

 

Fig. 11: Software update sequence 

4. Conclusion 

The proposed software update concept via CAN was tested in the hardware develop-
ment environment (Fig. 6). Loading and updating the software of a single node was 
successfully verified. Selection by groups and single nodes has been proven to work. 
Simultaneous updating of several nodes still caused difficulties, however. Updating 
several nodes increased the bus load. Consequently, the single nodes were partially 
unable to send messages. As a result, the nodes did not receive new software data 
and the single nodes could not load the software simultaneously. If one of the nodes 
detected a faulty memory cell and sent the corresponding error message, the update 
process of all nodes was affected.  
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Aim of the software update concept is to increase the testability of the decentralized 
battery management system. Controllability, observability, isolability and comprehen-
sibility of software changes affect the validation of the system. The ability to update 
single nodes is particularly important for this purpose. 

After updating a single node, the system behavior could be observed. Comparisons 
between the previous software version and the updated one are possible. For example, 
if a software update was performed with the aim of determining the battery fitness more 
accurately, comparisons between the updated nodes and the nodes with the previous 
software version are possible. System operation is not endangered by updating several 
nodes simultaneously with software that has not yet been verified. 

If the new software leads e.g. to an improvement in system control and system stability, 
the remaining nodes are also updated. 

Software updates also require computing time. To ensure reliable operation and sys-
tem control, single node software updates are preferable in a running system. Single 
weakened nodes are easier to compensate than a series or group of nodes with limited 
computing power. Security mechanisms such as authentication, encryption or mali-
ciousness checks are not yet considered. 

5. Outlook 

For development and initial verification of the system the support of single node soft-
ware updates leads to the required testability. The software update concept via CAN 
is primarily used to test and compare different control and leader election algorithms 
of the battery nodes. 

In future, fall back strategies will be developed to ensure that a stable software version 
is always used in case of malfunctioning or incorrectly transferred software. The soft-
ware update concept will be extended by security mechanisms. Unauthorized modifi-
cation of the software will be prevented. Furthermore, an architecture with an additional 
optical data transmission via polymer optical fiber (POF) is developed and investigated 
(Fig. 12). 

 

Fig. 12: Software updates via CAN or POF 
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CAN is still used for communication between the nodes for system control and it is also 
primarily used for single node software updates. If the CAN bus is already working at 
full load or the software is transferred from one node to other nodes after an initial 
successful test, POF is used. Advantage of this architecture is that the communication 
between the nodes is not affected and therefore it is suitable for software updates dur-
ing operation. 

An architecture with dual CAN configuration is also investigated. The safety and relia-
bility of the system is increased in Fig. 13, is used for software updates while the other 
CAN bus (CAN 1) continues to exchange the data required for system control. This 
architecture also allows software updates during operation. Group software updates 
are relevant for this architecture: After an initial software test on one of the nodes, for 
example on a battery node, the software is updated groupwise for all remaining battery 
nodes via CAN 2. 

 

Fig. 13: Separate CAN bus for software updates 
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