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 Detection

 Anomaly-based detection

 Strategy

 Detection of deviation 
 from baseline behavior 

 Analysis Strategy

 Machine Learning

 Supervised Learning

 Artificial Neural Network

 Decision Trees

 Ensemble Methods

 Federated Learning

 k-Nearest Neighbor

 Linear Regresssion

 Naive Bayes

 Support Vector Machines

 Swarm Neural Network

 Unsupervised Learning

 Artificial Neural Networks 

 Fuzzy Clustering

 Hidden Markov Model

 K-Means

 Statistical Methods

 Upside:  Might detect even zero-day attacks

 Downside:

 Cannot consider every borderline case 
 in the baseline

 Higher false positive rate

 Signature-based detection

 Strategy

 Usage of predefined patterns of known 
 attacks

 Detection by pattern matching

 Variations and enlargements
 USB-attached dongle

 Attack intention prediction

 Upside:  Few false alarms

 Downside:

 Detection of only known attack types

 Smallest changes of an attack signature 
 might evade detection

 Maintenance: regular updates required

  High initial implementation effort

 Specification-based detection

 Strategy

 Specification of all possible states (
 behaviors) of the devices

 Detection of unfeasible device transitions to 
 unspecified operating states

 Upside:

 Fast and early detection based on predefined 
 pattern without extensive analysis

 High accuracy

 Low false positive rate

 Downside:

 A very detailed knowledge of the monitored 
 medical device is needed

  High initial implementation effort

 Only detection of predefined specifications

 Hybrid detection methods  Strategy  Any combination of the other methods

 Location of the detection system

 Host-based IDS (HIDS)

 Strategy  Runs on the device and monitors the station's 
 operating system, processes or logs

 Upsides
 Detection of malicious insiders possible

 Early detection and warning

 Downsides

 Detection of external threats later as NIDS

 Full access to device OS required

 Very specific device knowledge essential 

 Limited transferability and scalability

 Newtwork-based IDS (NIDS)

 Strategy  Monitoring of the hospital network traffic

 Upsides  Detection of external threats possible at an 
 early stage

 Downsides

 Influence of effectiveness by the locality of 
 the NIDS, particularly in segmented networks

 Masses of data have to be processed

 Network traffic is often encrypted

 Cloud or cloudlet-based IDS

 Strategy  Operates in environments hosted in the cloud

 Upsides

 Flexibility

 Often clear data of several devices/users 
 accessible

 Scalability

 Downsides

 Network dependency

 Limited visibility into certain network traffic 
 or systems logs

 Dependency of cloud providers 
 infrastructure and services

 Hybrid based IDS  Strategy  Any combination of IDS locations

 Analysis of Attacks

 Analyzed data

 At network level

 Metadata of captured packets

 Network flows

 Deep packet inspection concentrating on the 
 technical characteristics

 Deep packet inspection with understanding 
 the sector-specific protocols

 At cloud level
 Centralized logs or technical information

 Aggregated medical data

 At the host level

 Various technical information about 
 operating system or processes

 Medical information 

 Combination Any combination of features

 Inventive approaches
 Electromagnetic signals of medical devices

 Execution time of processes and other 
 system parameters

 ML-Quality evaluation

 Accuracy accuracy = (number of correct predictions) /
  (total number of predictions)

 Precisicion precision = true positives / (true positives + 
 false positives)

 Recall recall = true positives / (true positives + false 
 negatives)

 F1-score F1 score = 2 * (precision * recall) /
 (precision + recall)

 Attack Scenarios

 External Threat

 Malicious Insider

 Malware

 Combination

 Datasets used for training and 
 testing of detection approaches

 Publicly available dataset

 Non-Medical IDS datasets

 KDD-cup 99 http://kdd.ics.uci.edu/databases/kddcup99/
 kddcup99.html

 NSL-KDD https://www.unb.ca/cic/datasets/nsl.html

CIC-IDS2017 CIC-IDS2018 CIC-DDoS2019

CIC Bell DNS

 Canadian Institute for Cybersecurity (CIC) https://www.unb.ca/cic/datasets/index.html

ToN-IoT Bot-IoT UNSW-NB15

  University of New South Wales (UNSW)

 https://research.unsw.edu.au/projects/bot-
 iot-dataset

 https://research.unsw.edu.au/projects/
 toniot-datasets

 DARPA Intrusion Detection Evaluation 
 Dataset 1998

 https://www.ll.mit.edu/r-d/datasets/1998-
 darpa-intrusion-detection-evaluation-dataset

 Edge-IIoTset https://doi.org/10.1109/ACCESS.2022.
 3165809

 Health datasets w/o IDS focus

 MIMIC III https://physionet.org/content/mimiciii/1.4/

 Pima Indians Diabetes Dataset https://www.kaggle.com/uciml/pima-indians-
 diabetes-database

 University of Queensland Vital Signs Dataset http://dx.doi.org/102.100.100/6914

 Self generated datasets

 Simulations

 Castalia Simulator https://omnetpp.org/download-items/
 Castalia.html

 OpenICE https://www.openice.info/

 OpenAPS https://openaps.org/

 UVA/PADOVA Type 1 Diabetes https://doi.org/10.1177/1932296813514502

 IDS datasets

 ICU Dataset for Malicious Traffic Detection
 https://github.com/ThingzDefense/Malicious-
 Traffic-Detection-in-IoT-Healthcare-
 Environment

 IEC 60870-5-104 Intrusion Detection Dataset
 https://ieee-dataport.org/documents/iec-
 60870-5-104-intrusion-detection-dataset#
 files

 ECU-IoHT https://doi.org/10.1016/j.adhoc.2021.102621

 BlueTack https://github.com/MohammedZubair-lab/
 Bluetooth-BR-EDR-BlueTack.git

 MQTT-based
 https://github.com/ThingzDefense/Malicious-
 Traffic-Detection-in-IoT-Healthcare-
 Environment

 WUSTL EHMS 2020 Dataset for Internet of 
 Medical Things (IoMT) Cybersecurity 
 Research

 https://www.cse.wustl.edu/~jain/ehms/index.
 html

 Real-device Testbeds

 Other ways

 Attack Prevention

 SDN-based prevention

 Detection & decision component

 Notification component

 Reaction component

 Automatic isolation of attacked device 

 Exclusion of attacking device

 Exclusion of entire subnets

 Isolation of the device via automatically 
 generated and applied firewall rules

 Non-SDN-based prevention

 Man-in-the-Middle security guard between 
 the MCPS and a connected medical device

 Risk-dependent operating modes 

 Possible solutions for the health sector-
 specific dangers of prevention 

 Self-healing capabilities

 Possibility of user intervention

 Maintaining key functions in high-risk 
 operating modes

 Abreviations

 CIC  Canadian Institute for Cybersecurity

 DICOM  Digital Imaging and Communications in 
 Medicine

 ENISA

 Union Agency for Network and Information 
 Security

 https://www.enisa.europa.eu/

 EHMS  Enhanced Healthcare Monitoring System

 HIDS  Host based Intrusion Detection System

 HL7  Health Level 7

 IDS  Intrusion Detection System

 IT  Information Technology

 ICE  Integrated Clinical Environment

 KDD  Knowledge Discovery and Data mining

 MCPS

 Medical Cyber-Physical System  Medical CPS

 Connected Health

 Connected Healthcare

 Digital Healthcare

 e-health network

 Healthcare IoT-based Systems

 Healthcare 4.0

 ICUMD  Intensive Care Unit Medical Device

 IMD  Implantable Medical Device

 (Industrial) Healthcare Things

 Internet of Health Things

 IoMT
 Internet of Medical Things

 mIoT  medical Internet of Thinks

 PMD  Personal Medical Device

 ML  Machine Learning

 NIDS  Network based Intrusion Detection System

 NSL-KDD  Network Level Security-Knowledge 
 Discovery and Data mining

 OT  Operational Technology

 OpenAPS  Open Artificial Pancreas System  https://openaps.org/

 SDN  Software-Defined Network

 SIEM  Security Information and Event Management

 WSN

 Wireless Sensor Network

 WBAN  Wireless Body Area Network

 MSN  Medical Smartphone Network

 SDWSN  Software-defined Wireless Sensor Network

 OpenICE
 Open Integrated Clinical Environment

 https://www.openice.info/
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 Scan me

 MQTT  Message Queuing Telemetry Transport


