Succinct Arguments:
Constructions and Applications
Kurze Argumente: Konstruktionen und Anwendungen

Der Technischen Fakultät

der
Friedrich-Alexander-Universität
Erlangen-Nürnberg

zur
Erlangung des Doktorgrades Dr. Ing.
vorgelegt von

Russell W. F. Lai
aus Hongkong

Als Dissertation genehmigt
von der Technischen Fakultät
der Friedrich-Alexander-Universität Erlangen-Nürnberg
Tag der mündlichen Prüfung: 17.02.2022
Vorsitzende des Promotionsorgans: Prof. Dr. Knut Graichen
Gutachter/in: Prof. Dr. Dominique Schröder
Prof. Dr. Yuval Ishai
Prof. Dr. Dario Fiore

Zusammenfassung
Während mathematischen Beweise ein wesentliches Konzept in der Mathematik und
der gesamten Wissenschaft sind, ist es eine Kunst für sich andere mit einem prägnanten Argument zu überzeugen. Aus Sicht der Kryptographie ist die Minimierung
der Kommunikationskosten für Argumentsysteme sowohl von theoretischem als auch
praktischem Interesse. In der Tat ist der Beweis der Korrektheit von mathematischen
Aussagen häufig eine zentrale Aufgabe in vielen komplexen kryptographischen Protokollen. Diese Dissertation vertieft das Verständnis von kurzen Argumenten, indem
neue Konstruktionen und Anwendungen vorgeschlagen werden.
Konstruktionen. Die erste Frage beschäftigt sich damit, wie kurz Argumente konkret
werden können. Dazu wird als Grundlage die Konstruktion von kurzen Argumenten von
Kilian [STOC’92] herangezogen, welche probabilistisch überprüfbare Beweise (PCP)
mit Hilfe eines Vektorcommitments (VC) erzeugen. Dabei dominiert die Größe von λ
vielen Elementen zum Aufdecken von VCs die Größe des Beweises. Um den Faktor λ
entfernen zu können werden in dieser Arbeit Subvektorcommitments (SVC) definiert
und konstruiert – eine Verallgemeinerung von VC, welche den Beweis von für viele
Elemente zum Aufdecken zu den Kosten eines einzigen erlauben. Das Ersetzen der
VCs in Kilians Konstruktion mit SVC erlaubt ein Argumentsystem mit öffentlichem
Setup, 0.7 KB Beweisgröße und 2−80 Soundness Fehler bei den besten Angriffen.
Auf Grund der Kostenintensivität traditioneller PCP bei der Berechnung besteht die
Motivation Compiler zu entwerfen, welche auch lineare PCPs akzeptieren, bei welchen
der Verifizierer Zugriff auf ein Orakel erhält, welches gegebene lineare Funktionen auf
dem PCP-String auswertet. Dazu werden Linear Map Commitments (LMC) definiert
und konstruiert, welche es dem Beweisenden erlauben, das Bild des festgelegten und
versteckten Vektors bezüglich einer beliebigen linearen Abbildung mit einer Beweisgröße,
welche unabhängig von der Dimension der linearen Abbildung ist, anzugeben.
Für die Verwendung von allgemeinen Beweissystem wie den oben erwähnten ist es
häufig notwendig, die zu beweisenden Aussagen in solche umzuwandeln, welche durch die
Systeme unterstützt werden. Diese Konvertierung führt oft zu signifikanten Mehrkosten,
weshalb eine Konstruktion von Argumentsystemen mit direkter Unterstützung der
zu beweisenden Aussagen wünschenswert ist. Unter anderem von besonderem Interesse sind dabei kryptographische Beziehungen die Elemente aus (bilinearen) Gruppen
mit Primzahlordnung erhalten, welche naturgemäß in kryptographischen Protokollen
aufbauend auf diesen Gruppen auftreten. Für die Konstruktion solcher Argumentsysteme wird in dieser Arbeit das Bulletproof Protokoll [EUROCRYPT’16, S&P’18] als
Grundlage herangezogen, welches über zyklischen Gruppen mit Primzahlordnung q
arithmetische Beziehungen in Zq beweist. Dabei zeigt sich, dass dieselbe Technik,
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mit welcher Kürze erreicht wird, nicht nur für Zq sondern für allgemeine Zq -Module
verwendet werden kann. (Bilineare) Gruppen mit Primzahlordnung q als Zq -Module zu
betrachten erlaubt eine Verallgemeinerung des Bulletproof Protokolls um arithmetische
Relationen in diesen Gruppen zu beweisen.
Anwendungen. Eine klassische theoretische Anwendung von kurzen Argumenten ist
die Konstruktion von homomorphen Signaturen (mit mehreren Schlüsseln) (MHS).
Unfälschbarkeitsgarantien von existierenden MHS Schemata sind schwach – eine
einzelne korrupte Partei kann die Signatur eines eingeforderten Outputs einer gemeinsamen Berechnung fälschen, selbst wenn der Output mit den gegebenen Inputs der
ehrlichen Parteien unmöglich ist. Deshalb führt diese Arbeit den Begriff der Insider Unfälschbarkeit für (M)HS ein und beweist, dass die Existenz eines insider unfälschbaren
MHS’ fast äquivalent zu der von kurzen nicht-interaktiven Argumenten ist. Da letzteres
nicht durch black-box Reduktionen basierend auf falsifizierbaren Annahmen bewiesen
werden kann, ergibt sich ein analoges Unmöglichkeitsresultat für insider unfälschbare
(M)HS.
Abschließend wird als praktische Anwendung von kurzen Argumenten eine Konstruktion von Ring Confidential Transactions (RingCT) vorgestellt. Ein üblicher Teil
solcher Konstruktionen ist die Darstellung von Transaktionsanweisungen als Relation
zwischen kryptographischen Basiskomponenten und der Beweis dieser mit Hilfe von
kurzen Argumentsystemen. Die größte Herausforderung für tatsächliche Effizienz
liegt dabei in der Auswahl von ohne Anpassungen kompatiblen Argumentsystemen
und Basiskomponenten. Dazu wird eine allgemeine Konstruktion von RingCT mit
Argumentsystemen und anderen Basiskomponenten sowie deren Instanziierung mit
gruppenbasieren Basiswerkzeugen in einer Form angegeben die es erlaubt, die benötigten
Relationen mit Hilfe des hier vorgestellten, verallgemeinerten Bullteproof Protokolls zu
beweisen. Im Zuge dessen wird eine formale Definition von RingCT angegeben, welche
als eigenständiger definitorischer Beitrag zu sehen ist.
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Abstract
While the concept of a mathematical proof is fundamental in mathematics and
science, to convince others with a concise argument is an art in itself. From a cryptographic point of view, minimising the communication costs of argument systems
is of both theoretical and practical interests. Indeed, proving the validity of mathematical statements is often a central task in many complex cryptographic protocols.
Improvements of argument systems therefore have far-reaching consequences. In this
dissertation, we further our understanding of succinct arguments by proposing new
constructions and applications.
Constructions. Our first question is how short an argument can concretely be.
Towards answering, we revisit a classic construction of succinct arguments by Kilian
[STOC’92] who compiles a probabilistically checkable proof (PCP) using a vector
commitment (VC). In Kilian’s scheme, the size of λ many VC openings dominates the
proof size. To remove this λ factor, we define and construct subvector commitment
(SVC), a generalisation of VC which allows to prove many openings at the cost of one.
Replacing the VC in Kilian’s construction with an SVC yields an argument system
with a public-coin setup, 0.7 KB proof size, and 2−80 soundness error under best known
attacks. Since traditional PCPs are computationally expensive, we are motivated to
design compilers which also accept linear PCPs, where the verifier is given an oracle
which evaluates given linear functions on the PCP string. For this we define and
construct linear map commitments (LMC) which allow the prover to reveal the image
of the committed vector under any given linear map, with proof size independent of
the dimensions of the map.
When applying general purpose argument systems such as the above, it is often
needed to convert the statements to be proven to those supported by the systems.
This conversion process often introduces significant overheads. It is therefore desirable
to construct argument systems native for the statements to be proven. Of particular
interest are cryptographic relations involving elements of prime-order (bilinear-)groups,
which arise naturally in (bilinear-)group-based cryptographic protocols. To build
a native argument system for these relations, our starting point is the Bulletproof
protocol [EUROCRYPT’16, S&P’18] constructed over a cyclic group of prime order q
for proving arithmetic relations over Zq . We observe that their technique of achieving
succinctness can in fact be applied not only to Zq , but any Zq -modules in general. By
viewing (bilinear-)groups of prime order q as Zq -modules, we successfully generalise
the Bulletproof protocol to prove arithmetic relations over these groups.
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Applications. A classic theoretical application of succinct arguments is the construction of (multi-key) homomorphic signatures (MHS). We observe that the unforgeability
guarantees of existing MHS schemes are weak – a single corrupt party could forge a
signature of a claimed output of a joint computation, even if the output is impossible
given the inputs of the honest parties. We therefore introduce the notion of insider
unforgeability for (M)HS and prove that the existence of insider unforgeable (M)HS
is almost equivalent to that of succinct non-interactive arguments. Since the latter
cannot be proven under falsifiable assumptions with black-box reductions, we obtain
an analogous impossibility result for insider unforgeable (M)HS.
We conclude with a practical application of succinct arguments in constructing ring
confidential transaction (RingCT) schemes. RingCT constructions typically involve
expressing transaction instructions as relations among the cryptographic building
blocks, and then proving these relations using succinct argument systems. The main
challenge for concrete efficiency lies in finding an argument system and other building
blocks which are natively compatible. To this end, we present a generic construction of
RingCT from argument systems and other basic tools, and show how to instantiate it
with group-based building blocks, such that the relations among them can be natively
proven by our generalised Bulletproof protocol. During the process, we also present a
formal model of RingCT which we view as an independent definitional contribution.
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1 Introduction
While the concept of a mathematical proof is an important foundation of modern
mathematics and all branches of science, the concept of a “proof” has a slightly different
interpretation in complexity theory and cryptography. Roughly speaking, an interactive
proof system involves two parties, the prover P and the verifier V, where the former
wishes to convince the latter that a mathematical statement stmt belongs to a language
L. A proof system should be complete, meaning that if stmt ∈ L, then an honest
prover P should be able to convince an honest verifier V. On the other hand, the
system should be sound, meaning that if stmt ∈
/ L, then no prover P ∗ could convince
an honest V. The total amount of information that the prover P needs to communicate
to the verifier V to convince the latter about stmt can be interpreted as the length of
the proof. A natural question is then:
How long does a proof of stmt ∈ L need to be for an NP language L?
Even if we aim for statistical soundness, so that we allow a small chance that P ∗
could convince V even if stmt ∈
/ L, NP statements of size n are unlikely to have
interactive proofs of length o(n) [GH98, GVW02, Wee05]. However, the seminal results
of Kilian [Kil92] and Micali [Mic94] showed that succinct proofs are indeed possible if
we require that soundness only holds against computationally bounded provers. Such
computationally sound proofs are also known as arguments.

1.1 Recent History of Succinct Arguments
In the past decade (2010-2020), much progress has been made both in theory and
practice to construct succinct non-interactive arguments of knowledge (SNARK) for
general NP languages. In the following exposition, we distinguish between SNARKs in
the public-coin-setup model and those in the preprocessing model. In the public-coinsetup model, the prover and the verifier shares a common reference string sampled
using public randomness. In the preprocessing model, the common reference string is
instead generated by a trusted third party, which may depend on the language L and
the statement stmt to be proven.
In general, SNARKs in the preprocessing model are more efficient, in terms of both
communication and computation, than those in the public-coin-setup model. This
reflects the intuition that pushing the majority of the verifier’s workload to the offline
preprocessing phase reduces its workload in the online phase. On the other hand, in
some applications, such as cryptocurrencies, it is crucial that the setup is public-coin,
which can be heuristically realised using a random oracle [BR93].
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Public-Coin-Setup SNARKs. While it is known that public-coin-setup non-interactive
arguments for NP do not exists in the standard model [BCC+ 17], one can circumvent
this impossibility by working in the random oracle model [BR93]. A common way to
obtain public-coin-setup SNARKs is through the “CS proofs” paradigm [Kil92, Mic94]
based on probabilistically checkable proofs (PCP) [AS98].
To recall, a q-query σ-sound PCP scheme allows the prover to efficiently compute a
PCP string which encodes the witness of the statement to be proven. The verifier can
then decide whether the statement is true with probability close to 1 − σ by inspecting
q entries of the PCP string.
Given a PCP, a SNARK under the CS proofs paradigm is constructed in two
steps. First, the PCP is turned into an interactive argument system: The prover first
commits to the PCP string, typically using a Merkle-tree commitment [Mer88]1 . The
verifier then sends the indices of the entries to be inspected. Next, the prover opens
the commitment at these positions. Finally, by inspecting the revealed entries, the
verifier can decide whether the statement is valid. Typically, an argument system
constructed this way has a public-coin verifier and can be made non-interactive using
the Fiat-Shamir transform [FS87] in the random oracle model.
Under the CS proofs paradigm, a proof (e.g. in the scheme of Micali [Mic94]) consists
of a λ-bit Merkle-tree commitment of a ℓ-bit PCP string, q bits of the PCP string, and
q openings of the commitment, each of size λ log ℓ bits. For concreteness, assuming a
3-query PCP and ℓ = 230 , for 2−80 -soundness against a 2128 -time adversary, the proof
size is around 113 KB.
Despite having linear verification time, Bulletproof [BCC+ 16, BBB+ 18] is one of the
most concretely efficient (public-coin-setup) non-interactive arguments, built by direct
construction without relying on an information-theoretic proof system. A proof in
[BBB+ 18] consists of 2 log n + 13 (group and field) elements, where n is the number
of multiplication gates in the arithmetic circuit representation of the verification
algorithm of L. In their instantiation over the curve secp256k1, each of the group
elements and integers can be represented by ∼256 bits, thus a proof consists of roughly
512 log n + 3328 bits.
Preprocessing SNARKs. In the preprocessing model, there exist plenty of SNARK
constructions originated by [GGPR13] based on pairings and linear interactive proofs
(LIP), where the latter can be constructed from linear PCPs. SNARK constructions
in this category typically have a computationally expensive stetement-dependent
preprocessing phase, meaning that one set of public parameters has to be generated
per statement to be proven.
To recall, linear PCPs [IKO07] generalises traditional PCPs in the sense that the
PCP string now encodes a linear form. In a q-query linear PCP, the verifier, who is
1
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A Merkle-tree commitment is computed by building a Merkle tree, where the leaves are labeled by
the messages to be committed, and intermediate nodes are labeled by hash values of their children,
with the label of the root being output as the commitment of the messages.

1.2 Constructions of Succinct Arguments
given oracle access to the linear form, can decide the veracity of the statement with
overwhelming probability by making only q queries.
With preprocessing, the scheme with the shortest proofs (4 group elements) in the
standard model is due to Danezis et al. [DFGK14]. In the generic bilinear group
model [Sho01], Groth [Gro16] required only 3 group elements, and showed that proofs
constructed from LIP must consist of at least 2 group elements. These schemes can
be instantiated over pairing-friendly elliptic curves. A popular choice is the 256-bit
Barreto-Naehrig curve [BN06], where group elements have 256-bit representations.

1.2 Constructions of Succinct Arguments
Known constructions of succinct arguments roughly fall into two categories – compiled
from information-theoretic proofs, or constructed directly – which we revisit in Chapter 3
and Chapter 4 respectively. Although we focus on constructing interactive arguments,
all our constructions have public-coin verifiers, i.e. the verifier’s messages are sampled
from fixed public distributions and are independent from the prover’s messages, and
consist of at most a logarithmic number of rounds. They can therefore be compiled into
their non-interactive counterparts using the Fiat-Shamir transform [FS87] in the random
oracle model, yielding succinct non-interactive arguments (SNARG). Moreover, our
argument systems are “of knowledge”, i.e. there exists an efficient knowledge extractor
which extracts a witness from a convincing prover. The transformed arguments are
therefore also “of knowledge” and are abbreviated as SNARKs. Below, we overview
our constructions in the two categories.

1.2.1 Compiling Information-Theoretic Proofs
From the exposition in Section 1.1, we recall that most constructions of succinct
arguments, originated from the work of Kilian [Kil92], follow the paradigm of compiling
an information-theoretic proof system with cryptographic tools, e.g. a commitment
scheme. Indeed, the Merkle-tree commitment [Mer88] used by Kilian [Kil92] can be
viewed as a vector commitment scheme [CF13] which allows committing to a vector
and later opening individual entries without revealing the entire committed vector.
Vector Commitments (VC)
Commitment schemes are one of the fundamental building blocks and one of the
most well-studied primitives in cryptography. Due to their pivotal importance in the
design of cryptographic protocols, even small efficiency improvements have magnified
repercussions in the field.
Catalano and Fiore [CF13] put forth the notion of vector commitments (VC): A VC
allows a prover to commit to a vector x of ℓ messages, such that it can later open the
commitment at any position i ∈ [ℓ] of the vector, i.e. reveal a message and show that it
equals to the i-th committed message. The distinguishing feature of VCs is that the size
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of the commitments and openings is independent of ℓ. A VC scheme is required to be
position binding, meaning that no efficient algorithm can open a commitment at some
position i to two distinct messages xi ̸= x′i . Catalano and Fiore [CF13] constructed
two VC schemes based on the CDH assumption over pairing groups and the RSA
assumption, respectively. In both schemes, a commitment and an opening both consist
of a single group element in the respective groups. Furthermore, the scheme based on
the RSA assumption has public parameters whose size is independent of the length of
the vectors to be committed.
The notion of vector commitments was later generalised by Libert et al. [LRY16],
who formalised the notion of functional commitment (FC). Intuitively, an FC allows
the prover to commit to a vector x, and to open the commitment to function-value
tuples (f, y) such that y = f (x). Libert et al. [LRY16] proposed a construction for
linear forms2 based on the Diffie-Hellman exponent assumption over pairing groups,
where a commitment and an opening both consist of a single group element. VCs and
FCs for linear forms are very versatile tools and turned out to be useful for a variety of
applications, such as zero-knowledge sets [MRK03], polynomial commitments [KZG10],
accumulators, and credentials, to mention a few.
While producing short commitments is certainly an appealing feature, there are
contexts where there is still a lot to be desired. For example, in case the prover wants
to reveal multiple locations of the committed vector (resp. multiple function outputs)
the best known solution is to repeat the above protocol in parallel. This means that
the size of the openings grows linearly with the amount of revealed locations (resp.
function outputs).
Commitments with Even Shorter Openings
We introduce the notion of subvector commitments (SVC). An SVC allows one to
commit to a vector x of length ℓ and later open to a subvector of an arbitrary length
≤ ℓ. Given an ordered index set I ⊆ [ℓ], we define the I-subvector of x as the vector
formed by collecting the i-th component of x for all i ∈ I. While a VC is required to
be succinct, namely the commitment size and the size of the proof of the opening are
independent of the length of the committed vector, an SVC has a stronger compactness3
property which additionally requires that these sizes do not depend on the length of
the subvector to be opened. This difference is going to be critical for our applications
in constructing succinct arguments, to be explained later.
Improving upon the VC constructions of Catalano and Fiore [CF13], we propose two
constructions of SVCs based on the CubeDH assumption over pairing groups and the
RSA assumption, respectively. We further generalise the RSA-based scheme to work
2

A linear form is a linear map from a vector space to its field of scalars. Libert et al. [LRY16] used
the more general term linear functions to refer to linear forms.
3
The term “compactness” is borrowed from the literature of randomised encodings (RE) and
functional encryption, and not to be confused with the compactness notion of homomorphic
encryption. For example, a compact RE of a computation with n outputs should have size
independent of n [LPST16].
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Scheme

|pp|

|C|

|Λ|

time(Com)

time(Open)

time(Vf)

Setup

Assumption

Merkle Tree [Mer88]

1

λ

λq log ℓ

λℓ

λq log ℓ

λq log ℓ

Pub

CRH

VC (RSA) [CF13]

3

λℓ

λ

3

3

λq

3

λℓ

λ qℓ

3

λq

Pri

RSA

VC (CDH) [CF13]

λℓ2

λ

λq

λℓ

λqℓ

λq

Pri

CDH

SVC (Class Group)

λ2 ℓ

λ2

λ2

λ2 ℓ

λ2 (ℓ − q 2 )

λ2 q

Pub

Root

SVC (CubeDH)

λℓ2

λ

λ

λℓ

λqℓ

λq

Pri

CubeDH

FC (linear form) [LRY16]

λ3 ℓ

λ3

λ3 q

λ3 ℓ

λ3 qℓ

λ3 qℓ

Pri

SD

λℓ

2

λqℓ

Pri

GGM

LMC

λqℓ

λ

λ

3

2

λqℓ

Table 1.1: Comparison of subvector and linear map commitments for messages of length
ℓ, with binding against adversaries of runtime 2λ . Multiplicative constants are omitted.
pp: public parameters, C: commitment, Λ: proof, Pub: public-coin, Pri: private-coin,
CRH: collision-resistant hash, Root: strong or adaptive root, SD: subgroup decision,
GGM: generic bilinear group model.
over modules over Euclidean rings [Lip12b], where variants of the root assumption are
conjectured to hold. Loosely speaking, the root assumption states that it is hard to
find the e-th root of a random module element, for any non-trivial e in the ring. In
these settings we obtain public-coin-setup instantiations of SVCs over class groups of
imaginary quadratic orders.
We then generalise the notion of SVCs to allow the prover to reveal arbitrary linear
maps f : Fℓ → Fq computed over the committed vector. We call such class of schemes
linear map commitments (LMC). As in SVC, it is important to require an LMC to be
compact, meaning that both the commitment and the proofs are of size independent
of ℓ and q, whereas succinctness only requires their size to be independent of ℓ. Note
that an SVC can be viewed as an LMC restricted to the class of linear maps whose
matrix representation has exactly one 1 in each row and 0 everywhere else.
A naive attempt to define function binding for LMC is to require that the prover
cannot open a commitment to (f, y) and (f, y′ ) with y =
̸ y′ , where f is a linear map
and y, y′ ∈ Fq are now vectors. This turns out to be insufficient for our applications:
This is because the prover may be able to open to (f, y) and (f ′ , y′ ) where f =
̸ f ′ and
y ̸= y′ such that they form an inconsistent system of linear equations, yet the attack is
not captured by the definition. We tackle this issue by defining a more general function
binding notion which requires that no efficient algorithm can produce openings for
Q function-value tuples {(fk , yk )}k∈[Q] for any Q ∈ poly(λ), such that there does not
exist x with fk (x) = yk for all k ∈ [Q].
We then modify the construction of Libert et al. [LRY16] to support batch openings
to linear forms or, equivalently opening to a linear map. Since the verification equation
of their construction is linear, a natural way to support batch openings is to define the
new verification equation as a random linear combination of previous ones. With this
observation, we embed a secret linear combination in the public parameters, and show
that the resulting construction is function binding in the generic bilinear group model.
In Table 1.1 we compare our SVC and LMC constructions with existing schemes.
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Application to Succinct Arguments.
Equipped with our newly developed tools, we revisit the CS proofs paradigm. In
previous schemes following this paradigm, the proof size is dominated by the factor
q log ℓ due to the q Merkle-tree commitment openings. Moreover, due to the lack of
structure of a Merkle-tree commitment, prior schemes do not work with linear PCPs.
The main idea is thus to replace the Merkle-tree commitment with an SVC / LMC, so
that the q openings can be compressed into a single one which has size independent of
ℓ and q. By doing so, we obtain a compiler which compiles any (resp. linear) PCP
into an interactive argument using an SVC (resp. LMC).
We highlight two interesting instantiations of our construction. The first instantiation
is with classical PCPs and our public-coin-setup SVC based on Cl(∆), the class group
of imaginary quadratic order with discriminant ∆.
Theorem 1.1 (Informal). If the adaptive root assumption holds in Cl(∆), then there
exist public-coin-setup σ-sound SNARKs for NP in which a proof consists of 2 Cl(∆)
elements and q bits in the random oracle model, using any q-query σ-sound PCP.
If one aims for extremely short proofs and is willing to accept expensive prover
computation, then a 3-query 12 -sound PCP can be amplified into a 3s-query 2−s sound PCP and gives the shortest SNARK. Based on the best known attacks on
the root problem in class groups [HM00], for a soundness error of 2−80 against a
2128 -time adversary, we obtain a proof size of 5360 bits, which is shorter than that
of Bulletproof [BBB+ 18] for n > 16, i.e. the verification circuit has more than 16
multiplication gates. We view this instantiation as a feasibility for extremely succinct
proofs and a step forward towards optimal (O(λ)-sized) public-coin-setup SNARKs.
Next we turn our attention to the instantiation with linear PCPs and our LMCs.
Theorem 1.2 (Informal). In the generic blinear group and random oracle model, there
exist preprocessing non-interactive arguments for NP in which a proof consists of 2 G
elements and q field elements, using any q-query linear PCP.
Using a 3-query linear PCP (e.g. [BCI+ 13]) and instantiating the pairing group
over the 256-bit Barreto-Naehrig curve yields a proof consisting of 5 elements or 1280
bits. Compared to other pairing-based compilers from linear PCPs to preprocessing
SNARKs (e.g. [Gro16]), our compiler has the advantages that it supports any linear
PCPs, but not only those where the verifier is restricted to only evaluate quadratic
polynomials. Moreover the setup phase is independent of the statements to be proven,
and thus the same public parameters can be reused for proving many statements.
A comparison with the shortest succicnt arguments from the literature is given
in Table 1.2. To summarise, our approach yields extremely short proofs in exchange for
a higher prover complexity and the usage of public-key cryptography. We also stress
that our compiler is compatible with a broader class of PCPs, when compared with
schemes under the CS proofs paradigm and pairing-based schemes. Being a very active
area of research, we expect significant advancements in the design of more efficient
PCPs, which are going to benefit from the generality of our approach.
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Scheme

|pp|

|π|

Setup

Assumption

1

λ log n

Pub

ROM

λn

λ log n

Pub

DLog, ROM

1

λ log n

Pub

ROM

CS Proof (Merkle Tree Compiler) [Kil92, Mic94]
Bulletproof [BCC 16, BBB 18]
+

+

Aurora [BCR 19]
+

SVC Compiler (Class Group)

2

2

λ ℓPCP

λ

Pub

Root, ROM

λn

λ

Pre-Proc

GGM

SVC Compiler (CubeDH)

λℓ2LPCP

λ

Pri

CubeDH, ROM

LMC Compiler

λℓLPCP

λ

Pri

GGM, ROM

Groth [Gro16]

2

2

Table 1.2: Comparison of SNARKs with 2−λ -soundness against adversaries of runtime
2128 . All constants are omitted. pp: public parameters, π: proof, n: size of circuit,
ℓPCP : length of PCP proof, ℓLPCP : length of linear PCP proof, Pub: public-coin, Pri:
private-coin, Pre-Proc: preprocessing, Root: strong or adaptive root assumption, GGM:
generic group model.
Other Applications.
Catalano and Fiore [CF13] suggested a number of applications of VC, including verifiable databases with efficient updates, updatable zero-knowledge elementary databases,
and universal dynamic accumulators. In all of these applications, one can gain efficiency
by replacing the VC scheme with an SVC scheme which allows for batch opening and
updating. When instantiated with our first construction of SVC, one can further avoid
the private-coin setup, which is especially beneficial to database applications as trusted
third parties are no longer required.
The notion of SVC has already attracted the attention of the community. A follow
up work by Boneh et al. [BBF19] shows how SVCs can be used as a drop-in replacement
for Merkle-trees in SNARKs based on interactive oracle proofs (IOPs) which generalizes
PCPs. They leverage the structure of class group-based SVCs to reduce the proof
size to (r + 1) group elements and r integers, where r is the number of iterations
of the underlying IOP. They also propose a technique to improve the efficiency of
the verification algorithm and they estimate a decrease in verification time of ∼ 80%.
Finally, they discuss how to use SVCs to improve the current design of blockchain-based
transaction ledger so that no user has to store the entire state of the ledger in memory.

1.2.2 Direct Construction for Bilinear Group Relations
Although the modular approach introduced in Section 1.2.1 produces asymptotically
efficient general purpose arguments, a major obstacle to their practical deployment is
the need to covert the language of interest to the languages supported by the argument
systems, e.g. arithmetic circuit satisfiability or rank-1 constraint satisfaction (R1CS),
which introduces substantial efficiency overheads. This is especially the case when
building complex cryptographic protocols from argument systems, where one often
needs to prove relations involving other cryptographic building blocks.

7

1 Introduction
Putting succinctness aside, constructions of complex cryptographic protocols often
require the underlying argument systems to be non-interactive and zero-knowledge,
the latter meaning that the verfier learns nothing beyond the validity of the statement
being proven. Indeed, non-interactive zero-knowledge (NIZK) arguments are extremely
versatile and powerful tools for constructing secure cryptographic protocols and have
been the objective of a large body of research in the theory of cryptography. The
seminal result of Blum, Feldman, and Micali [BFM88] showed that all languages in NP
admit a polynomial-time NIZK proof, assuming the existence of trapdoor permutations.
This has spawned a very fruitful line of research that explores the feasibility of generic
NIZK proofs under stronger definitions [Sah99] and different assumptions [GOS06].
Similar to the approach taken in Section 1.2.1, the de-facto methodology to build NIZK
arguments is to consider a specific NP-complete problem, e.g. circuit satisfiability, and
build an argument system for it. This approach thus also comes at the intrinsic cost of
transforming the statement via an NP reduction, which is typically a very expensive
step and is often the efficiency bottleneck.
To see the efficiency overheads of NP reductions, consider for example the classic
construction of group signatures via the encrypt-sign-prove paradigm. There, a group
member is issued a signature on its public key by the group manager. To sign, the
group member encrypts its public key, signs the message using its secret key, and
proves its knowledge about a signature on its public key by the group manager and
the relation between the public and secret keys. Suppose the encryption and signature
schemes are instantiated over the same group G of order q. It is wasteful to first
reduce the relations among G and Zq elements concerning the encryption and signature
schemes to, say, an arithmetic circuit satisfiability instance over some field F, and then
prove said instance using an argument system for arithmetic circuit satisfiability over
F. Instead, proving the relations over G and Zq elements could be much more efficient,
if the argument system is itself instaniated over G in a “structure-preserving” way, so
that relations over G and Zq elements can be proven “natively”.
The Groth-Sahai Proof System for Bilinear Group Relations
Motivated by the above shortcoming of general purpose NIZK arguments and seeking
for practically efficient system, many works have focused on designing NIZK arguments
for specific (and practically relevant) languages, such as the knowledge of discrete
logarithms [Sch90], knowledge of plaintext [CS03], range membership [BBB+ 18] and
many others. The most prominent example in this area is the breakthrough result
of Groth and Sahai [GS08, GS12], who constructed efficient non-interactive witnessindistinguishable (NIWI) and NIZK4 proof systems for algebraic relations in bilinear
groups, a recurrent structure in the design of group-based cryptographic objects [BF01,
SW05, GPSW06]. The Groth-Sahai (GS) proofs were the first examples of practically
efficient systems for an expressive language and had a tremendous impact: The
whole subfield of structure-preserving cryptography (e.g. [AFG+ 10, AFG+ 16, LPJY13,
4
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Fuc11, CHK+ 11, LPY15, Abe15]) specialises in designing basic cryptographic primitives
(e.g. digital signatures and encryption schemes) that consists exclusively of bilinear
group operations, and compose them with Groth-Sahai proofs to construct more
complex primitives (e.g. group signatures, anonymous credentials). The advantages of
this modular approach are twofold:
1. To avoid the high cost of NP reductions needed for using general purpose NIZK.
2. To modularly compose cryptographic building blocks to construct larger systems,
reducing the necessity for ad hoc (and error-prone) solutions.
While GS proofs offer a very powerful toolkit, their efficiency hits a barrier when
proving statements with large witnesses: The size of a proof grows linearly with the
size of the underlying witness. This issue becomes especially relevant when the proof
is required to be published on a bulletin board (e.g. a blockchain) of limited capacity
and the proof size influences the monetary cost of making it publicly available. As
an example, consider the scenario where a user wants to prove the knowledge of n
message-signature pairs, where the signatures are possibly under different public keys.
The combination of structure-preserving signatures and GS proofs would lead to proofs
of size linear in n. We stress that the dependency on the witness size is not an artifact
of GS proofs but seems to be inherent for all system based on standard (falsifiable)
assumptions [GW11].
The Bulletproof Protocol for Arithmetic Circuit Satisfiability
Aiming to construct succinct arguments for proving bilinear group relations natively,
we revisit the Bulletproof [BCC+ 16, BBB+ 18] protocol, which is an argument system
for arithmetic circuit satisfiability. Looking ahead, the idea is to exploit the linearity of
Bulletproof and generalise it to an argument for a language that we call bilinear group
arithmetic circuit satisfiability, capturing all bilinear group relations. In the following,
we overview the methodology in Bulletproof from an abstract perspective, omitting
many details for the ease of exposition.
The NP-complete language of choice is the satisfiability of arithmetic circuits over Zq
for a large prime q = Ω(2λ ), which is the order of a cyclic group G in which the discrete
logarithm problem is believed to be hard. To prove a statement, i.e. the satisfiability of
a given circuit-output tuple, write down the input-output relations for each of the sum
gates and product gates of the circuit. For each gate, also write down the mapping
from the output of the gate to the inputs of other gates using linear relations. If we
pack all left-inputs into a vector u, all right-inputs to v, and all outputs into w, each
of the above relations can be written in the form
f (u, v, w) = u⊺ Γv + ⟨α, u⟩ + ⟨β, v⟩ + ⟨δ, w⟩ − ζ = 0.
Notice that a linear combination of the relations of the above form yields a relation of
the same form. With this observation, the Bulletproof protocol can be constructed as
the composition of an outer protocol and an inner protocol, as follows.
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Outer Protocol. The prover P commits to the vectors u, v, w, and their corresponding masking vectors ū, v̄, and w̄ separately using a linearly homomorphic commitment
scheme over G. Upon receiving these commitments, the verifier V randomly combines
the relations which encode the statement into a relation f . The prover P then prepares
the coefficients of the quadratic polynomial
p(X) = f (û(X), v̂(X), ŵ(X))
where
(û, v̂, ŵ)(X) = (u + X ū, v + X v̄, w + X w̄).
Note that the constant term is
p(0) = f (û(0), v̂(0), ŵ(0)) = f (u, v, w) = 0
if u, v, and w are formed honestly.5 The prover P then commits to the coefficients
of the X 2 and X terms (but not the constant term since it is simply 0) using again
a linearly homomorphic commitment scheme over G. The verifier V then chooses a
random point x ∈ Zq , and the prover P must reveal the value (ũ, ṽ, w̃) of (û, v̂, ŵ)(X)
evaluated at X = x. Using the linearly homomorphic property of the commitments, the
verifier V can check that the commitments are indeed well-formed, and be convinced
that the prover P knows a satisfying assignment (u, v, w) of f (u, v, w) = 0. Since f
was produced by a random linear combination of the relations encoding the statement,
the verifier V is also convinced that (u, v, w) satisfies each of these relations as well.
The above outer protocol can be viewed as a reduction from the task of proving
the satisfiability of an arithmetic circuit (in zero-knowledge) to that of proving the
well-formedness of the openings (ũ, ṽ, w̃) (without zero-knowledge). Apart from the
final message (ũ, ṽ, w̃), the rest of the communication is of fixed polynomial size
independent to the size of the statement. If we replace the part for checking the
well-formedness of the openings (u, v, w) with an inner protocol for proving the same
with succinct communication, the overall protocol also has succinct communication.
Inner Protocol. As motivated above, the succinctness of the overall protocol relies
on the existence of an inner protocol which proves the well-formedness of (ũ, ṽ, w̃)
(without zero-knowledge) with succinct communication. To this end, the brilliant idea
of [BBB+ 18] is to reduce this task into that of proving the well-formedness of (ũ′ , ṽ′ , w̃′ )
with constant communication overhead, where ũ′ , ṽ′ and w̃′ are linear combinations of
the first and second halves of ũ, ṽ, and w̃ respectively. The former thus have dimension
half that of the latter. By repeating the above reduction a logarithmic number of times
(in the dimension of the witness), the prover and the verifier eventually arrive at a
constant-size relation which can be trivially proven by simply sending the witness.
5

In [BBB+ 18] the value f (u, v, w) is encoded as the coefficient of X 2 instead.
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Generalisation to Bilinear Group Arithmetic Circuit Satisfiability
To generalise Bulletproof to an argument for bilinear group arithmetic circuit satisfiability, we first need to define such circuits. Let G1 , G2 , Gt be cyclic groups of order
q equipped with a pairing e : G1 × G2 → Gt . A bilinear group arithmetic circuit is a
circuit computing a function
C : Zℓq0 × Gℓ11 × Gℓ22 × Gℓt t → Znq 0 × Gn1 1 × Gn2 2 × Gnt t
using gates which compute Zq inner products, G1 , G2 , and G2 (multi-)exponentiations,
and pairing products respectively.
A crucial observation of Bulletproof which leads to our generalisation is that its
general methodology not only works for Zq relations but also relations over Zq -modules
in general. Viewing Zq , G1 , G2 , and Gt as Zq -modules therefore yields an argument
for bilinear group arithmetic circuit satisfiability.
As for GS proofs, a main advantage of our system with respect to generic solutions
is that it can directly handle bilinear group operations without using NP reductions.
The distinguishing feature of our approach, however, is that the size of the proof
is logarithmic in the size of the (Zq , G1 , G2 ) components of the witness. Unlike GS
proofs, our system also supports statements whose witnesses have a Gt component.
For those applications, our proof size is still logarithmic in the Zq , G1 , and G2 witness
components, while being linear in the dimension of the Gt component6 .
Inherited from Bulletproof, our argument system has a public-coin verifier (and
setup) and can be compiled to a non-interactive publicly-verifiable argument using
the Fiat-Shamir transformation [FS87]. The soundness of the system is based on the
symmetric external Diffie-Hellman (SXDH) assumption.
We remark that our argument system can be specialised to prove the satisfiability of
non-bilinear group arithmetic circuits, i.e. a circuit implementing
C : Zℓq0 × Gℓt → Znq 0 × Gnt .
using Zq inner product gates and G (multi-)exponentiation gates, where G is a cyclic
group of prime order q. In this setting, our system does not require any pairing operations and can therefore be instantiated with non-bilinear groups, in which operations
are generally more efficient than those in blinear groups.
Native Applications
Similar to GS proofs, our argument system offers a general purpose tool for expressive
relations: Any statement that can be encoded as a bilinear group arithmetic circuit
admits an efficient and short proof in our framework. Our system can be seen as a
drop-in replacement for GS proofs in many applications, especially for those cases
where communication efficiency and proof size are of the essence. We stress that
6

This limitation seems to be inherent to our settings due to the fact that compressing structurepreserving commitments to target group elements are, in general, impossible [AHO12].
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our argument system does not require a trusted setup and it is therefore suited for
many real-life scenarios. In the following we exemplify the utility of our system by
highlighting a few applications of interest.
Structure-Preserving Signatures. One of the motivating examples of the field of
structure-preserving cryptography is the design of signature schemes where one can
efficiently prove the knowledge of a signature. Roughly speaking, in a structurepreserving signature (SPS) scheme, both messages and signatures consist of group
elements, and signature verification can be done by checking pairing product equations.
Our argument system allows one to prove the knowledge of a tuple of n SPS
signatures on different messages and under (possibly) different public keys. The size
of the resulting proof grows logarithmically with n. This feature becomes especially
useful when the signatures are stored on a public ledger, such as a blockchain, where
allocating space is costly for all participants.
As an example, many blockchains implement multi-signature addresses, where parties
can spend coins only if the transaction is signed from all public-keys belonging to that
address. Our framework allows one to give a succinct proof for any SPS scheme in an
efficient way.
Due to the generality of our approach, our framework is also applicable to a variety
of SPS schemes with extra features, such as linearly homomorphic signatures [LPJY15]
and signatures on equivalence classes [HS14].
Attribute-Based Encryption. Attribute-Based Encryption (ABE) [SW05, GPSW06]
and Predicate Encryption (PE) [KSW08] allow a manager to distribute keys for
certain predicates. Everyone can encrypt a message with respect to a set of attributes.
Decryption is possible if and only if the attributes encoded in the ciphertext satisfy
the policy encoded in the key. PE offers the additional guarantee that the attributes
are hidden.
ABE and PE have been the subject of a large body of research and most of the
efficient schemes are based on bilinear maps. These schemes are natural candidates for
composing with our argument system: We can, for example, prove well-formedness
of ciphertexts computed with respect to large sets of (possibly secret) attributes, or
the knowledge of a key that correctly decrypts a certain ciphertext. The proof scales
logarithmically with the statement (e.g. the number of attributes) being certified.
Attribute-Based Authentication. As an application of independent interest, our
system allows us to efficiently prove the knowledge of attribute-based signatures
(ABS) [MPR11] based on bilinear maps. ABS enriches the syntax of standard digital
signatures, allowing a signer, with a certified set of attributes, to sign messages with
predicates that are satisfied by its attributes. ABS are useful in many contexts, such
as attribute-based authentication and disclosure of secrets. Our argument can be used
as a cheaper alternative to GS proofs to prove the knowledge of signatures for complex
access structures.
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1.3 Applications of Succinct Arguments
In the second half of the dissertation, we turn our attention to the theoretical and
practical applications of succinct arguments, in particular SNARKs. On the theoretical
side, in Chapter 5 we define the strong notion of insider unforgeability of homomorphic
signatures (HS), and prove that the existence of such signatures is almost equivalent
to that of SNARKs. On the practical side, in Chapter 6 we formalise the notion of
ring confidential transactions (RingCT), a transaction scheme meant to be used in an
anonymous cryptocurrency, and give a generic construction from SNARKs and other
basic tools. Appropriately instantiating the construction with group-based building
blocks and the SNARK obtained from Chapter 4 yields a practical RingCT scheme. In
the following, we overview the two applications.

1.3.1 Homomorphic Signatures with Insider Unforgeability
In a basic signature scheme, a signer can use a secret key to sign messages which can
be verified against the corresponding public key. The signatures are required to be
unforgeable, meaning that no efficient adversaries can forge a valid signature on any
message without the secret key. This requirement, however, limits the utility of the
signed messages. For example, without the secret key, one cannot derive a signature of
the result of a computation over the signed messages.
Homomorphic Signatures (HS)
Homomorphic signature (HS) schemes [JMSW02] allow a third-party evaluator to
evaluate a class of admissible functions over signed messages (from a single signer), and
derive signatures of the evaluation results, without knowing the secret signing keys. HS
is a handy tool for applications which require computation on authenticated data. For
example, it is useful when computationally inferior data producers (e.g. sensors) need
to outsource expensive computations to a third-party (e.g. the cloud) while assuring
the authenticity of the computation result.
Since homomorphic evaluation of messages and signatures is allowed, the standard
unforgeability notion can no longer be satisfied. There are two common meaningful
relaxations. The first one is considered for linear homomorphic signatures [BF11b],
where only linear functions are admissible. Unforgeability of linear HS requires that
no adversary can derive a signature of a vector which is not a linear combination of
any honestly signed vectors. This relaxation is not suitable for fully homomorphic
signatures [BFS14, GVW15] where all arithmetic circuits are admissible, as signatures
for a wide range of messages can often be derived from just a single signed message.
Thus, the second approach is to have the signature not only certify the message, but
also the function that is used to compute the message. Unforgeability here means that
no adversary can derive a signature of a function-message pair (f, y), such that y is
not a function value of f evaluated over any honestly signed messages. As we will be
considering HS for general computation, we adopt the second approach.
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Multi-Key Homomorphic Signatures
To further extend the utility of HS, multi-key HS (MHS) has recently received attention [FMNP16, DS19]. This extension of HS allows homomorphic evaluation of
signatures signed under different keys. An evaluated signature can be verified against a
combined public key, e.g. the ordered tuple consisting of all public keys of the signatures
being evaluated. MHS allows multiple data producers, who do not or should not share
the same key, to contribute signed data for verifiable computation. Unfortunately,
existing work [FMNP16, DS19] only considers weaker security models, which assume
all signers are honest when defining and analyzing unforgeability, and do not capture
insider attacks from malicious signers. In fact, a malicious signer in the scheme of
Fiore et al. [FMNP16] is able to create a signature on any function-message pairs (f, y)
regardless of the honest signer inputs. This problem seems to be inherent in all existing
lattice-based signatures with trapdoors.
For certain classes of computation such as the majority vote, if the MHS scheme is
not secure against insider attacks, it might be possible that a compromised signer can
manipulate the voting result. This limits the usefulness of existing MHS solutions since
it is often unrealistic to assume that all contributors to a multi-party computation are
honest. We thus see a need for a stronger notion which provides unforgeability even in
the presence of corrupt signers.

Homomorphic Signatures with Insider Unforgeability
Responding to the need identified above, we define a strong security notion of MHS
called existential unforgeability under corruption and chosen message attack (iEUFCMA), where the adversary controls a set of malicious signers. A signature of (f, y)
is a valid forgery if the resulting message y is not in the range of f restricted by the
inputs of the honest signers. Interestingly, iEUF-CMA-security also makes sense in the
single-key setting, where we require that even the one and only (possibly malicious)
signer itself cannot produce a signature on (f, y) where y is not in the range of f . In
the following, we overview how the new notion of iEUF-CMA relates to other notions.
First, we show that iEUF-CMA (M)HS can be constructed from SNARKs (with
fixed polynomial proof size) together with digital signatures. Indeed, (a multi-key
generalisation of) a folklore construction of homomorphic signatures achieves the
new and stronger notion of iEUF-CMA. We overview the single-key case below. A
fresh signature is simply an ordinary signature. A signature on (f, y) resulting from
homomorphic evaluation is a SNARK proof about the following statement: There
exist valid signatures σ1 , . . . , σℓ on messages x1 , . . . , xℓ respectively such that y =
f (x1 , . . . , xℓ ). By the succinctness of the SNARK, the size of all signatures is upper
bounded by a fixed polynomial, independent of the number of evaluations. By the
soundness of the SNARK, if an adversary presents a valid signature σ on (f, y), then
there indeed exist (x1 , . . . , xℓ ) such that f (x1 , . . . , xℓ ) = y, i.e. y is in the image of f .
Therefore the HS scheme is insider unforgeable.
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There are some impossibility results regarding the security of SNARKs in the presence
of (e.g. signing) oracles (O-SNARK) [FN16]. In particular, there exists a secure
signature scheme Σ such that no candidate construction of O-SNARK satisfies proof of
knowledge with respect to the signing oracle of Σ. Nevertheless, the impossibility result
can be circumvented by using an underlying signature scheme for which there exists a
secure O-SNARK [FN16, Section 5]. Using a recursive witness extraction technique,
we show that an O-SNARK yields an MHS supporting constant-depth evaluations.
In the above we have argued that insider unforgeable HS can be built from SNARKs.
Conversely, it is not difficult to show that the existence of insider unforgeable single-key
HS is sufficient to imply that of SNARG. This places the notion of insider unforgeable
(M)HS between those of SNARK and SNARG, which differ only by the existence of a
knowledge extractor.

Impossibility
It is known that the security of SNARGs cannot be based on falsifiable assumptions via
black-box reductions [GW11]. It thus follows that the iEUF-CMA-security of (M)HS
must also be based on non-falsifiable assumptions, proven via non-black-box techniques,
or proven in an idealised model. This impossibility result puts us into an unfortunate
situation where, either we rely on strong assumptions, or we settle for some weaker
authenticity guarantee. It would be interesting to construct MHS schemes which can
withstand a lower but still reasonable level of corruption from standard assumptions.
Note that the above impossibility concerns about argument systems for NP and
HS for general computation. Another direction of circumvention would be to consider
arguments for restricted languages or HS for restricted classes of computation.

1.3.2 Anonymous Cryptocurrencies
Modern cryptocurrencies such as Bitcoin and Monero eliminate the need for a trusted
central bank, giving rise to fully decentralised and publicly verifiable currency systems.
A cryptocurrency typically consists of two components: (1) a public ledger, e.g. realised
by a blockchain protocol, to publish transactions, and (2) a transaction scheme which
specifies the format and validity conditions of transactions. For example, the simplest
transaction type in Bitcoin simply requires a signed statement of the form “pseudonym
i pays amount a to pseudonym j”. At first glance, the use of pseudonyms may give the
impression that users are anonymous, but a long list of literature demonstrates that
different pseudonyms belonging to the same user can be linked by observing transactions
on the public ledger [BBSU12, AKR+ 13, MPJ+ 13, RH13, SMZ14, KKM14, MO15].
To improve this situation, many privacy-enhancing technologies have been proposed
by the academic [MGGR13, BCG+ 14, BNM+ 14, GK15, VR15, KMS+ 16, HAB+ 17,
RM17, RMK17, PBF+ 19] and the cryptocurrency [Max13, vS13, Max15, ZGH+ 15]
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communities. Multiple cryptocurrencies, notably Monero7 , ZCash8 , and ZCoin9 , with
a special focus on privacy have emerged.
Ring Confidential Transactions (RingCT)
For privacy, Monero uses Ring Confidential Transactions (RingCT) proposed by
Noether et al. [NML16] as its cryptographic core component. In the following, we
overview a simplified functionality of RingCT using slightly different terminologies
from that of Noether et al. [NML16].
The core objects of a RingCT scheme are master public keys mpk (also known as
stealth addresses), which serve as unique identifiers of users, and accounts ac, many of
which can be owned by a single user. To join the system Bob generates a master key
pair (mpkB , mskB ) and publishes mpkB .
Suppose Alice, with master public key mpkA , owns an account acA storing amount
aA . To pay Bob some amount 0 ≤ aB ≤ aA (of the cryptocurrency), Alice creates a
new account acB under mpkB encoding the amount aB , and another new account ac′A
under mpkA storing the change a′A = aA − aB (in case aB < aA ). She then forms a
transaction tx := (R, T , τ, π) which consists of
1) a set R of accounts consisting of the source account acA and several dummy
accounts, known as a ring (in the sense of ring signatures),
2) a set T = {ac′A , acB } of target accounts,
3) a pseudorandom tag τ which is computationally bound to acA , and
4) a zero-knowledge proof π proving
i) acA , ac′A , and acB store the amounts aA , a′A , aB respectively,
ii) aA = a′A + aB ,
iii) a′A , aB ∈ Z2β for some public β ∈ N, and
iv) the tag τ corresponds to acA .
The first two relations are self-explanatory. The third ensures that amounts do not
“overflow” due to the finite precision used to represent amounts. The last prevents
double-spending in the following sense. If Alice were to spend from the account acA
again, since τ is computationally bound to acA , she would have to reveal the same τ
which can be detected by other users.
Observe that since Alice’s account acA is hidden within the ring R, and the tag τ is
pseudorandom, she enjoys certain sender anonymity depending, for example, on the
size of R. Also, asserting that Alice’s and Bob’s new accounts ac′A and acB do not leak
information about mpkA and mpkB respectively, both Alice and Bob enjoy receiver
7

https://getmonero.org/
https://z.cash/
9
https://zcoin.io/
8
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anonymity. Finally, suppose that accounts leak no information about the amounts
stored within, then the zero-knowledge property of the transaction proof guarantees
that the transacted amount is confidential.
Formalisation
Although the security guarantees of RingCT are intuitive, a formal model capturing
all functionalities, in particular the support of stealth addresses, is lacking. In more
detail, Sun et al. [SALY17] and Yuen et al. [YSL+ 20] (concurrent to and independent
of our work) attempted to formalise RingCT based on the informal descriptions of
Noether et al. [NML16]. Unfortunately, their models fail to cover some realistic attacks.
Furthermore, [SALY17] does not model stealth addresses. To fill this gap, we make
another attempt of formalising RingCT, with the following features.
Capturing Stealth Addresses. Our model captures stealth addresses. This is a
critical component of the overall security model because it relates directly to receiver
anonymity. Moreover, the functionality has non-trivial interactions with all other
security properties.
Stronger Security Guarantees. Our definitions of balance and anonymity are stronger:
Our definition of balance assumes that all accounts in all transactions are maliciously
generated. Our definition of anonymity allows some of the source accounts to be
corrupt and still require the other non-corrupt accounts to be anonymous.
Unified Ring for All Source Accounts. All previous RingCT models use separate
rings for each source account. This means that for transactions involving multiple
source accounts (which are common for cryptocurrencies), each source account has a
separate anonymity set. In our model, all source accounts of a transaction share one
ring. This approach does not only improve efficiency, but also improves the level of
anonymity: Consider spending from k source accounts. In the separated-rings approach,
each source account is hidden within a different ring of some size n, meaning that each
of the k source accounts has at most 1-out-of-n anonymity. On the other hand, in
our unified ring approach, having a ring of size kn offers up to k-out-of-kn anonymity.
To see the advantage of the latter, consider for instance one of the k source accounts
is deanonymised. In the unified ring approach, the other k − 1 source accounts now
still have (k − 1)-out-of-(kn − 1) anonymity, i.e. all other accounts in the unified ring
still count towards the crowd to hide in. However, in the separated-ring approach,
the remaining n − 1 members of the ring containing the deanonymised account would
become useless in terms of providing anonymity.
Efficient Construction
The original RingCT construction of Noether et al. [NML16], used in Monero, produces
transaction proofs of size (mn+t+β)·poly(λ), where m, n, and t are the size of the ring,
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the set of source accounts, and the set of target accounts in a transaction respectively.
Recently the Bulletproof protocol [BBB+ 18] has been deployed in Monero [Spa18] for
proving range membership, e.g. that a′A , aB ∈ Z2β in the above example. This reduces
the linear dependency on β to a logarithmic one, and the linear dependency on n · m
(which includes the ring size) becomes the bottleneck. This inefficiency incentivises the
use of small ring sizes and thus effectively reduces the anonymity set, which facilitates
deanonymisation of the spending accounts as shown by Möser et al. [MSH+ 18] and
Kumar et al. [KFTS17].
We propose a generic construction of RingCT from ZK-SNARKs and other basic
cryptographic building blocks. The high level idea is naturally to generate the zeroknowledge transaction proof using a ZK-SNARK. However, using a general-purpose
ZK-SNARK for NP, e.g. those constructed in Chapter 3, would incur significant
efficiency overhead due to NP reduction (c.f. discussion in Section 1.2.2). To this end,
we show how the other cryptographic building blocks can be instantiated over prime
order cyclic groups, so that the relations to be proven by a transaction proof can be
expressed natively as an instance of group arithmetic circuit satisfiability. This allows
us to instantiate the construction with the ZK-SNARK constructed in Chapter 4,
yielding a concretely efficient system. Asymptotically, our construction has transaction
proof size log(mn + βt) · poly(λ), which is an exponential improvement compared to
that of Noether et al. [NML16].

1.4 Related Work
We conclude the introduction by mentioning related works in the area of succinct
arguments, commitments, homomorphic signatures, and anonymous cryptocurrencies.

1.4.1 Succinct Arguments
Succinct arguments were introduced by Kilian [Kil92, Kil95] and later improved, in
terms of round complexity, by Lipmaa and Di Crescenzo [DCL08]. Succinct noninteractive arguments, or computationally sound proofs, were first proposed by Micali [Mic94]. These early approaches rely on PCP and have been extended [BBC+ 17]
to handle interactive oracle proofs [BCS16] (also known as probabilistic checkable
interactive proofs [RRR16]), largely improving the efficiency of the prover. BenSasson et al. [BBHR18] improved the concrete efficiency of interactive oracle proofs.
The first usage of knowledge assumptions to construct SNARKs appeared in the work
of Mie [Mie08]. Later, Groth [Gro10] and Lipmaa [Lip12a] upgraded this approach to
non-interactive proofs.
Ishai, Kushilevitz, and Ostrovsky [IKO07] observed that linear PCPs can be combined with a linearly homomorphic encryption to construct more efficient arguments,
with preprocessing. Gennaro et al. [GGPR13] presented a very elegant linear PCP that
gave rise to a large body of work to improve the practical efficiency of non-interactive
arguments [BBFR15, BCG+ 13, BCTV14, CTV15, CFH+ 15, DFGK14]. All of these
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constructions assume a highly structured and honestly generated common reference
string (of size proportional to the circuit to be evaluated) and rely on some variant of
the knowledge of exponent assumption. Ames et al. [AHIV17] proposed an argument
based on the MPC-in-the-head
[IKOS07] paradigm to prove satisfiability of a circuit C
q
with proofs of size O(λ |C|). Zhang et al. [ZGK+ 17] show how to combine interactive
proofs and verifiable polynomial delegation schemes to construct succinct interactive
arguments. The scheme requires a private-coin preprocessing and the communication
+
complexity is O(λ log |w|). Whaby
q et al. [WTs 17] introduces a prover-efficient construction with proofs of size O(λ |w|). Some works [ABLZ17, Fuc18] investigate the
resilience of SNARKs against a subverted setup.

1.4.2 Commitments
Ishai, Kushilevitz, and Ostrovsky [IKO07] introduced an (interactive) commitment
scheme with private-coin verifier for linear functions. However, in contrast to LMC,
their binding definition does not ensure that the committed function is actually linear.
Libert, Ramanna, and Yung [LRY16] constructed an accumulator for subset queries.
Although similar in spirit to SVC, the critical difference is that accumulators are not
position binding, which is crucial for the soundness of our argument system.

1.4.3 Homomorphic Signatures
Homomorphic signatures have undergone great development, notably from supporting
only addition or multiplication [BFKW09, GKKR10, BF11b, CFW12, Fre12, LPJY13]
to bounded-degree polynomials [BF11a, CFW14], and to (leveled) fully homomorphic
operations which allow evaluation of general circuits of a priori bounded depth [BFS14,
GVW15]. Beyond unforgeability, some works also consider privacy notions such as
context hiding [ABC+ 12, ALP12, ALP13].
The study of HS initially focused on the single-key setting. Fiore et al. [FMNP16] and
Derler and Slamanig [DS19] were the first to define multi-key homomorphic signatures
with varying level of security. Independent of their work, we initiate the study of
multi-key HS with unforgeability under corruption.
Fiore et al. [FMNP16] proposed the notion of multi-key homomorphic authenticators, which generalises the multi-key homomorphic version of signatures and message
authentication codes (MAC). They extended the HS by Gorbunov et al. [GVW15] to
an MHS based on standard lattice assumptions, and introduce multi-key homomorphic
MAC based on pseudorandom functions.
While the model of Fiore et al. [FMNP16] allows the adversary to corrupt signers,
a forgery is valid only if it passes verification under non-corrupt keys. In practice, it
means that if any signer involved in the computation is corrupted, the authenticity of
the derived result is no longer guaranteed. Indeed, as acknowledged [FMNP16], their
construction is vulnerable to insider attacks. They claimed that preventing insider
attacks is impossible by arguing that, for general functions, controlling a few inputs
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implies controlling the function output. We find the claim inaccurate as many functions
may not exhibit this property, e.g. majority and threshold functions. On the other
hand, we can indeed construct MHS which prevent insider attacks, at the cost of
stronger assumptions, i.e. the existence of SNARKs.
Derler and Slamanig [DS19] defined a security model of MHS which is stronger than
that of Fiore et al. [FMNP16] but weaker than ours. Specifically, it allows corruption
of all but one signer, and the forgery must pass verification under a set of public keys
including the non-corrupted one. In contrast, our model allows corruption of all signers,
whose public keys are involved in the verification of the forgery.
Derler et al. [DRS17] introduced homomorphic proxy re-authenticators, in which a
proxy can evaluate functions over signed data and derive a corresponding MAC under
a key of the receiver. To do so, the proxy needs to use some keys derived from the
secrets of the signers and the MAC key. In contrast, homomorphic evaluation and
verification of MHS can be performed publicly without any secret.

1.4.4 Anonymous Cryptocurrencies
We briefly discuss the historical development of RingCT, the related notions of Zerocoin
and Zerocash, and the challenged in ring sampling.
RingCT
To ensure anonymity in cryptocurrencies while still preventing double-spending, van
Saberhagen mentioned the use of linkable ring signatures [LWW04] in a cryptocurrency
called CryptoNote v2.0 [vS13], which ensures that messages signed by the same user are
linkable, independent of the rings or messages. The construction is a slight modification
of that of [LWW04], however the security analysis is not detailed and is carried out
with respect to informal definitions.
Back [Bac15] observed how to improve CryptoNote v2.0 based on ideas from [AOS02].
Noether et al. [NML16] generalised Back’s scheme to a ring confidential transaction
(RingCT) to allow for batch spending with improved confidentiality (by using confidential transactions (CT) [Max15]) and anonymity guarantees (stealth addresses). While
the original proposal by Maxwell [Max15] leaves out many cryptographic details, which
could just be found in the source code, the concept of CT for confidentiality of amounts
is explained in detail by Gibson [Gib16]. Later, CT has been partially formalised by
Poelstra et al. [PBF+ 19], and fully formalised in the context of the Mimblewimble
cryptocurrency design [Jed16, Poe06] by Fuchsbauer et al. [FOS19].
To the best of our knowledge, the concept of “stealth addresses” first appeared
in CryptoNote v2.0 [vS13] in the name “public user keys” without formalisation.
Meiklejohn and Mercer [MM18] gave a formal definition of stealth addresses which
requires that the one-time public keys are identically distributed as randomly chosen
ones in the view of external parties. This requirement is necessary but not sufficient for
our notion of receiver anonymity because the spender who derives the one-time public
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key may know extra information about the key which can be used to link signatures
(hence breaking spender anonymity).
As far as we are aware of, the work “RingCT 2.0” by Sun et al. [SALY17], the work
RingCT 3.0 by Yuen et al. [YSL+ 20], and ours are the only attempts to formalise
RingCT as a single cryptographic primitive, proposing models which capture the
interactions between most or all of its components. Our model of RingCT provides a
stronger security guarantee than those of RingCT 2.0 and 3.0, as explained below.
The RingCT 2.0 model does not capture stealth addresses and receiver anonymity.
Its spender anonymity definition assumes that all source accounts are owned by honest
parties. In RingCT 3.0, spender anonymity against receivers and against ring members
are considered separately. Both notions concern about the anonymity of transactions
from honestly generated source accounts. Neither notions capture a realistic attacker
who first pays the victim, and then tries to determine if the victim’s account is used in
a given transaction. The anonymity of receivers is still not modelled. In contrast, our
anonymity definition captures both spender and receiver anonymity, and allow some of
the source and target accounts to be generated or owned by the adversary.
The balance definition in RingCT 2.0 assumes that all accounts are honestly generated,
while ours allows all accounts to be malicious. The RingCT 3.0 counterpart forces the
adversary to generate its transactions using oracles provided by the experiment. Such
a restriction allows the extraction of secrets from oracle queries in the security proof.
However, we believe that this definition is too restrictive because it does not cover
adversaries that simply forge proofs of false statements and do not use the oracle at
all. Our approach is more general, in the sense that we allow arbitrary adversaries,
but require the existence of an extractor which extracts the adversary’s secrets.
In terms of constructions, a variant [ken16] of the scheme by Noether et al. [NML16]
is used in Monero since its inception. In 2018 Monero adopted Bulletproofs to reduce
the size of the transaction proofs [Spa18]. Due to the lack of a concise model of RingCT,
these constructions lack meaningful security proofs. Since the RingCT 2.0 model lacks
the support of stealth addresses, so does the RingCT 2.0 construction. Finally, in
all aforementioned constructions and that in RingCT 3.0, each source account in a
transaction is contained in a separate ring. This is in contrast with our construction
which features a unified ring.
Zerocoin and Zerocash
Zerocoin [MGGR13] and Zerocash [BCG+ 14], corresponding to the cryptocurrencies
ZCoin (as an extension of Bitcoin) and ZCash respectively, aim to provide maximum
anonymity using a very large anonymity set – the set of all accounts (coins) ever
created. In contrast, RingCT (theoretically) allows its users to choose anonymity sets
of varying sizes, although practical instantiations (e.g. in Monero) could limit the
choices to medium-size rings for efficiency.
To effciently handle such a large anonymity set, ZCoin relies on an RSA-based
accumulator, while ZCash relies on a pairing-based ZK-SNARK. These tools produce
set membership proofs of fixed polynomial size but require trusted setups.

21

1 Introduction
Ring Sampling
The anonymity of ring signatures and their extensions (e.g. RingCT) is often defined
with an implicit assumption that all members in a ring are equally likely to be the
signer(s). While such an assumption is reasonable in certain contexts, e.g. secret disclosure, there are evidences [KFTS17, MSH+ 18] against it in the context of anonymous
cryptocurrencies. Understanding and optimising the strategies of ring sampling for
anonymity are important questions that we study in an independent work [REL+ 21].

22
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We recall the basic background knowledge required to understand this dissertation.

2.1 Basic Notation
Let λ ∈ N be the security parameter. The set of polynomials from N → N and negligible
functions from N → [0, 1] in λ are denoted by poly(λ) and negl(λ) respectively. Let
f (λ) be a function. If f (λ) ∈ poly (λ), we sometimes write f (λ) = poly (λ). If there
exists a negligible function µ(λ) ∈ negl(λ) such that f (λ) ≤ µ(λ) for all λ ∈ N, we
write f (λ) ≤ negl(λ).
Given a finite set S, we denote the sampling of a uniformly random element from S
by s ←$ S. For n ∈ N, we write [n] := {1, 2, . . . , n} and Zn := {0, 1, . . . , n − 1}. The
empty string and the empty set are denoted by ϵ and ∅ respectively.
An algorithm, modeled as a probabilistic (possibly interactive) Turing machine, is
probabilistic polynomial time (PPT) if its running time is upper bounded by some
polynomial in poly(λ). Let A be a probabilistic algorithm. We denote by y ← A(x; r)
the assignment of the result of running A on the input x and randomness r to the
variable y. If r is chosen uniformly at random from some set (e.g. {0, 1}λ ) understood
from the context, then it is omitted and we simply write y ← A(x). If A is deterministic,
we write y := A(x) instead to emphasize the deterministic assignment. Let O be a
probabilistic algorithm. We write AO to denote the a machine A with oracle access to
O, i.e. A can call O repeatedly as a black box unless specified otherwise.
Let Π = Π⟨A∥B⟩ be an interactive protocol between two machines A and B. The
execution of Π is denoted by ⟨u∥v⟩ ← Π⟨A(x; r)∥B(y; s)⟩, where x, r, and u (y, s, and
v) are the input, the randomness, and the output of A (B) respectively.
A binary relation R : {0, 1}∗ × {0, 1}∗ → {0, 1} is said to be an NP relation if
it is computable in polynomial time. Let its corresponding NP language be L :=
LR := {stmt : ∃ wit, R(stmt, wit) = 1}. If R(stmt, wit) = 1, we also write (stmt, wit) ∈
R. Looking ahead, some classes of languages consist of statements of the form
stmt = (crs, stmt′ ) where crs is a “common reference string” generated by the setup
algorithm of an argument system. For notational convenience, in such case, we
treat R as a ternary relation R : {0, 1}∗ × {0, 1}∗ × {0, 1}∗ → {0, 1} and define
L := LR := {(crs, stmt) : ∃ wit, R(crs, stmt, wit) = 1}. If R(crs, stmt, wit) = 1, we also
write (crs, stmt, wit) ∈ R.
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2.2 Matrices, Vectors, and Subvectors
We denote matrices either by bold capital Latin or Greek letters, e.g. A ∆. Vectors
are denoted by bold lowercase Latin and Greek letters, e.g. a and α. Unless there is
an ambiguity, we do not distinguish between row and column vectors.
For ℓ ∈ N, the ℓ-by-ℓ identity matrix is denoted by Iℓ . If the dimension ℓ is clear
from the context, we omit it and write I. Let A1 , . . . , Aℓ be square matrices. Write
diag(A1 , . . . , Aℓ ) for the block-diagonal matrix with diagonal blocks A1 , . . . , Aℓ .
Let k, ℓ ∈ N, X be a set, x = (x1 , . . . , xℓ ) ∈ X ℓ be a vector, and I = (i1 , . . . , ik ) ⊆ [q]
be an ordered index set. The I-subvector of x is defined as xI := (xi1 , . . . , xik ).

2.3 Probabilistically Checkable Proofs (PCP)
One of the principal tools in the construction of argument systems is probabilistic
checkable proofs (PCP) [AS98]. It is known that any witness w for an NP statement
can be encoded into a PCP string of length poly(|w|) bits such that it is sufficient to
probabilistically test O(1) bits of the encoded witness.
Definition 2.1 (Probabilistically Checkable Proofs (PCP)). Fix ℓ ∈ N. An ℓ-long
q-query probabilistically checkable proof (PCP) Π = (P, V) over a field F (in general a
ring) consists of a PPT prover P and a PPT verifier V. The prover π ← P(stmt, wit)
inputs a statement stmt ∈ {0, 1}∗ and a witness wit ∈ {0, 1}∗ . It outputs a proof
π ∈ Fℓ , also known as a PCP string. The verifier b ← V π (stmt) inputs a statement
stmt ∈ {0, 1}∗ and is given q-times oracle access to the PCP string π.1 It outputs a
bit b deciding whether to accept or reject stmt.
Definition 2.2 (Completeness). A PCP Π = (P, V) is perfectly complete for L = LR
if for any (stmt, wit) ∈ R and for any π ∈ P(stmt, wit), it holds that V π (stmt) = 1.
Definition 2.3 (Soundness). An ℓ-long PCP Π = (P, V) over F is σ-sound for L = LR
if for any stmt ∈
/ L and for any π ∈ Fℓ , it holds that Pr [V π (stmt) = 1] ≤ σ. If the
above holds for σ ∈ negl(λ), we say that Π is sound for L.
It is well known that one can diminish the soundness error to a negligible function
by repetition. We additionally require that the witness can be efficiently recovered
from the PCP string π [Val08].
Definition 2.4 (Knowledge Soundness). An ℓ-long PCP Π = (P, V) over F is κknowledge-sound if there exists a PPT knowledge extractor E such that, for any statement stmt ∈ {0, 1}∗ and PCP string π ∈ Fℓ , if ρ := Pr [V π (stmt) = 1] > κ, then
wit ← E π (stmt) satisfies (stmt, wit) ∈ R. If the above holds for κ ∈ negl(λ), we say
that Π is knowledge-sound, or a PCP of knowledge, for L.
1

Being given oracle access to the PCP string π, the verifier V can query the string at position i ∈ [ℓ]
and obtain the i-th entry of π.

24

2.4 Argument Systems
Linear PCPs. Ishai et al. [IKO07] considered the notion of linear PCP where the
oracle given to the verifier is modified, such that on input f ∈ Fℓ , it returns the inner
product ⟨f , π⟩. Note that this generalises the classical notion of PCP as one can recover
the original definition by restricting the queries f to be unit vectors. We are interested
in the notion of linear PCP where soundness is only guaranteed to hold against linear
functions (same as considered in [BCI+ 13]).

2.4 Argument Systems
We define the notion of argument systems that is central in this dissertation.
Definition 2.5 (Arguments). An argument system Π = (Setup, P, V) consists of a
PPT setup algorithm Setup, an interactive PPT prover P, and an interactive PPT
verifier V. The setup algorithm Setup generates a common reference string crs, written
as crs ← Setup(1λ ). The prover P and the verifier V have common inputs crs and a
statement stmt ∈ {0, 1}∗ . The prover P additionally inputs a witness wit ∈ {0, 1}∗ .
After interaction, V outputs a bit b deciding whether to accept or reject stmt, written
as b ← ⟨P(crs, stmt, wit)∥V(crs, stmt)⟩.
We write tr ← T (⟨P(crs, stmt, wit)∥V(crs, stmt)⟩) for the communication transcript,
i.e. all messages exchanged between P and V. If ⟨P(crs, stmt, wit)∥V(crs, stmt)⟩ = 1,
then we say tr is accepting. Otherwise it is rejecting.
Definition 2.6 (Public-Coin Verifier). An argument system Π has a public-coin verifier
if all messages sent from the verifier to the prover in ⟨P∥V⟩ are sampled from public
distributions determined by crs independently of the prover’s messages.
Definition 2.7 (Moves). An argument system Π is g-move if the total number of
messages exchanged in ⟨P∥V⟩ is g. If g = 1, we say that Π is non-interactive. In this
case, we simplify the syntax and write π ← P(crs, stmt, wit) and b ← V(crs, stmt, π)
instead of b ← ⟨P(crs, stmt, wit)∥V(crs, stmt)⟩.
Definition 2.8 (Succinctness). An argument system Π is said to be succinct if the
communication complexity between P and V is at most o(|stmt|) · poly(λ). In Chapter 5,
we use a stronger defintion of succinctness which requires the communication complexity
to be in poly(λ), independent of |stmt|.
We remark that in some works (e.g. [BCCT13, BCC+ 17]) the definition of succinctness additionally requires the runtime of the verifier V to be at most sublinear in the
time needed for computing the relation R. We use the more liberal definition above.
Definition 2.9 (Completeness). An argument system Π is perfectly complete for
L = LR if for any crs ∈ Setup(1λ ) and any (stmt, wit) with (crs, stmt, wit) ∈ R it holds
that ⟨P(crs, stmt, wit)∥V(crs, stmt)⟩ = 1.
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Soundness. The soundness property of argument systems intuitively guarantees that,
for any false statement, no (efficient) prover should be able to convince the honest
verifier that the false statement is true. Over the years, many variants of soundness
were considered. Below, we specify the ones that are used in this dissertation.
We first define the more standard notions of soundness and knowledge-soundness.
Definition 2.10 (Soundness). An argument system Π is said to be σ-sound for L = LR
if for any deterministic polynomial time prover P ∗ and any adversary A,
crs ← Setup(1λ )
 b=1

≤σ
Pr 
(stmt∗ , wit∗ ) ← A(crs)


∗
∧ (crs, stmt ) ∈
/L
b ← ⟨P ∗ (crs, stmt∗ , wit∗ )∥V(crs, stmt∗ )⟩




where the probability is taken over the randomness of Setup, A, and V. If the above
holds for σ ∈ negl (λ), we say that Π is sound for L. If the above holds only for
PPT adversaries A, we say that the soundness is computational. If the above holds
for A which additionally inputs the randomness used to generate crs, we say that the
soundness is transparent.
Definition 2.11 (Knowledge Soundness). An argument system Π is said to be κknowledge-sound for L = LR if for any deterministic polynomial time prover P ∗ , there
exists an expected polynomial-time knowledge extractor E, such that for any adversary
A, if


crs ← Setup(1λ )


∗
∗
>κ
ρ := Pr 
b = 1 (stmt , wit ) ← A(crs)

∗
∗
∗
∗
b ← ⟨P (crs, stmt , wit )∥V(crs, stmt )⟩
where the probability is taken over the randomness of Setup, A, and V, then
crs ← Setup(1λ )


∗
∗
∗

Pr 
(crs, stmt , wit) ∈ R (stmt , wit ) ← A(crs) ≥ ρ − κ




wit ← E O (crs, stmt∗ )

where the oracle O is given by O := ⟨P ∗ (crs, stmt∗ , wit∗ ), V(crs, stmt∗ )⟩, and permits
rewinding to a specific point and resuming with fresh randomness for the verifier from
this point onwards. If the above holds for κ ∈ negl(λ), we say that Π is knowledgesound, or a proof of knowledge, for L. If the above holds only for PPT adversaries
A, we say that the knowledge-soundness is computational and Π is an argument of
knowledge for L. If the above holds for A which additionally inputs the randomness
used to generate crs, the knowledge-soundness is transparent.
We remark that if an argument system Π is knowledge-sound for L (with negligible
knowledge error), and a pair of adversaries (P ∗ , A) is able to convince the verifier with
non-negligible probability, then the extraction probability can be amplified all the way
to 1 while still having the extractor run in expected polynomial time.
From the above definitions, the following proposition is apparent.
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Proposition 2.1. If Π is (computationally) κ-knowledge-sound for L, then it is
(computationally) σ-sound for L for σ = κ.
A computationally sound, succinct, and non-interactive argument system Π is called
a SNARG. If a SNARG Π has computational knowledge-soundness, then it is called a
succinct non-interactive argument of knowledge (SNARK). We remark however that
some authors use SNARGs and SNARKs to refer to argument systems with other
variants of succinctness and soundness.
The above definition of knowledge-soundness requires the existence of a knowledge
extractor which only uses the prover as a black-box. There are evidences showing
that such a notion of knowledge-soundness might be too strong [BCPR14] (without
relying on idealised models such as the random oracle model), suggesting that one
might want to consider weaker notions of knowledge-soundness with non-black-box
extractors. Below we recall the notion of knowledge-soundness in presence of oracles
(and auxiliary inputs) which belong to the latter class.
Definition 2.12 (Knowledge-Soundness in Presence of Oracles [FN16]). Let O be a distribution of oracles and Z be a non-uniform polynomial-time auxiliary input generator.
A succinct non-interactive argument (SNARG) system Π is (O, Z)-knowledge-sound
for L = LR if for any non-uniform polynomial-time adversary A, there exists a
non-uniform polynomial-time knowledge extractor EA such that
crs ← Gen(1λ )


 Vf(crs, stmt, π) = 1 (O, aux) ←$ (O, Z)



Pr 
 ≤ negl(λ)
O
∧ (crs, stmt, wit) ∈
/ R (stmt, π) ← A (crs, aux)


wit ← EA (crs, aux, qt)




where qt = {qi , O(qi )} is the transcript of all oracle queries and responses made and
received by A during its execution.
Note that in the above definition of (O, Z)-knowledge-soundness, the extractor EA
can depend on the adversary A in a non-black-box manner, and both EA and A get
as common input some auxiliary information aux generated by Z. This differs from
the definition of knowledge-soundness (Definition 2.11) which requires the existence
of a black-box extractor. It is not difficult (c.f. [FN16, Proposition 1]) to show that
knowledge-soundness implies (O, Z)-knowledge-soundness for any oracle distributions
O and any auxiliary input generator Z.
Zero-Knowledge If an argument system has zero-knowledge, it intuitively means
that the verifier learns nothing beyond the validity of the statement being proven after
interacting with the prover. Similar to the soundness property, there are many variants
of zero-knowledge. We specify the ones we use below.
Definition 2.13 (Zero-Knowledge). A non-interactive argument system Π is zero
knowledge (ZK) for L = LR if there exists a pair of PPT simulators (S0 , S1 ) such that
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for any adversary A it holds that
i

h

i

h

Pr AO0 (crs) = 1 crs ← Setup(1λ ) − Pr AO1 (crs) = 1 (crs, td) ← S0 (1λ ) ≤ negl(λ)
where for b ∈ {0, 1} the oracle Ob is defined as follows:
Ob (stmt, wit)
if (crs, stmt, wit) ∈
/ R then return ⊥
if b = 0 then
π ← P(crs, stmt, wit)
else
π ← S1 (td, stmt)
return π

If the above holds only for PPT adversaries A, then we say Π is computationally ZK.
If the above holds for A which additionally inputs the randomness used to generate crs,
we say that the ZK is transparent.
Definition 2.14 (Special Honest-Verifier Zero-Knowledge). An argument system Π
is special honest-verifier zero knowledge (SHVZK) for L = LR if there exists a PPT
simulator S such that for all pairs of adversaries (A, D) it holds that |ρ0 − ρ1 | ≤ negl(λ)
where
crs ← Setup(1λ )
 (crs, stmt, wit) ∈ R

 , and
ρ0 := Pr 
(stmt, wit, r) ← A(crs)


∧ D(tr) = 1
tr ← T (⟨P(crs, stmt, wit)∥V(crs, stmt; r)⟩)




crs ← Setup(1λ )
 (crs, stmt, wit) ∈ R

ρ1 := Pr 
(stmt, wit, r) ← A(crs)

.
∧ D(tr) = 1
tr ← S(crs, stmt, r)




If the above holds only for PPT adversaries A and PPT D, then we say Π is computationally SHVZK. If the above holds for A and D which additionally input the
randomness used to generate crs, we say that the SHVZK is transparent.
Remark. If all security properties (e.g. soundness and zero-knowledge) satisfied by an
argument system Π are transparent, we say informally that Π has a public-coin setup.
An argument system with a public-coin verifier and logarithmically-many moves can
be compiled into a non-interactive argument system using the Fiat-Shamir transformation [FS87] in the random oracle model. The transformation preserves (computational
knowledge-)soundness. Furthermore, if the base system is (computationally) special honest-verifier zero-knowledge, then the resulting system is (computationally)
zero-knowledge.

28

2.5 Other Cryptographic Notions

2.5 Other Cryptographic Notions
We next recall the definitions of other basic cryptographic notions.

2.5.1 Commitments
A commitment scheme allows the sender to commit to a value and later reveal that
value to a receiver by showing the value together with the opening. The receiver is
able to verify that this value was indeed contained in the commitment. A commitment
scheme should be binding – the commitment can only be opened to the value which it
was committed to. Usually we also want our commitment scheme to be hiding – the
commitment does not tell anything about the committed value.
Definition 2.15 (Commitment). A commitment scheme Γ = (Gen, Com), over some
implicit message space X , consists of a PPT key generation algorithm Gen and a PPT
commitment algorithm Com. The key generation algorithm ck ← Gen(1λ ) generates
a commitment key ck. The commitment algorithm c ← Comck (m) inputs a message
m ∈ X and outputs a commitment c.
Definition 2.16 (Binding). A commitment scheme Γ is statistically binding if for any
adversary A it holds that
h

i

Pr BindingΓ,A (1λ ) = 1 ≤ negl(λ)
where the experiment BindingΓ,A (1λ ) is defined in Figure 2.1. If the above probability is
exactly 0, we say that Γ is perfectly binding. If the above only holds for PPT A, we
say that Γ is (computationally) binding.
Definition 2.17 (Hiding). A commitment scheme Γ is statistically hiding if for any
adversary A it holds that
h

i

h

Pr Hiding0Γ,A (1λ ) = 1 = Pr Hiding1Γ,A (1λ ) = 1

i

where the experiment HidingbΓ,A is defined in Figure 2.1. If the above probabilities are
identical, we say that Γ is perfectly hiding. If the above only holds for PPT A, we say
that Γ is (computationally) hiding.

2.5.2 Signatures
A signature scheme allows a user to sign any message using its secret key, in such a
way that the signature can be publicly verified against the corresponding public key.
The unforgeability of the signature scheme guarantees that only the secret key owner
is able to generate valid signatures.
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BindingΓ,A (1λ )

HidingbΓ,A (1λ )

ck ← Gen(1λ )

ck ← Gen(1λ )

(m0 , r0 , m1 , r1 ) ← A(ck)

(m0 , m1 ) ← A(ck)

b0 := ((m0 , r0 ) ̸= (m1 , r1 ))

c ← Comck (mb )

b1 := (Comck (m0 ; r0 ) = Comck (m1 ; r1 ))

b′ ← A(c)

return b0 ∧ b1

return b′

Figure 2.1: Biding and hinding experiments for commitments.
EUF-CMAΣ,A (1λ )

SigO(msg ∈ M)

pp ← Setup(1λ )

σ ← Sig(sk, msg)

(pk, sk) ← KGen(pp)

M := M ∪ {msg}

∗

∗

SigO

(msg , σ ) ← A

(pp, pk)

return σ

∗

b0 := (msg ∈
/ M)
b1 := Vf(pk, msg∗ , σ ∗ )
return b0 ∧ b1

Figure 2.2: EUF-CMA-Security experiment for signatures.
Definition 2.18 (Signatures). A signature scheme Σ = (Setup, KGen, Sig, Vf) for a
message space M consists of PPT setup, key generation, signing, and verification
algorthms. The setup algorithm pp ← Setup(1λ ) generates public parameters. The key
generation algorithm (pk, sk) ← KGen(pp) generates a pair of public and secret keys.
The signing algorithm σ ← Sig(sk, msg) inputs a secret key sk and a message msg ∈ M.
It outputs a signature σ. The verification algorithm b ← Vf(pk, msg, σ) inputs a public
key pk, a message msg ∈ M, and a signature σ. It outputs a bit b deciding whether to
accept or reject the signature.
Definition 2.19 (Correctness). A signature scheme Σ is correct if for any λ ∈ N, any
pp ∈ Setup(1λ ), any (pk, sk) ∈ KGen(pp), any msg ∈ M, and any σ ∈ Sig(sk, msg), it
holds that Vf(pk, msg, σ) = 1.
Definition 2.20 (Unforgeability). A signature scheme Σ is existentially unforgeable
under chosen-message attack (EUF-CMA) if for all PPT adversaries A it holds that
h

i

Pr EUF-CMAΣ,A (1λ ) = 1 ≤ negl(λ)
where the experiment EUF-CMAΣ,A is defined in Figure 2.2.
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2.6 Modules over Euclidean Rings.
One of our constructions of subvector commitments in Section 3.1 is based on modules
over Euclidean rings, generalising Abelian groups with known or unknown orders.
Modules over Euclidean rings were first used in cryptographic constructions by Lipmaa [Lip12b].
Let M be an R-module for some Euclidean ring R. We write 0 ∈ R and 1 ∈ R
for the additive and multiplicative identities of R respectively. We write IRR(R)
for the set of all irreducible (or equivalently prime since R is Euclidean) elements
of R. Let S = (s1 , . . . , sℓ ) ⊆ N be an ordered set of size ℓ ∈ N. For (sub)vectors
r = (rs1 , . . . , rsℓ ) ∈ Rℓ and A = (A1 , . . . , Aℓ ) ∈ Mℓ of R and M elements respectively,
P
we denote i∈S ri · Ai by ⟨r, A⟩.
We assume the existence of a PPT module generation algorithm (R, M, A) ←
MGen(1λ ) which generates a ring R, an R-module M, and an element A ∈ M.

2.6.1 Computational Assumptions
Adaptive Root. The adaptive root assumption (over unknown order groups, and
in particular over class groups of imaginary quadratic orders) was introduced by
Wesolowski [Wes19] and re-formulated by Boneh et al. [BBF18] to establish the security
of the verifiable delay function scheme of Wesolowski [Wes19]. We adapt the assumption
to modules over Euclidean Rings in two variants – with private and public coins. Note
that Wesolowski [Wes19] and Boneh et al. [BBF18] implicitly considered the publiccoin-setup variant.
Definition 2.21 (Adaptive Root). Let IRRλ be a polynomial-time algorithm such that,
for any Euclidean ring R, IRRλ (R) ⊆ IRR(R) is a set of prime elements in R of size
2λ . The adaptive root assumption is said to hold relative to MGen and IRRλ , if for any
PPT (stateful) adversary A it holds that
(R, M, A) := MGen(1λ ; ω)




X ← A(R, M, A)


Pr e · Y = X
 ≤ negl(λ) .


e
←
$
IRR
(R)
λ


Y ← A(e)




If the inequality holds even if A is given ω, then the assumption is public-coin.
Strong Distinct-Prime-Product (Divisible) Root. We define the following variant
of the “strong root assumption” [DF02] over modules over Euclidean rings, generalising
the strong RSA assumption.
Definition 2.22 (Strong Distinct-Prime-Product (Divisible) Root). The strong distinctprime-product divisible root assumption is said to hold relative to MGen, if for any
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PPT adversary A it holds that
!



e·

Y

ei · Y = e · A




(R, M, A) := MGen(1λ ; ω)

 ≤ negl(λ) .
∀ i ∈ S, ei ∈ IRR(R) (e, {ei }i∈S , Y ) ← A(R, M, A)

∧ ∀ i ̸= j ∈ S, ei ̸= ej




Pr 
∧


i∈S



If the inequality holds even if A is given ω, then we say that the assumption is publiccoin. We say that the strong distinct-prime-product root assumption (not divisible)
holds relative to MGen if A is restricted to choose e so that it is a unit in R.
Lipmaa [Lip12b] defined several variants of the (strong) root assumption where,
while the module M is sampled with public coin, the element A is sampled with private
coin. Note that the (resp. public-coin) strong distinct-prime-product root assumption
is weaker than the (resp. public-coin) strong root assumption, where the latter requires
the adversary to simply output (e, Y ) such that e is not a unit and e · Y = A. It is
apparent that the strong distinct-prime-product root assumption over RSA groups is
implied by the strong RSA assumption.

2.7 Prime Order (Bilinear) Groups
Throughout this dissertation we consider only cyclic groups of prime order possibly
equipped with an efficient bilinear pairing.

2.7.1 Implicit Representation of Group Elements
Let G be a group of prime order q. Since G is of prime order, every element except
the identity element is a generator. Fix an arbitrary generator, which we denote by
[1]. Then any element g ∈ G with discrete logarithm x base [1] can be written in the
implicit representation g = [x]. The identity element is hence represented by [0]. Group
operations can then be written additively, i.e. [x] + [y] := [x + y], and exponentiation
of [x] to the power a is written as a · [x] = [ax].
This implicit representation can be naturally extended for vectors and matrices of
group elements (denoted by bold letters), which is convenient for describing linear
operations on them. For example, for A ∈ Zn×m
, [A] represents the matrix of group
q
elements whose entry-wise discrete logarithm base [1] is A. If A and B are matrices
(or vectors) over Zq with appropriate dimensions such that the matrix product AB is
well-defined, then we can naturally define [A]B := [AB] and A[B] := [AB].
We assume the existence of a PPT algorithm G := (G, q, [1]) ← GGen(1λ ) which
generate the description of a prime-order cyclic group.

2.7.2 Extension to Bilinear Groups
We further extend the above representation to capture pairing-products over bilinear
groups. To be concrete, fix the groups G1 , G2 , and Gt each of order q with generators [1]1 ,
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[1]2 , and [1]t respectively, equipped with an efficiently computable bilinear map (called
a pairing) e : G1 ×G2 → Gt such that e([1]1 , [1]2 ) = [1]t . For matrices (or vectors) A, B,
and C over Zq with appropriate dimensions such that the matrix product ABC is welldefined, we can naturally define A[B]1 [C]2 , A[B]2 [C]1 , [A]1 B[C]2 , [A]1 [B]2 C, [A]2 B[C]1 ,
and [A]2 [B]1 C to be all equal to [ABC]t . Other operations for vectors and matrices,
such as the inner product ⟨·, ·⟩, the Hadamard product ◦, and the Kronecker product
⊗ are similarly defined for vectors and matrices of group elements.
Similar to the non-bilinear case, we assume the existence of a PPT algorithm
BG := (G1 , G2 , Gt , q, e, [1]1 , [1]2 ) ← BGGen(1λ ) which generates the description of a
tuple of prime-order bilinear groups.

2.7.3 Computational Assumptions
We define variants of the Diffie-Hellman assumption over prime-order cyclic groups.
Definition 2.23 (Decisional Diffie-Hellman (DDH)). Let G be the description of a
cyclic group G of prime order q with generator [1]. The decisional Diffie-Hellman
(DDH) assumption is said to hold over G if for all PPT adversary A it holds that
"

#

a, b ←$ Zq
Pr A(G, [a], [b], [c]) = 1
≤ negl(λ) .
c := a · b
−Pr [A(G, [a], [b], [c]) = 1|a, b, c ←$ Zq ]
Definition 2.24 (Symmetric External Diffie-Hellman (SXDH)). Let BG be the description of a tuple of cyclic groups G1 , G2 , Gt each of prime order q with generators [1]1 , [1]2 ,
and [1]t respectively, equipped with a pairing e : G1 × G2 → Gt . The symmetric external
Diffie-Hellman (SXDH) assumption is said to hold over (G1 , G2 , Gt ) if a strengthened
DDH assumption holds over both G1 and G2 , in the sense that the adversary is given
the description BG in each case.
Definition 2.25 (Cube Diffie-Hellman (CubeDH)). Let BG be the description of a
tuple of cyclic groups G1 , G2 , Gt each of prime order q with generators [1]1 , [1]2 , and
[1]t respectively, equipped with a pairing e : G1 × G2 → Gt . The cube Diffie-Hellman
assumption is said to hold over (G1 , G2 , Gt ) if for all PPT adversary A it holds that
"

#

x ←$ Zq
Pr y = x
≤ negl(λ) .
[y]t ← A(BG, [x]1 , [x]2 )
3

Definition 2.26 ((Reverse) Double Pairing). Let BG be the description of a tuple
of cyclic groups G1 , G2 , Gt each of prime order q with generators [1]1 , [1]2 , and [1]t
respectively, equipped with a pairing e : G1 × G2 → Gt . The double pairing assumption
is said to hold over (G1 , G2 , Gt ) if for all PPT adversary A it holds that
[a]1 [x]2 + [b]1 [y]2 = [0]t a, b ←$ Zq
Pr
≤ negl(λ) .
(x, y) ̸= (0, 0)
([x]2 , [y]2 ) ← A(BG, [a]1 , [b]1 )
"

#

The reverse double pairing assumption is said to hold over (G1 , G2 , Gt ) if the above
holds when the roles of G1 and G2 are reversed.
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Operation

Hj

Kj

L

ej

Zq multiplication

Zq

Zq

Zq

ej (b, a) = ba

G1 Exponentiation G1

Zq

G1

ej ([b]1 , a) = [ba]1

G2 Exponentiation G2

Zq

G2

ej ([b]2 , a) = [ba]2

Gt Exponentiation

Gt

Zq

Gt

ej ([b]t , a) = [ba]t

Pairing

G1

G2

Gt

ej ([b]1 , [a]2 ) = [ba]t

Table 2.1: Operations on Zq , G1 , G2 , and Gt .

2.7.4 Bilinear Groups as Zq -Modules
In our construction of argument systems for bilinear group arithmetic circuit satisfiability in Chapter 4, we often operate on vectors consisting of mixtures of Zq , G1 , G2 ,
and Gt elements. To describe these operations concisely, it is often more convenient to
view Zq , G1 , G2 , and Gt as Zq -modules, such that multiplication in Zq , exponentiation
in G1 , G2 , and Gt and the bilinear map e can be viewed as bilinear maps over the
Zq -modules.
Let H1 , . . . , Hm , K1 , . . . , Km , L be groups of the same order q ∈ N, all written
additively, such that for each i ∈ [m] there exists a bilinear map ei : Hi × Ki → L.
Let B := H1 × . . . × Hm and A := K1 × . . . × Km be Zq -modules with their addition
n
n
operations naturally induced. Let B := ((bi,j )m
j=1 )i=1 ∈ B which can be arranged in an
n-by-m matrix such that the j-th column consists of Hj elements. Let a := (aj )m
j=1 ∈ A.
Whenever the above structural requirements are satisfied, we can define a matrix-vector
P
product Ba := (c1 , . . . , cn ) where ci := j∈[m] ej (bi,j , aj ) with summation taken in L.
We focus on the bilinear group setting where G1 , G2 , Gt are cyclic groups of prime
order q equipped with a pairing e : G1 × G2 → Gt . Table 2.1 lists all algebraic
operations on Zq , G1 , G2 , and Gt in the above language.

2.7.5 Commitment Scheme for Vectors of Mixed Elements
We describe in Figure 2.3 a commitment scheme (Gen, Com) for committing to vectors
in the module X = Zℓq0 × Gℓ11 × Gℓ22 × Gℓt t for ℓ0 , ℓ1 , ℓ2 , ℓt ≥ 0. The scheme is essentially
a mixture of the commitment schemes from Pedersen [Ped92], Abe et al. [AHO12],
and ElGamal2 [ElG84] respectively.
Since the commitment function is simply a matrix-vector product, the commitment
scheme is clearly bilinear, in the sense that
Comck (a + a′ ; r + r′ ) = Comck (a; r) + Comck (a′ ; r′ )
and
2

Comck+ck′ (a; r) = Comck (a; r) + Comck′ (a; r).

By viewing the encryption scheme as a commitment scheme.
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Comck (a; r ∈ Zq )

Gen(1λ )
[p01 ]t , [p2 ]t ←$ Gt , [pt ]t ←$ Gℓt t
[b1 ]2 ←$ Gℓ21 ,

[b0 ]t ←$ Gℓt 0 ,


B

[b2 ]1 ←$ Gℓ12


[1]

t

[p ]

:=  01 t
 [p ]
 2t

c := B



r

return

c



a










[b⊺0 ]t [b⊺1 ]2
[b⊺2 ]1
Iℓt

[pt ]t

return ck = B

Figure 2.3: Bilinear commitment scheme for X = Zℓq0 × Gℓ11 × Gℓ22 × Gℓt t
′
Consequently, for any invertible matrix ∆′ ∈ Zℓ×ℓ
q , and ∆ := diag(1, ∆ ), we have

Comck·∆−1 (∆′ a; r) = Comck (a; r)
where ℓ = ℓ0 + ℓ1 + ℓ2 + ℓt .
The sizes of a commitment key and a commitment are (ℓ + 1)(ℓt + 3) log q and
(ℓt + 3) log q bits respectively. That is, the size of a commitment is independent of ℓ0 ,
ℓ1 , and ℓ2 , and is linear in ℓt .
The scheme is computationally hiding under the decisional Diffie-Hellman (DDH)
assumption over Gt . To see this, consider the first column ([1]t , [p01 ]t , [p2 ]t , [pt ]t ) of a
commitment key B. By the DDH assumption, ([1]t , [p01 ]t , [p2 ]t , [pt ]t ) · r is computationally indistinguishable from a random vector [c]t ←$ Gℓt t +3 , the latter perfectly hides the
committed values.
We prove that the scheme is computationally binding under the symmetric external
Diffie-Hellman (SXDH) assumption over G1 , G2 , and Gt . Let A be aPPT
 adversary
 
′
r
r′′
against binding by finding distinct (a′ , r′ ) and (a′′ , r′′ ) such that B   = B  .
Let (a, r) = (a′ , r′ ) − (a′′ , r′′ ). We have

a′

 

a′′

B r  = [0]t. Parse a as (a0, [a1]1, [a2]2, [at]t),
a

we obtain the following system of equations:

[1]t



[p ]

·r
01 t · r + ⟨a0 , [b0 ]t ⟩ + ⟨[a1 ]1 , [b1 ]2 ⟩

[p
2 ]t · r + ⟨[b2 ]1 , [a2 ]2 ⟩



[pt ]t · r + [at ]t

= [0]t
= [0]t
= [0]t
= [0]t

From the first and the last equations, we immediately have r = 0 and [at ]t = [0]t . The
system of equations therefore simplifies as


⟨a

0 , [b0 ]t ⟩

+ ⟨[a1 ]1 , [b1 ]2 ⟩ = [0]t

2 ]1 , [a2 ]2 ⟩


⟨[b

= [0]t
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If [a2 ]2 ̸= [0]2 , then we can construct a PPT adversary against the double pairing
assumption, which is implied by the DDH assumption over G1 . If (a0 , [a1 ]1 ) ̸= (0, [0]1 ),
we can construct the following PPT algorithm B. Given random vectors ([b0 ]2 , [b1 ]2 ),
B computes [b0 ]t = [1]1 · [b0 ]2 . It then simulates the rest of the commitment key
and runs A to obtain (a0 , [a1 ]1 ) ̸= (0, [0]1 ) such that ⟨a0 , [b0 ]t ⟩ + ⟨[a1 ]1 , [b1 ]2 ⟩ = [0]t .
Note that B can compute [a0 ]1 = [1]1 · a0 and the equation can be rewritten as
⟨[a0 ]1 , [b0 ]2 ⟩+⟨[a1 ]1 , [b1 ]2 ⟩ = [0]t . Therefore, using B we can construct a PPT adversary
against the reverse double pairing assumption, which is implied by the DDH assumption
over G2 . Summarising, under the SXDH assumption, we have (a′ , r′ ) = (a′′ , r′′ ) except
with negligible probability.
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This chapter is devoted to the construction of argument systems which are both
asymptotically and concretely short through the construction of generalisations of
vector commitments.
Most content of this chapter is taken from [LM19] with the exception of the proof
of Theorem 3.5, which is rewritten from scratch.

3.1 Subvector Commitments (SVC)
We define and construct subvector commitments, which are a generalisation of vector
commitments [CF13], such that subvectors of the committed vector can be opened.

3.1.1 Definitions
Definition 3.1 (Subvector Commitments (SVC)). A subvector commitment scheme
SVC = (Setup, Com, Open, Vf) over X consists PPT setup, commitment, opening, and
verification algorithms.
pp ← Setup(1λ , 1ℓ ): Given the security parameter λ ∈ N and a length ℓ ∈ N, the setup
algorithm generates the public parameters pp. We assume that all other algorithms
input pp which we omit.
(C, aux) ← Com(x): The commitment algorithm generates a commitment C of a vector
x ∈ X ℓ along with some auxiliary information aux.
ΛI ← Open(I, xI , aux): The opening algorithm generates a proof ΛI of an opening
xI ∈ X I , which is the I-subvector of the committed vector x for the given index set
I ⊆ [ℓ].
b ← Vf(C, I, xI , ΛI ): The verification decides whether to accept (b = 1) or reject (b = 0)
that xI is the I-subvector of the vector committed in C.
Definition 3.2 (Correctness). A subvector commotment SVC over X is said to be
correct if for any λ, ℓ ∈ N, any pp ∈ Setup(1λ , 1ℓ ), any x ∈ X ℓ , any I ⊆ [ℓ], any
(C, aux) ∈ Com(x), and any ΛI ∈ Open(I, xI , aux), it holds that Vf(C, I, xI , ΛI ) = 1.
The distinguishing property of SVC (from VC) is compactness, which says that the
size of the commitment strings C and the proofs ΛI are not only independent of the
length ℓ of the committed vector x, but also that of xI .
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Definition 3.3 (Compactness). A subvector commitment SVC over X is compact if for
any ℓ ∈ N, any pp ∈ Setup(1λ , 1ℓ ), any x ∈ X ℓ , any I ⊆ [ℓ], any (C, aux) ∈ Com(x),
and any ΛI ∈ Open(I, xI , aux), it holds that |C| = poly(λ) and |ΛI | = poly(λ).
We consider the notion of position binding for subvector commitments. Recall
that position binding for vector commitments requires that it is infeasible to open
a commitment at some position i to two distinct messages xi and x′i . We extend
this notion to subvector commitments, by requiring that it is infeasible to open a
commitment at some index sets I and J to subvectors xI and x′J , respectively, such
that there exists an index i ∈ I ∩ J where xi ̸= x′i . We also define a public-coin variant,
which requires the above property to hold even if the adversary is given the randomness
used for setup.
Definition 3.4 (Position Binding). A subvector commitment SVC over X is position
binding if for any PPT adversary A it holds that
Vf(C, I, xI , ΛI ) = 1


pp ← Setup(1λ , 1ℓ ; ω)

 ≤ ϵ(λ).
Pr ∧ Vf(C, J, x′J , Λ′J ) = 1

′
′
(C,
I,
x
,
Λ
,
J,
x
,
Λ
)
←
A(pp)
I
I
J
J
′
∧ ∃ i ∈ I ∩ J, xi ̸= xi




If the above holds even if A is given ω, we say that SVC is public-coin position binding.
We do not define hiding as it is not needed for our purpose. However, as discussed
in [CF13], one can construct a hiding VC generically by committing to (normal)
commitments using VC. This naturally extends to SVC as well.
We propose two direct constructions of SVC, one from modules over Euclidean rings
where certain variants of the root assumption hold, and one from pairing groups where
the CubeDH assumption holds. Both schemes allow one to commit to binary strings.
Our constructions are inspired by the work of Catalano and Fiore [CF13] and extend
the opening algorithms of their vector commitment schemes to simultaneously handle
multiple positions.

3.1.2 SVC from Root Assumptions
Our first SVC scheme relies on modules over Euclidean rings where some variants of
the root problem (the natural generalisation of the RSA problem) is hard.
Let IRRλ be a polynomial-time algorithm such that, for any Euclidean ring R,
IRRλ (R) ⊆ IRR(R) is a set of prime elements in R of size 2λ . For ℓ ∈ N, let H :
{0, 1}∗ → IRRλ (R)ℓ be a prime-valued function which maps finite bit strings to tuples
of ℓ distinct elements in IRRλ (R). That is, for all string s ∈ {0, 1}∗ , if (e1 , . . . , eℓ ) = H(s),
then ei ̸= ej for all i, j ∈ [q] where i ̸= j. Let X := {0, 1} 1 . We construct our first
subvector commitment scheme in Figure 3.1.
1

In general, X can be set such that for all x, x′ ∈ X , gcd(x − x′ , ei ) = 1 for all i ∈ [ℓ].
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Setup(1λ , 1ℓ )

Open(I, x′I , aux)

(R, M, X) ← MGen(1λ )

parse aux as x
!−1

(e1 , . . . , eℓ ) ← H(R, M, X)
∀ i ∈ [ℓ], Si :=

Q

j∈[ℓ]\{i} ej



Y

ΛI :=

·X

D

· x[ℓ]\I , S[ℓ]\I

ei

E

i∈I

return ΛI

S := (S1 , . . . , Sℓ ), e := (e1 , . . . , eℓ )
return pp := (R, M, X, S, e)

Vf(C, I, x′I , ΛI )

Com(x)



b0 := x′I ∈ X I

return (C, aux) := (⟨x, S⟩, x)


!

b1 :=

C = x′I , SI +

Y

!

ei · ΛI

i∈I

return b0 ∩ b1

Figure 3.1: SVC for X = F2 from root assumptions.
Note that in the opening algorithm, it is required to compute
!−1

ΛI :=

Y

ei

D

E

· x[ℓ]\I , S[ℓ]\I .

i∈I

Although multiplicative inverses of ring elements do not exist in general, and if so,
they may be hard to compute, the above are efficiently computable because, for all
i ∈ [ℓ] \ I and hence for all i ∈ J \ I, we have




Si := 

Y
j∈[ℓ]\{i}



ej  · X = 


Y

j∈I

ej

Y

ej  · X.

j∈[ℓ]\(I∪{i})

The correctness of the construction can be verified by inspection. Depending on the
instantiation of H, we can prove our scheme secure under different assumptions:
• H is a (non-cryptographic) hash: Our construction is secure if the strong distinctprime-product root assumption holds. This is shown in Theorem 3.1.
• H is a random oracle: Our construction is secure if the adaptive root assumption [BBF18] holds. This is shown in Theorem 3.2.
Theorem 3.1. If the (public-coin) strong distinct-prime-product divisible root assumption holds relative to MGen, or if the (public-coin) adaptive root assumption and the
(public-coin) strong distinct-prime-product root assumption hold relative to MGen, then
the scheme in Figure 3.1 is (public-coin) position binding.
Proof. Suppose not, let A be a PPT adversary producing (C, I, xI , ΛI , J, x′J , Λ′J ) when
given pp ← Setup(1λ , 1ℓ ; ω) and, in the public-coin variant, also ω. With non-negligible
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probability, the output of A satisfies


Vf(C, I, xI , ΛI )

=1
Vf(C, J, x′J , Λ′J ) = 1


∃ i ∈ I ∩ J, xi ̸= x′i .
We construct an algorithm C, whose existence contradicts the (public-coin) strong
distinct-prime-product (divisible) root assumption.
Our algorithm C inputs (R, M, X) ← MGen(1λ ; ω) and, in the public-coin variant,
also ω. From (R, M, X), C deterministically generates the public parameters pp as in
Setup. Clealy, the public parameters pp generated this way are distributed identically
as those generated from Setup. It then runs A on pp and obtain (C, I, xI , ΛI , J, x′J , Λ′J )
satisfying the above relations with non-negligible probability.
Expanding the relations, we can derive
!

⟨xI , SI ⟩ +

Y

!

e i · ΛI =

+

⟨x′J , SJ ⟩

Y

i∈I

ei · Λ′J

i∈J

which implies
⟨xI\J , SI\J ⟩ − ⟨x′J\I , SJ\I ⟩ + ⟨xI∩J − x′I∩J , SI∩J ⟩
! 

=

Y

ei 

i∈I∩J

Recall that Si =



i∈J\I

Q

j∈[ℓ]\{i} ej



ei  · ΛI  .

Y

i∈I \J
′

i∈J \I

xi − x′i

i∈I ∩J





−xi






ei  · ΛI  .

Y

i∈I\J





δi


i∈I∪J





ei  · Λ′J − 

i∈J\I

X



i∈I\J




 xi





Λ := 
We have


Y

· X. Define

δi :=

and



ei  · Λ′J − 

Y

!

ej  · X =

Y

Y

ei · Λ.

i∈I∩J

j∈[ℓ]\{i}

Let K0 := {i ∈ I ∩ J : δi = 0} and K1 := {i ∈ I ∪ J : δi ̸= 0}. We show that




d := gcd 

X
i∈I∪J

δi

Y
j∈[ℓ]\{i}

ej ,

Y
i∈I∩J

ei  =

Y

ej .

j∈K0

Furthermore, suppose that this is the case, we have (I ∩ J) \ K0 ̸= ∅ since there exists
i ∈ I ∩ J such that δi = xi − x′i ̸= 0.
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To prove the above, we first note that



X

δi

i∈I∪J

ej =

Y

X

δi

i∈K1

j∈[ℓ]\{i}

ej =

Y
j∈[ℓ]\{i}

Y

ej 

X

δi

i∈K1

j∈[ℓ]\(I∪J)

Y

ej  .

j∈(I∪J)\{i}

Hence




d = gcd 

X

Y

δi

i∈K1

Y

ej ,

ei 

i∈I∩J

j∈(I∪J)\{i}





=

ej · gcd 

Y

X

Y

δi

i∈K1

j∈K0

Y

ej ,

j∈(I∪J)\(K0 ∪{i})

ei  .

i∈(I∩J)\K0

It remains to show that


d′ := gcd 


X

Y

δi

i∈K1

ej ,

j∈(I∪J)\(K0 ∪{i})

ei  = 1.

Y
i∈(I∩J)\K0

Suppose not, let d′ = i∈L ei for some L ⊆ (I ∩ J) \ K0 . Suppose ℓ ∈ L ̸= ∅. This
means δℓ ̸= 0 and hence ℓ ∈ K1 . Then there exists r ∈ R such that
Q

eℓ · r =

X

Y

δi

i∈K1

ej

j∈(I∪J)\(K0 ∪{i})

=δℓ

ej + eℓ

Y
j∈(I∪J)\(K0 ∪{ℓ})

Let r′ := r −

P

i∈K1 \{ℓ} δi

X
i∈K1 \{ℓ}

j∈(I∪J)\(K0 ∪{i}) ej .

Q

eℓ · r′ = δℓ

Y

δi

ej .

j∈(I∪J)\(K0 ∪{i})

We have
Y

ej .

j∈(I∪J)\(K0 ∪{ℓ})

Since δℓ ̸= 0, i.e. δℓ = ±1, the above contradicts the fact that eℓ is a prime element.
Thus we must have L = ∅ and hence d′ =1.

P
Q
Q
Q
Now that we have concluded d = gcd
i∈I∪J δi j∈[ℓ]\{i} ej , i∈I∩J ei =
j∈K0 ej ,
our algorithm C can use the extended Euclidean algorithm to find a, b ∈ R such that
a

X
i∈I∪J

ej + b

Y

δi

ei =

Y
i∈I∩J

j∈[ℓ]\{i}

Y

ej .

j∈K0

Multiplying this to X, it gets



Y







ej  · X = a

X

δi

i∈I∪J

j∈K0

Y

ej + b

j∈[ℓ]\{i}

i∈I∩J

!

= a

Y

ei · Λ + b

i∈I∩J

ei =

Y

Y

ej  · X

j∈K0

!
Y

ei · X

i∈I∩J

!

=

Y

ei · (a · Λ + b · X) .

i∈I∩J
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Since (I ∩ J) \ K0 =
̸ ∅, C can set S := (I ∩ J) \ K0 and Y := (a · Λ + b · A), and obtain
the relation






ej  · X = 

Y



Y

ej  

j∈K0

j∈K0


Y

ej  · Y.

j∈S

Q





Here, an option for C is to directly output
as a solution to
j∈K0 ej , {ei }i∈S , Y
the strong distinct-prime-product divisible root problem.
Alternatively, if the adaptive root assumption holds, we show that


X=


Y

(3.1)

ej  · Y

j∈S

except with negligible probability. The argument is essentially identical to the one
in [BBF18] for showing that the adaptive root assumption implies the low order
assumption. Suppose Equation (3.1) does not hold. We construct an adversary against
the adaptive root problem as follows. By running C, we have



Y



ej  · Z = 0

j∈K0

where Z := X −

Q



j∈S

ej · Y =
̸ 0. Our adversary outputs Z and receives e ←$ IRRλ (R).


With probability 1 − |K0 |/2λ ∈ 1 − negl(λ), we have gcd e,
therefore write ae + b


Q

j∈K0

ej

Q

ej = 1 for some a, b ∈ R. Observe that





Z = 1 · Z = ae + b 

j∈K0

= 1. We can



j∈K0

Y





ej  · Z = e · (a · Z) + b · 


Y



ej  · Z  = e · (a · Z).

j∈K0

Our adversary therefore outputs a · Z as a solution to the adaptive root problem.
To conclude, Equation (3.1) holds except with negligible probability. C can therefore
output ({ei }i∈S , Y ) as a solution to the strong distinct-prime-product root problem.
Theorem 3.2. If the (public-coin) adaptive root assumption holds relative to MGen
and IRRλ , then the scheme in Figure 3.1 is (public-coin) position binding in the random
oracle model.
Proof. The proof is similar to that of Theorem 3.1 except with a few changes which
we highlight below. Let H : {0, 1}∗ → IRRλ (R)ℓ be modeled as a random oracle to
which A has oracle access. Similar to the proof of Theorem 3.1, we will construct an
algorithm C whose existence contradicts the (public-coin) adaptive root assumption in
the random oracle model.
Our algorithm C simulates the public parameters pp slightly differently: It receives
as input (R, M, A) generated by MGen(1λ ; ω), sets X := A, and receives a random
prime element e ←$ IRRλ (R). In the public-coin variant, C receives additionally ω.
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Our algorithm C chooses a random index i∗ ←$ [ℓ], and sets ei∗ := e. For the other
indices i ∈ [ℓ] \ {i∗ }, it samples ei ←$ IRRλ (R) with the constraint that ei ̸= ej
for all i, j ∈ [ℓ] where i ̸= j. It then programs the random oracle H such that
H(R, M, X) := (e1 , . . . , eℓ ), and generates the rest of pp as in Setup. Finally, C runs
A on pp and, in the public-coin variant, also ω. When A queries the random oracle H
managed by C, C simulates it by sampling random distinct primes from IRR(R)ℓ .
Using the same argument as in the proof of Theorem 3.1, with non-negligible
Q
probability, C obtains a tuple ({ei }i∈S , Y ) such that ( i∈S ei ) · Y = X. Conditioned
on this event,
at least 1/ℓ, it holds that i∗ ∈ S. If that is the case, C
Q with probability

′
′
′
sets Y ′ :=
i∈S\{i∗ } ei · Y which satisfies e · Y = ei∗ · Y = X. It thus output Y as a
solution to the adaptive root problem.
Efficiency and Optimisations.
Our construction admits two complementary instantiations, discussed in the following.
• Efficient Verifier (assuming random access to public parameters): The vectors
S and e are explicitly included in the public parameters (as it is currently
described). In this case, and suppose the verifier has random access to each ei
and Si , the computational effort of the verifier is only proportional to |I|, the size
of the subvector. The shortcoming of this scheme is that the size of the public
parameters is linear in ℓ, which can be very large depending on the application.
• Short Public Parameters: One can reduce the size of the public parameters to a
constant by including only the module description (R, M, X) and letting each
algorithm recompute the required terms of S on demand. This however increases
the computational complexity of the verifier, since the computation needed for
deriving each element of S is linear in ℓ. This can be partiallly amortised by
observing that the values (S1 , . . . , Sℓ ) do not depend on the committed vector
and can be precomputed by both parties.
Another possible tradeoff is given by choice of assumption. Note that the main
workload for the verifier (in the verifier-optimised variant) is to compute the term
Q
( i∈I ei ) · ΛI . Assuming R = Z and the term is computed by repeated squaring, the
complexity of the computation depends on the bit-length of the primes ei . In the
adaptive root assumption, the primes (e1 , . . . , eℓ ) are sampled randomly from a set of
primes of size 2λ , therefore representing each prime requires at least λ bits. On the other
hand, under the strong distinct-prime-product root assumption we can set (e1 , . . . , eℓ )
to be the smallest ℓ primes. Since ℓ ∈ poly (λ), each prime can be represented by
O(log λ) bits. This greatly reduces the computational effort of the verifier.

3.1.3 SVC from the Cube Diffie-Hellman Assumption
Next we present our SVC construction in Figure 3.2 from pairing groups over which the
CubeDH assumption hold. Assuming an efficient bilinear group generation algorithm
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Setup(1λ , 1ℓ )

Com(x)


BG ← BGGen(1λ )

return (C, aux) := 

∀ i ∈ [ℓ], zi ←$ Zq
pp := BG, {[zi ]1 , [zi ]2 }i∈[ℓ] , {[zi zi′ ]2 }i,i′ ∈[ℓ],i̸=i′



return pp

Open(I, x′I , aux)

Vf(C, I, x′I , ΛI )

parse aux as x
return ΛI :=

b0 := (x′I ∈ X I )
b1 :=  C −

i∈I

X X

xi′ [zi zi′ ]2

i∈I i′ ∈[ℓ]\I



!
X

xi [zi ]1 , x

i∈[ℓ]






X

xi [zi ]1 

X



[zi′ ]2  = [1]1 ΛI 

i′ ∈I

return b0 ∩ b1

Figure 3.2: SVC for X = Zq from the CubeDH assumption.
BGGen which generates groups of prime order q, our SVC scheme is for X = Zq . The
description in Figure 3.2 is mostly self explanatory. One subtlety is in the opening
algorithm, where we note that since i ∈ I and i′ ∈
/ I, we always have i ̸= i′ , and hence
openings are efficiently computable.
Regarding efficiency, assuming that the verifier has random access to components of
the public parameters, verification can be done by accessing |I| entries in the public
parameters, and computing 2|I| group operations and 2 pairings. The time complexity
of verification is thus independent of ℓ. We remark that the public parameters are
highly structured, and are of size quadratic in ℓ.
We show that our SVC scheme is position binding with a private-coin setup.
Theorem 3.3. If the Cube Diffie-Hellman (CubeDH) assumption holds over (G1 , G2 , Gt )
sampled from BGGen, then the scheme in Figure 3.2 is position binding.
Proof. Suppose not, let A be a PPT adversary producing (C, I, xI , ΛI , J, x′J , Λ′J ) when
given pp ← Setup(1λ , 1ℓ ; ω). With non-negligible probability, the output of A satisfies


Vf(C, I, xI , ΛI )

=1
=1

∃ i ∈ I ∩ J, xi ̸= x′i .
Vf(C, J, x′J , Λ′J )


We construct a CubeDH solver C as follows.
The solver C receives as input BG ← BGGen(1λ ), [x]1 , and [x]2 for some random
x ←$ Zq , and must output [y]t = [x3 ]t . To begin, C picks an index i∗ ←$ [ℓ] and sets
[zi∗ ]1 := [x]1 and [zi∗ ]2 := [x]2 . The rest of pp is then generated as in Setup. Clearly, the
public parameters pp generated this way are identically distributed as those generated
by Setup.
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Our solver C runs A on input pp and receives (C, I, xI , ΛI , J, x′J , Λ′J ) which satisfies
the above relations with non-negligible probability. Conditioning on this, with probability at least 1/ℓ, it holds that i∗ ∈ I ∩ J and xi∗ ̸= x′i∗ . Define the following symbolic
shorthands:
yI :=

X

zI :=

xi zi

i∈I

yJ′ :=

X

X

zi

i∈I

zJ :=

x′i zi

i∈J

X

zi

i∈J

By examining the verification equations, we derive the following relations:
zJ · ((C − [yI ]1 ) · [zI ]2 − [1]1 ΛI ) = zI · ((C − [yJ′ ]1 ) · [zJ ]2 − [1]1 Λ′J ) = 0
[yI ]1 · [zI ]2 · zJ + [zJ ]1 ΛI = [yJ′ ]1 · [zJ ]2 · zI + [zI ]1 Λ′J
[(yI − yJ′ ) · zI · zJ ]t = [zI ]1 Λ′J − [zJ ]1 ΛI
Observe that the exponent (yI − yJ′ ) · zI · zJ on the left hand side of the last relation
can be expanded as
!

(yI −

yJ′ )

· zI · zJ =

X

xi zi −

i∈I

= (xi∗ − x′i∗ )

X

i∈J
· zi3∗

x′i zi

!
X
i∈I

zi

!
X

zi

i∈J

+α

for some polynomial α ∈ Zq [z1 , . . . , zℓ ] of degree 3 where the coefficient of zi3∗ is 0. We
can therefore derive the following from the last relation above:
[(xi∗ − x′i∗ ) · zi3∗ + α]t = [zI ]1 Λ′J − [zJ ]1 ΛI
[zi3∗ ]t = (xi∗ − x′i∗ )−1 · ([zI ]1 Λ′J − [zJ ]1 ΛI − [α]t )
The second relation is well-defined since xi∗ ̸= x′i∗ . Moreover, we observe that the right
hand side of the second relation is efficiently computable by C. It follows that C can
extract the solution (xi∗ − x′i∗ )−1 · ([zI ]1 Λ′J − [zJ ]1 ΛI − [α]t ) to the CubeDH instance
with non-negligible probability.

3.2 Linear Map Commitments (LMC)
Functional commitments for linear functions, specifically for linear forms f : Fn → F
for some field F, were introduced by Libert, Ramanna and Yung [LRY16] and is a
generalisation of vector commitments (VC) introduced by Catalano and Fiore [CF13].
Here we refine the notion to capture a more general class of function families, which
allows the prover to open a commitment to the output of multiple linear forms or,
equivalently, to the output of a linear map f : Fn → Fm . Note that any linear map
from Fn to Fm can be represented by a matrix F = (fi,j )i,j ∈ Fm×n , which we will
use interchangeably with f . We denote the set of all linear maps from Fn to Fm by
F = Fn,m .
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3.2.1 Definitions
Definition 3.5 (Linear Map Commitments (LMC)). A linear map commitment scheme
LMC = (Setup, Com, Open, Vf) over F consists PPT setup, commitment, opening, and
verification algorithms:
pp ← Setup(1λ , 1n , 1m ): Given the security parameter λ ∈ N and the dimensions
m, n ∈ N of the linear maps, the setup algorithm generates the public parameters pp.
We assume that all other algorithms input pp which we omit.
(C, aux) ← Com(x): The commitment algorithm generates a commitment C of a vector
x ∈ Fn along with some auxiliary information aux.
Λ ← Open(f, y, aux): The opening algorithm generates a proof Λ of an opening (f, y) ∈
F × Fq , such that y is the image of f at the committed vector x.
b ← Vf(C, f, y, Λ): The verification decides whether to accept (b = 1) or reject (b = 0)
that y is the image of f at the vector committed in C.
Definition 3.6 (Correctness). A linear map commitment scheme LMC over F is
said to be correct if for any λ, m, n ∈ N, any pp ∈ Setup(1λ , 1n , 1m ), any x ∈ Fn ,
any f ∈ F, any (C, aux) ∈ Com(x), and any Λ ∈ Open(f, f (x), aux), it holds that
Vf(C, f, f (x), Λ) = 1.
Definition 3.7 (Compactness). A linear map commitment LMC over F is compact
if for any m, n ∈ N, any pp ∈ Setup(1λ , 1n , 1q ), any x ∈ Fn , any f ∈ F, any
(C, aux) ∈ Com(x), and any Λ ∈ Open(f, f (x), aux), it holds that |C| = poly (λ) and
|Λ| = poly(λ).
We next generalise the notion of function binding for linear map commitments.
The original definition of function binding, as considered by Libert, Ramanna and
Yung [LRY16], requires that it is hard to open a commitment to (f, y) and (f, y ′ )
where y =
̸ y ′ . This definition however does not rule out attacks where the adversary
generates proofs for the openings (f, y) and (f ′ , y ′ ), such that there does not exist
x ∈ Fn satisfying f (x) = y and f ′ (x) = y ′ . For certain functions such as linear maps,
there might not even exist x satisfying f (x) = y in the first place. We therefore
revise the definition of function binding which captures adversaries attempting to prove
inconsistent openings.
Definition 3.8 (Function Binding). A linear map commitment LMC over F is function
binding if for any PPT adversary A and any Q, m, n ∈ N it holds that




∀ k ∈ [Q], Vf(C, fk , yk , Λk ) = 1 pp ← Setup(1λ , 1n , 1m )
 ≤ negl(λ) .
Pr 
∧ ∄ x ∈ Fn ∀ k ∈ [Q], fk (x) = yk (C, {(fk , yk , Λk )}k∈[Q] ) ← A(pp)
As for SVC, we omit the hiding definition as it is not needed for our purpose.
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Setup(1λ , 1n , 1m )
BG ← BGGen(1λ )
α, z1 , . . . , zm ←$ Zq


n

j

pp := BG, [α ]1

o

n

j∈[n]

j

, [α zi ]2



o
i∈[m],j∈[2n]\{n+1}

return pp

Open(F, y, aux)

Com(x)



X

return (C, aux) := 

j∈[n]

xj [αj ]1 , x

parse aux as x
Λ :=

X

X

′

fi,j xj ′ [αn+1+j−j zi ]2

i∈[m] j,j ′ ∈[n]:
j̸=j ′

return Λ

Vf(C, F, y, Λ)


b0 := (F, y) ∈ F × Zm
q


b1 := 




X

C ·

i∈[m]



X



fi,j [αn+1−j zi ]2 − yi [α]1 [αn zi ]2  = [1]1 · Λ

j∈[n]

return b0 ∩ b1

Figure 3.3: LMC for F = Zq in the generic bilinear group model.

3.2.2 LMC in the Generic Bilinear Group Model
Our LMC construction is inspired by the scheme presented in [LRY16] and it is based
upon the following observations. First, when the vectors f , x ∈ Fn are encoded as
P
P
the polynomials pf (α) := j∈[n] fj αn+1−j and px (α) := j∈[n] xj αj respectively, their
inner product ⟨f , x⟩ is the coefficient of the monomial αn+1 in the polynomial product
pf (α) · px (α). Second, due to bilinearity of polynomial multiplication, if a matrix
P
F ∈ Fq×n is encoded in the polynomial pF (α, z1 , . . . , zm ) := i∈[m],j∈[n] fi,j zi αn+1−j ,
then the matrix-vector product F x is given as the coefficients of the monomials zi αn+1
for i ∈ [m] in the polynomial product pF (α, z1 , . . . , zn ) · px (α).
With the above observations, we construct an LMC over bilinear groups in Figure 3.3.
Assuming an efficient bilinear group generation algorithm BGGen which generates groups
of prime order q, our LMC scheme is for F = Zq . We let the commitment C to x
be [px (α)]1 , which is computable by a linear combination of [αj ]1 for j ∈ [n] given in
the public parameters. To be convinced that F x = y, the verifier’s goal is to check
that each i-th entry of y is encoded as the coefficient of the monomial [αn+1 zi ]t in the
polynomial product [pF (α, z1 , . . . , zm )]2 [px (α)]1 .
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Although we do not aim to achieve the hiding property, our construction can be
easily modified to be hiding, by introducing randomness similar to that in Pedersen
commitment [Ped92]. Indeed this is how the FC of [LRY16] achieves hiding. We next
show that our construction is function binding in the generic bilinear group model.
Theorem 3.4. Let n = poly (λ) and 1/q ∈ negl(λ). The scheme in Figure 3.3 is
function binding in the generic bilinear group model.
Proof. The proof uses the generic group model abstraction of Shoup [Sho97] and we
refer to [BB04] for a comprehensive introduction to the generic bilinear group model.
Fix Q, m ∈ N. Suppose there exists a PPT adversary A which, on input pp ←
Setup(1λ , 1n , 1m ), produces (C, {(Fk , yk , Λk )}k∈[Q] ) using only generic bilinear group
operations, such that
(

∀ k ∈ [Q], Vf(C, Fk , yk , Λk ) = 1
∄ x ∈ Znq ∀ k ∈ [Q], Fk (x) = yk

is satisfied with non-negligible probability. Since A is PPT, we can assume without
loss of generality that Q = poly(λ).
Let [γ]1 := C and [λk ]2 := Λk . Since A is generic, we can express c and each λk as
polynomials in Zq [α, z1 , . . . , zℓ ] as follows:
γ = γ0 +

X

γj αj

j∈[n]

λk = λk,0 +

λk,i,j zi αj

X
i∈[m]
j∈[2n]\{n+1}

Since for each k ∈ [Q], Vf(C, Fk , yk , Λk ) = 1, the following relation holds for each
k ∈ [Q]:



γ0

+

X

γj αj  

j∈[n]


X X

fk,i,j zi αn+1−j 

i∈[m] j∈[n]





=

X
i∈[m]





yk,i zi αn+1 + λk,0 +

X
i∈[m]
j∈[2n]\{n+1}





λk,i,j zi αj  .

Note that the above defines a (n + 1)-variate polynomial of degree 2n + 1 which
evaluates to zero at a random point (α, z1 , . . . , zm ). Suppose that the polynomial is
non-zero. By the Schwartz-Zippel lemma, the probability that the above happens is
bounded by (2n + 1)/q which is negligible as n ∈ poly (λ) and 1/p ∈ negl(λ). Since
Q = poly(λ), the probability that there exists k ∈ [Q] such that the k-th polynomial
is non-zero is negligible. We can therefore assume that the polynomials for k ∈ [Q] are
all zero. In particular, the coefficients of the monomials zi αn+1 are zero for all i ∈ [m].
Thus, we have the following relations for all k ∈ [Q] and i ∈ [m]:
X
j∈[n]
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fk,i,j γj = yk,i .

3.3 From Vector Commitments to Succinct Arguments
Setup(1λ )
pp ← Setup(1λ , 1ℓ , 1q )
return crs := pp

⟨P(crs, stmt, wit)∥V(crs, stmt)⟩
π ← PPCP (stmt, wit)
(C, aux) ← Com(π)
C
r ←$ χ
r
F := Record(stmt, π, r)
y := F π
Λ ← Open(C, F, y, aux)
Λ, y
F := Reconstruct(stmt, y, r)
b0 := Vf(C, F, y, Λ)
b1 := Decide(stmt, y, r)
return b0 ∩ b1

Figure 3.4: Succinct argument from LMC and linear PCP.
In other words, there exists x := (γ1 , . . . , γn ) ∈ Znq such that Fk (x) = yk for all k ∈ [Q],
which contradicts the assumption about A. We thus conclude that such adversaries
exist only with negligible probability. Since the above holds for any Q ∈ N, we conclude
that the construction is function binding.

3.3 From Vector Commitments to Succinct Arguments
We present a compiler for constructing interactive arguments of knowledge either from
traditional PCPs and SVCs (Section 3.1), or from linear PCPs [IKO07] and LMCs
(Section 3.2). Since a traditional PCP can be viewed as a linear PCP, and an SVC
can be viewed as an LMC, the constructions for both cases are in fact identical. We
therefore present only the latter which is more general.
Let ΠPCP = (PPCP , VPCP ) be an ℓ-long q-query (linear) PCP over some field F
for NP with χ being the randomness space of the possibly adaptive verifier. Let
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LMC = (Setup, Com, Open, Vf) be a linear map commitment over F, possibly with
public-coin setup. We present a 3-move interactive argument of system Π in Figure 3.4.
Protocol Description. We first describe some subroutines to be used in the protocol. We construct polynomial time algorithms Record, Reconstruct, and Decide which
perform the following:
• F ← Record(stmt, π, r): On input a statement stmt, a PCP string π ∈ Fℓ , a
π
randomness r ∈ χ, it runs VPCP
(stmt; r) and records the queries f 1 , . . . , f q ∈ Fℓ
made by VPCP . It returns F ∈ Fq×ℓ where the i-th row is given by f i .
• F ← Reconstruct(stmt, y, r): On input a statement stmt, a vector y ∈ Fq , and
π
a randomness r ∈ χ, it runs VPCP
(stmt; r) by simulating the oracle π using y.
That is, when VPCP makes the i-th query f i for i ∈ [q], it responds by returning
the value yi . It returns F ∈ Fq×ℓ where the i-th row is given by f i .
• b ← Decide(stmt, y, r): On input a statement stmt, a response vector y ∈ Fq ,
π
and a randomness r ∈ χ, it runs VPCP
(stmt; r) by simulating the oracle π as in
π
Reconstruct, and outputs whatever VPCP (stmt; r) outputs.
It is clear that for any statement stmt, PCP string π, and randomness r ∈ χ, if y is
π
formed in such a way that yi is the response to the i-th query made by VPCP
(stmt; r), then
π
Record(stmt, π, r) = Reconstruct(stmt, y, r), and Decide(stmt, y, r) = VPCP (stmt; r).
We now describe the protocol. The setup algorithm sets up the LMC scheme and
sets the common reference string crs as the public parameters of the LMC scheme. In
the main protocol, the verifier is public-coin. On input the common reference string
crs, the statement stmt and the witness wit, the prover P produces the PCP string
π, commits to it, and sends the commitment C to the verifier V. Upon receiving the
commitment C, V responds with a random string r ←$ χ. The prover P executes VPCP
on r.2 The prover P then records the sets of queries F = Record(stmt, π, r) of VPCP
using randomness r to π, and computes the responses y = F π. Next, it computes
the opening Λ of the commitment C to the tuple (F, y). The opening Λ along with
the response y are sent to the verifier V. The verifier V runs Reconstruct(stmt, y, r) to
reconstruct the query matrix F . It then checks if Λ is a valid opening of C to (F, y).
Finally, it checks if Decide(stmt, y, r) returns 1. If all checks are passed, it outputs 1.
Otherwise, it outputs 0.
Analysis. Clearly, if ΠPCP is complete, and LMC is correct, then Π is complete. The
succinctness of the system follows directly from the compactness of LMC. Next, we
show that the argument system is of knowledge.
Theorem 3.5. Let ΠPCP be κ-knowledge-sound for an NP language L, and LMC be
(public-coin) function binding. Then the protocol Π in Figure 3.4 is (transparent)
κ′ -knowledge-sound for L for κ′ = (1 + 1/m) · κ for any m = poly(λ).
2

If the randomness complexity log |χ| of VPCP is large, we can modify the protocol by generating r
using a pseudorandom generator. This costs us an additional negligible knowledge error.
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Proof. For any set V ⊆ Fℓ of vectors, let GetFirst(V ) denote the first vector (according
to some fixed ordering) of V if the latter is non-empty, or ⊥ otherwise. Note that if V
is defined by polynomially-many polynomial-size linear constraints, then GetFirst(V ) is
computable in polynomial time.
Consider the following extraction procedure E which gets oracle access to an adversary
A and outputs either a vector xt or ⊥ at each step t = 0, 1, . . .:
1. Initialise a set V0 := Fℓ of vectors and output x0 := GetFirst(V0 ).
2. Generate crs using Setup, and run A on crs (or the randomness of Setup for the
transparent variant) to get a commitment C.
3. For t = 1, 2, . . . do the following:
a) Run A on uniform randomness rt to get (Λt , yt ).
b) Run Ft = Reconstruct(stmt, yt , rt ).
c) If Vf(C, Ft , yt , Λt ) = 1 and Decide(stmt, yt , rt ) = 1, set
n

o

Wt := x ∈ Fℓ : Ft x = yt .
Otherwise set Wt := Fℓ .
d) Set Vt := Vt−1 ∩ Wt and output xt := GetFirst(Vt ).
Fix m = poly(λ).
Let A be an adversary against the knowledge-soundness of Π with

probability ρ > 1 + m1 · κ of convincing V. Let T = poly(λ). Consider the sequence
(V0 , . . . , VT ) induced by E A (stmt) at the first T steps.
Our first observation is that, due to the function binding property of LMC, we
have Pr [xt = ⊥] ≤ negl (λ) for all t ∈ [T ]. Taking a union bound then yields
Pr [∃ t ∈ [T ], xt = ⊥] ≤ negl(λ).
Conditioning on the event that xt ̸= ⊥ for all t ∈ [T ], our second observation is
that the sequence (V0 , . . . , VT ) is changing, i.e. Vt ̸= Vt−1 for some t ∈ [T ], at most
ℓ times. Indeed, this is because if Vt = Vt−1 ∩ Wt ̸= Vt−1 then Wt encodes a linear
constraint that is linearly independent of those encoded by Vt−1 . Moreover, due to the
assumption that xt =
̸ ⊥ for all t ∈ [T ], the constraints encoded by W1 , . . . , WT are
consistent. Since there can be at most ℓ consistent linearly independent contraints, we
conclude that (V0 , . . . , VT ) changes at most ℓ times.
Next, we define a notion of stability. For n ≤ t ∈ [T ], we say that (V0 , . . . , Vt ) is
n-stable if it has not changed for n consecutive steps, i.e. Vt−n = . . . = Vt . Our third
observation is that for any n ≤ t < T , the probability that (V0 , . . . , Vt ) is n-stable but
1
1
(V0 , . . . , Vt , Vt+1 ) is not is smaller than n+1
. That is Pr [Vt−n = . . . = Vt ̸= Vt+1 ] < n+1
.
n
Indeed the joint probability can be computed as p(1 − p) for some p ∈ [0, 1], which is
1
always smaller than n+1
.
With the above observations, we construct an extractor Ē A (stmt) which runs E A (stmt)
for up to T + 1 = (ℓ + 2)n + 1 steps, where n = 3m = poly(λ), and outputs xt where
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t ∈ [T ] is the smallest such that (V0 , . . . , Vt ) is n-stable. If no such t exists, it outputs
xT . Denote the output of Ē A (stmt) by x.
We argue that x ̸= ⊥ and (V0 , . . . , Vt ) is n-stable except with negligible probability.
First, since ℓ, n = poly(λ), we have T = poly(λ). Due to the first observation, x ̸= ⊥
except with negligible probability. Next, consider the sequence (V0 , . . . , VT ). If there
exists t′ ∈ [T ] such that (V0 , . . . , Vt′ ) is n-stable, then (V0 , . . . , Vt ) must be n-stable by
construction. Suppose the contrary that (V0 , . . . , Vt ) is not n-stable for all t ∈ [T ]. By
the pigeonhole principle, the sequence (V0 , . . . , VT ) must have changed at least ℓ + 1
times. This contradicts our second observation.
x
In the following, let x ← Ē A (stmt). We argue that Prr [VPCP
(stmt; r) = 1] > κ.
A
A
Recall that Ē (stmt) ran E (stmt) for up to T + 1 steps and output x = xt for some
t ∈ [T ]. Let β be the random variable indicating whether A is convincing at the (t+1)-th
step of E A (stmt), i.e. whether Vf(C, Ft+1 , yt+1 , Λt+1 ) = 1 and Decide(stmt, yt+1 , rt+1 ) =
1 where Ft+1 = Reconstruct(stmt, yt+1 , rt+1 ). Apparently Pr [β = 1] = ρ.
We make the following observation. If Vt = Vt+1 and β = 1, then (Ft+1 , yt+1 )
is linearly dependent on those constraints encoding Vt . We therefore could have
computed yt+1 as yt+1 = Ft+1 x instead of taking it from A. Since β = 1, we must
x
have VPCP
(stmt; r) = 1. With this observation, we can derive the following.
x
Prr [VPCP
(stmt; r) = 1]
x
≥Prr [VPCP (stmt; r) = 1 ∧ β = 1 ∧ x ̸= ⊥ ∧ Vt = Vt+1 ]
x
=Pr [VPCP
(stmt; r) = 1|β = 1 ∧ x ̸= ⊥ ∧ Vt = Vt+1 ] Pr [β = 1] Pr [x ̸= ⊥] Pr [Vt = Vt+1 ]


1
≥1 · ρ · (1 − negl(λ)) · 1 −
n+1

2
1
≥ρ 1 −
n+1

where in the last inequality we used negl(λ) <
this we can derive


ρ> 1+

3
1
·κ≥ 1+
n
n




1
.
n+1

2



Recall that ρ > 1 +

·κ=



n+1
n

2

1
m



· κ. From

· κ.

Combining the above yields the desired bound.
x
Finally, by the κ-knowledge-soundness of ΠPCP , EPCP
(stmt) extracts wit satisfying
(stmt, wit) ∈ R. This concludes the proof.
Instantiations and Efficiency. Since our argument system has a public-coin verifier,
we can apply the Fiat-Shamir transformation to turn it into a non-interactive argument.
We highlight some interesting instantiations of our compiler: Regardless of the specific
root assumption used, we can instantiate our first SVC construction over Cl(∆), the
class group of an imaginary quadratic order with discriminant ∆. Considering the
current best attacks, we can assume that root problems for a O(λ2 )-bit ∆ are hard
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for a 2λ -time adversary. Concretely, with a 2560-bit ∆, which roughly offers security
against a 2128 -time adversary, each element in Cl(∆) can be represented by at most
2560 bits (see Section 3.4 for more details). Using a 240-query 2−80 -sound PCP, the
resulting proof size is 2 · 2560 + 240 = 5360 bits. When using the verifier-optimised SVC
(see Section 3.1.2) the workload of the verifier is dominated by 240 exponentiations,
regardless of the witness size. However the public parameters grow linearly with the
length of the PCP encoding. One can reduce the size of the public parameters to
constant at the cost of having an inefficient verifier. We stress that class groups of
imaginary quadratic orders have a public-coin setup and so does the resulting SNARK.
Alternatively, we can use our second SVC construction over the pairing-friendly
256-bit Barreto-Naehrig curve [BN06], which roughly offers security against 2128 -time
adversaries. In such a curve, each group element can be represented by 256 bits.
Therefore the resulting proof size is 2 · 256 + 240 = 752 bits. This marginally improves
over the shortest proofs known [Gro16]. A shortcoming of this approach is that the
size of the common reference string grows quadratically in the length of the PCP proof.
An unsatisfactory aspect of the instantiations above is that PCPs with such short
queries have typically a very high prover computation. One approach to address this
issue is to leverage the large body of work on linear PCPs [IKO07, BCI+ 13], which
significantly improve the complexity of the prover. Any of these schemes can be used
in combination with an LMC (such as the construction of Section 3.2) to obtain a noninteractive argument with slightly larger proofs (by a constant factor) but with a more
efficient prover. We stress that our compiler supports any linear PCP, whereas existing
compilers only support those with a verifier who only evaluates quadratic polynomials.
Moreover, although our pairing-based instantiations inherit the private-coin setup from
underlying SVC / LMC, the setup is statement-independent. In contrast, the setup in
existing pairing-based schemes such as [Gro16] depends on the statement to be proven.
We shall mention however that our LMC has a linear verifier complexity and therefore
it yields an argument with verifier computation linear in the lenght of the PCP.
For the efficiency of the verifier, there are several techniques to reduce its computational overhead: As an example, one could compose our scheme with a verifier-optimised
SNARK to prove the validity of the verification equation, instead of having the verifier
computing it. Very recently, Boneh et al. [BBF19] presented a special-purpose proof of
knowledge of co-prime roots (PoKCR) that drastically reduces the running time of the
verifier in class group-based SVCs (c.f. Section 3.1) by trading group operations for
modular multiplications and additions, which are orders of magnitude more efficient.
We refer to [BBF19] for a detailed analysis of the concrete costs.

3.4 Candidate Modules over Euclidean Rings
In the following we suggest some candidate instantiations for modules (specifically
groups) where the strong distinct-prime-root assumption and/or the adaptive root
assumption are believed to hold.
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3.4.1 Class Groups of Imaginary Quadratic Orders
The use of ideal class groups in cryptography was first proposed by Buchmann and
Williams [BW88]. We refer to e.g. [BH00, BTV04] for more detailed discussions. We
recall the basic properties of class groups necessary for our purpose. √Let ∆ be a
negative integer such that ∆ ≡ 0 or 1 (mod 4). The ring O∆ := Z + ∆+2 ∆ Z is called
√
an imaginary quadratic order of discriminant ∆. Its field of fractions is Q( ∆). The
discriminant is fundamental if ∆/4 (resp. ∆) is square-free in the case of ∆ ≡ 0
(mod 4) (resp. ∆ ≡ 1 (mod 4)). If ∆ is fundamental,
then
√

 O∆ is a maximal order.
b+ ∆
The fractional ideals of O∆ are of the form q aZ + 2 Z with q ∈ Q, a ∈ Z+ , and
b ∈ Z, subject to the constraint that there exists c ∈ Z+ such that ∆ = b2 − 4ac and
gcd(a, b, c) = 1. A fractional ideal can therefore be represented by a tuple (q, a, b). If
q = 1, then the ideal is called integral and can be represented by a tuple (a, b). An
integral ideal (a, b) is reduced if it satisfies −a < bq≤ a ≤ c and b > 0 if a = c. It is
known that if an ideal (a, b) is reduced, then a ≤ |∆|/3. Two ideals a, b ⊆ O∆ are
√
equivalent if there exists 0 ̸= α ∈ Q( ∆) such that b = αa. It is known that, for each
equivalence class of ideals, there exists exactly one reduced ideal which serves as the
representative of the equivalence class. The set of equivalence classes of ideals equipped
with ideal multiplication forms an Abelian group Cl(∆) known as a class group.
q

Properties Useful in Cryptography. Since for all reduced ideals, |b| ≤ a ≤ |∆|/3,
Cl(∆) is finite. For sufficiently large |∆|, no efficient (classical) algorithm is known for
finding the cardinality of Cl(∆), also known as the class number. Group operations
can be performed efficiently, as there exist efficient algorithms for ideal multiplication
and computing reduced ideals [BH00]. Assuming the extended Riemann hypothesis,
Cl(∆) is generated by the classes of all invertible prime ideals of norm smaller than
12(log |∆|)2 [Bac90], where the norm of a fractional ideal (q, a, b) is defined as q 2 a (= a
for integral ideals). Since these ideals have norms logarithmic in |∆|, they can be found
in polynomial time through exhaustive search. A random element can then be sampled
by computing a power product of the elements in the generating set, with exponents
randomly chosen from [|∆|].
(Strong) Root Problem and its Variants in Cl(∆). To recall, the strong root
problem in Cl(∆) is to find a prime e ∈ Z and a group element Y ∈ Cl(∆) such that
Y e = X, for some given element X ∈ Cl(∆). It is widely believed that root problems
in Cl(∆) for a large enough ∆ are hard if the problem instances are sampled randomly
with private coin [BW88]. Although the strong root problem in Cl(∆) is not as well
studied, it is shown to be hard for generic group algorithms [DK02]. The best attacks
currently known are the ones for the root problem which runs in time proportional to
L|∆| ( 12 , 1) [HM00], where Lx (d, c) := exp(c(log x)d (log log x)1−d ). Using a 2560-bit ∆
offers approximately 128 bits of computational security [HM00].
The (resp. public-coin setup) position binding property of our first construction of
SVC can be proven under either the (resp. public-coin setup) strong distinct-prime-
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product root assumption or the (resp. public-coin setup) adaptive root assumption.
Note that these two assumptions are somewhat “dual” to each other, in the sense that
the former allows the adversary to choose which root it is going to compute, while the
latter allows the adversary to choose the element whose root is to be found.
In the private-coin setup setting, the strong distinct-prime-product root assumption
is clearly implied by the standard strong root assumption. In the public-coin setup
setting, the adaptive root assumption is conjectured [Wes19, BBF18] to hold over
Cl(∆). In the following, we first propose a simple candidate sampling algorithm MGen
for sampling Cl(∆) and random elements in Cl(∆) with public coin, and then elaborate
more about the strong distinct-prime-product root assumption relative to MGen.
The sampling algorithm MGen first samples random integers of the appropriate
length until it finds a fundamental discriminant ∆. Let {G1 , . . . , Gk } be a generating
set of Cl(∆). Our sampling algorithm samples random primes c1 , . . . , ck ∈ [|∆|] subject
to the constraint that the ci ’s are pairwise coprime3 . That is gcd(ci , cj ) = 1 for all
Q
i, j ∈ [k] with i ̸= j. The algorithm then outputs ∆ along with A = i∈[k] Gci i .
With the above restriction in place, it seems that the best strategy of finding an
e-th root of A is to find an e-th root of Gi for all i ∈ [k] simultaneously. On the other
hand, the additional constraint seems necessary for the strong distinct-prime-product
root problem with respect to A to be hard. Suppose that 1) there exists a subset
I = {ci1 , . . . , ciℓ } ⊆ [k] such that gcd(ci1 , . . . , ciℓ ) = d ̸= 1; 2) d can be efficiently
Q
factorised into d = i∈S ei for distinct primes ei ̸= 1; and 3) for all j ∈ [k] \ I, Gj can
Q
a
be efficiently represented as a product Gj = i∈I Gi i,j for some ai,j . Then one can
efficiently find a d-th root of A, say Y , and output ({ei }i∈S , Y ) as a solution to the
strong distinct-prime-product root problem. Since it seems unreasonable to assume
that d cannot be efficiently factorised into a product of distinct primes (see also the
discussion of RSA-UFO below), nor is it sound to assume that none of the Gj can
be represented with a power product of the Gi ’s where i ̸= j, we impose the more
reasonable restriction that the ci ’s are pairwise coprime.

3.4.2 RSA Groups
RSA-based cryptosystems operate over Z∗N , the multiplicative group of integers modulo
N , where N is an integer with at least two distinct large prime factors. The security
of these systems relies on the hardness of the (strong) root problem over Z∗N , known
as the (strong) RSA assumption. Typically, N is chosen as a product of two secret
distinct large primes p, q. However, the (strong) root problem over Z∗N is easy if p and
q are known. In other words, for N generated this way, the (strong) root assumption
with public-coin setup does not hold over Z∗N .
RSA-UFOs. The problem of constructing RSA-based accumulators without trapdoors
was considered by Sander [San99], who proposed a way to generate (k, ϵ)-“generalised
RSA moduli of unknown complete factionisation (RSA-UFOs)” N which has at least
3

This is assuming k > 1, else just set c1 = 1.
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two distinct k-bit prime factors with probability 1 − ϵ, summarised as follows. Let
N1 , . . . , Nr be random 3k-bit integers with r = O(log 1/ϵ). It is known that with
constant probability Ni has at least two distinct k-bit prime factors [San99]. It then
Q
follows that N := i∈[r] Ni has at least two distinct k-bit prime factors. An important
observation is that N can be generated with public coin, e.g. using a random oracle.
However, since N is a 3kr-bit integer, any cryptosystem based on Z∗N seems impractical.
Nevertheless, one can show that strong RSA over RSA-UFO groups is implied by the
standard strong RSA assumption in the presence of a random oracle. This result is
implicitly shown by Sander [San99]. In the following we present a proof sketch.
Proof. (Sketch) Let A be an adversary against the strong RSA assumption in RSAUFO groups. Then, on input some (standard) RSA modulus N and a group element A,
Q
′
′
we can sample a set ofh primes (p
1 , . . . , pm ) and set N = N · i∈[m] pi and A = A + qN
i
Q
for some random q ∈ i∈[m] pi . Now we give (N ′ , A′ ) to A. Note that the distribution
of prime factors of a random number is easy to simulate, and therefore N ′ is a correctly
distributed RSA-UFO. Also note that A′ is an element of Z∗N ′ with high probability.
When A returns some (e, Y ) such that e > 1, Y ∈ Z∗N ′ and Y e = A′ mod N ′ , we have
Y e = A′

mod N ′ =⇒ Y e = A′

mod N

since N ′ is multiple of N . Furthermore,
A′

mod N = A + qN

mod N = A

mod N

and, for some integers Z ∈ Z∗N and h ∈ Z, we have
Ye

mod N = (Z + hN )e

mod N = Z e

mod N

To conclude, we obtain (Z, e) with e > 1 and Z e = A mod N , which is a solution the
strong RSA problem.
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In this chapter we give a direct construction of zero-knowledge succinct arguments for
the satisfiability of (bilinear) group arithmetic circuits.
The content of this chapter is based on [LMR19] but rewritten almost completely in
a more abstract language. This leads to simpler protocol descriptions compared to the
more tedious ones presented in [LMR19].

4.1 Bilinear Group Arithmetic Circuits
We begin by formally defining bilinear group arithmetic circuits and their encodings.
It is the satisfiability of these circuits that our argument system will prove.
Let G1 , G2 , and Gt be cyclic groups of prime order q equipped with a pairing. A
bilinear group arithmetic circuit is a circuit implementing a function
C : Zℓq0 × Gℓ11 × Gℓ22 × Gℓt t → Znq 0 × Gn1 1 × Gn2 2 × Gnt t
using a combination of the following m = m0 + m1 + m2 + mt “inner-product” gates g:
• m0 Zq gates: Input a0 , a1 ∈ Zℓqg for some ℓg ∈ N, return ⟨a0 , a1 ⟩.
ℓ

• m1 G1 gates: Input [b]1 ∈ G1g , a ∈ Zℓqg for some ℓg ∈ N, return ⟨[b]1 , a⟩.
ℓ

• m2 G2 gates: Input a ∈ Zℓqg , [c]2 ∈ G2g for some ℓg ∈ N, return ⟨a, [c]2 ⟩.
ℓ

ℓ′

ℓ′

• mt Gt gates: Input a ∈ Zℓqg , [d]t ∈ Gt g , [b]1 ∈ G1g , [c]2 ∈ G2g for some ℓg , ℓ′g ∈ N,
return ⟨a, [d]t ⟩ + ⟨[b]1 , [c]2 ⟩.
An input of a gate can be a constant, the value of an input wire of the circuit, or an
intermediate value output by another gate. We denote the set of Zq , G1 , G2 , and Gt
S
gates by G0 , G1 , G2 , and Gt respectively, and the set of all gates by G := i∈{0,1,2,t} Gi .
The size |C| of a circuit C can be measured by the total number of wires of C.
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4.1.1 Minimising Number of Gt Intermediates
Let C be a family of circuits with domain X and codomain Y. Let C ∈ C and suppose
y = C(x) ∈ Y is the value of C evaluated at x ∈ X . Our strategy of proving the
satisfiability of (C, y) is as follows. The prover first encodes all intermediate values of
the evaluation y = C(x) such that the encoding satisfies a set of relations equivalent to
the satisfiability of (C, y). Such a set of relations could also be derived by the verifier
given (C, y). The satisfiability of these relations can then be proven via a protocol
following the typical commit-challenge-respond paradigm.
Since there is no compact structure-preserving commitment for Gt elements [AHO12],
to reduce the communication complexity of the argument scheme, we are incentivised
to minimise the number of intermediate Gt values in the circuit, so that the prover only
needs to commit to the ℓt Gt inputs to C. We therefore restrict ourselves to consider
only those circuits in which Gt gates are all output gates. That is, there are exactly
mt = nt Gt gates producing the nt Gt outputs.
We show that the above restriction can be assumed without loss of generality, in the
sense that for any bilinear group circuit there exists a (potentially polynomially larger)
functionally equivalent circuit which conforms to the above restriction.
Suppose we have a circuit of size s in which there is a sequence of Gt gates, denoted
by g0 , . . . , gk , such that the Gt value produced by gi−1 is fed as a Gt input to gi for
i ∈ [k], and gk is an output gate. Suppose g0 computes [d1 ]t = ⟨a0 , [d0 ]t ⟩ + ⟨[b0 ]1 , [c0 ]2 ⟩.
For i ∈ [k], let ai be the coefficient of [di ]t in the inner product computed by gi , and let
[di+1 ]t be the output of gi . Observe that the output [dk+1 ]t of the chain is of the form
[dk+1 ]t =

* k
Y

+

ai · a0 , [d0 ]t +

i=1

* k
Y

+

ai · [b0 ]1 , [c0 ]2 + . . .

i=1

Note that each entry in the vectors ki=1 ai · a0 and ki=1 ai · [b0 ]1 is computable by a
circuit of size O(k) = O(s) consisting of Zq and G1 gates, and there are at most O(s)
such entries. Therefore, an equivalent way to compute [bk+1 ]t is to remove the gate g0
from the circuit, remove the input (ai , [di ]t ) from the gate gi for all i ∈ [k], add the Zq
Q
Q
and G1 circuits described above to compute the coefficients ki=1 ai ·a0 and ki=1 ai ·[b0 ]1 ,
Qk
Qk
and expand the gate gk so that it takes also ( i=1 ai · a0 , i=1 ai · [b0 ]1 , [c0 ]2 , [d0 ]t ) as
input and computes [bk+1 ]t using the form described above. This process results in
a functionally equivalent circuit with at most O(s2 ) more wires. Repeating this for
all remaining O(mt ) = O(s) intermediate Gt gates, we obtain a circuit with at most
O(s3 ) wires and conform to the restriction. We note that, however, the cubic blowup in
circuit size in typically unnecessary, as circuits for natural applications usually already
conform to the restriction.
Q

Q

4.1.2 Encoding Bilinear Group Arithmetic Circuits
We next describe how a statement (C, y) can be encoded. Define the shorthands
P
P
ℓGi := g∈Gi ℓg for i ∈ {0, 1, 2, t} and ℓ′Gt := g∈Gt ℓ′g denoting the total number of
inputs to each type of gates. Table 4.1 represents a way of encoding intermediate values
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Encoding

→ Zq

aL

1

aR

1

[b]1

→ G1

→ G2

↘ Gt

1

1

Zq →
-1

1

1
1

[d]t

G1 →

1

1

[c]2
Length

↗ Gt

G2 →

Gt →

-1

-1

-1
1

1

1

1
ℓG0

ℓG1

ℓG2

ℓGt

1
ℓ′Gt

m0

m1

m2

mt

Table 4.1: Encoding of intermediate values of a bilinear group arithmetic circuit.
of the evaluation of (C, y) into w = (aL , aR , [b]1 , [c]2 , [d]t ) ∈ Zℓq ×Zℓq ×Gℓ1 ×Gℓ2 ×Gℓt where
ℓ is the smallest power of 2 which is at least ℓG0 +ℓG1 +ℓG2 +ℓGt +ℓ′Gt +m0 +m1 +m2 +mt .
An explanation of Table 4.1 is given below.
The first five rows correspond to the witness components aL , aR , [b]1 , [c]2 , and [d]t
respectively. Each entry of the last row “Length” specifies the number of entries in a
witness component that the column corresponds to. Each column is labeled by a gate
type (Zq , G1 , G2 , or Gt ) with an arrow pointing either into or away from it, denoting
inputs and outputs respectively. Naturally, the → Zq , → G1 , and → G2 columns
correspond to the inputs to Zq , G1 , and G2 gates respectively. Note that there are two
columns corresponding to the inputs of Gt gates. The ↘ Gt column corresponds to Zq
or Gt inputs to Gt gates, while the ↗ Gt column corresponds to G1 or G2 inputs to
Gt gates. The Zq →, G1 →, G2 →, Gt → columns correspond to the outputs of Zq ,
G1 , G2 , and Gt gates respectively.
We explain the cells of Table 4.1 by example. Note that each cell is marked by
either 1 or -1, or is left empty which we interpret as a 0 below. The row aL is marked
by (1, 0, 1, 1, 0, 1, 0, −1, −1). This means that aL consists of a concatenation of the
following: 1) all ℓG0 left-Zq -inputs to Zq gates, 2) 0ℓG1 , 3) all ℓG2 Zq -inputs to G2 gates,
4) all ℓGt Zq -inputs to Gt gates, 5) 0ℓ′G , 6) all m0 outputs of Zq gates, 7) 0m1 , 8) −1m2 ,
t
9) −1mt , and 10) padding of zeros to make aL of length ℓ being a power of 2.

4.1.3 Encoding Compression
Our next goal is to describe a set of relations satisfied by w := (aL , aR , [b]1 , [c]2 , [d]t )
whose satisfiability is equivalent to the that of (C, y). For this we first need to establish
some notation. For each gate g ∈ G, let Eg ∈ Zℓ×ℓ
be a diagonal “selector” matrix
q
whose k-th diagonal entry is set to 1 if the k-th column of the encoding corresponds to
an input or an output of gate g according to Table 4.1. We observe that the set of
selector matrices {Eg }g∈G has disjoint 1 entries, i.e. Eg · Eg′ = 0 for distinct g, g ′ ∈ G.
P
On the other hand, the 1 entries cover the entire diagonal, i.e. g∈G Eg = I.
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Using the notation of selector matrices, we can write down the following set of
relations whose satisfiability is equivalent to the that of (C, y):
⟨Eg aL , aR ⟩ = 0
⟨Eg [b]1 , aR ⟩ = 0
⟨Eg aL , [c]2 ⟩ = 0
g a L , [d]t ⟩ + ⟨Eg [b]1 , [c]2 ⟩ = 0
L0 (aL , aR ) = ζ 0
L1 ([b]1 ) = [ζ 1 ]1
L2 ([c]2 ) = [ζ 2 ]2
Lt ([d]t ) = [ζ t ]t















⟨E















∀
∀
∀
∀

g
g
g
g

∈G
∈G
∈G
∈G

where L0 , L1 , L2 , and Lt are some linear maps and ζ 0 , [ζ 1 ]1 , [ζ 2 ]2 , and [ζ t ]t are some
public values. Together they encode the wiring between different gates, constant inputs
to all gates, and outputs of all gates.
By performing linear combinations over relations with the same output type with
coefficients sampled uniformly at random1 from Zq , we obtain a system of equations of
the form


 ⟨ΞaL + ξ L , aR

 ⟨Ξ[b] , a + ξ

+ ξR ⟩
1
R
1⟩

⟨ΞaL + ξ 2 , [c]2 ⟩



⟨ΞaL + ξ t , [d]t ⟩ + ⟨Ξ[b]1 , [c]2 ⟩

= ζ0
= [ζ1 ]1
= [ζ2 ]2
= [ζt ]t

where the values written in Greek are public in the sense that they can be derived
from (C, y) and the randomness of the linear combiations, and in particular Ξ is a
diagonal matrix with non-zero diagonal entries with overwhelming probability and
hence is invertible over Zq .
For conciseness, consider the representation of the above equations by the statement

s = (Ξ, ξL, ξR , ξ1, ξ2, ξt, ζ0, [ζ1]1, [ζ2]2, [ζt]t) .
The system of equations can be denoted by
Fs (w) = zs
where Fs is the quadratic polynomial map defined by (Ξ, ξ L , ξ R , ξ 1 , ξ 2 , ξ t ) and zs =
(ζ0 , [ζ1 ]1 , [ζ2 ]2 , [ζt ]t ).
Notice that the domain of w depends only on C but is independent of (C, y). We
can therefore denote the domain of w as the Zq -module
W := WitnessDomain(C) := Zℓq × Zℓq × Gℓ1 × Gℓ2 × Gℓt
1

The requirement that the coefficients are uniform over Zq is stronger than enough to prove
Theorem 4.1. There, it suffices to have with high-probability that the coefficient matrix, whose
columns consist of the coefficients of the linear combinations, has full column rank. A classic
example is to use the values of distinct (multivariate) monomials evaluated at a random point as
coefficients.
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derived from the above procedures.
Next we observe that the witness w depends only on the circuit C and the point
of evaluation x, but is independent of the randomness used to obtain the compressed
statement s. In other words, the witness w is always a satisfying assignment of (Fs , zs ),
regardless of the randomness used to obtain s. We therefore write

w = Witness(C, x)
where Witness is a function derived from the above procedures.
Finally, for some randomness ρ in the appropriate domain, we write

s = CompressStatement(C, y; ρ)
where CompressStatement is a function derived from the above procedures.
We summarise the result in this subsection by the following lemma. Its proof is
trivially based on linear algebra and hence is omitted.
Lemma 4.1. Let q = Ω(2λ ) be sufficiently large. Let C ∈ C be a circuit such that
C(x) = y for some x ∈ X . Then for any statement s ∈ CompressStatement(C, y), w =
Witness(C, x) in W = WitnessDomain(C) is a witness to the statement s. Furthermore,
there exists an extractor E, such that if w is a witness to sρ = CompressStatement(C, y; ρ)
for a sufficient Ω(|C|) number of ρ’s sampled uniformly at random, then the extractor
E, on input C, y, w, and all the ρ’s, extracts x′ such that C(x′ ) = y with probability
overwhelming in λ in time poly(|C|).
We observe that in the relation Fs (w) = zs , the witness components aL and [b]1
are always left-multiplied by Ξ, while the other components aR , [c]2 , and [d]t are
implicitly left-multiplied by the identity matrix I. Consider the diagonal matrix
∆s := diag(Ξ, I, Ξ, I, I) and a scaled version of the witness

ws† :=



†
aL† , aR
, [b† ]1 , [c† ]2 , [d† ]t

then the system of equations



:= ΞaL , aR , Ξ[b]1 , [c]2 , [d]t = ∆s w


s could be written in the following simplified form

D
E


a†L + ξ L , a†R + ξ R


D
E


 [b† ]1 , a† + ξ
1E
R
D
†
†

a
+
ξ
,
[c
]

2
2


D L
E D
E


 a† + ξ , [d† ]t + [b† ]1 , [c† ]2
L

or in short



t

= ζ0
= [ζ1 ]1
= [ζ2 ]2
= [ζt ]t

Fs† (ws† ) = zs .
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Setup(1λ )
ck0 ←$ ΓW .Gen(1λ )//
λ

ck1 ←$ ΓP .Gen(1 )//

for committing to the compressed witness
for committing to polynomial coefficients

return crs := (ck0 , ck1 )

Figure 4.1: Setup of the outer protocol
⟨P(crs, (C, y), x)∥V(crs, (C, y))⟩
P:

w := Witness(C, x)
r, r̄ ←$ Zq

[α]t := ΓW .Comck0 (w; r), [ᾱ]t := ΓW .Comck0 (w̄; r̄)

ŵ(X) := w + w̄ · X,

P → V : [α]t , [ᾱ]t ∈
P ← V : ρ//
//

r̂(X) := r + r̄ · X

Gℓ+3
t

The randomness ρ is uniformly at random
from the appropriate domain to be used in CompressStatement.

P, V :

s := CompressStatement(C, y; ρ)

P:

ŵs† (X) := ∆s · ŵ(X)
s1 , s2 ←$ Zq

p̂(X) := p1 · X + p2 · X 2 := Fs† ŵs† (X)




− zs

ŝ(X) := s1 · X + s2 · X 2

[π 1 ]t := ΓP .Comck1 (p1 ; s1 ), [π 2 ]t := ΓP .Comck1 (p2 ; s2 )

P → V : [π 1 ]t , [π 2 ]t ∈ G4t
P ← V : x ←$ Z∗q
P→V:



w̃s† , p̃, r̃, s̃



:=



ŵs† , p̂, r̂, ŝ



(x) ∈ W × P × Z2q

V:
[π̃]t := [π 1 ]t · x + [π 2 ]t · x2
[α̃]t := [α]t + [ᾱ]t · x
ck†0,s := ck0 · diag(1, ∆s )−1

return





[π̃]t










=ΓP .Comck1 (p̃; s̃)

[α̃]t

=ΓW .Comck† (w̃s† ; r̃)

p̃ + zs

=Fs†



w̃

†
s

0,s



Figure 4.2: The outer protocol
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4.2 Outer Protocol
We construct an interactive argument for the satisfiability of bilinear group arithmetic
circuits. Following the structure of [BCC+ 16, BBB+ 18], we describe in this section a
compiler, called the outer protocol, which reduces the task of proving the satisfiability
of general bilinear group arithmetic circuits in zero-knowledge into the task of proving
the satisfiability of simpler statements without zero-knowledge. The latter task will
be dealt with using the inner protocol to be constructed in Section 4.3. A naive
composition of the outer protocol as described below with the inner protocol would not
result in a succinct argument. We will discuss in Section 4.4 a more careful composition
method which achieves logarithmic communication.
Let C be a family of bilinear group arithmetic circuits with domain X and codomain
Y. Let W := WitnessDomain(C) and P := Zq ×G1 ×G2 ×Gt . Let ΓW = ΓW .(Gen, Com)
and ΓP = ΓP .(Gen, Com) be the commitment scheme constructed in Section 2.7.5 for
the message spaces W and P respectively. In Figures 4.1 and 4.2 we present an
interactive argument Π for the following language L:
L := {(C, y) ∈ C × Y : ∃

x ∈ X,

C(x) = y}

The main protocol consists of three phases – commitment, encoding into polynomials,
and challenge-response. For readability, we adopt the following convention for notation: Masking-related values are barred, e.g. r̄; Polynomials are hatted, e.g. ŵ(X);
Evaluations of polynomials are “tilded”, e.g. p̃.
The outer protocol can be seen as a reduction of checking C(x) = y (in zeroknowledge) to checking that the last message sent by the prover w̃† , p̃, r̃, s̃ is intact.
The completeness of the outer protocol Π can be checked by inspection. We show
that Π is computationally honest-verifier zero-knowledge under the DDH assumption
over Gt , and has knowledge-soundness for L under the SXDH assumption.
Theorem 4.2. If the DDH assumption holds over Gt , then Π is computationally special
honest-verifier zero-knowledge.
Proof. We construct a simulator S((ck0 , ck1 ), (C, y), (ρ, x)) which does the following:
Sample w, w̄ ←$ W, and r, r̄, s̃ ←$ Zq . Compute [α]t := ΓW .Comck0 (w; r) and [ᾱ]t :=
ΓW .Comck0 (w̄; r̄). Compute s := CompressStatement(C, y; ρ) and define
 w̃ := w + w̄ · x,
†
r̃ := r + r̄ · x, [α̃]t := [α]t + [ᾱ]t · x, w̃ := ∆s w̃, and p̃ := Fs w̃† − zs . Find a
random solution [π 1 ]t , [π 2 ]t for the linear equation [π 1 ]t ·x+[π 2 ]t ·x2 = ΓP .Comck1 (p̃; s̃).
−2
Concretely, sample [π 1 ]t ←$ G4t , then
 compute [π 2 ]t = x ·(ΓP .Com
 ck1 (p̃; s̃) − [π 1 ]t · x).
†
Output the simulated transcript [α]t , [ᾱ]t , [π 1 ]t , [π 2 ]t , w̃ , p̃, r̃, s̃ .
We analyze the distribution of the simulated transcripts, which are accepting by
construction. The commitments [α]t , [ᾱ]t are well distributed based on the hinding
property of ΓW , which in turn holds under the DDH assumption over Gt . Since both
in the protocol Π and in the simulation the masking vector w̄ is uniformly random,
and x ̸= 0, the simulated openings w̃† and p̃ are appropriately distributed. Also,
r̃ and s̃ are uniformly random values in Zq , as in the real protocol. Since [π 1 ]t is
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sampled uniformly from the commitment space G4t , it is indistinguishable from a real
commitment of ΓP under the DDH assumption over Gt . Finally, given ck1 , [π 1 ]t , p̃,
r̃, and x, the commitment [π 2 ]t is uniquely determined by the verification equation
[π̃]t = ΓP .Comck1 (p̃; s̃), and is therefore also appropriately distributed.
Theorem 4.3. If the SXDH assumption holds over (G1 , G2 , Gt ), then Π has knowledgesoundness for L.
Proof. From the discussion in Section 2.7.5 we have that ΓW and ΓP are computationally
binding based on the SXDH assumpion. To prove knowledge-soundness we construct
a knowledge extractor E(crs, (C, y)) as follows. Our extractor E first runs A until
it produces ([α]t , [ᾱ]t ). It then forks A into parallel instances, and runs each on
uniformly chosen
(ρi , xj ) for Θ(|C|) many i’s and for

 j ∈ [3], thus producing Θ(|C|)
†
transcripts [α]t , [ᾱ]t , [π 1,i ]t , [π 2,i ]t , w̃si ,j , p̃i,j , r̃i,j , s̃i,j . With non-negligible probability,
all transcripts are accepting, all ρi ’s are distinct, and all xj ’s are distinct. In the
remaining of this proof, we assume that this is the case.
Fix any i. Let si := CompressStatement(C, y; ρi ), and let ck†0,si := ck0 · diag(1, ∆si )−1 .
Since the (i, j)-th transcript is accepting for j ∈ [3], we have


[π 1,i ]t

[α]t

· xj + [π 2 ]t · x2j

= ΓP .Comck1 (p̃i,j ; s̃i,j )
= ΓW .Comck† (w̃s†i ,j ; r̃i,j )

+ [ᾱ]t · xj

0,si

for j ∈ [3]. Since ΓP is linear and x1 , x2 , x3 are distinct, through Gaussian elimination we can obtain openings to [α]t , [ᾱ]t , [π 1,i ]t , and [π 2,i ]t . That is, we obtain
ws†i , w̄s†i , p1,i, p2,i, ri, r̄i, s1,i, s2,i satisfying



[α]

t

= ΓW .Comck† (ws†i ; ri )



[ᾱ]t

= ΓW .Comck† (w̄s†i ; r̄i )

Let

and

0,si

0,si

wi := diag(1, ∆s )−1 · ws†
i

i

and



[α]

t


[ᾱ]

t



[π

1,i ]t


[π

2,i ]t

= ΓP .Comck1 (p1,i ; s1,i )

= ΓP .Comck1 (p2,i ; s2,i ).

w̄i := diag(1, ∆s )−1 · w̄s† . We obtain
i

i

= ΓW .Comck0 (wi ; ri )

= ΓW .Comck0 (w̄i ; r̄i ).

If for any other i′ ̸= i we obtain a different set of openings to [α]t and [ᾱ]t relative to
ck0 , the binding property of ΓW would be violated. Therefore we can assume that the
openings wi , w̄i , ri , r̄i to [α]t and [ᾱ]t relative to ck0 are independent of i, and hence
drop the subscript i. In other words, we obtain w, w̄, r, r̄ satisfying


[α]

[ᾱ]
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t
t

= ΓW .Comck0 (w; r)

= ΓW .Comck0 (w̄; r̄),

and

ws
w̄s



 †

 †

i

i

= diag(1, ∆si ) · w

= diag(1, ∆si ) · w̄.

4.3 Inner Protocol
Substituting the above back to the equation [α]t + [ᾱ]t · xj = ΓW .Comck† (w̃s†i ,j ; r̃i,j ),
we conclude that

0,si

w̃s† ,j satisfies
i

w̃s† ,j = diag(1, ∆s ) · (w + w̄ · xj )
i

i

for all (i, j) or otherwise the binding property of ΓW is violated.
Similarly, substituting the expressions of [π 1,i ]t and [π 2,i ]t back to the equation
[π 1,i ]t · xj + [π 2 ]t · x2j = ΓP .Comck1 (p̃i,j ; s̃i,j ), we conclude that p̃i,j satisfies

p̃i,j = p1,i · xj + p2,i · x2j
for all (i, j) or otherwise the binding property of ΓP is violated.
Our next goal is to assert that w indeed satisfies Fsi (w) = zsi for all i. Since the
(i, j)-th transcript is accepting, we have the following relations:

p̃i,j + zs = Fs† w̃s† ,j
zs + p1,i · xj + p2,i · x2j = Fs (w + w̄ · xj )


i

i

i



i

i

The second relation implies that the quadratic polynomial

zs

i

+ p1,i · X + p2,i · X − Fsi (w + w̄ · X)

has three distinct roots x1 , x2 , and x3 and therefore must be a zero polynomial. By
examining the constant term, we have Fsi (w) = zsi as desired.
To recap, w is a witness to the statement si = CompressStatement(C, y; ρi ) for Θ(|C|)
many i’s. By Theorem 4.1, there exists an efficient extractor which extracts x such
that C(x) = y.

4.3 Inner Protocol
Inspired by the techniques developed in [BBB+ 18], we present a family of interactive
argument systems, called the inner protocols, for certain generalised inner product
relations over Zq -modules for prime q. Specifically, let h ≥ 0 with ℓ = 2h ≥ 1 being a
power of 2, the protocols are for the following family of languages
Lh [(Ai , Bj )i∈I,j∈J ]

Y
Y
ℓ

Vjℓ × C
(µ
,
ν
,
γ,
π
,
S
)
∈
U
×

k,j
k
k
i∈I,j∈J,k∈K
k,i
i



i∈I
j∈J



Y
Y


ℓ
ℓ
∃ (ui , vj )i∈I,j∈J ∈
Ui ×
Vj ,



i∈I
j∈J
:=  
X
X


γ
=
A
(u
)
+
Bj (vj )


i
i

 


i∈I
j∈J

D
E

X




π
=
u
+
µ
,
v
+
ν
 k

i
j
k,j , ∀ k ∈ K
k,i


 
(i,j)∈Sk

×

Y
k∈K



Pk × 2I×J :
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parameterised by a tuple of linear maps Ai : Uiℓ → C and Bj : Vjℓ → C over Zq -modules
where I, J, K ⊆ N are index sets. Note that in the definition of the language we
assumed that the inner products between Uiℓ and Vjℓ are well-defined for all (i, j) ∈ Sk
and for all k ∈ K. These languages capture those relations checked by the verifier of
the outer protocol in Figure 4.2.
Bünz et al. [BBB+ 18] discovered a relation compression technique leading to their
protocol for a special case of the above family where I, J, K are singletons, U = V = Zq ,
C = P = G, and µ = ν = 0. In the following we first recall their technique in using a
more abstract and general language, and then show that it works for the above general
family of languages.
We drop the subscripts i, j, k in the following explanation. For ℓ ≥ 2 and any vector
u ∈ U ℓ , write u = (ũ0 , ũ1 ) where ũ0 , ũ1 ∈ U ℓ/2 . We observe that
A(u) = Ã0 (ũ0 ) + Ã1 (ũ1 )
for some linear maps Ã0 , Ã1 : U ℓ/2 → C where the sum is over C. Similar observation
holds for B(v). We also observe that
⟨u, v⟩ = ⟨ũ0 , ṽ0 ⟩ + ⟨ũ1 , ṽ1 ⟩
where the sum is over P.
For x ∈ Zq , define the following “compressed” maps and vectors:
Â[x] := Ã0 + x · Ã1

û[x] := u0 + x · u1
v̂[x] := v0 + x · v1

B̂[x] := B̃0 + x · B̃1

We observe that Â[x−1 ](û[x]) + B̂[x](v̂[x−1 ]) and ⟨û[x], v̂[x−1 ]⟩ can be written as
Â[x−1 ](û[x]) + B̂[x](v̂[x−1 ])






}

|



=A(u) + B(v) + Ã1 (u0 ) + B̃0 (v1 ) ·x−1 + Ã0 (u1 ) + B̃1 (v0 ) ·x
{z

|

:=γ−1

{z

:=γ1

}

:=Au + Bv + γ−1 · x−1 + γ1 · x
and
D

E

û[x], v̂[x−1 ] = ⟨u, v⟩ + ⟨u0 , v1 ⟩ ·x−1 + ⟨u1 , v0 ⟩ ·x
|

{z

:=π−1

}

|

{z

:=π1

}

:= ⟨u, v⟩ + π−1 · x−1 + π1 · x
respectively for some γ−1 , γ1 , π−1 , π1 dependent on (A, B, u, v) but independent of x.
With the above observations, in Figure 4.3, we present a family of argument systems
Πh [(Ai , Bj )i∈I,j∈J ] for the language Lh [(Ai , Bj )i∈I,j∈J ].
The completeness of the protocols can be verified by inspection. The computation of
both P and V in Πh is clearly linear, i.e. O(|stmt|), assuming arithmetic in the defining

66

4.3 Inner Protocol

Πh [(Ai , Bj )i∈I,j∈J ].⟨P(stmt, wit)|V(stmt)⟩, h > 0
P, V :
parse stmt as (µk,i , ν k,j , γ, πk , Sk )i∈I,j∈J,k∈K
γ0 := γ, π0,k := πk , ∀ k ∈ K
P:
parse wit as (ui , vj )i∈I,j∈J
1
X

γi X i :=

i=−1
1
X

Âi [X −1 ](ûi [X]) +

X
i∈I

πk,i X i :=

i=−1

X

B̂j [X](v̂j [X −1 ])

j∈J

X

D

E

ûi [X] + µ̂k,i [X], v̂k,j [X −1 ] + ν̂ j [X −1 ] , ∀ k ∈ K

(i,j)∈Sk

P → V : γ−1 , γ1 , π−1,k , π1,k , ∀ k ∈ K
P ← V : x ←$ Z∗q
˜ := (ũi , ṽj )i∈I,j∈J := (ûi [x], v̂j [x−1 ])i∈I,j∈J
P : wit
P, V :
γ̂[X] :=

1
X

i

γi X , π̂k [X] :=

πk,i X i , ∀ k ∈ K

i=−1

i=−1



1
X

˜ := Ãi , B̃j
param





i∈I,j∈J



:= Âi [x−1 ], B̂j [x]

i∈I,j∈J

˜ := (µ̃k,i , ν̃ k,j , γ̃, π̃k , Sk )i∈I,j∈J,k∈K
stmt
:= (µ̂k,i [x], ν̂ k,j [x−1 ], γ̂[x], π̂k [x], Sk )i∈I,j∈J,k∈K
˜
˜ wit)|V(
˜
˜
execute Πh−1 [param].⟨P(
stmt,
stmt)⟩

Π[(Ai , Bj )i∈I,j∈J ].⟨P(stmt, wit)|V(stmt)⟩
P → V : wit
V:
parse stmt as (µk,i , ν k,j , γ, πk , Sk )i∈I,j∈J,k∈K
parse wit as (ui , vj )i∈I,j∈J

X
? X

γ=
Ai (ui ) +
Bj (vj )



i∈I
j∈J
E
X D
return
?


π
=
u
+
µ
,
v
+
ν
i
j
k,j , ∀ k ∈ K
k,i

 k
(i,j)∈Sk

Figure 4.3: The inner protocol
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modules takes constant time. Concerning communication complexity, at each round
h, the prover P communicates 2 C elements and 2 Pk elements to V for each k ∈ K,
except that when h = 0 the prover P simply sends 1 Ui element and 1 Vj element for
each i ∈ I and j ∈ J. The total communication cost is therefore 2 log ℓ C elements,
2 log ℓ Pk elements, 1 Ui element, and 1 Vj element for each i ∈ I, j ∈ J, and k ∈ K.
Next, we define an assumption called the kernel assumption, under which we will
prove the knowledge-soundness of our protocol.
Definition 4.1 (Kernel Assumption). We say that the kernel assumption holds for
(Ai , Bj )i∈I,j∈J if for any PPT algorithm A it holds that
 X
X

Ai (ui ) +
Bj (vj )

Pr 
j∈J
 i∈I

(u , v )
̸= 0
i

=0



(ui , vj )i∈I,j∈J ← A (Ai , Bj )i∈I,j∈J  ≤ negl(λ) .


j i∈I,j∈J

Theorem 4.4. If the kernel assumption holds for (Ai , Bj )i∈I,j∈J , then Πh [(Ai , Bj )i∈I,j∈J ]
has knowledge-soundness for Lh [(Ai , Bj )i∈I,j∈J ].
Proof. If the kernel assumption holds for (Ai , Bj )i∈I,j∈J , then it also holds for
(Ãi , B̃j )i∈I,j∈J = (Âi [x−1 ], B̂j [x])i∈I,j∈J
for any x ∈ Zq . Indeed, suppose A produces (ũi , ṽj )i∈I,j∈J ̸= 0 such that i∈I Ãi (ũi ) +
P
P
P
−1
· ũi ) and
j∈J B̃j (ṽj ) = 0. Then
i∈I Ai (ui ) +
j∈J Bj (vj ) = 0 where ui = (ũi , x
vj = (ṽj , x · ṽ)j are not all zero.
Clearly Π0 [(Ai , Bj )i∈I,j∈J ] has knowledge-soundness for L0 [(Ai , Bj )i∈I,j∈J ] unconditionally. For h > 0, it suffices to construct an extractor E which on input a statement
P

stmt = (µk,i , ν k,j , γ, πk , Sk )i∈I,j∈J,k∈K
does the following: The extractor E is given a tuple (γ−1 , γ1 , π−1,k , π1,k )k∈K . Let
)
(f )
(f )
(f )
˜ (f ) = (µ̃(f
stmt
, π̃k , Sk )i∈I,j∈J,k∈K
k,i , ν̃ k,j , γ̃

be the statement derived from a challenge xf and the given tuple, for distinct challenges
x1 , x2 , x3 , x4 . Given the witnesses
˜ (f ) = ũi(f ) , ṽj(f )
wit


˜ (f ) ∈ Lh−1
to stmt
h



(f )

(f )

Ãi , B̃j
i




i∈I,j∈J


i∈I,j∈J

for f ∈ [4], E should extract a witness wit of

stmt ∈ Lh (Ai , Bj )i∈I,j∈J , assuming the kernel assumption holds for (Ai , Bj )i∈I,j∈J .
+
If such an extractor exists,
then byi the generalised forking lemma of
h
h [BBB 18] we
i
can conclude that Πh (Ai , Bj )i∈I,j∈J has knowledge-soundness for Lh (Ai , Bj )i∈I,j∈J .
We construct such an extractor E below.
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We recall that the following
(f )

Ãi

(f )

B̃j

(f )

= Ai,0 + x−1
f · Ai,1

µ̃k,i = µk,i,0 + xf · µk,i,1

γ̃ (f ) =

(f )

= Bj,0 + xf · Bj,1

(f )

ν̃ k,j = ν k,j,0 + x−1
f · ν k,j,1

π̃k =

1
X

γd · xdf

d=−1
1
X

πd,k · xdf

d=−1

hold for i ∈ I, j ∈ J, k ∈ K, and f∈ [4]. For x ∈ Zq , formally define the linear map
˜ (f ) = ũi(f ) , ṽj(f )
˜ (f ) , we have
Px (w) = (w, x · w). Since wit
is a witness of stmt
i∈I,j∈J

1
X

γd · xdf =

X



(f )

Ãi

(f )

ũi



+

i∈I

d=−1

(f )

X

B̃j



(f )

ṽj



j∈J

=

X

=

X

=

X

Ai,0 + x−1
f · Ai,1



ũi





+

X

+

X

(f )

+

X

i∈I

Ai

(f )
ũi , x−1
f

d=−1



(f )
ũi

·



(f )

(f )

Bj ṽj , xf · ṽj



j∈J





(f )

Ai Px−1 ũi



f

i∈I

πd,k · xdf =

(f )

j∈J



i∈I

1
X



(Bj,0 + xf · Bj,1 ) ṽj



(f )



j∈J

D

(f )

D

(f )

(f )

(f )

(f )

ũi + µ̃k,i , ṽj + ν̃ k,j

X



Bj Pxf ṽj
E

(i,j)∈Sk

=

(f )

ũi + µk,i,0 + xf · µk,i,1 , ṽj + ν k,j,0 + x−1
f · ν k,j,1

X

E

(i,j)∈Sk
(1)

(2)

(3)

(4)

for f ∈ [4]. For all d ∈ {−1, 0, 1}, pick any solution (zd , zd , zd , zd ) of the system
of linear equations




−1

x−1
x−1
2
3

 x1

 1


x1

1

1

x2

x3

(1)



zd 
x−1
4   (2) 


zd  = y
1 
d

(3)
 z 

d 

x4
(4)
zd


where y−1 = (1, 0, 0), y0 = (0, 1, 0), and y1 = (0, 0, 1). Then
γd =

X

4
X
(g)

Ai

zd Px−1
g

i∈I

X

(g)
ũi





4
X
(g)

!

+

X

zd Pxg

Bj

j∈J

k=1

|

=



{z

}

:=u†d,i



Ai u†d,i +

i∈I

X



Bj v†d,j



(g)
ṽj



!

k=1

|

{z

}

:=v†d,j



j∈J

for d ∈ {−1, 0, 1}. Substituting this expression of γd back to the equation
1
X
d=−1

γd ·

xdf

=

X
i∈I



Ai Px−1
f



(f )
ũi



+

X





(f )

Bj Pxf ṽj



j∈J
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we obtain for f ∈ [4]
1
X




X


d=−1





Ai u†d,i +

i∈I

X





Bj v†d,j  · xdf =

j∈J

X





(f )

Ai Px−1 ũi



f

i∈I

+

X





(f )

Bj Pxf ṽj



.

j∈J

Write u†d,i = (ũ†d,i,0 , ũ†d,i,1 ). Since the kernel assumption holds for (Ai , Bj )i∈I,j∈J , we
must have
1
X



xdf · u†d,i = Px−1 ũi

1
X
d=−1

1
X



1
X

xdf · ũ†d,i,0 ,





f

d=−1



(f )



xdf · ũ†d,i,1  = ũi , x−1
f · ũi
(f )

(f )



d=−1
1
X

xdf · ũ†d,i,0 −

d=−1

xi+1
· ũ†d,i,1 = 0
f

d=−1

for i ∈ I and f ∈ [4]. In other words, the degree-3 univariate polynomial








ũ†−1,i,0 + ũ†0,i,0 − ũ†−1,i,1 · X + ũ†1,i,0 − ũ†0,i,1 · X 2 − ũ†1,i,1 · X 3
has 4 distinct roots x1 , x2 , x3 , x4 and hence must be a zero polynomial. We therefore
(f )
have ũi = ũ†0,i,0 + xf · ũ†0,i,1 for i ∈ I.
(f )
We next do the same for ṽj . Write v†d,j = (ṽ†d,j,0 , ṽ†d,j,1 ). Since the kernel assumption
holds for (Ai , Bj )i∈I,j∈J , we must have
1
X



xdf · v†d,j = Pxf ṽj

(f )



d=−1



1
X



xdf ·

ṽ†d,j,0 ,

d=−1
1
X

1
X



xdf ·

ṽ†d,j,1 



(f )

(f )

= ṽj , xf · ṽj



d=−1

xi+1
· ṽ†d,j,0 −
f

d=−1

1
X

xif · ṽ†d,j,1 = 0

d=−1

for j ∈ J and f ∈ [4]. In other words, the degree-3 univariate polynomial








−ṽ†−1,j,1 + ṽ†−1,j,0 − ṽ†0,j,1 · X + ṽ†0,j,0 − ṽ†1,j,1 · X 2 + ṽ†1,j,0 · X 3
has 4 distinct roots x1 , x2 , x3 , x4 and hence must be a zero polynomial. We therefore
(f )
†
have ṽj = ṽ†0,j,0 + x−1
j ∈ J.
f · ṽ0,j,1 for 

(f )
(f )
Substituting this expression of ũi , ṽj
to
i∈I,j∈J

1
X
d=−1
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πd,k · xdf =

X
(i,j)∈Sk

D

(f )

(f )

ũi + µk,i,0 + xf · µk,i,1 , ṽj + ν k,j,0 + x−1
f · ν k,j,1

E
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we obtain
1
X

*

πd,k ·

xdf

=

d=−1

X



ũ†0,i,0 + µk,i,0





ṽ†0,j,0 + ν k,j,0



+


,


†
+xf · ũ†0,i,1 + µk,i,1 +x−1
f · ṽ0,j,1 + ν k,j,1

(i,j)∈Sk

for k ∈ K. Suppose towards a contradiction that the polynomial
1
X

*

πd,k X d −

d=−1

X
(i,j)∈Sk



ũ†0,i,0 + µk,i,0





ṽ†0,j,0 + ν k,j,0

+


,


+X· ũ†0,i,1 + µk,i,1 +X −1 · ṽ†0,j,1 + ν k,j,1

is non-zero, then it has at most 3 distinct roots in Zq . This contradicts to the fact that
x1 , x2 , x3 , x4 are 4 distinct roots. Therefore it must be a zero polynomial. We thus
have
π0,k =

X

* †
ũ0,i,0

(i,j)∈Sk

=

X

 

+

+ µk,i,0  ṽ†0,j,0 + ν k,j,0 
, †
ũ†0,i,1 + µk,i,1
ṽ0,j,1 + ν k,j,1

D

E

u†0,i + µk,i , v†0,j + ν k,j .

(i,j)∈Sk



Our extractor E therefore outputs wit := u†0,i , v†0,j
h


i∈I,j∈J

as a witness to stmt ∈

i

Lh (Ai , Bj )i∈I,j∈J .

4.4 Achieving Logarithmic Communication
The presentation of the outer protocol in Section 4.2 focused on the ease of understanding, which however introduced a lot of redundancy. Also, since the prover is
required to send a masked version of the witness in the last message to the verifier,
the communication complexity is |C| · poly (λ). We show how to modify the outer
protocol presented in Section 4.2 and compose it with the inner protocol described in
Section 4.3 to yield an argument system with succinct communication.
On closer inspection, the linear communication complexity of the outer protocol is
due to the following issues:
1. The commitments [α]t , [ᾱ]t each consists of O(ℓ) elements.
2. In the final message sent by the prover (Figure 4.2),

w̃s† consists of O(ℓ) elements.

We introduce two changes to tackle them respectively.
Change 1: Do not commit to public values. The culprit of the first issue is that the
prover is committing to a vector [d]t ∈ Gℓt and its corresponding masking vector (i.e.
the corresponding entries in w̄). We observe that, with the optimisation in Section 4.1.1,
only ℓt entries of [d]t are private, where ℓt is the number of Gt inputs to the circuit C,
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while the remaining ℓ − ℓt entries are public, i.e. known to the verifier V. It is therefore
wasteful for the prover to commit to them.
To resolve this issue, we first change the commitment key ck0 in the following way.
Recall that ck0 is of the form


ck0 =

 [1]t

[p01 ]t


 [p2 ]t




[b⊺L ]t [b⊺R ]t [b⊺1 ]2
[b⊺2 ]1

[pt ]t

Iℓ




.




We change [pt ]t such that the ℓ − ℓt entries corresponding to the public entries in [d]t
are replaced by [0]t . It is obvious that the commitment is still binding. We also change
the entries in w̄ corresponding to the public entries in [d]t with [0]t , since there is no
need to hide these entries from the verifier. With these modifications, we observe that
the entries in [α]t and [ᾱ]t corresponding to the public entries in [d]t are computable
by the verifier, therefore there is no need for the prover to send them. Concretely, it
suffices for the prover to send O(ℓt ) Gt elements for the verifier to recover ([α]t , [ᾱ]t ).
Change 2: Composition with inner protocol. To avoid sending w̃s† directly, we
observe that it is only used by the verifier to verify the following equations:



[α̃]t = Comck† (w̃s† ; r̃)
0,s

p̃ + zs = Fs† w̃s†






Although these relations conform to those supported by the inner protocol in Section 4.3,
due to the length O(ℓ) of [α̃]t , simply replcing the above checks with a naive use of
the inner protocol results in communication complexity linear in ℓ = O(|C|).
We show an alternative way of composition so that the communication
 complexity

r̃
is reduced to being logarithmic in ℓ. Recall that Comck† (w̃† ; r̃) = ck†0,s   where

w̃†

0,s



ck†0,s

=

 [1]t

[p01 ]t


 [p2 ]t




[b⊺L ]t Ξ−1 [b⊺R ]t [b⊺1 ]2 Ξ−1
[b⊺2 ]1

[pt ]t

Define
and write

Iℓ

([γ0 ]t , [γ1 ]t , [γ2 ]t , [γ t ]t ) = [α̃]t − ([1]t , [p01 ]t , [p2 ]t , [pt ]t ) · r̃

w̃† = (aL† , aR† , [b†]1, [c†]2, [d†]t). Then checking

 [α̃]t = Com
(w̃s† ; r̃)
 ck 
p̃ + zs = F † w̃†
s
s
†
0,s

72




.
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is equivalent to checking

[γ0 ]t





[γ t ]t













[γ1 ]t 









[γ
]
2 t



= [0]t
= [d† ]t








⊺
−1
[b⊺1 ]2 Ξ−1   aL†  [b⊺R ]t 0⊺ℓ
[b ]t Ξ
= L
+

[b† ]1
0⊺ℓ [b⊺2 ]1
0⊺ℓ
0⊺ℓ






























p̃ + zs =

D










D

a†L

+

ξ L , a†R

+ ξR

D

[b† ]1 , a†R + ξ 1

D

a†L + ξ 2 , [c† ]2
E

D

E

E

E

a†L + ξ t , [d† ]t + [b† ]1 , [c† ]2



a†
⊺  R 

0ℓ  
† 

[c
]


2

0⊺ℓ 
†
[d ]t








.



E

With the above observation, we modify the outer protocol so that the last message
of the prover consists of p̃, r̃, s̃, and the ℓt entries in [d† ]t corresponding to the private
entries in [d]t (the other entries are zero). Using these information, the verifier can
compute ([γ0 ]t , [γ1 ]t , [γ2 ]t , [γ t ]t ) and check the first two relations.
For the remaining relations, the prover and the verifier engage in an inner protocol
constructed in Section 4.3 with the following parameters:
I = [2]
J = [3]
K = [4]

(U1 , U2 ) = (Zq , G1 )
(V1 , V2 , V3 ) = (Zq , G2 , Gt )
C = G2t
(P1 , P2 , P3 , P4 ) = (Zq , G1 , G2 , Gt )

To ensure that the prover is using the same witness component [d† ]t in the inner
protocol, all computation performed on [d† ]t is performed by the verifier instead.
We remark that the kernel assumption required for the knowledge-soundness of the
inner protocol holds due to the binding property of the commitment scheme Γ.
Summary. With the two changes above, the total communication complexity of
the composite protocol concists is (ℓt + log |C|) · poly (λ). Concretely, the prover
sends 2 log ℓ + 5 Zq elements, 2 log ℓ + 2 G1 elements, 2 log ℓ + 2 G2 elements, and
4 log ℓ + 3ℓt + 15 Gt elements to the verifier.
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5 Homomorphic Signatures with
Insider Unforgeability
This chapter, based on [LTWC18] but significantly rewritten, concerns about the
unforgeability of (multi-key) homomorphic signatures in presence of corrupt insiders.
We show that the existence of a homomorphic signature providing insider unforgeability
is almost equivalent to that of succinct non-interactive arguments.

5.1 Definitions
We begin by recalling the notion of labeled programs [GW13, FMNP16] (with slight
modification) and the definition of multi-key homomorphic signatures (MHS) [FMNP16].
We then define our new notion of insider unforgeability of MHS.
Labeled Programs. Labeled programs are (implicitly) used in various homomorphic
signature schemes in which each program input is assigned a distinct label ℓ. A labeled
program P consists of a function f and the input labels of the input to f .
Formally, for a message space M and a label space L, a labeled program P = (f, L)
consists of a function f : ML → M and an ordered set of input labels L ⊆ L. We
write P.L := L to refer to the set of labels specified by P. If L = {ℓ} for some ℓ ∈ L
is a singleton, we sometimes write f : M → M (omitting the superscript of M) and
P = (f, ℓ) (instead of P = (f, {ℓ})). The identity program Iℓ is a program with label
ℓ computing the identity function over M.
Let L = P.L. For an input xL ∈ ML , we write P(xL ) := f (xL ) for the value of f
evaluated at xL . Let M†ℓ ⊆ M for all ℓ ∈ L. We write
P



M†ℓ






: ℓ ∈ L := P(xL ) : xL ∈


Y
ℓ∈L




M†ℓ 



for the range of P restricted at M†ℓ
.
ℓ∈L
Let K ⊆ N be some index set, and Pk = (fk , Lk ) be some labeled programs for
k ∈ K with disjoint sets of labels, i.e. Lk ∩ Lk′ = ∅ for all k, k ′ ∈ K with k ̸= k ′ .1
Write PK := (Pk )k∈K and fK := (fk )k∈K . Given a function g : MK → M, the
1

In general one can consider the composition of labeled programs with overlapping sets of labels,
where inputs with the same label collapse to a single input. The restriction of having disjoint
labels seems to be necessary for a homomorphic signature scheme Σ to have insider unforgeability.
Looking ahead, consider an evaluator in such a scheme who is given signatures σk for the program-
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composed program P = g(PK ) := (g(fK ), L) consists of the composed function
S
g(fK ) : ML → M and the set of distinct labels L = k∈K Lk . Any labeled program
P = (f, L) with L = {ℓ1 , . . . , ℓk } can be expressed as the composition of k identity
programs P = f (Iℓ1 , . . . , Iℓk ).
We assume that a composed program P = g(PK ) is represented in such a way that
each step of the composition can be extracted. For example, suppose each Pk for
k ∈ K is represented by a circuit Ck whose inputs are labeled by (the labels of) identity
programs, and whose gates (with fan-out 1) compute functions in G. Then P could
be represented by a circuit C where the output gate computes g, and has input wires
indexed by k ∈ K, with the k-th input connected to the output of Ck . We write P.d to
refer to the depth of its circuit representation, i.e. the number of wires in the longest
input-to-output path.2 In particular, we have Iℓ .d = 0 for any label ℓ.
Fix an identity space ID and a tag space T . Following [FMNP16], we assume that
each user has an identity id ∈ ID, and that a label ℓ is of the form ℓ = (id, τ ) for some
τ ∈ T . We write P.ID := {id : ∃ τ ∈ T , (id, τ ) ∈ P.L} to refer to the set of (identities
of) users involved in the program P.
We remark that the above discussion is in the single dataset setting. In some
situation it is natural to have messages belonging to different datasets, and restrict a
labeled program so that it can only be evaluated on messages belonging to the same
dataset. Such a feature can be expressed easily by extending a label to additionally
include a dataset identifier. In the rest of this chapter, we focus our discussion on
the single dataset setting, but remark that all results can be easily extended to the
multiple dataset setting.
Syntax. Fix a message space M, an identity space ID and a tag space T , which
induce a label space L := ID×T , and a set of admissible functions G ⊆ {g : M∗ → M}.
We define the notion of MHS for (M, L, G).
Definition 5.1 (Multi-key Homomorphic Signatures (MHS)). A multi-key homomorphic signature (MHS) scheme (Setup, KGen, Sig, Vf, Eval) for (M, L, G) consists of PPT
setup, key generation, signing, verification, and evaluation algorithms.
pp ← Setup(1λ ): The setup algorithm generates the public parameters which serve as
an input to all other algorithms. For Sig, Vf, and Eval the input pp is implicit.
(pk, sk) ← KGen(pp): The key generation generates a pair of public and secret keys.
σ ← Sig(sk, ℓ, x): The signing algorithm generates a signature σ on input a secret key
sk, a label ℓ ∈ L, and a message x ∈ M.
b ← Vf(PK, P, y, σ): The verification algorithm returns a bit b deciding whether to
accept or reject that σ is a valid signature of the message y ∈ M being produced by the
value tuple (Pk , xk ) for k ∈ K. If Σ is context hiding, i.e. (Pk , xk , σk ) leaks no information about
the input xk for which Pk (xk ) = xk , there is no way for the evaluator to check that entries in
(xk )k∈K with the same label are identical, should there be overlapping labels in (Pk )k∈K .
2
We remark that P.d is not specific to the circuit representation. Indeed it can be extracted from
other representations which allow extraction of intemediate composition steps.
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labeled program P relative to the set of public keys PK. If PK = {pk} is a singleton,
we write b ← Vf(pk, P, y, σ) instead.




σ ← Eval g, (PKk , Pk , xk , σk )k∈K : The evaluation algorithm returns a signature σ on
input a function g ∈ G, where g : MK → M for some index set K, and for each
k ∈ K a tuple consisting of a set of public keys PKk , a labeled program Pk , a message
xk ∈ M, and a sigmature σk .3 For any k ∈ K, if PKk = {pkk } is a singleton, we write
pkk instead of PKk .
The definition of (single-key) HS can be recovered by restricting the evaluation
algorithm to take only singleton and identical PKk , i.e. there exists pk such that for all
k ∈ K it holds that PKk = {pk}.
Correctness. Correctness consists of two parts.
Signing correctness requires that for any honestly generated signature σ ∈ Sig(sk, ℓ, x),
then σ is considered a valid signature of (Iℓ , x) relative to pk by Vf.
Evaluation correctness requires that, if σk is a valid signature of (Pk , xk ) relative to PK
g ∈ G is admissible, then for any signature
 k for all k ∈ K, and

σ ∈ Eval g, (PKk , Pk , xk , σk )k∈K generated by honest evaluation, σ is considered
a valid signature of (P, y) relative to PK by Vf, where P = g (PK ), y = g (xK ), and
S
PK = k∈K pkk .
Since constructions of MHS may only support a limited number of evaluations, we
also consider a relaxed notion of D-evaluation correctness which requires evaluation
correctness to hold up to D evaluations.
Definition 5.2 (Correctness). Let D ∈ N. An MHS scheme Σ is said to be D-correct
if the following hold.
• Signing Correctness: For any λ ∈ N, any pp ∈ Setup(1λ ), any (pk, sk) ∈
KGen(pp), any ℓ ∈ L, any x ∈ M, and any σ ∈ Sig(sk, ℓ, x), it holds that
Vf(pk, Iℓ , x, σ) = 1.
• Evaluation Correctness: For any λ ∈ N, any K ⊆ N, any (PKk , Pk , xk , σk )
satisfying Vf (PKk , Pk , xk , σk ) = 1 and Pk.d < D for all k ∈ K, any g ∈ G such
that g : MK → M, and any σ ∈ Eval g, (PKk , Pk , xk , σk )k∈K , it holds that
S
Vf (PK, P, y, σ) = 1, where PK = k∈K PKk , P = g (PK ), and y = g (xK ).
If Σ is D-correct for all D ∈ N, we simply say Σ is correct.
Succinctness. A distinctive feature of (multi-key) homomorphic signatures is the
succinctness of signatures, i.e. the size of a signature is independent of the description
size of the labeled program that produces it.
Definition 5.3 (Succinctness). An MHS scheme Σ is said to be succinct if there exists
s(λ) ∈ poly(λ) such that signatures generated by Sig and Eval have size at most s(λ).
3

Our definition differs slightly from [FMNP16] in that Eval takes previous labeled programs as input
for the convenience of describing our construction.
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Unforgeability. We define the new notion of insider unforgeability of an (M)HS scheme
Σ, which requires that even a coalition of corrupt signers cannot produce a signature
disrespecting the inputs of honest signers. For example, let M = F2 and consider the
Q
product program P(xL ) = ℓ∈P.L xℓ . If xℓ = 0 for some ℓ ∈ P.L contributed by an
honest signer, no efficient adversary A should be able to forge a signature of (P, 1).
Even if all signers are corrupted, they should still not be able to produce

 a signature
L
on (P, y) if y is outside the output range of P. For instance, if P M = {0}, then
no efficient adversary A should be able to produce a signature of (P, 1).
Formally, we present in Figure 5.1 the security experiment iEUF-CMAΣ,A for the
existential insider unforgeability under chosen message attack. In this experiment, the
adversary A is given access to a key generation oracle KGenO, a corruption oracle
CorrO, and a signing oracle SigO, which are mostly self-explanatory. Note that a set
L of labels and a dictionary M of messages are maintained by the experiment, so that
M [ℓ], where ℓ ∈ L is of the form ℓ = (id, τ ), is (the singleton set consisting of) the
message signed by SigO using the secret key of user id with label ℓ. The goal of the A
is to output a tuple (PK∗ , P ∗ , y ∗ , σ ∗ ) which satisfies the following properties:
1. It is considered valid by Vf.
2. Let ID† ⊆ P ∗ .ID be the subset of users whose keys are generated by KGenO and
are not corrupt. These are the honest users involved in the program P ∗ . The
public keys PK[ID† ] of the users in ID† are all present in PK∗ .
/ L and
3. For ℓ = (id, ∗), let M†ℓ be M [ℓ] if ℓ ∈ L and id ∈ ID† , be ∅ if ℓ ∈
Q
id ∈ ID† , and be M if id ∈
/ ID† . Note that the set ℓ∈P ∗ .L M†ℓ consists of all
possible input messages to P ∗ .L with those corresponding to honest users (if
exist) restricted
according
to M . The message y ∗ is outside the range of P ∗


restricted to M†ℓ
.
∗
ℓ∈P .L

Definition 5.4 (Insider Unforgeability). We say that an MHS scheme Σ has existential insider unforgeability under chosen message attack (iEUF-CMA), or is insider
unforgeable for short, if for all PPT adversary A, it holds that
h

i

Pr iEUF-CMAΣ,A (1λ ) = 1 ≤ negl(λ) .
The definition of unforgeability in the absence of insider attacker [FMNP16] can be
recovered if we restrict the adversary to choose P ∗ such that P ∗ .ID = ID† .
Context Hiding. A useful property that an MHS scheme can have is context hiding,
which requires that the signature on (P, y) does not reveal the input x at which P
evaluates to y. Note that the program P itself is not hidden as it is required for
verification. Nevertheless, in many contexts such as that of verifiable multi-party
computation, while the parties may want to hide their inputs, the function being
evaluated is typically known to all parties. Furthermore, if the homomorphic signature
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iEUF-CMAΣ,A (1λ )

KGenO(id)

PK, SK, Q, M := Empty dictionaries

if id ∈
/ ID then

ID, Corr := ∅

(PK[id], SK[id]) := (pk, sk) ← KGen(pp)

pp ← Setup(1λ )

ID := ID ∪ {id}
return PK[id]

O := {KGenO, CorrO, SigO}
(PK∗ , P ∗ , y ∗ , σ ∗ ) ← AO (pp)

CorrO(id)

ID† := P ∗ .ID ∩ (ID \ Corr)
M†ℓ

:=

return



M [ℓ]

∗ ← KGenO(id)//

ℓ = (id, ∗) ∧ id ∈ ID†

to ensure SK[id] is set

Corr := Corr ∪ {id}


M
ℓ = (id, ∗) ∧ id ∈
/ ID†



Vf (PK∗ , P ∗ , y ∗ , σ ∗ ) = 1




return SK[id]

SigO(ℓ = (id, τ ), x)

†
∗
PK[ID ] ⊆ PK

if Q[ℓ, x] = ⊥ then






y ∗ ∈
/ P ∗ M†ℓ : ℓ ∈ P ∗ .L

∗ ← KGenO(id)//

to ensure SK[id] is set

Q[ℓ, x] := σ ← Sig(SK[id], ℓ, x)
M [ℓ] := {m}
return Q[ℓ, x]

Figure 5.1: Insider unforgeability experiment for multi-key homomorphic signatures.
scheme is expressive enough to support the evaluation of universal circuits, then the
function being evaluated could be encoded as an input to a universal circuit and
therefore be hidden.
Definition 5.5. An MHS scheme Σ is said to be context hiding if there exists a
simulator S = (S0 , S1 ) such that for any PPT adversary A it holds that
h

i

h

i

Pr RealΣ,A (1λ ) = 1 − Pr IdealΣ,A,S (1λ ) = 1 ≤ negl(λ)
where the experiments RealΣ,A and IdealΣ,A,S are defined in Figure 5.2.

5.2 Insider Attack against Existing Schemes
An existing construction of (single-key) HS by Gorbunov et al. [GVW15] and its
multi-key generalisation by Fiore et al. [FMNP16] suffer from insider attacks. We first
demonstrate how the attack works in the single-key setting, then generalise it to the
multi-key setting.
The HS construction by Gorbunov et al. [GVW15] is based on the notion of homomorphic trapdoor functions. To recall, a homomorphic trapdoor function f , parameterised
by a public key pk, maps an index x and a preimage u to an image v. Suppose v1 , . . . , vN
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RealΣ,A (1λ )

IdealΣ,A,S (1λ )

pp ← Setup(1λ )

(pp, td) ← S0 (1λ )




g, (PKk , Pk , xk , σk )k∈K ← A(pp)

g, (PKk , Pk , xk , σk )k∈K ← A(pp)

bk ← Vf(PKk , Pk , xk , σk ), ∀ k ∈ K

bk ← Vf(PKk , Pk , xk , σk ), ∀ k ∈ K
PK :=

[

PKk , P ← g (PK ) , y ← g (xK )

k∈K

σ ← Eval(g, (PKk , Pk , xk , σk )k∈K )

σ ← S1 (td, PK, P, y)

b ← A(σ)

b ← A(σ)

return b ∧

^
k∈K

bk

return b ∧

^

bk

k∈K

Figure 5.2: Context hiding experiments of MHS

are images of f where vi = f (xi , ui,xi ) for some index xi and some preimage ui,xi . The
function is homomorphic in the sense that, given any function g with y = g(x1 , . . . , xN ),
one can homomorphically evaluate g on v1 , . . . , vN to produce an image vg , and on
u1,x1 , . . . , uN,xN to produce a preimage ug,y , such that vg = f (y, ug,y ). Crucially, the
homomorphic evaluations can be performed without the knowledge of the secret key.
Furthermore, given a matching secret key sk, it is possible to invert the function at
any image v relative to any index x, i.e. finding a preimage u such that f (x, u) = v.
Given such homomorphic trapdoor functions, the construction of HS is almost
apparent. Roughly speaking, the signing key of the HS scheme is the secret key
sk of the trapdoor function, the verification key consists of the public key pk and
random images v1 , . . . , vN , the messages to be signed are trapdoor function indices,
and signatures are preimages.
Note that the inversion capability of the trapdoor function is more than sufficient
for signing. In particular, the signer who holds the secret trapdoor is able to invert the
function on arbitrary image-index tuple (vg , y). While in a typical setting the signer is
assumed to be honest and not to generate preimages for “invalid” image-index pairs, a
malicious signer can sample a preimage, hence a signature, u∗ such that vg = f (y, u∗ ),
even if y is not in the range of g.
Generalising, a multi-key homomorphic trapdoor function f (constructed implicitly
in [FMNP16]) is simply a homomorphic trapdoor function parameterised by a set of
public keys PK instead of just one. The knowledge of a secret key sk corresponding to
any pk ∈ PK suffices to invert f on the tuple (v, y). As a result, if any of the signers is
corrupt, an adversary can generate signatures that disrespect the messages signed by
the other honest signers.
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Σ.Setup(1λ )

Σ.Sig(sk, ℓ, m)

return pp := crs ← Π.Gen(1λ )

return σ ← Ξ.Sig(sk, (Iℓ , m))

Σ.KGen(pp)

Σ.Eval(g, (PKk , Pk , mk , σk )k∈K )

return (pk, sk) ← Ξ.KGen(1λ )

P ← g(PK ), m = g(mK )
if d := P.d > D then return ⊥

Σ.Vf(PK, P, m, σ)

stmtk := (PKk , Pk , mk ), ∀ k ∈ K

stmt := (PK, P, m)

stmt := (PK, P, m)

return R† (crs, stmt, σ)

wit := (g, (stmtk , σk )k∈K )
return σ ← Π.Prove(crs, stmt, wit)

Figure 5.3: Construction of MHS from SNARK

5.3 Construction
We construct MHS from an ordinary signature scheme and non-interactive arguments.
This can be seen as a multi-key generalisation of the folklore construction of HS from
the same ingredients. The basic idea is to have fresh signatures being generated by the
ordinary signature scheme, and homomorphically evaluated signatures being proofs of
knowledge of signatures on input messages, and of the fact that the claimed labeled
program has been evaluated on the input messages faithfully. If the ordinary signature
scheme produces short signatures, which is often the case, and the argument system is
succinct, then clearly the signatures produced by the MHS scheme are also succinct.
Although the basic idea is intuitive, supporting homomorphic evaluation of depth
greater than 1 requires a recursive composition of the argument system, which makes
the eventual formal description of the construction in Figure 5.3 and its security proof
somewhat technical. We will walk through these technicalities in detail below.
Let Ξ be a signature scheme for some message space L × M, where L = ID × T is
a product of some identity space ID and some tag space T . Let G ⊆ {g : M∗ → M}
be some set of admissible polynomial-time computable functions. Let Π be a noninteractive argument system.
Define the auxiliary ternary relations

R (crs, stmt, σ) :=
†




Ξ.Vf(PK, (P, y), σ)




Π.Vf(crs, stmt, σ)





0

P.d = 0
P.d ∈ [D]
otherwise

where stmt is of the form stmt = (PK, P, y). Based on these auxiliary relations, we
define the relation R(crs, stmt, wit), where stmt is of the same form stmt = (PK, P, y)
as before, and wit is of the form wit = (g, (stmtk , σk )k∈K ) with stmtk being of the form
stmtk = (PKk , Pk , xk ), which evaluates to 1 if and only if all of the following is satisfied:
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1. |PK| = |P.ID|,
2. PK = k∈K PKk ,
3. P = g(PK ),
K
4. xK ∈ M ,
5. y = g(xK ),
6. R† (crs, stmtk , σk ) = 1, and
′
7. Pk .L ∩ lpk′ .L = ∅ for all distinct k, k ∈ K.
Note that Condition 7 ensures that the input programs have disjoint sets of labels.
Intuitively, think of Π as being knowledge-sound for the language LR . If this is the
case, then if one is convinced that (crs, stmt) ∈ LR† , then one should also be convinced
that (crs, stmt) ∈ LR . Assuming the latter, where stmt = (PK, P, y), by recursively
expanding the relations one can be convinced that there exists an input x satisfying
P(x) = y, and that each entry of x is signed under the appropriate public key in PK
specified by P.
Using the above tools, we construct an MHS scheme Σ for (M, L, G) in Figure 5.3.
Its D-correctness follows directly from the correctness of Ξ and the completeness of Π.
The succinctness of Σ also follows by assuming Ξ has fixed polynomial-size signatures
and the succinctness of Π. Furthermore, if Π is zero-knowledge, then Σ is clearly
context hiding.
Next, we prove that Σ is insider unforgeable. Intuitively, if the adversary forges a
signature or a proof of a tuple (P ∗ , y ∗ ) such that y ∗ is outside the range of P ∗ restricted
by the inputs of the honest signers, then by the knowledge-soundness of Π we can
extract a Ξ signature verifiable under the public key for some honest user for a message
that the user did not sign.
S

Theorem 5.1. Suppose D = O(1) is a constant, (O, Z) := {(Ξ.Sig(sk∗ , ·), pk∗ )} :
(pk∗ , sk∗ ) ← Ξ.KGen(1λ ), Ξ is EUF-CMA, and Π is (O, Z)-knowledge-sound for LR ,
then Σ is insider unforgeable.
Proof. Let A be an adversary against the insider ungorgeability of Σ. That is, with
non-negligible probability, its output (PK∗ , P ∗ , y ∗ , σ ∗ ) in the experiment iEUF-CMAΣ,A
satisfies

∗
∗ ∗
∗


Vf (PK , P , y , σ )

=1
∗
PK[ID† ] ⊆
PK




y ∗ ∈
/ P ∗ M†ℓ : ℓ ∈ P ∗ .L
where
ID† = P ∗ .ID ∩ (ID \ Corr) and
M†ℓ



M [ℓ]

:= 
M

ℓ = (id, ∗) ∧ id ∈ ID†
ℓ = (id, ∗) ∧ id ∈
/ ID† .

We first tackle the simple case where the output of A is such that P ∗ .d = 0, which
implies that P ∗ is an identity program
with some label ℓ∗ = (id∗ , τ ∗ ). Then the

condition y ∗ ∈
/ P ∗ M†ℓ : ℓ ∈ P ∗ .L simplifies to y ∗ ∈
/ M†ℓ∗ . We can rule out the case
M†ℓ∗ = M or equivalently id∗ ∈
/ ID† , otherwise y ∗ ∈
/ M. We therefore have id∗ ∈ ID† ,
i.e. id∗ is not corrupt, and hence y ∗ ∈
/ M [ℓ∗ ]. This means that ((P ∗ , y ∗ ) , σ ∗ ) is already
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a valid forgery for Ξ under the public key of id∗ . It is then not too difficult to turn A
into an adversary against the EUF-CMA-security of Ξ.
In what follows we assume that P ∗ .d ∈ [D]. We argue that ID† =
̸ ∅, which implies
ID \ Corr ̸= ∅, except with negligible probability. By our assumption on A, its output
in iEUF-CMAΣ,A satisfies Vf (PK∗ , P ∗ , y ∗ , σ ∗ ) = 1 with non-negligible probability. Let
crs ← Π.Gen(1λ ). For each gate (computing) g in the circuit representation of P ∗ , if
g = g ∗ is the output gate of depth P ∗ .d, let Ag (crs) be the algorithm which emulates the
environment of iEUF-CMAΣ,A (1λ ) for A, and outputs whatever A outputs. Otherwise,
let h be (the function computed by) the gate of depth d with 1 < d ≤ P ∗ .d which takes
the output of g as input, and let Ag (crs) be an algorithm which runs Π.EAh (crs) to obtain
(h, (stmtk , wit†k )k∈Kh ), where Kh ∋ g indexes the input wires of h, and outputs wit†g . By
running the knowledge extractor Π1 .EA
(crs) for all depth-1
gate g recursively defined
ng
o
above, one can extract a set of tuples (pkqℓ , ℓ, xℓ , σℓ )
. The recursive extraction
ℓ∈P ∗ .L
can be done in polynomial time since D = O(1) is a constant and |P ∗ .L| = poly(λ).
Since Π has (O, Z)-knowledge-soundness for LR , it is also (O′ , Z ′ )-knowledge-sound
for LR for a trivial (O′ , Z ′ ) which returns a “no operation” oracle and the empty string.
Since the recusion has only D = O(1) levels, the following hold with non-negligible
probability:


Ξ.Vf(pkqℓ , (Iℓ , xℓ ), σℓ )


 xℓ ∈ M
n
o
∗

PK
=
pk

q
ℓ ℓ∈P ∗ .L


 ∗
∗

= 1 ∀ ℓ ∈ P ∗ .L
∀ ℓ ∈ P ∗ .L

y = P (x)

where x := (xℓ )ℓ∈P ∗ .L
Suppose contrary to our claim that
ID† = ∅, then M†ℓ = M for all ℓ ∈ P∗ .L. The


∗
†
condition y ∗ ∈
/ P ∗ Mℓ : ℓ ∈ P ∗ .L can therefore be rewritten as y ∗ ∈
/ P ∗ MP .L .
∗
This however contradicts with y ∗ = P ∗ (x) where x ∈ MP .L .
In what follows we assume that ID\Corr ̸= ∅, which has been proven to happen except
with negligible probability. Without loss of generality, assume that in iEUF-CMAΣ,A the
KGenO oracle is only queried on Q = poly(λ) distinct identities, denoted by id1 , . . . , idQ
respectively. We construct the algorithm B Ξ.SigO (pk∗ ), where (Ξ.SigO, pk∗ ) ←$ (O, Z),
against the EUF-CMA-security of Ξ. Our algorithm B Ξ.SigO (pk∗ ) makes use of some
subroutines AΞ.SigO
(crs, pk∗ ), for all gate g of the circuit representation of P ∗ .
g
We first construct AΞ.SigO
(crs, pk∗ ) below, where g ∗ is the output gate of P ∗ , which
g∗
simulates the iEUF-CMAΣ,A (1λ ) experiment for A and outputs whatever A outputs as
follows:
• To simulate pp, simply set pp := crs and forward it to A.
• For internal book keeping, AΞ.SigO
does the following. It maintains the initially
g∗
empty dictionaries PK, SK, Q, and M , and the initially empty sets ID and Corr
as iEUF-CMAΣ,A does. It samples q ∗ ←$ [Q]. For q ∈ [Q] \ {q ∗ }, it generates
(pkq , skq ) ← Ξ.KGen(1λ ). It also sets pkq∗ := pk∗ .
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• To similate KGenO(id) for the q-th distinct identity id = idq , AΞ.SigO
sets ID :=
g∗
∗
ID ∪ {id}, PK[id] := pkq , SK[id] := skq if q ̸= q , and returns pkq .
• To simulate CorrO(id), it first runs KGenO(id) (simulated by itself) and sets
Corr := Corr ∪ {id}, as in iEUF-CMAΣ,A . Suppose id ̸= idq∗ , AΞ.SigO
returns SK[id],
g∗
otherwise it aborts the simulation.
• To simulate SigO(ℓ, x), AΞ.SigO
acts as specified in iEUF-CMAΣ,A for the most
g∗
part, except that when iEUF-CMAΣ,A calls Sig(SK[id], ℓ, x) for id = idq∗ , AΞ.SigO
g∗
calls Ξ.SigO on (Iℓ , x) instead.
Since ID \ Corr ̸= ∅, we have idq∗ ∈ ID \ Corr with probability at least 1/Q >
negl(λ). This happens if and only if AΞ.SigO
does not abort, and in this case, assuming
g∗
∗
λ
that crs ← Π.Gen(1 ) and (Ξ.SigO, pk ) ←$ (O, Z), AΞ.SigO
(crs, pk∗ ) simulates the
g∗
iEUF-CMAΣ,A (1λ ) environment for A perfectly. By the assumption that A breaks the
insider unforgeability of Σ, with non-negligible probability, AΞ.SigO
(crs, pk∗ ) outputs
g∗
∗
∗ ∗
∗
(PK , P , y , σ ) which satisfies

∗
∗ ∗
∗

Vf (PK , P , y , σ )


=1

PK[ID ] ⊆
 PK

∗
∈
/ P M†ℓ : ℓ ∈ P ∗ .L
†

∗



y ∗

where
ID† = P ∗ .ID ∩ (ID \ Corr) and
M†ℓ :=



M [ℓ]

ℓ = (id, ∗) ∧ id ∈ ID†


M

ℓ = (id, ∗) ∧ id ∈
/ ID† .

We next define AΞ.SigO
for each gate g ̸= g ∗ in the circuit representation of P ∗
g
in the same fashion as before. Concretely, let h be the gate of depth d that inputs
the output of g. We define AΞ.SigO
to be the algorithm which runs Π.EAΞ.SigO and
g
h
extracts the output corresponding to the gate g. More precisely, AΞ.SigO
(crs, pk∗ ) first
g
runs AΞ.SigO
(crs, pk∗ ) by relaying and recording the queries and responses to and from
h
Ξ.SigO. Let the list of query-response tuples be qt. It then runs Π.EAΞ.SigO (crs, pk∗ , qt)
h
and extracts the output corresponding to the gate g. Clearly the queries and responses
to and from Ξ.SigO made by AΞ.SigO
(crs, pk∗ ) are identical for all gates g.
g
Let (Ξ.SigO, pk∗ ) ←$ (O, Z). Our algorithm B Ξ.SigO (pk∗ ) samples crs ← Π.Gen(1λ ),
records the queries made by AΞ.SigO
(crs, pk∗ ) to Ξ.SigO and their responses, and
g∗
∗
runs Π1 .EAΞ.SigO
(crs, pk , qt) for all depth-1 gate g of P ∗ to extract a set of tuples
g
n

o

(pkqℓ , ℓ, xℓ , σℓ )
. Since D = O(1) is a constant and |P ∗ .L| = poly (λ), B Ξ.SigO
ℓ∈P ∗ .L
can perform the above recursive extraction in polynomial time. Since Π has (O, Z)knowledge-soundness for LR , and the recursion has only D = O(1) levels, the following
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crs ← Gen(1λ )

π ← Prove(crs, stmt, wit)

pp ← Σ.Setup(1λ )

(pk, sk) ← Σ.KGen(pp)

return crs := pp

parse wit as (xℓ )ℓ∈L
σℓ ← Σ.Sig(sk, ℓ, xℓ )

b ← Vf(crs, stmt, π)

σ ← Σ.Eval Pstmt , (pk, Iℓ , xℓ , σℓ )ℓ∈L

parse π as (pk, σ)

return π := (pk, σ)



return Σ.Vf(pk, Pstmt , 1, π)

Figure 5.4: Construction of SNARG from MHS
hold for the extracted tuples with non-negligible probability:


Ξ.Vf(pkqℓ , (Iℓ , xℓ ), σℓ )


 xℓ ∈ M
n
o
∗

PK
=
pk

q
ℓ ℓ∈P ∗ .L


 ∗
∗

= 1 ∀ ℓ ∈ P ∗ .L
∀ ℓ ∈ P ∗ .L

y = P (x)





where x := (xℓ )ℓ∈P ∗ .L . Since y ∗ = P ∗ (x) ∈
/ P ∗ M†ℓ : ℓ ∈ P ∗ .L , there exists ℓ∗ =
(id∗ , τ ∗ ) ∈ P ∗ .L such that xℓ∗ ∈
/ M†ℓ∗ . Note that M†ℓ∗ =
̸ ∅ or otherwise y ∗ would not
†
∗
exist. Since xℓ ∈ M for all ℓ ∈ P .L, we have Mℓ∗ ̸= M, or otherwise xℓ∗ ∈
/ M. This
†
∗
†
∗
∗
forces id ∈ ID ⊆ ID \ Corr and y ∈
/ Mℓ∗ = M [ℓ ]. The latter means that σℓ∗ is not a
Ξ.SigO
signature generated by B
when simulating the responses of SigO.
Conditioned on the event that AΞ.SigO
does not abort and the above extraction
g∗
∗
succeeds, we have id = idq∗ with probability at least 1/Q > negl(λ), and in such case
((Iℓ∗ , xℓ∗ ), σℓ∗ ) is a valid forgery for Ξ under pk∗ . Since we have shown that AΞ.SigO
g∗
does not abort with probability at least 1/Q − negl(λ) > negl(λ), we conclude that B
successfully produces a valid forgery for Ξ with non-negligible probability.

5.4 ZK-SNARG from iEUF-CMA MHS
In this section, we construct (ZK-)SNARGs from single-key HS with insider unforgeability, placing the latter between the notions of SNARKs and SNARGs.
Let n = poly(λ). Let R : {0, 1}n × ML → {0, 1} be any NP relation with witnesses
residing in the space ML for some message space M and some index set L. For
any statement stmt ∈ {0, 1}n , let Pstmt = (R(stmt, ·), L) be a labeled program with
labels L which computes R with stmt hardwired. Since R is an NP relation, Pstmt is
computable in polynomial time for any stmt. Define G := {R(stmt, ·) : stmt ∈ {0, 1}n }.
Let Σ = (Setup, KGen, Sig, Vf, Eval) be a homomorphic signature scheme for (M, L, G).
We construct a non-interactive argument system Π in Figure 5.4. Clearly the
completeness and succinctness of Π follow from the 1-correctness and succinctness Σ
respectively, and Π has zero-knowledge if Σ is context hiding.
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The soundness of Π is implied by the insider unforgeability of Σ from the following
simple observation. Let stmt ∈
/ LR be any false statement. By definition we have
Pstmt (wit) ̸= 1 for any wit ∈ ML , i.e. 1 is outside the range of the program Pstmt . The
insider unforgeability of Σ then states that it is infeasible for any efficient adversary
to produce a tuple π = (pk, σ), i.e. a proof in Π, such that Π.Vf(crs, stmt, π) =
Σ.Vf(pk, Pstmt , 1, σ) = 1.
If the underlying (M)HS scheme is secure in the standard model (without a common
reference string), i.e. pp = 1λ , the above construction would yield a ZK-SNARG in the
standard model, which is impossible. Therefore, we can also rule out the possibility of
constructing insider unforgeable (M)HS schemes in the standard model. Interestingly,
existing (M)HS schemes [FMNP16, GVW15] are in the standard model.
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In this chapter we present a formal model of ring confidential transactions (RingCT),
and a generic construction from succinct non-interactive arguments and other basic
tools. By expressing the relations to be proven natively as satisfiability problems of
group arithmetic circuits (c.f. Section 4.1), the generic construction can be instantiated
efficiently with the argument system constructed in Chapter 4. The modelling part of
this chapter is based on [LRR+ 19] but significantly rewritten in favor of conciseness
and generality.

6.1 Definitions
We present a formalisation of ring confidential transactions (RingCT) which is used for
establishing a decentralised anonymous transaction system to be used in an anonymous
cryptocurrency.

6.1.1 Syntax
A RingCT system is initialised by running a setup algorithm Setup to generate the
public parameters and an initial state st which are published. To join the system, the
user runs a key generation algorithm KGen to generate a master public key mpk and a
master secret key msk.1 A master public key serves as the identifier of the user who
generates it.
The central objects operated by the system are accounts. The list of all existing
accounts ACU = {aci }i∈U (where U stands for the universe) can be extracted from the
current state st using a state extraction algorithm StExt. Each account ac is owned by
(the holder of) a master secret key msk. It is also associated to a secret key sk and a
token tk, in such a way that the secret key sk can be derived from the master secret
key msk and the token tk using a key derivation algorithm KDer. Each account ac
stores a certain amount a ∈ Z (e.g. of cryptocurrency, or more generally an attribute)
which could be used in exactly one transaction, given the knowledge of the secret key
sk. A transaction in turn contains instructions for creating new accounts.
More concretely, a transaction tx can be created using a transaction algorithm Trans
given the following information: 1. a state st (which presumably is the current state),
2. a predicate P , 3. an index set R ⊆ U called the ring (in the sense of ring signatures),
4. a (possibly empty) set of source account information S = {ski , ai }i∈S for some S ⊆ R,
and 5. a set of target account information T = {mpki , a′i }i∈T for some T ⊆ N.
1

The master public key mpk is also known as a stealth address.
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The transaction tx created given the above information encodes the instruction that
those amounts aS := (ai )i∈S stored in the source accounts {aci }i∈S ⊆ ACU should be
paid to some target accounts {ac′i }i∈T to be owned by the users identified by {mpki }i∈T
respectively. The set of target accounts {ac′i }i∈T := TxExt(tx) can be extracted from
the transaction tx using a transaction extraction algorithm TxExt. The sum of the
amounts a′T := (a′i )i∈T received by {ac′i }i∈T respectively and that of the source amounts
aS are not necessarily equal but satisfy the predicate P , i.e. P (aS , a′T ) = 1. For
P
P
instance, P might check that i∈S ai = i∈T a′i + afee for some transaction fee afee .
The Trans algorithm shall additionally generate the tokens TK := {tki }i∈T of {ac′i }i∈T
respectively, so that the amounts a′T stored in {ac′i }i∈T could be spent by their respective
owners, identified by {mpki }i∈T , in future transactions. The tokens and amounts
{tki , ai }i∈T could be sent to the owners of {ac′i }i∈T via an external secure communication
channel. Alternatively, a ciphertext encrypting (tki , ai ) under mpki could be appended
to the target account aci for each i ∈ T , such that given mski the receiver could recover
(tki , ai ) and hence also ski . We remark that the encryption scheme used for this purpose
should be key-private, i.e. a ciphertext does not reveal under which key the message
is encrypted. This results in a self-contained system without assuming any external
secure communication channels.
Once a transaction tx is published, each user can run a verification algorithm Vf to
decide whether it is valid relative to the current state st (or the user’s local version of
it) and to obtain an updated state st′ should the transaction turns out to be valid.
Since the owner of an account and the amount stored in it are meant to be hidden,
to reason about the owners and amounts stored in accounts involved in a transaction,
we need handles to bind accounts to their stored amounts and their owners. For this
purpose, a RingCT scheme provides two auxiliary algorithms – the source checking
algorithm SrcChk and the target checking algorithm TgtChk.
Definition 6.1. A ring confidential transactions (RingCT) scheme consists of the PPT
algorithms Ω = (Setup, KGen, Trans, Vf, StExt, TxExt, SrcChk, TgtChk) whose interfaces
are defined as follows.
(pp, st) ← Setup(1λ ): The setup algorithm generates the public parameters pp and an
initial global state st.
(mpk, msk) ← KGen(pp): The key generation algorithm generates a master public key
mpk and a matching master secret key msk.
(sk, a) ← KDer(msk, tk): The key derivation algorithm derives the key-amount tuple
(sk, a) for an account given the master secret key msk owning the account and the token
tk of the account.
(tx, TK) ← Trans (st, P, R, S, T ): The transaction algorithm inputs a state st, a predicate P : ZS × ZT → {0, 1}, an index set R called the ring, a (possibly empty) set
of source accounts information S = {ski , ai }i∈S where ski is a secret key and ai ∈ Z
is an amount, and some target accounts information T = {mpk′i , a′i }i∈T . It outputs
a transaction tx and the set of tokens TK := {tki }i∈T of the target accounts. The
transaction tx is supposed to be published to all users of the system, while the token tki
is meant to be securely communicated to the owner of mpki for i ∈ T .
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(b, st′ ) ← Vf(st, tx): The deterministic verification algorithm outputs a bit b deciding
whether to accept or reject that the transaction tx is valid relative to the state st, and a
possibly updated state st′ .
ACU ← StExt(st): The deterministic state extraction algorithm extracts the universe of
accounts ACU = {aci }i∈U encoded in the state st.
ACT ← TxExt(tx): The deterministic transaction extraction algorithm extracts the set
of target accounts ACT = {aci }i∈T encoded in the transaction tx.
b ← SrcChk(ac, sk, a): The source checking algorithm outputs a bit b deciding whether
to accept or reject that the account ac is associated to the secret key sk, and that the
amount a is stored in ac.
b ← TgtChk(ac, mpk, tk, a): The target checking algorithm outputs a bit b deciding
whether to accept or reject that the account ac is created for the master public key mpk
and associated to the token tk, and that the amount a is stored in ac.
We define the notion of correctness which formally captures the expectation that
account owners can spend from the accounts that they own.
Definition 6.2 (Correctness). Let P be a family of predicates. A RingCT scheme Ω
is P-correct if all of the following holds for any λ ∈ N and any (pp, ∗) ∈ Setup(1λ ).
Derivation Correctness For any (mpk, msk) ∈ KGen(pp) and (sk, ac, a, a′ , tk) satisfying (sk, a′ ) ∈ KDer(msk, tk) and TgtChk(ac, mpk, tk, a) = 1, we have a = a′ and
SrcChk(ac, sk, a) = 1.
Transaction Correctness Define the set Vpp to be the collection of all tuples (st, P, R, S, T )
satisfying the following properties:
• P ∈P
• P (aS , a′T ) = 1
• S⊆R⊆U
• SrcChk(StExt(st)[i], ski , ai ) for all i ∈ S
where S = {ski , ai }i∈S , T = {mpk′i , a′i }i∈T , aS := (ai )i∈S , and a′T := (a′i )i∈T . For any
(st, P, R, S, T ) ∈ Vpp , and any (tx, TK) ∈ Trans(st, P, R, S, T ), if (b, st′ ) = Vf(st, tx),
then the following hold:
• b=1
• TxExt(tx) ⊆ StExt(st′ )
• TgtChk(TxExt(tx)[i], mpk′i , TK[i], a′i ) = 1 for all i ∈ T
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To prevent overflow due to the limited precision used to represent amounts, a
predicate P should upper bound |T | and check that a′i ∈ Z2β for all i ∈ T for some
precision β ∈ N.
On top of the overflow check, a typical choice of P for regular transactions would
P
P
be one that accepts whenever i∈S ai = i∈T a′i + afee for some publicly known (e.g.
transaction) fee afee .
P
Another reasonable choice of P would be one that accepts whenever areward = i∈T a′i
for some publicly known (e.g. mining) reward areward . Note that this choice of P permits
S = ∅ which captures the creation of the accounts {ac′i }i∈T from scratch, e.g. by mining.

6.1.2 Security
We formalise three security properties of RingCT – balance, privacy, and availability.
Balance. Balance captures the expectation that money cannot be spawned out of
thin air. In the context of cryptocurrencies, this partly means that the amount stored
in an account cannot be spent twice, and a user cannot spend more than what is owned.
More broadly, balance also guarantees that one cannot spend others’ money.
Our formal definition of balance consists of two parts. The first part requires that
the source and target checking algorithms SrcChk and TgtChk are computationally
binding. Concretely, it is required that a source account is bound to a secret key and
an amount, while a target account is bound to an amount. The second part models
the core of the balance property by means of a security experiment BalanceΩ,P,A,EA
in Figure 6.1, which involves an adversary A and a knowledge extractor EA , inspired
by the knowledge-soundness definition of argument systems.
In the experiment, the adversary A generates a sequence of valid transactions txi for
i ∈ Zℓ . The knowledge extractor EA then extracts the hidden information about the
source and target accounts in all the transactions. The experiment returns 1 if some
source or target account information is ill-formed, i.e. the extractor fails, or if there
exist distinct i < i′ such that the source account sets for the transactions txi and txi′
overlap, i.e. double-spending occurs at txi′ but both transactions are considered valid.
It is required that, for any adversary A, there exists an extractor EA such that the
balance experiment outputs 1 with negligible probability. This intuitively means that
if an adversary is able to produce a sequence of valid transactions, then it must “know”
the valid instructions that lead to those transactions.
Definition 6.3 (Balance). A RingCT scheme Ω is P-balanced if:
1. The source checking algorithm SrcChk computationally binds an account to its
secret key and the stored amount, i.e. for any PPT adversary A it holds that


SrcChk(ac, sk, a) = 1

′ ′
Pr 
SrcChk(ac, sk , a ) = 1


′ ′

(sk, a) ̸= (sk , a )
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(pp, st) ← Setup(1 )
 ≤ negl(λ) .
′ ′
(ac, sk, a, sk , a ) ← A(pp)
λ

6.1 Definitions
BalanceΩ,P,A,EA (1λ )
(pp, st0 ) ← Setup(1λ )
(txi )i∈Zℓ ← A(pp, st0 )


n

Pi , Ri , ski,j , ai,j

o
j∈Si

,

n

mpki,j , tki,j , a′i,j

o



j∈Ti



i∈Zℓ

← EA pp, st0 , (txi )i∈Zℓ





for t ∈ Zℓ do bt , stt+1 := Vf(stt , txt )
for i ∈ Zℓ do


ai,Si := (ai,j )j∈Si , a′i,Ti := a′i,j
{aci,j }j∈Ui := StExt(sti ),

b′i :=

n

ac′i,j


j∈Ti

o
j∈Ti

:= TxExt(txi )





TxExt(txi ) ⊆ StExt(sti+1 )







Pi ∈ P





Pi (ai,S , a′ ) = 1
i

i,Ti



Si ⊆ Ri ⊆ Ui









SrcChk
StExt(st
)[j],
sk
,
a
=1

i,j
i
i,j







TgtChk TxExt(txi )[j], mpk , tki,j , a′
i,j
i,j = 1

∀ j ∈ Si
∀ j ∈ Ti

b′′ := (∃ i0 < i1 , Si0 ∩ Si1 = ∅)


return

^
i∈Zℓ

bi ∧ ¬ 


^

b′i ∧ b′′ 

i∈Zℓ

Figure 6.1: Balance experiment.
2. The target checking algorithm TgtChk compuationally binds an account to the
stored amount, i.e. for any PPT adversary A it holds that


TgtChk(ac, mpk, tk, a) = 1

′ ′ ′
Pr 
TgtChk(ac, mpk tk , a ) = 1


′

a ̸= a



(pp, st) ← Setup(1 )
 ≤ negl(λ) .
′
′ ′
(ac, mpk, tk, a, mpk , tk , a ) ← A(pp)
λ

3. For any PPT adversary A there exists an expected polynomial-time extractor EA
such that
h
i
Pr BalanceΩ,P,A,EA (1λ ) = 1 ≤ negl(λ) ,
where BalanceΩ,P,A,EA is defined in Figure 6.1.
We remark that in the second item of the definition we require an account ac to
bind only the amount a but not the master public key mpk nor the token tk. This is
because the account ac could be associated to different tokens when considered to be
owned by different master secret keys. Indeed our construction in Section 6.3 satisfies
this property.
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Privacy. Privacy captures anonymity for both the spenders and the receivers, the
former being in the sense of ring signatures, and the confidentiality of the amounts
being transferred.
Formally, this is modeled by a pair of security experiments PrivacybΩ,A parameterised
by a bit b ∈ {0, 1} given in Figure 6.3. Each experiment begins by initialising a RingCT
system using Setup, which outputs a state st to be maintained by the experiment.
The adversary is then given access to a suite of oracles for key generation, corruption,
transaction, and verification.
New users can be spawned by calling the key generation oracle KGenO, which returns
the public key of the new user. Existing users can be corrupted by calling the corruption
oracle CorrO, which returns the secret key, unless they belong to a challenge set ID† to
be explained later. The verification oracle VfO inputs a transaction provided by A
and updates the state st of the RingCT system.
The transaction oracle TransO takes as input an instruction represented by a tuple
(P, R, S ∗ , S † , T ∗ , T † ) from A. The components S ∗ and T ∗ encode information of source
and target accounts with secret and public keys provided by the adversary. The
components S † and T † instead instruct the oracle to retrieve certain master secret
and public keys of honest users.2 Combining these information, the oracle creates a
transaction and returns it to the adversary along with the tokens associated to the
target accounts. One point to note is that the transaction oracle would refuse to create
a transaction if some source account aci is considered “blocked”, i.e. aci ∈ AC† for
some i ∈ S, to be explained later.
After interacting with the oracles, the adversary A generates a pair of transaction
instructions represented by (P, R, S ∗ , S0† , T ∗ , T0† ) and (P, R, S ∗ , S1† , T ∗ , T1† ) respectively.
Note that the malicious components S ∗ and T ∗ in both instructions are identical. The
experiment generates a transaction based on each of the instructions using the TransO
oracle. Suppose that both transactions are valid, the experiment proceeds to record
those honest users involved in the transactions in ID† , and block their (source and
target) accounts by including them in AC† . The b-th transaction txb is then returned
to the adversary A, who further interacts with the oracles, and eventually returns a bit
b′ ∈ {0, 1} which is also output by the experiment. We say that the RingCT scheme is
private if the probabilities of each experiments returning 1 are neglibibly close.
We remark that the above definition is analogous to the chosen plaintext attack
(CPA) security of encryption schemes, in the sense that the adversary is not allowed to
request for transactions involving blocked accounts. It is possible to strengthen the
defintion to allow such requests as long as the challenge transactions tx0 and tx1 are
not trivially distinguishable, analogous to the chosen ciphertext attack (CCA) security
of encryption schemes.

2

Technically T † is redundant since the adversary could also specify the master public keys of honest
users in T ∗ . We anyway decide to provide this interface as it makes the description of the generation
of challenge transactions simpler.

92

6.1 Definitions

KGenO(id)

TransO(P, R, S ∗ , T ∗ , S † , T † )

if id ∈
/ ID then

parse S ∗ as {ski , ai }i∈S ∗

(mpk, msk) ← KGen(pp)

parse S † as {idi , tki }i∈S †

(MPK, MSK)[id] := (mpk, msk)

parse T ∗ as

ID := ID ∪ {id}


parse T † as id′i , a′i i∈T †

return MPK[id]

i∈T ∗

{idi }i∈S † ∪ {idi }i∈T † ∩ ID∗ ̸= ∅ then return ⊥


if StExt(st)[S † ] ∩ AC† ̸= ∅ then return ⊥

†

if id ∈ ID then return ⊥
∗ ← KGenO(id)
ID∗ := ID∗ ∪ {id}
AC∗ :=

mpki , a′i

if S ∗ ∩ S † ̸= ∅ ∨ T ∗ ∩ T † ̸= ∅ then return ⊥
if

CorrO(id)



[

AC[id]
∗

id∈ID

return MSK[id]

S := S ∗ ∪ {KDer(MSK[idi ], tki )}i∈S †
T := T ∗ ∪ MPK[id′i ], a′i


i∈T †

(tx, TK) ← Trans(st, P, R, S, T )
AC[id′i ] := AC[id′i ] ∪ TxExt(tx)[i], ∀ i ∈ T
return (tx, TK)

VfO(tx)
(b, st) := Vf(st, tx)
return ϵ

Figure 6.2: Oracles for privacy and availability experiments.
Definition 6.4 (Privacy). A RingCT scheme Ω is private if for all PPT adversaries
A it holds that
h

i

h

i

Pr Privacy0Ω,A (1λ ) = 1 − Pr Privacy1Ω,A (1λ ) = 1 ≤ negl(λ)
where PrivacybΩ,A is defined in Figure 6.3. We say that Ω is private under static
corruption if A specifies all identities id to be queried to the KGenO and CorrO in
advance before receiving (pp, st0 ).
Availability. For a fiat currency, it is a reasonable expectation to be able to spend
the money one owns whenever and to whoever one wants (unless catastrophic events
happen, e.g. the central bank collapses). In other words, a pending transaction created
today should still be considered valid tomorrow. The notion of availability aims to
capture this expectation for cryptocurrencies.
From another point of view, availability provides security against “denial-of-spending”
attacks, e.g. [RTRS18]. In such an attack, the adversary attempts to prevent an honest
user from spending money that the latter rightfully owns. This could be done in various
ways. For example, the adversary could attempt to forge a transaction on behalf of
the honest user, so that when the latter tries to spend from its account in the future it
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PrivacybΩ,A (1λ )
(pp, st) ← Setup(1λ )
O := {KGenO, CorrO, TransO, VfO}


∗

∗

P, R, S , T ,





Si† , Ti†
i∈{0,1}



← AO (pp)

for i ∈ {0, 1} do
(txi , ∗) ← TransO(P, R, S ∗ , T ∗ , Si† , Ti† )
(bi , st′i ) := Vf(st, txi )
if bi = 0 then return 0
parse Si† as {idi,j , tki,j }j∈S †
i

parse

Ti†

as

n

id′i,j , a′i,j

o
j∈Ti†

n

ID† := ID† ∪ {idi,j }j∈S † ∪ id′i,j
i

o
j∈Ti†

AC† := AC† ∪ StExt(st)[Si† ] ∪ TxExt(txi )[Ti† ]
if





|S0† | =
̸ |S1† | ∨ |StExt(st′0 ) \ StExt(st)| =
̸ |StExt(st′1 ) \ StExt(st)| then return 0


b′ ← AO (txb )
return b′

Figure 6.3: Privacy experiment with oracles defined in Figure 6.2.
would be considered double-spending and hence rejected by other users (or else the
balance property is violated). An active attacker could even intercept a transaction
created by an honest user, and attempt to create another transaction which invalidates
the intercepted one.
Formally, we model availability as a security experiment AvailabilityΩ,A described
in Figure 6.4. As in the privacy experiments, the availability experiment initialises
the RingCT system and provides access to the same suite of oracles to the adversary
A. After some interaction with the oracles the adversary A specifies a transaction
instruction, based on which a challenge transaction tx is created using the TransO.
Unlike in the privacy experiemnts, however, all source account holders involved in
this challenge transaction must be honest and cannot be corrupt at any point of the
experiment. The challenge transaction tx is then verified against the current state, with
the result denoted by b. The adversary A could then further interact with the oracles,
with the exception that all source accounts involved in the challenge transaction tx
are blocked. When A halts, the challenge transaction tx is verified once again but
against a possibly updated state, with the result denoted by b′ . The adversary wins
the experiment if b = 1 but b′ = 0, i.e. the challenge transaction was considered valid
at some point but becomes invalid later. We say that a RingCT scheme is available if
no efficient adversary could win the availability experiment.
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AvailabilityΩ,A (1λ )
(pp, st) ← Setup(1λ )
O := {KGenO, CorrO, TransO, VfO}
(P, R, T ∗ , S † , T † ) ← AO (pp, st)
(tx, TK) := TransO(P, R, ∅, T ∗ , S † , T † )
parse S † as {idj , tkj }j∈S †
if S † ̸⊆ U then return 0




(ID† , AC† ) := {idj }j∈S † , StExt(st)[S † ]
(b, ∗) := Vf(st, tx)
∗ ← AO (tx, TK)
(b′ , ∗) := Vf(st, tx)
return b ∧ ¬b′

Figure 6.4: Availability experiment with oracles defined in Figure 6.2.
Definition 6.5 (Availability). A RingCT scheme Ω is available if for all PPT adversaries A it holds that
h

i

Pr AvailabilityΩ,A (1λ ) = 1 ≤ negl(λ)
where the experiment AvailabilityΩ,A is defined in Figure 6.4. We say that Ω is available
under static corruption if A specifies all identities id to be queried to the KGenO and
CorrO in advance before receiving (pp, st).
We remark that although we did not formalise the notion of unforgeability, which
intuitively means that one cannot spend from others’ accounts without knowing the
secret keys, the property (under a reasonable definition) should be implied by balance
and availability. Indeed, suppose there exists an adversary who can efficiently forge a
transaction on behalf of an honest user, then either the honest user could not spend
from its own account which violates availability, or the honest user could still spend
which violates balance.

6.2 Tagging Schemes
In the transaction scheme of a cryptocurrency, it is common to require the spender
to reveal tags that are (computationally) binding to (the secret keys of) the source
accounts. Using an account in two transactions can be detected since the transactions
would contain colliding tags. This effectively restricts each source account such that it
can only be used in one transaction, thereby preventing double-spending.
Depending on the other features that the transaction scheme aims to support, the
tags should also satisfy additional requirements. For example, for the transaction
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scheme to be private, the tags should reveal minimal information about the secret keys
that generate them.
We abstract the above as a tagging scheme consisting of a key generation function
KGen and a tag evaluation function Eval. In such a scheme, a public key is a function
of a secret key, i.e. pk = KGen(sk). A tag τ = Eval(sk) should bind the secret key sk
that generates it. For simplicity, we simply require that Eval is a bijection.
Definition 6.6 (Tagging Schemes). A tagging scheme ∆ = (Setup, KGen, Eval) with
efficiently sampleable key space K and tag space T consists of a PPT setup algorithm,
a key generation function, and an evaluation function. The setup algorithm pp ←
Setup(1λ ) generates the public parameters. The key generation function KGen(pp, sk ∈
K) 7→ pk derives the public key of a secret key. The evaluation function Eval(pp, sk) 7→
τ ∈ T derives the tag of a secret key. For any pp ∈ Setup(1λ ), the functions KGen(pp, ·)
and Eval(pp, ·) are bijections. Unless there is a risk of ambiguity, we drop pp from the
inputs of KGen and Eval and simply write pk = KGen(sk) and τ = Eval(sk).
Our RingCT construction presented in the next section will make use of a tagging
scheme which is one-way. One-wayness means that given ζ = Eval(s) for a random s
it is hard to recover s. Alternatively, since Eval is a bijection, this means that for a
randomly sampled tag ζ ←$ T it is hard to find s such that ζ = Eval(s).
We also require that the key generation function KGen is a group homomorphism,
i.e. KGen(sk) + KGen(δ) = KGen(sk + δ), and that the tagging scheme is related-key
pseudorandom. The latter means that, given pk and {Eval(sk + δi )}i∈Q , the value
Eval(sk + δ) for δ ∈
/ {δ}i∈Q is pseudorandom.
Definition 6.7. A tagging scheme ∆ is said to be one-way if for any PPT adversary
A it holds that


pp ← Setup(1λ )


 ≤ negl(λ) .
Pr 
ζ = Eval(s) ζ ←$ T

s ← A(pp, ζ)
Definition 6.8. A tagging scheme ∆ is said to have homomorphic key generation
if the secret key space K and the public key space KGen(K) are groups, both written
additively, and KGen(sk + δ) = KGen(sk) + KGen(δ).
Definition 6.9. A tagging scheme ∆ with homomorphic key generation is said to be
related-key pseudorandom if for any PPT adversary A it holds that
h

i

h

i

Pr IND$-RKA0∆,A (1λ ) = 1 − Pr IND$-RKA1∆,A (1λ ) = 1 ≤ negl(λ) ,
where IND$-RKAb∆,A is defined in Figure 6.5.
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IND$-RKAb∆,A (1λ )

EvalO(δ)

pp ← Setup(1λ )

D := D ∪ {δ}

sk ←$ K, pk ← KGen(sk)

return Eval(sk + δ)

∗

EvalO

δ ←A

(pp, pk)

if b = 0 then ζ ∗ := Eval(sk + δ ∗ )
else ζ ∗ ←$ T
b′ ← AEvalO (ζ ∗ )
if δ ∗ ∈ D then return 0
else return b′

Figure 6.5: Pseudorandomness experiments for tagging schemes.

6.3 Construction
In this section we construct a RingCT scheme Ω from a tagging scheme ∆, a commitment
scheme Γ, and a non-interactive argument system Π, with explanation given below.
The global state st consists of the set ACU of all existing accounts as well as a set
ZU containing tags generated by ∆ that are ever revealed in existing transactions.
Intuitively, for any account that has been used, the tag which binds its secret key will
be collected in ZU .
Master public and secret keys of our RingCT scheme are simply the public and
secret keys of ∆ respectively. An account ac associated to a secret key sk = (r, s)
consists of a public key pk = ∆.Eval(s) and a commitment co = Com(a; r) to the stored
amount a. The secret key sk = (r, s) and the amount a can be derived using the secret
key msk from the token tk := (δ, r, a) with s := msk + δ. One can view s as being
additively secret-shared between as msk and δ between the owner and creator of the
account respectively. The target checking algorithm simply checks that co = Com(a; r)
(ignoring mpk and tk), while the source checking algorithm additionally checks that
pk = ∆.Eval(s).
Fix any predicate family P and let P ∈ P. To create a transaction, the user first
computes the tags ζi := ∆.Eval(mski + δi ) of the effective secret keys ski + δi for all
source accounts i ∈ S, and creates target accounts ac′i of the above form with the tags
tki for all i ∈ T . It then generates a non-interactive argument for the following relation:




S⊆R







ζφ (i) =


 S

∆.Eval(si )

R(stmt, wit) := SrcChk(aci , ski , ai ) = 1






TgtChk(ac′i , mpki , tki , a′i )





P (a , a′ ) = 1
S

∀i∈S
∀i∈S
=1 ∀i∈T

T
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KDer(msk, τ )

Setup(1λ )
crs ← Π.Setup(1λ )

parse τ as (r, δ, a)

λ

ck ← Γ.Gen(1 )

sk := (r, s) := (r, msk + δ)

pp∆ ← ∆.Setup(1λ )

return (sk, a)

pp := (crs, ck, pp∆ )

Trans(st, P, R, S, T )

st := (ACU , ZU ) := (∅, ∅)

parse S as {ski = (ri , si ), ai }i∈S

return (pp, st)

parse T as

KGen(pp)

mpki , a′i



i∈T

for i ∈ T do

msk ←$ K, mpk := ∆.KGen(msk)

ri′ ←$ χ, δi′ ←$ K

return (mpk, msk)

pk′i := mpki + ∆.KGen(δi′ )
co′i := Γ.Com(a′i ; ri′ )

Vf(st, tx)

ac′i := (pk′i , co′i )

parse st as (ACU , ZU )

tki := (ri′ , δi′ , a′i )
{aci }i∈U := StExt(st)

parse ACU as {aci }i∈U
parse tx as (P, R, ACT , ZS̄ , π)
ACR := {aci }i∈R



ZS̄ := {∆.Eval(si )}φS (i)∈S̄


wit := (ski , ai )i∈S , mpk, tki , a′i
π ← Π.Prove(crs, stmt, wit)
then

ZS̄ ∩ ZU = ∅

st′ := (ACU ∪ ACT , ZU ∪ ZS̄ )
return (1, st′ )

tx := (P, R, ACT , ZS̄ , π)
TK := {tki }i∈T
return (tx, TK)

SrcChk(ac, sk, a)
parse ac as (pk, co)

else return (0, st)

parse sk as (r, s)

StExt(st)
parse st as (ACU , ZU )



pk′ = ∆.KGen(s)
return



co = Γ.Com(a; r)

return ACU

TgtChk(ac, mpk, tk, a)

TxExt(tx)
parse tx as (P, R, ACT , ZS̄ , π)
return ACT

parse ac as (pk, co)
parse tk as (r, δ, a′ )


a = a′
return



co = Γ.Com(a; r)

Figure 6.6: RingCT construction.
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i∈T

stmt := (P, ACR , ACT , ZS̄ )

stmt := (P, ACR , ACT , ZS̄ )



P ∈P





R ⊆ U
if



Π.Vf(crs, stmt, π) = 1






ACR := {aci }i∈R , ACT := ac′i




i∈T

6.3 Construction
where the statement stmt and the witness wit are of the form
stmt := (P, ACR , ZS̄ , ACT )


wit := (ski , ai )i∈S , (mpki , tki , a′i )i∈T



respectively, where S̄ := [|S|], φS : S → S̄ maps the j-th smallest element in S to
j ∈ S̄, ACR = {aci }i∈R , ZS̄ = {τi }i∈S̄ , ACT = {ac′i }i∈T , and ski = (ri , si ) for i ∈ S. In
the above we assumed that the predicates P : ZS × ZT → {0, 1} are insensitive to
the index sets S and T . That is, for S, S ′ , T, T ′ ⊆ N with |S| = |S ′ | and |T | = |T ′ |, if
′
′
P : ZS × ZT → {0, 1} and P ′ : ZS × ZT → {0, 1} compute the same function, then
we consider P = P ′ .
To verify a transaction, the verifier checks that the predicate P is admissible, i.e.
P ∈ P, the ring R is well-formed, i.e. R ⊆ U , the proof for the above relation is
sound, and lastly no tags ζi given in the transaction appeared before, i.e. ZS̄ ∩ ZU = ∅.
If these checks are passed, the verifier would agree to advance the state from st to
st′ := (ACU ∪ ACT , ZU ∪ ZS̄ ).
For any predicate family P, the P-correctness of Ω can be verified easily by inspection,
given the completeness of Π for LR (which depends on P). In the following, we show
that Ω is P-balanced, private, and available.
Theorem 6.1. If Γ is computationally binding and Π is knowledge-sound for LR , then
Ω is P-balanced.
Proof. We first show that SrcChk is computationally binding. Suppose a PPT adversary
A generates ac, (sk, a) and (sk′ , a′ ) such that SrcChk(ac, sk, a) = SrcChk(ac, sk′ , a′ ) = 1.
Write ac = (pk, co), sk = (r, s), and sk′ = (r′ , s′ ). We have pk = ∆.KGen(s) =
∆.KGen(s′ ) and co = Γ.Com(a; r) = Γ.Com(a′ ; r′ ). Since ∆.KGen is a bijection, we
have s = s′ . Since Γ is computationally binding, (a, r) = (a′ , r′ ) except with negligible
probability. Therefore (sk, a) = (sk′ , a′ ) except with negligible probability.
Next we show that TgtChk is computationally binding. Suppose a PPT adversary A generates ac, (mpk, tk, a) and (mpk′ , tk ′ , a′ ) such that TgtChk(ac, mpk, tk, a) =
TgtChk(ac, mpk′ , tk′ , a′ ) = 1. Parse ac as (pk, co), tk as (r, δ, a), and tk′ as (r′ , δ ′ , a′ ).
We have co = Γ.Com(a; r) = Γ.Com(a′ ; r′ ). Since Γ is computationally binding,
(a, r) = (a′ , r′ ) which implies a = a′ , except with negligible probability.
It remains to show that, for any PPT adversary A, there exists an expected
polynomial-time extractor EA such that
h

i

Pr BalanceΩ,P,A,EA (1λ ) = 1 ≤ negl(λ) .
In the simple case that the probability of any transaction in {txi }i∈Zℓ produced by
A being valid is only negligible, then we immediately have the desired inequality for
any extractor EA . In the following, we tackle the other case where the probability of
each transaction in {txi }i∈Zℓ produced by A being valid is non-negligible. Since Π is
knowledge-sound for LR , there exists a knowledge extractor Π.E which, given a prover
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which is convincing with non-negligible probability, extracts a valid witness in expected
polynomial time. We construct the extractor EA using Π.E as follows.
We first construct an auxiliary algorithm Bk for each k ∈ Zℓ . Our algorithm Bk
takes as input crs and has the remaining components of pp and st0 hardwired. It
runs A(pp, st0 ) to produce (txi )i∈Zℓ . Then, for each i ∈ Zℓ , Bk does the following: Let
(bi , sti+1 ) := Vf(sti , txi ) and {acj }j∈Ui := StExt(sti ), parse txi as (Pi , Ri , ACTi , ZS̄i , πi ),
and define stmti := (Pi , ACRi , ACTi , ZS̄i ) where ACRi := {acj }j∈Ri . Our algorithm Bk
outputs (stmtk , πk ).
Note that in the above we write acj instead of aci,j . This is justified because, by
construction, ACUi := StExt(st
) only expands
with i, i.e. ACUi ⊆ ACUi+1 for all i ∈ Zℓ .
 i

Our extractor EA inputs pp, st0 , (txi )i∈Zℓ , runs βi (crs) to generate (stmti , πi ), and
runs Π.E Bi (crs, stmti , πi ) to generate witi for i ∈ Zℓ . Since the probability of each
transaction in {txi }i∈Zℓ produced by A being valid is non-negligible, by the knowledgesoudnenss of Π for LR , we have R(stmti , witi ) = 1 for all i ∈ Zℓ . Furthermore,
since ℓ ∈ poly (λ) and each Π.E Bi runs in expected
polynomial time, EA also runs


in expected polynomial time. Parse witi as



ski,j , ai,j





j∈Si

, mpki,j , tki,j , a′i,j



j∈Ti

,

′
where ski,j = (ri,j , si,j ) and tki,j = (ri,j
, ∗, ∗). The relation R(stmti , witi ) = 1 implies





Si ⊆ Ri







Z = {∆.Eval(si,j )}


 S̄

SrcChk(acj , ski,j , ai,j ) = 1







TgtChk(ac′i,j , mpki,j , tki,j , a′i,j )





P (a , a′ ) = 1.
i

Si

∀ j ∈ Si
= 1 ∀ j ∈ Ti

Ti

Parse sti as sti = (ACUi , ZUi ) for i ∈ Zℓ . Since txi is valid for i ∈ Zℓ , the following are
satisfied by construction:




Pi





R

i

∈P
⊆ Ui




ZS̄i







∩ Z Ui = ∅

TxExt(txi ) ⊆ StExt(sti+1 ).

Finally, suppose there exist i0 < i1 ∈ Zℓ such that Si0 ∩ Si1 ̸= ∅. Let j ∗ ∈ Si0 ∩ Si1 .
We have SrcChk(acj ∗ , ski0 ,j ∗ , ai0 ,j ∗ ) = SrcChk(acj ∗ , ski1 ,j ∗ , ai1 ,j ∗ ) = 1. Since SrcChk is
computationally binding, we have (ski0 ,j ∗ , ai0 ,j ∗ ) = (ski1 ,j ∗ , ai1 ,j ∗ ) except with negligible
probability. In such case, write skj ∗ := ski0 ,j ∗ = ski1 ,j ∗ and parse it as skj ∗ = (rj ∗ , sj ∗ ).
Then we must have ζi0 ,j ∗ = ζi1 ,j ∗ = ∆.Eval(sj ∗ ). Since this contradicts with ZS̄i ∩ ZUi =
∅ for all i ∈ Zℓ , we conclude that Si0 ∩ Si1 ̸= ∅ only with negligible probability.
To summarise, we have
h

i

Pr BalanceΩ,P,A,EA (1λ ) = 1 ≤ negl(λ)
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as desired.
Theorem 6.2. If ∆ is related-key pseudorandom, Γ is computationally hiding, and Π
is zero-knowledge for LR , then Ω is private under static corruption.
Proof. We prove by a hybrid argument. Concretely, we define the hybrid experiments
Hybi,b for i ∈ {0, 1, 2} and b ∈ {0, 1}, where Hyb0,b := PrivacybΩ,A . Next we show that
h

i

h

i

i

h

Pr Hybi,b = 1 − Pr Hybi+1,b = 1 ≤ negl(λ)
for all i ∈ {0, 1}, and finally
h

i

Pr Hyb2,0 = 1 − Pr Hyb2,1 = 1 ≤ negl(λ) .
This will allow us to conclude that
h

i

h

i

Pr Privacy0Ω,A (1λ ) = 1 − Pr Privacy1Ω,A (1λ ) = 1 ≤ negl(λ)
as desired.
To begin, let Hyb1,b be an experiment which is almost identical to Hyb0,b except that,
when generating the challenge transactions tx0 and tx1 , the proofs of Π contained within
are replaced by proofs simulated by Π.S, whose existence is guaranteed by the zeroknowledge property of Π. This is justified because the challenge transactions tx0 and
tx1 would never contain “proofs” for invalid statements. More precisely, the experiment
Hyb0,b only continues if both challenge transactions are valid, which means that the
proofs contained within are valid, or outputs 0 otherwise. Since Π is zero-knowledge
for LR , we conclude that
h

i

h

i

Pr Hyb0,b = 1 − Pr Hyb1,b = 1 ≤ negl(λ) .
For our next step we define the experiment Hyb2,b to be almost identical to Hyb1,b
except that the tags ZS̄b in the challenge transactions are replaced by uniformly random
tags sampled from the tag space. To show that
h

i

h

i

Pr Hyb1,b = 1 − Pr Hyb2,b = 1 ≤ negl(λ)
we rely on the assumption that the adversary A specifies all users to be spawned and
corrupt in advance before receiving the public parameters and the initial state. This
allows us to swap all tags corresponding to an honest user id ∈ ID \ ID∗ to random tags
using the related-key pseudorandomness of ∆ gradually for each honest user.
As our final step, we realise that the only difference between the distributions of
challenge transactions in the experiments Hyb2,0 and Hyb2,1 is in the distributions of
commitments in the target accounts. We can thus use the computationally hiding
property of Γ to conclude that
h

i

h

i

Pr Hyb2,0 = 1 − Pr Hyb2,1 = 1 ≤ negl(λ) .
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Theorem 6.3. If ∆ is related-key pseudorandom and is one-way, and Π is knowledgesound and zero-knowledge for LR , then Ω is available under static corruption.
Proof. Let A be a PPT adversary against the availability of Ω. Assuming static
corruption, without loss of generality, suppose that the adversary specifies at most
Q = poly (λ) identities of users who will not be corrupt. Denote these identities by
id1 , . . . , idQ respectively.
We prove by a hybrid argument. Concretely, we define the hybrid experiments Hybi
for i ∈ {0, 1, . . . , Q} as follows.
The first hybrid Hyb0 is almost identical to AvailabilityΩ,A except that all proofs
generated by TransO are simulated by the zero-knowledge simulator of Π. Since Π is
zero-knowledge for LR , we clearly have
h

i

Pr AvailabilityΩ,A (1λ ) = 1 − Pr [Hyb0 = 1] ≤ negl(λ) .
Subsequently, for i ∈ [Q], the hybrid Hybi is almost identical to Hybi−1 except that,
if idi is involved in the challenge transaction, i.e. idi ∈ ID† , then the tag ζi associated to
idi is replaced by a random tag. By the related-key pseudorandomness of ∆, we have
h

i

Pr Hybi−1 = 1 − Pr [Hybi = 1] ≤ negl(λ)
for all i ∈ Q.
Finally, we argue that

h

i

Pr HybQ = 1 ≤ negl(λ)

under the assumption that ∆ is one-way and that Π is knowledge-sound for LR . Indeed,
we notice that in the challenge transaction created by HybQ all tags are sampled at
random. To invalidate the challenge transaction, the adversary A must submit to the
VfO oracle a transaction containing one of the challenge
tags
h
i ζ which was sampled
at random. Suppose contrary to the claim that Pr HybQ = 1 > negl(λ), then by the
knowledge-soundness of Π for LR , there exists a knowledge extractor which can extract
the pre-image s satisfying ζ = ∆.Eval(s) with non-negligible probability. This however
contradicts with the one-wayness of ∆.

6.4 Instantiations
We conclude this chapter by suggesting group-based instantiations of the tagging
scheme ∆ and commitment scheme Γ, as well as some arithmetisation techniques, so
that the argument system Π can be instantiated with the group arithmetic argument
system constructed in Chapter 4, resulting in a concretely efficient RingCT system.
In the following discussion we assume the following settings. Let β, m, q ∈ N where
β is the number of bits used to represent an amount, m is the maximumn number of
o
target accounts of a transaction, and q is a prime modulus with q ≥ max m · 2β , 2λ .
Let G be a cyclic group of prime order q with generator [1]. Let P be any family
of predicates such that, for any P ∈ P with P : ZSq × ZTq → {0, 1}, there exists an
arithmetic circuit CP over Zq , such that P (aS , a′T ) = 1 if and only if |T | ≤ m, a′i ∈ Z2β
for all i ∈ T , and CP (aS , a′T ) = 0.
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6.4.1 Commitment
For the commitment scheme Γ a popular choice is the Pederson commitment which
is a special case of the commitment scheme presented in Section 2.7.5. To recall,
in the Pederson commitment scheme the commitment key ck is a random group
element [b] ←$ G. The commitment of an amount a ∈ Zq with randomness r ∈ Zq is
[c] = [1] · r + [b] · m. It is well-known that the Pederson commitment is perfectly hiding
and computationally binding under the discrete logarithm assumption over G.

6.4.2 Tagging Scheme
For the tagging scheme ∆ we suggest two choices, the first being inspired by the
Naor-Pinkas-Reingold (NPR) pseudorandom function (PRF) [NPR99] and is used in
the cryptocurrency Monero, the second being inspired by the Dodis-Yampolskiy (DY)
PRF [DY05].
In both choices the public parameters specify a random group element [h] ←$ G,
while the NPR instantiation additionally requires a hash function H : {0, 1}∗ → G to
be modeled as a random oracle. In both cases, the secret key space is K = Zq and the
tag space is T = G. The public key in both cases is computed as pk = [1] · sk for a
secret key sk ∈ Zq .
The two instantiations differ mainly in the tag evaluation function. For the NPR
instantiation the tag is computed as ζ = H([1] · sk) · sk = H(pk) · sk. It is not difficult
to show that this instantiation is one-way under the discrete logarithm assumption
over G and related-input pseudorandom under the decisional Diffie-Hellman (DDH)
assumption over G in the random oracle model.
For the DY instantiation we set ζ = [h] · sk−1 . This instanation is one-way under
the discrete logarithm assumption over G and related-input pseudorandom under the
strong decisional Diffie-Hellman inversion (SDDHI) assumption over G. We remark
that when proving knowledge of sk satisfying ζ = [h] · sk−1 , it is preferrable to prove
the equivalent (since Zq is a field) condition ζ · sk = [h] instead.

6.4.3 Arithmetisation
With the above instantiations of the commitment scheme Γ and tagging scheme ∆
fixed, we examine the relation R defined in Section 6.3. To recall, we have




S⊆R







ζφ (i) =


 S

∆.Eval(ski + δi )

R(stmt, wit) := SrcChk(aci , ski , ai ) = 1






TgtChk(ac′i , mpki , tki , a′i )





P (a , a′ ) = 1.
S

∀i∈S
∀i∈S
=1 ∀i∈T

T
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Observe that only the fourth condition is clearly algebraic over Zq and G. The first
three conditions contain combinatorial elements because the verifier has to pick the
right components from the witness according to the secret subset S ⊆ R. The last
condition is also not clearly algebraic since it requires checking range membership, i.e.
a′i ∈ Z2β for all i ∈ T .
For our goal of instantiating the argument system Π with the group arithmetic
argument system constructed in Chapter 4 in a native manner, we must rewrite the
relation R into an equivalent relation R′ which only consists of conditions expressible
as algebraic (instead of combinatorial) equations over Zq and G. This process is
sometimes called arithmetisation.
Representing S. We begin by representing each element i ∈ S by an indicator vector
R
ei,R ∈ ZR
q whose i-th entry is 1 and has 0 everywhere else. Knowing a vector e ∈ Zq
satisfying e = ei,R for some i ∈ R is equivalent to knowing the element i ∈ R. To check
that e = ei,R for some i ∈ R, it suffices to check that e is a binary vector with only
one 1 entry. This can be done by checking the algebraic equations


e ◦ (1 − e)

⟨1, e⟩

=0

=1

where 0 and 1 are all-zero and all-one vectors of length |R| respectively.
Representing a′i . DFor each i ∈ T , we Erepresent the amount a′i by its β-bit binary
representation a′i = (1, 2, 4, . . . , 2β−1 ), a′i with a′i ∈ Zβq . To check that a vector a ∈ Zβq
is binary, it suffices to check the algebraic equation a ◦ (1 − a) = 0.
Checking Tag Evaluation. We next study the condition ζφS (i) = ∆.Eval(ski + δi ). In
the simpler case where the DY instantiation of ∆ is used, this can be rewritten as
ζφS (i) · (ski + δi ) = [h]
which is already algebraic over Zq and G.
In the more complicated case where the NPR instantiation of ∆ is used, the condition
can be rewritten as
ζφS (i) = H(pki ) · (ski + δi )
where pki is parsed from aci = (pki , coi ). This condition is problematic since, to verify
the
in this form, the verifier must locate the element H(pki ) from the set
n condition
o
H(pkj )
with i ∈ S being supposedly secret. To resolve this, we rewrite the
j∈R
condition as




ζφS (i) = ei,R , H(pkj )
· (ski + δi )
j∈R

where ei,R is the indicator vector representation of
earlier.
This rewritten
 i introduced



condition is equivalent to the previous one since ei,R , H(pkj )
= H(pki ), and is
purely algebraic over Zq and G.
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Checking Source Accounts. It remains to arithmetise the condition SrcChk(aci , ski , ai ) =
1. We encounter a similar problem as above in the sense that the verifier must locate
aci from ACR = {acj }j∈R for a hidden i. To resolve this, we similarly rewrite the
condition as
D
E

SrcChk ei,R , (acj )j∈R , ski , ai = 1
which is purely algebraic over Zq and G.

6.4.4 Argument
With the above choices of the commitment scheme Γ and tagging scheme ∆, and
the arithmetisation procedures, we obtain a relation R′ which is natively computable
by a group arithmetic circuit over Zq and G. Since such class of circuits is a special
case of bilinear group arithmetic circuits over Zq , G1 , G2 , and Gt by viewing Gt = G,
the argument system Π can be instantiated with the one constructed in Chapter 4,
after compiling the latter into a non-interactive argumment using the Fiat-Shamir
transform [FS87].

6.4.5 Efficiency
We remark about the efficiency of the above instantiations of RingCT.
First, since the circuit whose satisfiability that we will be proving takes no G1 and
G2 inputs, the resulting argument system does not require any pairing operations, and
hence can be instantiated over the non-bilinar group G. Furthermore, since our circuit
of interest takes no Gt = G inputs, the proof size is logarithmic in the statement size.
We next analyse the description size of a transaction tx. Recall that a transaction
tx consists of the tuple (P, R, ACT , ZS̄ , π). For concreteness, suppose of the predicate
family P consists of a constant number of predicates so that P can be represented by
O(1) bits, and think of S and T as being sets of constant size. The dominating factor
of the size of the representation of a transaction is therefore the description size of
the ring R and the proof π. With the above instantiation, a proof π can be repsented
using log |R| · poly(λ) bits. Therefore, without assuming any additional structure of R,
a transaction can be represented by |R| · log |U | + log |R| · poly(λ) bits. Alternatively,
if R has some additional structure, e.g. it consists of n consecutive accounts, then it is
possible to further compress a transaction, e.g. to log |U | · O(1) + log |R| · poly(λ) bits.
Determining whether a method of sampling structred rings R provides sufficient level
of concrete anonymity is, however, beyond the scope of this dissertation.
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