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Abstract

With shrinking cell geometries, semiconductor devices encounter a wide vari-
ety of technical challenges. Among them, the higher vulnerability of these de-
vices to, e. g., neutron-induced soft errors, negative bias temperature instability,
short-channel effect, gate leakage, etc. is evident. Reliability is then considered
as one of the key requirements in microprocessor systems. In the case of system
design, it is thus very important to both evaluate and optimize system reliabil-
ity together with several other design objectives in the design phase. To target
this problem, this work proposes a system-level design methodology, tailored to
the design of reliable embedded systems. The proposed methodology models
system reliability automatically for both transient and permanent faults. The
reliability model of a system implementation is represented by a Success Tree
(ST). The ST of a system is extended later in this work to a Success Graph
(SG) to support cyclic failure dependencies among the components of a system.
The generated ST (or SG) is then evaluated efficiently using stochastic logic.
During Design Space Exploration (DSE), thousands of system implementations
are explored and evaluated to find the high-quality (Pareto-optimal) implemen-
tations. Each of these implementations represents a trade-off given the multiple
and often even conflicting design objectives. Therefore, not only each system
implementation has to be evaluated automatically, but also has the optimiza-
tion process to be efficient enough to deal with a huge design space. At this
juncture, we propose to augment the optimization process by using the notion
of component importance. The idea is to rank the components of a system de-
pending on how they influence the system quality (e. g., reliability). Later for
design, enhancement, or maintenance, more resources are dedicated to more
important components. Respectively, two novel approaches are proposed in this
work to quantify the reliability importance of components following an efficient
implementation of them. The main aftermath of these techniques is that they
generalize the concept of component importance for both coherent and non-
coherent systems. Finally, two concrete optimization approaches are proposed
in this work which are guided by the importance of components. The first ap-
proach makes local changes to each explored system implementation in order to
upgrade (or downgrade) the reliability of each component. The second approach
introduces an innovative mutation operator merged into a meta-heuristic opti-

1



Contents

mization algorithm. The experimental results demonstrate the efficiency of the
proposed methodology.
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1
Introduction

Even though often nearly invisible, embedded systems are widely spread in
our daily life. Recent reports estimate that over 98% of the billions of mul-
tiprocessors sold every year are integrated into embedded devices [ML14]. An
embedded system has been traditionally referred to as an electronic system with
one or several processors embedded into enclosing products to perform a spe-
cific function. However, over the last few years, the gap between embedded
and other computing systems began to shrink. Nowadays, several embedded
systems are associated by multiple functionalities and therefore have outgrown
the conventional definition. Whereas, these systems—like processing units in
smartphones—are still embedded in the traditional sense. This adds major de-
cision challenges for designers—for example, on the selection of processors—as
demands on functionality increase while the time to market decreases.

Embedded systems are usually built using custom hardware and software.
The diversity of embedded applications varies from home media systems to net-
working equipment, telecommunication and aerospace applications, automotive
systems, and medical devices. They typically have tight constraints on both
software and hardware that differ significantly both in details and scope from
other computing systems. In particular, they must guarantee real-time targets,
area and weight limits, low power consumption, meet tight cost constraints and
satisfy safety and reliability requirements [Koo96]. Due to the extreme diver-
sity of embedded applications with various demands, generalizing their design
is difficult. That implies that the entire system comprising of both software
and hardware components is taken into account when making design decisions.
However, the hardware/software co-design together with the growing size of
embedded systems leads to a huge design space and high synthesis complexity.
At the same time, it is necessary to optimize a system with respect to several
design objectives. Design automation is, therefore, crucial for high productivity
and high-quality development.

On the other hand, the new advancements in technology establish a new
generation of electronic devices with a wealth of transistors to improve their
performance and other capabilities. However, this results in several challenges
such as I) an increase in the number of radiation-induced transient faults origi-
nating from alpha particles and neutrons, and II) permanent faults arising from
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1. Introduction

wear-out of materials or manufacturing defects. Therefore, it is vital to eval-
uate the reliability already at design time and seek for appropriate reliability
improving approaches if necessary.

The overwhelming growth together with the multitude of challenges—
specifically, reliability—associated with embedded systems have motivated this
thesis. This work proposes a methodology towards the design of reliable em-
bedded systems by I) developing and incorporating efficient reliability analysis
techniques using stochastic logic, II) introducing novel Importance Measures
(IMs) and efficient analysis of them, and III) enhancing the efficiency of meta-
heuristic optimizations by means of IMs to cope with huge design spaces. In
the following section, the key contributions of this work are presented.

1.1 Contributions
This work proposes a system-level methodology for the design of reliable embed-
ded systems. In this regard, several efficient and automatic analysis techniques
are established in this work to quantify the reliability of a system implementa-
tion. To manage sophisticated designs, we propose to integrate the concept of
component importance into a Design Space Exploration (DSE) to enhance its
efficiency. More details on the main contributions of this work are outlined in
the following.

1.1.1 Reliability Analysis
Electronic systems and autonomy, including driver-less cars, unmanned aerial
vehicles, autonomous robots, and advanced telecommunications are ubiquitous
in today’s world. In many cases, reliability must be seriously considered in these
systems. Indeed, low-reliable systems are not only less likely to successfully
carry out their intended missions, but also they may endanger human lives.
In addition, finding fundamental flaws not during system design but only after
they emerge, can lead to high maintenance cost, expensive redesign, and miss
some constraints like real-time targets. Hence, it becomes mandatory to both
evaluate reliability and integrate adequate reliability-increasing techniques into
a system at design time.

During DSE, dozens of system implementations are explored and evaluated.
Therefore, the design objectives of each system implementation have to be eval-
uated automatically. Considering reliability as a design objective, automatic
reliability analysis techniques are also demanded. In this regard, this work pro-
poses a methodology based on symbolic techniques to encode the reliability of a
system characterized by the reliability of its components. The encoded system
reliability is then evaluated using Success Trees (STs), see [AGRT13*]. The
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1.1 Contributions

construction rules to automatically attain an ST from the system model are
also presented.

Cyclic data dependencies among the components of a system may lead to
cyclic failure dependencies among them as well. Consequently, the derived ST
of the system may contain cycles as well. Traditional approaches for solving
such dependencies, like cycle unrolling, may exceed given memory limitations
or end in high execution time. As a remedy, this work proposes to represent
an ST by a graph called Success Graph (SG), see [AGWT14*]. To analyze the
SG, an algorithm is introduced which only propagates errors through the graph.
The system fails if an error is propagated to the output of the SG.

The other main contribution of the proposed techniques is an approach to con-
currently model both transient and permanent faults, see [HAE+14*, AGKT14*].
Previous works often analyze these effects separately and combine them after-
wards, e. g., by adding the resulting failure rates. Opposed to that, this work
considers a transient fault destructive in a system only if no permanent fault has
already devastated the system. For example, consider a permanently defective
processor. The applications running on the processor are then directly affected
by being unavailable. In this case, transient faults are no more of interest on
the defective processor. Hence, the probability that the system fails due to
transient faults reduces when permanent faults are more probable to occur in a
device. The developed analysis techniques are discussed in detail in Chapter 3.
The particular results of these approaches are high efficiency and simplicity in
modeling and analyzing the reliability of large and complex systems.

1.1.2 Importance Measure Analysis
Along with the design for reliability, the concept of component importance was
proposed in the 1960s by Birnbaum [Bir69]. Therein, the relative reliability
importance of various components in a system is evaluated by means of IMs.
The components are then ranked depending on how much they influence the
quality function (in this work, reliability) of the system. In general, a system
is a collection of components which are performing a set of functions. Such a
system requires being designed, enhanced, or maintained with limited resources
(e. g., bounded budget). By analyzing the IMs of a given system, one can gain
better insight into the system. Thus, the effort can be concentrated on the
components that are most important to the system. Consequently, the notion
of IM has motivated plenty of research to simplify the problem of resource
allocation.

Various IMs have been proposed in the literature to judge the relative im-
portance of components. Indeed, for tackling different problems, distinct and
appropriate IMs should be established. An ultimate goal of this work is to
integrate IMs into a DSE framework for optimization of embedded systems.

5



1. Introduction

The first challenge is to develop a fast and automatic IM analysis technique.
Moreover, existing IMs are either time-dependent or time-independent. In the
time-dependent ones, the ranking of the components may vary over time. This
raises the question of which point in time should be selected if the ranking
guides the decision making. While the time-independent IMs are more sensible
in this context, the available approaches mainly come at high computational
complexities. This prohibits their application for medium and large systems.
In this work, we first propose a practical analysis technique to efficiently de-
termine IMs which has been rarely addressed in the literature, see [AGKT14*].
The technique is based on stochastic logic and provides a highly accurate esti-
mation of IMs. Furthermore, we advance the concept of component importance
to software components (e. g., tasks or functions) to emphasize the effects of
transient faults which are expected to cause relatively more failures than per-
manent faults in future systems. Later, we propose a seamless extension of
the Birnbaum importance to non-coherent systems, see [ABGT15*, ABGT16*].
The novel definition expresses the notion of criticality in Boolean logic which
makes both its encoding and computation straightforward using well-established
techniques such as Binary Decision Diagrams (BDDs) or STs. The other con-
tribution of this work is a time-independent IM which is based on the change in
Mean-Time-to-Failure (MTTF) caused by the failure (success) of a component,
see [BAGT16*]. Besides simplicity, this approach provides an intuitive proba-
bilistic and also geometric interpretation. Moreover, the proposed IM is defined
for both coherent and non-coherent systems and leads naturally to a test of time
consistency. In Chapter 4, several examples illustrate the findings.

1.1.3 Design Space Exploration
Embedded systems must satisfy strict and sometimes conflicting demands (ob-
jectives) under typically tight constraints. Meeting these demands is becoming
more challenging as the size of these systems grows continuously. Modern Design
Space Exploration (DSE) techniques have proven themselves to find high-quality
system implementations even in large design spaces. The purpose of this work
is to share two innovative optimization approaches to explore highly reliable
embedded systems while simultaneously offering full functionality at low cost.

Higher reliability often comes with higher execution time, power consumption,
and/or hardware costs. IMs have been traditionally introduced to simplify the
problem of resource allocation in order to optimize reliability with bounded
cost. These approaches typically define hardware redundancy, harden hardware
components, or re-arrange the components to enhance the reliability. However,
they commonly neglect software redundancy which may be a better alternative
to improve reliability with no or very low hardware cost. As a remedy, our
first approach exploits IMs in a traditional optimization loop, see [AGKT14*].
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1.2 Outline

First, a global search explores different (both software and hardware-based)
reliability improving techniques. A Local Search (LS) is then applied to each
implementation which is found by the global search. The LS evaluates the IMs of
the components in an implementation. It then hardens the most important and
eliminates the costly hardening of the least important hardware components to
balance the cost of each implementation while enhancing its reliability. However,
it is not always possible to establish a precise hardening level for each and every
component. Therefore, our second contribution is to define software redundancy
using IMs during the creation of each design implementation, see [AVG+16*].
Our results in Chapter 5 show that IMs steer the optimization process and
improve the quality of the non-dominated solutions.

1.2 Outline
The rest of this work includes five chapters. Chapter 2 introduces the fun-
damental concepts required for this work, particularly introducing Electronic
System-Level (ESL) design, DSE, general reliability concepts, as well as IMs.
Chapter 3 introduces a detailed presentation of the proposed automatic reliabil-
ity analysis technique. In Chapter 4, we first provide a comprehensive picture
of IMs in reliability. Later, the practical analysis technique and the proposed
theoretical ideas on IMs are provided. In Chapter 5, the integration of IMs
into system-level DSE is explained. Finally, Chapter 6 concludes the work and
outlines possible future extensions.
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2
Fundamentals

This chapter introduces the fundamental concepts which form the basis of this
work. First, an overview of Electronic System-Level (ESL) is given which points
out the level of abstraction for our target problem. The principle of Design Space
Exploration (DSE) and a basic system model is addressed afterwards. Then, the
definition of reliability and the threats to the proper execution of a system are
discussed. Following that, the mathematical reliability metrics as used in the
rest of this thesis are presented. The introduction to reliability is complemented
by discussing various approaches for reliability improvement which are of utmost
importance at the system level. Finally, the notion of component importance
and different classifications of that are outlined.

2.1 Electronic System-Level Design
The term hardware/software codesign emerged in the early 1990s to describe the
confluence of hardware and software in Integrated Circuit (IC) design [SFC85,
PP92, Mic93, Wol03]. Hardware/software codesign (or just codesign equiva-
lently) continued to be considered as the process of concurrent and coordinated
design of an electronic system comprising both hardware and software compo-
nents [Tei12]. Because of the ever increasing complexity of ICs, time-to-market
pressure, and development costs, the abstraction level at which the systems un-
der design are expressed must be raised [KNRSV06, GHP+09]. This fact leads
to the idea of Electronic System-Level (ESL) design at which interfacing and
reusing designs across different abstraction levels are facilitated. Hardware/soft-
ware codesign at ESL reduces the time-to-market and design risks through the
concurrent analysis, exploration, and design of hardware and software [Tei12].
Indeed, it may help to reveal hidden errors and reduce the risk of an overde-
signed or underdesigned system with respect to a set of given design constraints.
Nowadays, the major concerns in the design of electronic systems as mentioned
in [Mar06, SV07, KSS+09] are:

∙ Allocation: It is the process of selecting a set of system resources including
processors, hardware IP blocks, and their interconnects which compose the
system architecture.

9



2. Fundamentals

∙ Binding: It is the process of mapping system functionality by means of
tasks, processes, functions, etc. onto the system architecture. The sys-
tem functionality can be mapped onto processing resources, variables, and
data structures or onto memories and interconnects to route between cor-
responding resources. Therefore, the binding does not only consider mu-
tually exclusive shared memories and simple bus communications, but
also complex interconnections including Network-on-Chips (NoCs) which
requires determining routes from sources to destinations.

∙ Scheduling: It determines the time or ordering of the execution of func-
tions, memory accesses, and communications on respective resources.

For each system, different allocations, bindings, and scheduling decisions are
possible. The set of all permutations of them determines the design space.

A comprehensive top-down design flow for embedded hardware/software sys-
tems called double roof model is proposed in [Tei00, TH07]. Herein, the design
process starts with an ESL specification view of the system given by a functional
(behavioral) specification and a platform model of the whole system. The func-
tional specification contains functional entities (e. g., tasks, processes, or func-
tions) that need to be mapped to resources for execution. The platform model
typically consists of architectural resources such as processors, memories, NoCs,
and hardware IP blocks. Furthermore, a set of given mapping constraints and
implementation constraints (e. g., maximum cost) bounds the search space. The
task of ESL synthesis is to select among the architectural resources, establish a
mapping (binding) of the functional entities on them, and thereby generate the
corresponding implementation of the behavior running on the platform. The
resulting implementation (including allocation, binding, and scheduling) con-
tains all design decisions and can be evaluated for typically multiple quality
metrics. The components of the implementation are later used as inputs of the
design process at a lower level of abstraction. Except for the topmost level of
abstraction at which hardware and software components are not distinguished,
hardware and software design processes may be performed individually across
other levels of abstraction. Synthesis at these levels similarly refines a functional
specification into an implementation. However, the granularity of the functional
entities or architectural resources may vary depending on the abstraction level.
Later, to connect different levels, different refinement steps may be required.
The double roof model covers the three major challenges of codesign and re-
duces the complexity of integration and reuse of subsystems which are designed
at lower levels of abstraction. The focus of this work is on ESL design. The
outcoming system-level implementation can then serve as a base for further
refinements in the lower level of the double roof model.
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2.2 Design Space Exploration

2.2 Design Space Exploration
In [TBT97, BTT98], the task of system synthesis is defined as the allocation of
resources from the architectural model, binding of the functional specification
onto the allocated resources, and scheduling the functional entities. Any permu-
tation of allocations, bindings, and scheduling decisions which satisfies a set of
design constraints is called a feasible solution. From a feasible solution, a corre-
sponding implementation can be derived through refinement. But, given a large
number of design alternatives (number and type of processing cores, sensors,
actuators, interconnect, the size of memories, and etc.), the design space gets
typically very large, prohibiting exhaustive search. Also, the relation between
these alternatives and the quality metrics or equivalently design objectives (e. g.,
performance, power consumption, resource usage, cost, reliability) of an imple-
mentation is usually very complex to be determined [BvBG+10]. Therefore, for
the design of embedded systems, it is very important to have a systematic Design
Space Exploration (DSE) which is automated as much as possible, especially at
an early design stage where the design space is very large [AMAB+06, VPB16].
DSE refers to the process of exploring not only one, but many feasible imple-
mentations, evaluating them, and selecting the optimal ones during system de-
velopment [AMAB+06, KJS11]. The main challenges in this domain are [Tei12]:

∙ Exploration techniques: DSEs basically require good exploration algo-
rithms which are suitable for large and generally discrete search spaces
with millions of possible solutions. Indeed, exploring the whole vast search
spaces within a reasonable amount of time is often impossible. Therefore,
the capability of the algorithm to trade off exploration vs exploitation is
highlighted here. Exploration (also called diversity in population-based
optimization techniques) is about searching larger portions of the search
space to find other promising solutions that are far from the current solu-
tions. However, exploitation mainly matters the surrounding search area
nearby the current solutions with the hope of improving their quality.

∙ Evaluation of design points: Another problem to be taken into account is
how flexibly and efficiently different design objectives may be modeled and
evaluated. Different ESL design tool vendors offer different tool chains for
different objectives at each level of abstraction. To bring different products
together in the double-roof model, it is important to have flexible and
customizable evaluation functions. Also, for a DSE tool which evaluates
generally hundreds to thousands of different implementations for a given
system specification, automatic evaluation of the objectives of the design
points plays a major role in improving the efficiency of the whole DSE.

Many search techniques are available in the literature that can be applied
to find feasible implementation candidates such as exact techniques based on
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2. Fundamentals

Integer-Linear Programming (ILP) [VNG01], Evolutionary Algorithms (EAs)
[ECEP06] like Genetic Algorithms (GAs) [Hol75] and Differential Evolutions
(DEs) [PSL06], randomized techniques [SW81], and techniques relying on iter-
ative improvements such as simulated annealing [BT93]. For the design of em-
bedded systems with usually multiple conflicting design objectives, one can pro-
vide either a weighting function to combine multiple objectives or a true multi-
objective exploration technique to simultaneously scan the search space which is
more advisable. The former one requires decision making to choose the proper
weighting and results in a single optimum solution. In contrast, multi-objective
exploration techniques determine not only one, but rather a set of Pareto-
optimal (or near Pareto-optimal, often also called quality) set of solutions.
Therein, population-based approaches such as Multi-Objective Evolutionary
Algorithms (MOEAs) have got a lot of attention [BTT98, LTDZ02, ECEP06].
Among them, SPEA2 [ZLT02] and NSGA-II [DAPM00] have been shown to per-
form efficiently for system-level synthesis. For highly constrained search spaces,
where MOEAs may not find a feasible implementation, symbolic techniques were
introduced in [Hau05, LGHT08]. There, the problem of finding a feasible solu-
tion may be formulated as a Boolean Satisfiability (SAT) problem and a SAT
solver search whether there exists a feasible solution regarding the given alloca-
tion, binding, and scheduling constraints. Employing the SAT solver composed
with an MOEA, the MOEA obtains only feasible solutions that improves the
efficiency of DSE noticeably. The feasible solutions are later evaluated and
undergo the selection process by the MOEA. The idea was later extended to
formulate more general, i. e., non-linear constraints, in [RGH+10, RLG+11].

Several concepts have been proposed which address automatic system-level
design that can be fitted into a DSE framework [GDWL92]. This work relies on
the Y-chart approach in [Kie99] and X-chart model in [GHP+09] as shown in
Figure 2.1. Both Y-chart approach and X-chart model define a methodology to
analyze the quality of architectures for a given set of applications and provide
designers with some quantitative data. Models for application and architecture
as shown in Figure 2.1 correspond to the functionality and platform model of
the system specification, respectively. Here, the application is typically modeled
in a System-Level Description Language (SLDL) with a Model of Computation
(MoC) [LSV98] such as extensions of SystemC [sys12] like SystemMoC [FHT06]
or specC [GZD+00]. Also, the architecture is usually described by a Model of
Architecture (MoA) [KDWV02] and the output of the DSE is typically given in
SLDL as a Transaction-Level Model (TLM) like SystemC TLM [GHP+09]. A
quality analysis is employed by designers to construct the quality model (also
called evaluation model) for a particular instance of the architecture. The qual-
ity model is then evaluated for the mapped set of the applications on the archi-
tecture instance (called also a solution or an implementation). The evaluated
quality metrics (or design objectives, e. g., power consumption, area, reliability)
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application architecture

DSE
exploration

evaluation

quality set

Figure 2.1: Concept of a DSE framework as employed in this work: A system
specification is given by an application and architecture according
to a Y-chart. The DSE iteratively searches for optimal implemen-
tations of the application on an instance of the architecture. For
each implementation, a set of objectives (also called quality met-
rics in this thesis) is evaluated. Interpreting the quality numbers
of the implementations, the exploration process may refine or im-
prove the solutions. Finally, the result of the DSE is a set of high-
quality system-level implementations from which a decision maker
may choose a suitable implementation for further refinements on
lower levels.

are interpreted later by the exploration process to improve the solution. This
procedure is iteratively continued until a set of satisfactory implementations
(Pareto-optimal or quality set) is found. The most suitable implementation
among the set can be selected by the designer. This serves as the basis for
further refinements at the next level of abstraction.

2.3 Basic System Model
This section introduces the basic system model employed in this work. System-
level applications, architectures, and implementations are typically represented
in an SLDL, e. g., SysteMoC. However, the source-code-based representation is
usually not suitable as a model that can be handled during DSE. Consequently, a
given SLDL-based system specification is transformed into a graph-based model
which in combination with attributes specified for tasks and resources, are given
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as input to the evaluation model. A transformation scheme from an SLDL
representation into a graph is represented in [LSG+09]. The following graph-
based system model stems from the early work in [BTT98] and is predominately
employed in this work. Herein, a system specification is declared by:

∙ Application: The application to be implemented is modeled by a graph
𝐺𝑇 (𝑇, 𝐸𝑇 ), where the vertices 𝑡1, . . . , 𝑡|𝑇 | ∈ 𝑇 denote tasks of the appli-
cation and the directed edges 𝑒1, . . . , 𝑒|𝐸𝑇 | ∈ 𝐸𝑇 ∈ 𝑇 × 𝑇 represent data
dependencies between the tasks.

∙ Architecture: A target architecture is represented by an architecture graph
𝐺𝑅(𝑅, 𝐸𝑅), where 𝑟1, . . . , 𝑟|𝑅| ∈ 𝑅 denote available interconnected hard-
ware resources in the system, and the directed edges 𝑒1, . . . , 𝑒|𝐸𝑅| ∈ 𝐸𝑅 ∈
𝑅 × 𝑅 model available interconnection links between resources.

∙ Mappings: The relation between application and architecture is given by
a set of mapping edges. In particular, each mapping 𝑚 = (𝑡, 𝑟) ∈ 𝐸𝑀 is
a direct edge between a task 𝑡 and a resource 𝑟 and indicates that task 𝑡
can be mapped (implemented) on resource 𝑟.

Thus, such a specification includes all the possible design alternatives. From
this, an implementation can be derived: An implementation consists of a subset
of resources called allocation 𝛼 ⊆ 𝑅 that are actually used in the design and a
subset of the mapping edges called binding 𝛽 ⊆ 𝐸𝑀 that guarantees that each
task is mapped to at least one allocated resource in the system. An implemen-
tation is represented by a graph, where the vertices 𝑚1, . . . , 𝑚|𝛽| ∈ 𝛽 denote
the binding of the implementation and the directed edges represent data de-
pendencies between the mappings. Mapping a task to multiple resources means
creating multiple instances of the same task in the system, thus introducing
redundancy at the task level. An implementation is finally feasible if the task
instances are only mapped to the allocated resources, there is at least one acti-
vated mapping per task, and each task instance can feasibly communicate with
at least one task instance of each task that it has a data dependency with.

Example 2.1 Figure 2.2 illustrates a system specification which con-
sists of an application with three tasks, an architecture with four re-
sources, and four mapping edges. In the system model, the applica-
tion graph is specified by 𝑇 = {𝑡0, 𝑡1, 𝑡2} and 𝐸𝑇 = {(𝑡0, 𝑡1), (𝑡1, 𝑡2)};
the architecture graph is defined as 𝑅 = {𝑟0, 𝑟1, 𝑟2, 𝑟3} and 𝐸𝑅 =
{(𝑟0, 𝑟1), (𝑟0, 𝑟2), (𝑟1, 𝑟0), (𝑟2, 𝑟0), (𝑟1, 𝑟3), (𝑟2, 𝑟3), (𝑟3, 𝑟1), (𝑟3, 𝑟2)}; and the map-
ping edges are given as 𝐸𝑀 = {𝑚00 = (𝑡0, 𝑟0), 𝑚11 = (𝑡1, 𝑟1), 𝑚12 =
(𝑡1, 𝑟2), 𝑚23 = (𝑡2, 𝑟3)}. An implementation of this specification is presented
as well in which all the mapping edges are activated. For this implementation,
𝛼 = {𝑟0, 𝑟1, 𝑟2, 𝑟3} and 𝛽 = {𝑚00, 𝑚11, 𝑚12, 𝑚23}.
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Figure 2.2: A system specification consisting of an application with three
tasks, an architecture with four resources, and four mapping edges
(dashed). When allocating all resources and activating all mapping
edges, an implementation is obtained with a structure of the com-
municating task instances depicted on the right. In this case, two
redundant paths from tasks 𝑡0 to 𝑡2 exist.

2.4 Reliability
This section introduces precise definitions and concepts which are required when
addressing the reliability of computing and communication systems.

2.4.1 The Threats to Reliability
From a structural viewpoint, a system is composed of a set of components1

which are bound together to interact and provide a service. Each component
by itself can be specified as another system and the recursion is stopped when
no further internal structure can be distinguished or is of interest [ALRL04].
The behavior of a system is defined as a sequence of states (e. g., computation,
communication, stored information, interconnection, and physical condition)
that the system does to fulfill its intended functionality. The system delivers
a service which is its behavior captured by another system interacting with
the current system. If the provided service matches the system functionality,
the service is correct; otherwise, the service has failed. Consequently, a system
failure is known as a deviation from the correct service. Also, a deviation in a
state of the system is called an error which may lead to its subsequent system

1To stay consistent with the literature, we use the general term component in the context
of reliability and Importance Measures (IMs). We later show that a component can be
either a resource or a task instance in the ESL model.
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failure if the error propagates to the service. Finally, the cause of an error is
denoted as a fault. A fault is active when it produces an error; otherwise, it
is dormant. The concept of chain of threats refers to the chain of Fault-Error-
Failure where a fault may cause an error, and the corresponding error may lead
to a system failure [ALRL04].

To prevent or reduce system failures, the first step is to comprehend possible
faults that can appear in a system. A fault can be either a hardware defect
or a software/programming mistake [KK07]. Examples of faults are manufac-
turing defects in silicon chips, open/short circuits caused by aging, bit flips
due to cosmic ray strikes, or software bugs. Faults can be classified according to
several aspects [ALRL04, KK07]. A fault can be transient or permanent regard-
ing its duration, developmental or operational regarding its phase of creation,
external or internal depending on the boundary of the fault, or hardware or
software based on the dimension of the fault ([ALRL04] provides a complete
classification of faults). This work focuses on both transient and permanent
faults which originate in or affect hardware. A permanent fault causes a com-
ponent to permanently fail. Electro-migration and metal stress voiding can
cause permanent voids in metal lines, also gate oxide wear-out, hot carrier in-
jection, and negative bias temperature instability can permanently fail gate ox-
ides [Muk08, LKW15, ZKS+15]. However, a transient fault makes a component
to malfunction for a short time, then the fault disappears and the functionality
of the component can be restored. Radiation-induced transient faults arise from
energetic particles, such as alpha particles from packaging material or neutrons
from the atmosphere, may generate electron-hole pairs as they pass through
semiconductor devices [Muk08]. The amount of this charge collected by tran-
sistor source and diffusion nodes may be sufficient enough to invert the state of
a logic device and cause a bit flip. The bit which has flipped will be corrected
if a new data is written on the same memory bit. However, if the memory bit
is read before a new write operation takes place, the erroneous data will be
read which can spread through the system and cause minor deviations (a wrong
color for a single pixel) or major failures (crashing a bit in Read-Only Memory
(ROM)). Since the first reports on transient (or soft) errors due to cosmic radi-
ations [MW79, ZP04], soft errors are considered as one of the major sources of
failures in computer chips [AM15].

2.4.2 The Rate of Failures
Permanent faults cause permanent or hard errors which are typically charac-
terized by the classic bathtub curve shown in Figure 2.3 [Eas71]. The displayed
bathtub curve consists of three periods and describes the relative failure rate of
an entire population of products over time [HdSS11]. During early infant mor-
tality phase, the failure rates of some products are initially high. This is due
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Figure 2.3: The bathtub curve with three phases: Infant mortality, useful life,
and wear-out.

to the fact that some components with manufacturing defects (bugs or latent
hardware defects such as material defects, design blunders or errors in assembly)
slipped through manufacturing quality control [Wil02]. The silicon industries
typically use a technique called burn-in which weeds out any chip that fails
early and leaves those which are guaranteed to last a minimal lifetime period.
Theoretically, the failures during useful life (also called operational life) occur
at random but with a relatively constant rate when measured over a long period
of time. Finally, during the wear-out phase, the chips get old and aging effects
start to take over and the failure rate increases again. An ideal failure behavior
is to eliminate the failures due to defects in the infant mortality phase and to
not operate the product into the wear-out phase [Was06]. This case happens
when the time that a product is in use is significantly shorter than the time
it takes to reach wear-out modes. In such systems, after some time, failures
from infant mortality defects get spread out so much that they appear to be
approximately random in time [Wil02, HdSS11].

The reliability analysis in this work is not restricted to the random failure
mode but is capable of modeling the whole life cycle. However, for the infant
mortality, certain assumptions like the proper operation of a component at time
0 do not generally hold. Hence, the focus of this work is on the useful life and
wear-out period.

2.4.3 Reliability Metrics
Assume that a system is operational at time 𝜏 = 0 and remains operational until
it eventually fails. Also, suppose that all failures are irreparable. Let 𝜏LTexpress
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the time that the system fails (also called lifetime). Reliability addresses the
continuous delivery of correct service which a system is expected to provide and
is defined as:

“ The probability that an item [a system] can perform its intended
function for a specified interval under stated conditions [mil81].”

Reliability of a system at time 𝜏 is denoted by a reliability function ℛ : R+
0 →

R[0,1] as the probability that the lifetime 𝜏LTof the system is greater than the
given time 𝜏 :

ℛ(𝜏) = 𝒫 (𝜏LT > 𝜏) . (2.1)

Similarly, the unreliability function 𝒰 : R+
0 → R[0,1] is defined as

𝒰(𝜏) = 1 −ℛ(𝜏) = 𝒫 (𝜏LT ≤ 𝜏) . (2.2)

Unreliability is the complementary probability of the reliability and is the prob-
ability that the lifetime 𝜏LTof the system is shorter or equal to a given time 𝜏 .
This reflects the probability that the system fails at or before 𝜏 . Then, 𝑢LT de-
noted as the probability density function of 𝜏LTis related to 𝒰 as the cumulative
distribution function of 𝜏LTthrough: 𝑢LT(𝜏) = 𝑑𝒰(𝜏)

𝑑𝜏
. Here, 𝑢LT(𝜏) represents the

probability of failure at time 𝜏and for very small Δ𝜏 , 𝑢LTΔ𝜏 is the probability
that the component fails at 𝜏 < 𝜏LT < 𝜏 + Δ𝜏 . The failure rate 𝜆is defined as
the expected number of failures per time unit that a currently, good system will
suffer in a given time interval, and is defined as follows:

𝜆(𝜏) = 𝑢LT(𝜏)
1 − 𝒰(𝜏) = 𝑢LT(𝜏)

ℛ(𝜏) . (2.3)

With no aging, the failure rate of a system can be constant over time, 𝜆(𝜏) = 𝜆,
and the reliability distribution of that follows an exponential distribution:

ℛ(𝜏) = 𝑒−𝜆𝜏 . (2.4)

The exponential distribution is mainly employed during useful life of compo-
nents. Due to simplified derivations of exponential distributions, they are pre-
dominantly used in most calculations in the context of reliability. However,
there are cases that this simplified assumption is not appropriate, especially for
infant mortality and wear-out phases where the failure rate is not constant. To
consider all these phases, Weibull distribution may be used which is denoted as

ℛ(𝜏) = 𝑒−(𝜆𝜏)𝛽𝑠
, (2.5)

where 𝛽𝑠 is the shape parameter. If 𝛽𝑠 = 1, a Weibull distribution equals the
exponential distribution. If 𝛽𝑠 < 1, the failure rate decreases over time (as in
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infant mortality phase), and if 𝛽𝑠 > 1 the failure rate increases over time (as in
wear-out phase).

Another important reliability metric is Mean-Time-to-Failure (MTTF) which
is equal to the expected lifetime 𝐸[LT]of a system and is defined as

𝑀𝑇𝑇𝐹 = 𝐸[LT] =
∫︁ +∞

0
𝜏𝑢LT(𝜏)𝑑𝜏. (2.6)

Substituting 𝑑ℛ(𝜏)
𝑑𝜏

= −𝑢LT(𝜏) yields

𝑀𝑇𝑇𝐹 = −
∫︁ +∞

0
𝜏

𝑑ℛ(𝜏)
𝑑𝜏

𝑑𝜏 =
∫︁ +∞

0
ℛ(𝜏)𝑑𝜏. (2.7)

When the failure rate is constant, 𝑀𝑇𝑇𝐹 = 1
𝜆

(see [ALRL04] for the proof).

2.4.4 The Means to Attain Reliability
Regarding the fault-error-failure chain, it is possible to construct means to break
this chain and thereby increase the reliability of a system. Four different means
to attain reliability are identified in [ALRL04] which are listed here:

∙ Fault prevention deals with preventing faults from occurring or incorpo-
rating into a system in the first place.

∙ Fault tolerance targets the development of techniques to avoid service fail-
ures in the presence of faults and deliver the requested service even at a
degraded level.

∙ Fault removal means removing faults during either development or use via
verification or maintenance to reduce the number and severity of faults.

∙ Fault forecasting is a set of techniques aiming to estimate how faults are
likely to occur in a system as well as the future incidence and the possible
consequences of faults.

These approaches are typically combined to improve or guarantee the reliability
of a system.

2.4.5 System-Level Reliability Improving Approaches
Fault prevention and fault tolerance applicable at the system level are the main
subject of this work which are explained in this subsection. It is also discussed
how the system model introduced in Section 2.3 supports each approach.

Since transient faults may dominate other hardware faults in critical systems,
hardening techniques are applied to mitigate transient faults. These techniques
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which try to prevent faults from occurring can be applied at the following ab-
straction levels:
Device-level hardening mainly aims to reduce and mitigate the effects of
charge collection at the site of the particle strike [MZ08, Say16]. This comes
with fundamental changes in the fabrication process. Silicon on Insulator (SOI)
technology refers to the use of a layered silicon-insulator-silicon substrate in
place of conventional silicon substrates in semiconductor manufacturing. SOI is
an example of device-level hardening to immune circuits to radiation hits which
comes also with lower power consumption and higher performance [CC03].
Circuit-level hardening relies on changes in a circuit design to mitigate single
event effects. A common approach is to increase the capacitance of a memory
cell by adding a capacitor at that particular node. Increasing the capacitance
increases the critical charge required to upset that memory cell and therefore,
makes it robust to radiation [NBD+07].

Fault prevention usually comes with an excessive area, power consumption,
and/or cost overhead. One solution is then to selectively harden the compo-
nents which are more vulnerable. At the system level, DSE can explore differ-
ent hardening levels defined for each resource—determined individually with a
failure rate and the most dominated overhead parameter (usually cost)—and
search for the best combination of hardened resources with high reliability and
low overhead.

When hardening is too expensive to be applicable, fault tolerance techniques
can still be employed to improve system reliability. Fault tolerance is achieved
by exploiting and managing redundancy. Redundancy is the property of having
more, e. g., hardware components, software components, data, or consuming
more time that is minimally necessary to deliver correct service in the absence
of faults. In [mil81], redundancy has been defined as:

“ The existence of more than one means for accomplishing a func-
tion. Each means of accomplishing the function needs not necessarily
be identical. Redundancy is active if all redundant items are oper-
ating simultaneously. Otherwise, redundancy is passive or standby
if it wherein all alternatives means of performing a function is not
operating until it is activated upon failure of the primary means of
performing the function.”

Redundancy allows fault masking, fault detection, fault location, fault contain-
ment, and fault recovery [Dub13]. Fault masking ensures that only correct
service is delivered to output in spite of the existence of a fault. Fault detection
is the process of determining that a fault has occurred within the system. Fault
location is the process of finding where a fault is located in the system. Fault
containment is the process of isolating a fault to prevent the distribution of its
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effect through the system. Finally, fault recovery aims at transforming the cor-
rupted system back into an operational state, so that it can continue its normal
operation (perhaps with degraded functionality). Different redundancy-based
reliability improving approaches are listed here:
Structural (or hardware) redundancy means adding more components than
necessary for providing correct service in the absence of faults. Several structural
redundancy-based approaches have been proposed at different levels of abstrac-
tion to improve the reliability of a system. A well-known system-level approach
is Triple Modular Redundancy (TMR) in which three identical systems work in
parallel and a majority voter decides for the output. However, TMR—or in gen-
eral N-Modular Redundancy (NMR) with 𝑁 ≥ 2—introduces excessive area and
power overhead, hence is not applicable to most embedded system designs. To
reduce the massive overhead, redundancy can be defined at smaller granularity
and be restricted to components with high vulnerability. For example, Dual In-
terlock Storage Cells (DICEs) [CNV96], Single Event Upset Tolerant [HKW+03],
Built-In Soft Error Resilience (BISER) [MZS+07], and Reinforcing Charge Col-
lection [SAG+10] are some of the well-known error mitigation techniques which
are applied at circuit level to protect memory cells. Moreover, at component
level, structural redundancy may come with replication of all or some of the
components of a system (e. g., processors) so if one of the so-called replicas fails,
still there is another one which can perform its function and ensure the cor-
rect service. Several works in the literature address redundancy allocation at
component level and prove that component redundancy is superior to system
redundancy [HS97, NM09, MMD11, NH13]. Assume that the design objective
is to minimize cost for a certain reliability requirement. When there are many
functionally similar components to choose from, it becomes difficult to identify
the optimal combination of components and/or design configuration, particu-
larly when redundancy can be used to improve reliability [CS96b]. Respectively,
the problem of redundancy allocation has been manifested as an optimization
problem in some related work [CS96b, CMC13] which is also of interest in this
work. Regarding the system model discussed in Section 2.3, a complete resource
replication can be classified as structural redundancy at the component level.
This requires to bind multiple task instances of a certain task onto replicated
resources. Therefore, if one of the replicas fails, although the task instance run-
ning on that resource fails consequently, there is still another fault-free resource
which is running another same task instance and provides the required func-
tionality. This fine-grained redundancy together with the principle of multiple
binding has been first introduced by Glaß et al. in [GLS+07].

Avizienis and Kelly in [AK84] classified faults in a set of 𝑁 redundant
components into simplex or M-plex. If a fault affects only one copy, it is a
simplex fault, although it may be either a single or multiple faults within that
component. Otherwise, faults which influence 𝑀 out of 𝑁 copies are called
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M-plex faults (2 ≤ 𝑀 ≤ 𝑁). Common physical causes including power sup-
ply interruptions or high temperature distributed over a chip are examples of
M-plex faults. Human mistakes made during design are another main source of
such faults which can ultimately affect all copies of that hardware or software
component. Consequently, design diversity is proposed in [AK84] in which the
hardware and software component which are replicated are not copies, but are
independently designed to reduce the chance of common failures. Considering
hardware faults at resources, diversity can be reached by executing task in-
stances on heterogeneous resources. Later, different tools and compilers can be
employed to synthesize the implementations of each task for different resources.
Software redundancy stands for the execution of different variants of the same
function that is required to provide correct service in the absence of faults. This
sort of redundancy explicitly targets faults in software implementations (e. g.,
software bugs) or Common Mode Failures (CMFs) as a result of M-plex faults.
N-Version Programing is a well-known approach to software fault tolerance in
which 𝑁 independent teams of programmers develop a software with the same
specification [Avi85]. The hope is that if the programs are developed indepen-
dently, the probability of CMFs decreases. Following the double roof model,
this means that each task instance has to be specified by at least two various
programs in the SLDL. Then at the system level, each instance of a task can
represent a different version specified with an attribute to consider the develop-
ment cost of that. Therefore, DSE can automatically investigate that by trading
off reliability and development cost.
Time (or temporal) redundancy refers to re-executing the same function on
the same hardware component and therefore reserves more time than necessary
to provide correct service in the absence of faults. Temporal redundancy is
typically a reasonable mitigation technique only for transient faults, but not
for permanent faults. It is very unlikely that separate executions experience
the same transient fault. Therefore, temporal redundancy by means of task re-
execution is considered as a common technique to tolerate soft errors at system
level [IPEP06]. This approach can be described in the proposed system model
by mapping a certain task at least twice onto the same resource. The scheduling
of the task instances can then be explored during DSE.
Information redundancy adds more information to the system than necessary
in the absence of faults. The typical coding techniques such as parity bit or
Error Correction Code (ECC) are low-cost solutions for memory protection.
The reliability of the protected memory components can be evaluated at lower
levels of abstraction and propagated to the system level.
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2.5 Importance Measures
A system generally consists of several components. For the design of such a sys-
tem with a bounded budget, one may explore different combinations of the com-
ponents to maximize a system quality (e. g., reliability). Exploring all possible
combinations results in a prolonged optimization process. However, components
do not contribute to the considered system quality in the same fashion. This
observation is at the basis of Importance Measures (IMs). IMs are mathemat-
ical indicators that characterize the contribution of a given component to the
system quality. Then, improving the quality of the most important component
enhances the quality of the whole system more than other components [KZ12a].
Various IMs have been proposed in the literature to judge the relative strength
of the components of a system with respect to different criteria. Different IMs
analyze the same system from different perspectives which can lead to different
views on which component is more important than another [GG85]. For ex-
ample, a component can be more important if a given reliability improvement
(e. g., hardening) in it improves system reliability more than the same reliabil-
ity improvement in another component. Or, in [Bor07], the influence of input
(component) uncertainty on the entire output (system) uncertainty is defined
as the metric of importance.

2.5.1 Classification
IMs were first introduced by Birnbaum [Bir69] in 1969. The Birnbaum IM
evaluates the relative importance of individual components which can be deter-
mined on the basis of component reliability, component lifetime distribution, or
system structure. Accordingly, Birnbaum classifies IMs into three categories
regarding the available knowledge for determining the IMs:
Reliability IM is considered when the mission time of a system is implic-
itly specified and the relative importance of components at a certain point
in time regarding their reliability during the mission time is desired. Relia-
bility IM, therefore, depends on both system structure and the reliability of
individual components. In spite of the plenty of work in this domain, Birn-
baum reliability importance [Bir69] is still a highly attractive approach. For
each component, the Birnbaum importance represents the maximum poten-
tial improvement in system reliability which can be obtained by improving the
reliability of that component. Risk Achievement Worth (RAW) and Risk Re-
duction Worth (RRW) are two other reliability IMs representing the failure
and success criticality of a component, respectively [VDDS83, BS12]. Also,
several redundancy IMs for parallel and series systems have been proposed by
Boland et al. [BNP88, BENP91, PJB92], Xie and Shen [XS89], and Shen
and Xie [SX90] which target redundancy allocation problems [Men96, BS08].
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Lifetime IM is considered for systems with long-term or infinite mission time.
Lifetime IM depends on system structure as well as the lifetime distribution
of individual components. The reliability IMs, if they are studied not at a
certain point of time but at any time during the lifetime of a system, can be
sorted as Time-Dependent Lifetime (TDL) IMs. In this case, both the impor-
tance and the respecting ranking of components may vary over time. Instead,
Time-Independent Lifetime (TIL) IMs are not a function of time. The Natvig
importance [Nat79] is an example which measures the expected reduction in
system lifetime due to the failure of individual components. Further analysis
of time-independent IMs can be found in [Iye92] which extends the Barlow-
Proschan IM [BP75] to the case of dependent components, and of [XB91] who
propose a yield time-independent lifetime importance. Recently, Ebrahimi et
al. [EJSS13] introduce time-dependent and time-independent IMs based on
the concept of entropy. Also, the works in [NHR11] and [HN13] extend the
definitions to measure the importance of components in repairable multi-state
systems.
Structure IM refers to the relative importance of various components of a
system with respect to their position in the system. Actually, structure IM
of a component represents the importance of the position that the component
occupies in the system [KZ12b]. Many reliability and lifetime distributions are
adopted to the notion of structure IM assuming that all components have inde-
pendent and identically distributed (iid) failures or lifetime with probability 𝑝.
Examples are B-i.i.d. importance [CH02, CCH02], Birnbaum structure impor-
tance [Bir69], Fussel-Vesely structure importance [KZ12b] and Barlow-Proschan
structure importance [BP75]. Other examples are the permutation importance
and permutation equivalence [BPT89], the domination importance [FP08], and
the cut and path importance [But79, Hwa05].

During the system development time, using Time-Dependent Lifetime (TDL),
the important points of time to analyze has to be determined. Also, for applying
reliability IMs, the mission time is required. Therefore, TDL and reliability IMs
may be criticized for being time dependent [KZ12a]. However, the efficiency of
Time-Independent Lifetime (TIL) IMs when the ranking of components is not
constant over time is not clear. From another side, the importance of compo-
nents applying structure IMs is independent of reliability or lifetime distribution
of individual components which may lead to an unfair ranking of components.
Accordingly, various IM approaches have their own pros and cons and for each
system, the analyst may decide which one to apply. While these approaches are
mainly introduced for highly critical systems, in Chapter 4, we propose some
novel IMs which are of interest also for modern electronic systems.
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2.6 Summary
This chapter presents the fundamental concepts and definitions in the scope of
this thesis. To target reliability at design time, we model a system at ESL. ESL
design is highly attracted for concurrent design of functional specification (soft-
ware) and architectural model (hardware) of a system in order to reduce the
time-to-market and design risks. An automated DSE is then demanded to ex-
plore and evaluate various feasible implementations consisting of the allocation
of resources, biding of tasks to the allocated resources, and scheduling of the
tasks on the resources. The goal of the DSE is to optimize a system for multiple
design objectives like reliability, power consumption, and performance. Com-
ponent importance is a notion which has been traditionally proposed to more
efficiently solve the reliability optimization problem. How to benefit from this
notion and extend that to multi-objective optimization problems are discussed
later in this thesis.
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3
Reliability Analysis

Recent studies show that the tremendous transistor downscaling coupled with
the increasing transistor count per chip, increase the sensitivity of electronic sys-
tems to, e. g., soft errors, manufacturing tolerances, and aging effects [ITY+10,
DW11]. The growing inherent unreliability of the systems can be life-threatening
in many application domains such as medical systems, automotive electronics,
or power plants [MZM10, LKW15]. Hence, reliability has to be considered as
a primary objective in the Design Space Exploration (DSE) of modern elec-
tronic systems. Thus, efficient and automatic reliability analysis techniques are
of utmost importance to investigate and carefully trade-off positive effects of
reliability-increasing measures and their additional cost [SGHT07].

In the following chapter, related work on various systematic reliability analysis
techniques is discussed. Towards automatic reliability analysis, a state-of-the-
art approach is explained later in two steps: Construction of system structure
function and its evaluation using Binary Decision Diagrams (BDDs). This ap-
proach is the basis of the two methods proposed in this work. To improve the
scalability of BDDs, the first method employs Success Trees (STs) [AGRT13*].
The later method translates an ST into a graph (called a Success Graph (SG)) to
tackle cyclic failure dependencies among the components of a system [AGWT14*].
Also, the generated ST or SG is evaluated using stochastic logic. The other main
contribution of this chapter is an approach to the concurrent modeling of tran-
sient and permanent faults [AGKT14*]. Finally, the experimental results are
presented followed by the summary of the whole chapter.

3.1 Related Work
Investigating possible failure (fault) models during the design of reliable sys-
tems is mandatory. This is typically carried out using Failure Modes and Ef-
fects Analysis (FMEA) (or alternatively, Failure Modes Effects and Criticality
Analysis (FMECA)), Fault Tree (FT) analysis, and other similar tools [Bir04].
FMEA/FMECA systematically analyzes different fault modes, their causes, ef-
fects, and criticality [Bir04]. The FMEA/FMECA is performed bottom-up by
the designer in cooperation with a reliability engineer. FT analysis was first
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developed in 1961 by H. A. Watson of Bell Telephone Laboratories as part of
the safety program for the Minuteman Launch Control System. FT analysis is a
top-down, deductive failure analysis in which Boolean logic is generally used to
represent the interrelationships of basic events that lead to an undesired state
of a system (top event) [VSD+02]. In Fault Tree Handbook [VSD+02], an FT
is explained as:

“The fault tree itself is a graphic model of the various parallel and
sequential combinations of faults that will result in the occurrence
of the predefined undesired event. The faults can be events that
are associated with component hardware failures, human errors, or
any other pertinent events which can lead to the undesired event. A
fault tree thus depicts the logical interrelationships of basic events
that lead to the undesired event which is the top event of the fault
tree.”

An important result of a FT analysis is the probability of occurrence of the
top event. The procedure consists of two steps: Construction of the FT and
analysis of that. In the first step, the tree is constructed from the model of a
system. For the construction, a thorough understanding of the logic and basic
events leading to the top event is required. In the next step, the constructed
FT is analyzed quantitatively or qualitatively.

Example 3.1 Consider a system implementation with three resources 𝑟0, 𝑟1,
and 𝑟2 and two tasks 𝑡0 and 𝑡1. Task 𝑡0 is mapped to resources 𝑟0 and 𝑟1,
and task 𝑡1 is mapped to resource 𝑟2. Such a system implementation is shown
in Figure 3.1 (a). Assume that the task instances never fail unless their cor-
responding resource fails. Then, the system fails if both resources 𝑟0 and 𝑟1
fail, or resource 𝑟2 fails. The corresponding FT of this system is depicted in
Figure 3.1 (b).

FT Construction: The construction of reliability models mainly relies on man-
ual procedures which can be time-consuming and error-prone, especially in the
case of fault-tolerant systems due to their inherent complexity [XYMT11]. For
this reason, it is recommended to develop automatic construction approaches [BB06].
During the last years, various approaches have been published to automate the
generation of fault trees based on system models. A condensed overview of the
most relevant approaches can be found in [MW09, MNC14, RWL15]. Herein,
FTs are generated using different system models based on SYSML [XYMT11],
Simulink [PM01], matrix [RWL15], or other models [RL04].
FT Analysis: After FT construction, FT analysis is the second major chal-
lenge. Several results are available to analyze FTs using probability calcu-
lus [MRLB10], BDDs [Bou96, AD00], and Markov chains [MBCS98]. Although
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(a) system

𝑟0 𝑟1

𝑟2

(b) FT

Figure 3.1: (a) A system implementation consisting of two resources 𝑟0 and 𝑟1
which may communicate with resource 𝑟2. Resources 𝑟0 and 𝑟1 run
one instance of task 𝑡0 and resource 𝑟2 runs task 𝑡1. The system
fails, if either both resources 𝑟0 and 𝑟1 fail, or resource 𝑟2 fails. The
corresponding FT is shown in (b).

analytical approaches are accurate, their analysis is a real challenge and dif-
ficult to perform for complex cases. Monte Carlo (MC) simulation has been
introduced as an alternative solution to evaluate applications which might be
hard to solve using analytical approaches. The work in [AZ11*] employs stochas-
tic logic to analyze large FTs. In stochastic logic, each FT gate is translated to
its corresponding stochastic logic template and MC simulation is performed to
calculate the reliability of the total system.

The methodology proposed in [GLS+07] formulates the problem of embed-
ded system design as a mapping problem of tasks to a network of resources,
each having a certain failure function. Based on this model, the reliability of
the desired system is analyzed automatically. Given a description of a system
implementation, a set of Boolean constraints is automatically extracted using a
structure function Ψ [CH11]. The structure function considers the dependency
and redundancy of software tasks as well as hardware resources. State-of-the-
art approaches use either BDDs [GLS+07] to represent function Ψ and apply an
exact analytical approach or employ Satisfiability (SAT) solvers [GLHT10] to
derive a simulation-based analysis. However, the BDD approach has the draw-
back of growing exponentially with the number of variables. The SAT solver
on the other hand tackles the SAT problem over time, resulting in long simu-
lation times. However, there exists no implicit SAT-solving ability for an FT,
because all primary inputs of the FT have fixed values. This work avoids solving
the SAT problem by proposing a novel construction scheme for Success Trees
(STs)2 and an evaluation employing the recent simulation-based approach using

2An ST is the complementary form of an FT in which the top event models the desired instead
of the undesired events of the whole system. Since the construction rules in [GLS+07] are
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stochastic logic. This way, the problem of BDDs outgrowing available memory
is avoided while being faster at a higher precision compared to the known SAT-
based approaches. For a system with no cycle in its implementation graph, the
corresponding ST can be translated to a plain circuit that can be efficiently an-
alyzed using stochastic logic and MC simulation [AGRT13*]. However, another
major challenge is to cope with cyclic failure dependencies which are in fact
common in many applications and/or the underlying hardware components as
we will see later. These cyclic dependencies induce loops (even nested ones) in
the ST and the respective circuit. Existing techniques that aim at analyzing
such trees using cycle-breaking algorithms [JVB07] lead to significantly larger
and more complex STs. Moreover, this step may significantly slow down the
repeating process of MC simulation. Therefore, we later propose to model an
ST by a graph where sources represent the basic events, and intermediate nodes
model logic gates [AGWT14*]. Using such a graph-based representation, both
cyclic and acyclic dependencies and interactions between hardware and software
components can be efficiently considered.

3.2 Reliability Analysis Fundamentals
Automatic reliability analysis approaches such as [Gla11] typically take a feasible
implementation as input and evaluate the expected lifetime of this implemen-
tation with respect to a specified fault model. For this purpose, the reliability
function ℛ is calculated. Given a reliability function, all well-known reliability
metrics, particularly Mean-Time-to-Failure (MTTF) can be derived seamlessly.
To determine the reliability function, the knowledge about the system behavior
in the presence of faults is essential. Existing approaches typically determine a
structure function Ψ first, which is a Boolean function that returns whether the
system provides correct service (1) or failed (0). The system structure function
is then employed to derive the system reliability function which is a multi-linear
function of reliabilities and unreliabilities of the system components [Bor10]. In
the following, the process of generating and evaluating a reliability function is
represented in detail.

3.2.1 Construction of Structure Function
Consider a system performing a given mission over a time horizon [0, 𝜏 ]. The
state of the system (working or failed), is the result of the states (working or

built to specify if a system works properly, generating an ST from these rules is more
straight forward than an FT.
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failed) of its 𝑛 components (or basic events). We let 𝜙𝑖 denote the indicator
variable of component 𝑖:

𝜙𝑖 =
{︃

1 if component 𝑖 is working
0 if component 𝑖 has failed (3.1)

The state vector of all components is denoted by 𝜙 = (𝜙1 . . . 𝜙𝑛). The indicator
variable of the overall system state is denoted by Ψ and the symbol Ψ(𝜙) denotes
the system structure function [CH11]. Formally, Ψ : {0, 1}𝑛 → {0, 1} is a
Boolean function that maps the state of the components to the state of the
system. Here, Ψ = 1 denotes system success3. A state 𝜙 is an implicant if
it implies Ψ(𝜙) = 1. It is a prime implicant if it does not contain any other
implicant. In the logic of failure/success, prime implicants are minimal cut/path
sets, respectively.

Consider the basic system model discussed in Section 2.3. A component in this
model refers to either a resource or a task instance. A resource or a task instance
works properly if it provides or contributes in the provision of the correct service
of the system. Each allocated resource 𝑟 ∈ 𝛼 is modeled one-to-one by a binary
variable 𝑟. 𝑟 = 1 indicates a properly working, defect-free resource and 𝑟 = 0
indicates a defective resource suffering from a permanent fault. The instances
of each task are modeled by their respective mapping: 𝛽 = (𝑚1, . . . , 𝑚|𝛽|) is a
vector of binary variables where 𝑚 = 1 indicates that task instance 𝑚 is active
and provides correct service, otherwise 𝑚 = 0. The system then works properly
if the following requirements from literature, cf. [GLS+07], are fulfilled:

Requirement 3.1 For each task in the application, there should be at least one
active task instance which works properly. This condition ensures 1-out-of-N
redundancy4 and can be encoded as the following Boolean function:

⋀︁
𝑡∈𝑇

⎡⎣ ⋁︁
𝑚=(𝑡,𝑟)∈𝛽

𝑚

⎤⎦ . (3.2)

Requirement 3.2 For each active task instance to work properly, its corre-
sponding resource must work properly. This is encoded as the following Boolean
function: ⋀︁

𝑚=(𝑡,𝑟)∈𝛽

𝑚 → 𝑟. (3.3)

In this context, → denotes Boolean implication, i. e., 𝑚 → 𝑟 = 𝑚 ∨ 𝑟.
3Following the notations in [GLR+08, GLHT10], the structure function in this chapter mod-

els success which facilitates the modeling of STs which is explained later.
4This has been shown in [GLS+07] to be simply extended to k-out-of-N redundancy.
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Requirement 3.3 For each pair of data-dependent tasks, the sending and/or
receiving data needs to work properly. Thus, the data-dependent tasks must
be able to communicate. This requirement is encoded as the following Boolean
function: ⋀︁

(̃︀𝑡,𝑡)∈𝐸𝑇

⋀︁
𝑚=(𝑡,𝑟)∈𝛽

𝑚 → 𝜒(𝑚, ̃︀𝑡). (3.4)

Communication function 𝜒 is a Boolean function which encodes the require-
ments for a feasible implementation. In a simple system model where any two
data-dependent tasks 𝑚 = (𝑡, 𝑟) and ̃︁𝑚 = (̃︀𝑡, ̃︀𝑟) should be mapped to the same
or adjacent resources, 𝜒 is defined as

𝜒(𝑚, ̃︀𝑡) =
{︃

1 if ∃̃︀𝑚=(̃︀𝑡,̃︀𝑟)̃︁𝑚 ∧ (̃︁𝑚, 𝑚) ∈ 𝐸𝛽 : ̃︀𝑟 = 𝑟 ∨ (̃︀𝑟, 𝑟) ∈ 𝐸𝑅

0 else (3.5)

Requirement 3.3 and communication function 𝜒 can be reformulated and ex-
tended to support various communication paradigms, i. e., single-hop or multi-
hop communication, and the presence of majority voters [Gla11].

Let state vector 𝜙of an implementation consist its allocation 𝛼as well as
binding 𝛽variables. Structure function Ψ(𝛼, 𝛽) can then be derived as the
conjunction of the encoded requirements:

Ψ(𝛼, 𝛽) =
⋀︁
𝑡∈𝑇

⎡⎣ ⋁︁
𝑚=(𝑡,𝑟)∈𝛽

𝑚

⎤⎦ ∧ (3.6a)
⋀︁

𝑚=(𝑡,𝑟)∈𝛽

𝑚 → 𝑟 ∧ (3.6b)
⋀︁

(̃︀𝑡,𝑡)∈𝐸𝑇

⋀︁
𝑚=(𝑡,𝑟)∈𝛽

𝑚 → 𝜒(𝑚, ̃︀𝑡). (3.6c)

Example 3.2 Consider again the system implementation in Figure 3.1 (a). We
have 𝛼 = {𝑟0, 𝑟1, 𝑟2} and 𝛽 = {𝑚00 = (𝑡0, 𝑟0), 𝑚01 = (𝑡0, 𝑟1), 𝑚12 = (𝑡1, 𝑟2)}.
The structure function Ψ(𝛼, 𝛽) for this implementation is

Ψ(𝛼, 𝛽) =(𝑚00 ∨ 𝑚01) ∧ 𝑚12 ∧ (3.7a)
(𝑚00 → 𝑟0) ∧ (𝑚01 → 𝑟1) ∧ (𝑚12 → 𝑟2) ∧ (3.7b)
(𝑚12 → 𝜒(𝑚12, 𝑡0)). (3.7c)

Here, 𝑚00 → 𝑟0 implies that 𝑚00 = 0 if 𝑟0 fails. Similarly, 𝑚01 gets 0 if 𝑟1
fails. Since (𝑟0, 𝑟2) ∈ 𝐸𝑅 and (𝑟1, 𝑟2) ∈ 𝐸𝑅, we have 𝜒(𝑚12, 𝑡0) = 𝑚00 ∨ 𝑚01.
Therefore, (𝑚12 → 𝑟2) ∧ (𝑚12 → 𝑚00 ∨ 𝑚01) implies that 𝑚12 = 0 if 𝑟2 = 0
or both 𝑟0 = 0 and 𝑟1 = 0. This simplifies the structure function to Ψ(𝛼, 𝛽) =
(𝑟0 ∨ 𝑟1) ∧ 𝑟2.
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Figure 3.2: The corresponding BDD for the system implementation illustrated
in 3.2 (a).

According to the work in [Bry86], structure functions—and generally any
Boolean function—can be represented efficiently based on graphs. This graph-
based representation is typically referred to as a Binary Decision Diagram
(BDD) [Lee59, Ake78]. In a BDD, each node represents a basic event (or com-
ponent). There are also two terminal nodes 1 and 0. Each node, except for the
terminal nodes, has two outgoing edges 1 and 0 which correspond to whether
the node is working properly or has failed. The target of an edge is either an-
other node or a terminal node. The resulting BDD is a directed acyclic graph
with exactly one root node and two terminal nodes. Each path in the BDD
from the root to a terminal node represents a variable assignment to the basic
events so that the Boolean function evaluates to 1 if the terminal node is 1, or
0 otherwise.

Example 3.3 The BDD for the structure function in Example 3.2 is presented
in Figure 3.2. The structure function evaluates to 0 if either 𝑟2 fails or both 𝑟0
and 𝑟1 fail.

3.2.2 Deriving the Reliability Function
The structure function Ψ(𝜙) can be represented by applying Shannon’s de-
composition [Sha49] as

Ψ(𝜙) = (𝜙𝑖 ∧ Ψ(1𝑖, 𝜙∼𝑖)) ∨ (𝜙𝑖 ∧ Ψ(0𝑖, 𝜙∼𝑖)) (3.8)

recursively for all the state variables 𝜙𝑖. Here, Ψ(1𝑖, 𝜙∼𝑖) denotes the structure
function of the system in the presence of event 𝜙𝑖. Similarly, Ψ(0𝑖, 𝜙∼𝑖) is the
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structure function of the system in the absence of event 𝜙𝑖. The probability of
the top event, Ψ(𝜙), is consequently shown in [Rau93] to be

𝒫 (Ψ(𝜙)) = 𝒫 (𝜙𝑖 ∧ Ψ(1𝑖, 𝜙∼𝑖) ∨ 𝜙𝑖 ∧ Ψ(0𝑖, 𝜙∼𝑖)) (3.9)
= 𝒫 (𝜙𝑖) · 𝒫 (Ψ(1𝑖, 𝜙∼𝑖)) + 𝒫 (𝜙) · 𝒫 (Ψ(0𝑖, 𝜙∼𝑖)) . (3.10)

In this equation, 𝒫 (Ψ(𝜙)) is the probability that the structure function of the
system is 1. Let the success and failure probabilities of component 𝑖 be of
interest at a certain time 𝜏 5. With success probability 𝑝𝑖 = 𝒫 (𝜙𝑖) and failure
probability 𝑞𝑖 = 𝒫 (𝜙𝑖) for component 𝑖, Equation (3.9) can be restated as

𝒫 (Ψ(𝜙)) = 𝑝𝑖 · 𝒫 (Ψ(1𝑖, 𝜙∼𝑖)) + 𝑞𝑖 · 𝒫 (Ψ(0𝑖, 𝜙∼𝑖)) , (3.11)

where 𝒫 (Ψ(𝜙)) is interpreted as the probability that the system operates prop-
erly at time 𝜏 .

Assume that the system is not repairable.

Definition 3.1 A system is not repairable if Ψ(𝜙) = 0 at time 𝜏and ∀𝜏 > 𝜏 still
Ψ(𝜙) = 0. This means that if a non-repairable system fails, it will never go back
to the operational state.

The decomposition scheme is extended, as employed in Equations [Gla11]
and [DR05], to evaluate the reliability function as follows:

ℛ (Ψ(𝜙)) = ℛ𝑖 · ℛ (Ψ(1𝑖, 𝜙∼𝑖)) + 𝒰 𝑖 · ℛ (Ψ(0𝑖, 𝜙∼𝑖)) . (3.12)

Here, ℛ𝑖 is the reliability function and 𝒰𝑖 is the unreliability function of compo-
nent 𝑖. Therefore, reliability ℛ (Ψ(𝜙)) is a function of the reliability and unre-
liability functions of its components (i. e., resources and bindings in the system
model). Note that the Boolean expression in Equation (3.8) can be modeled
with an ST by replacing ∧ with 𝐴𝑁𝐷 and ∨ with 𝑂𝑅 operators. Later, the re-
liability function can be extracted from the Boolean expression by replacing the
basic events with their corresponding reliability functions. Also, the Algebraic
decomposition schemes in (3.11) and (3.12) can be depicted using BDD. The
schematic depiction of the system reliability is shown in Figure 3.3a and 3.3b
using a BDD and an ST, respectively.

3.3 Stochastic Logic-Based Reliability Evaluation
In the following, the proposed automatic ST analysis [AGRT13*] is introduced
in three steps: I) The construction scheme for ST, particularly discussing the

5As customary in time-dependent reliability analysis, and also for notation simplicity, we
shall drop the dependence of the various expressions on 𝜏 in the remainder (or equivalently,
we shall fix a particular reference time).
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𝑥𝑖

ℛ𝑖 · ℛ (Ψ(1𝑖, 𝜙∼𝑖)) + 𝒰𝑖 · ℛ (Ψ(0𝑖, 𝜙∼𝑖))

ℛ (Ψ(0𝑖, 𝜙∼𝑖))ℛ (Ψ(1𝑖, 𝜙∼𝑖))
(a) BDD

ℛ𝑖 · ℛ (Ψ(1𝑖, 𝜙∼𝑖)) + 𝒰𝑖 · ℛ (Ψ(0𝑖, 𝜙∼𝑖))

ℛ (Ψ(0𝑖, 𝜙∼𝑖))ℛ (Ψ(1𝑖, 𝜙∼𝑖)) ℛ𝑖 𝒰𝑖

(b) ST

Figure 3.3: The schematic depiction of the system reliability using Shannon
decomposition with (a) BDD and (b) ST.

need for a novel construction algorithm, II) the evaluation of a constructed ST
by a simulation-based approach, and III) the integration of both permanent and
transient faults within the ST analysis.

3.3.1 Success Tree Construction
An ST can be simply extracted from a given structure function as follows:
Boolean operators are represented by logic gates, e. g., ∧ by an AND gate and
∨ by an OR gate, and the binary variables are the basic events of the circuit6.
However, the structure function introduced in Equation (3.6) cannot be directly
translated into an ST as the following example shows:

Example 3.4 Consider the system implementation depicted in Figure 3.4. Sup-
pose that resource 𝑟21 is defective (colored in dark gray) and no transient fault
has occurred. Figure 3.5 illustrates the ST of the Boolean formula related to
the shaded area in Figure 3.4 directly derived from Equation (3.6). The STs
6For explanatory purpose, we rather represent an ST also by a Boolean function instead of

a graph in our methodology.
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Figure 3.4: A system specification consisting of an application with four tasks,
six resources, and mapping edges (dashed). When allocating all
resources and activating all mappings, an implementation is derived
with a structure of communicating task instances depicted on the
right. In this case, two redundant paths with respect to the tasks
𝑡1 and 𝑡2 exist.

constructed from Equation (3.6a), Equation (3.6b), and Equation (3.6c) are
separately shown by parts 𝐴, 𝐵, and 𝐶 respectively. Moreover, let vector I
hold the inputs for the corresponding allocation 𝛼 and binding 𝛽. Evaluating
the structure function (the corresponding ST) with this vector results in 0 al-
though the system still provides correct service (via the redundant path over
𝑚12 and 𝑚22). Opposed to ST, BDD, and SAT-based approaches implicitly
recognize that by disabling 𝑚21 (𝑚21 = 0), the function can still be fulfilled
using input vector II.

To tackle this problem, Figure 3.6 proposes an ST construction which evalu-
ates all task instances in an ordered fashion, in which all predecessors of each
task instance are processed first. Also, in this tree, the two possible redundant
paths ending in 𝑚31 are considered independently, so a failure in one of them
does not affect the other one. In the following, we propose a novel recursive con-
struction scheme that includes partial ordering of the tasks and a substitution
pattern to derive correct STs.

To derive such a correct ST, the dependency among tasks and resources must
be properly reflected in the Boolean formula. So, whenever a permanent fault
occurs in a resource 𝑟 or a transient fault in a task instance 𝑚, it must only affect
the impacted redundant paths, i. e., those paths that include tasks executed on
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Figure 3.5: The ST generated for a part of the system shaded in Figure 3.4
using Equation (3.6a) (A), (3.6b) (B), (3.6c) (C).

the defective resource or that rely on the data from the faulty task instance.
This may be achieved by a recursive substitution scheme of variables such that
the output of gates considering preceding task instances serves as the direct
input of gates considering succeeding tasks in the paths. Hence, we suppose to
start the construction of the ST by determining a map that stores the required
substitutions, see Algorithm 1.

Suppose that application graph 𝐺𝑇 (𝑇, 𝐸𝑇 ) is an acyclic graph. In this algo-
rithm, the tasks (∀𝑡 ∈ 𝑇 ) are first ordered topologically with respect to their
data dependencies, i. e., it holds that ∀𝑡, ̃︀𝑡 ∈ 𝑇, (𝑡, ̃︀𝑡) ∈ 𝐸𝑇 : 𝑡 < ̃︀𝑡. Hence, each
task 𝑡 appears in this list before any of its successors. For each task instance
𝑚 = (𝑡, 𝑟) ∈ 𝛽, it is ensured that the predecessor instances are evaluated first.
Thus, 𝑚 is capable of detecting whether it receives proper data (𝜒(𝑚, ̃︀𝑡) = 1)
and whether it itself provides correct service (𝑚 ∧ 𝑟 = 1). Here, 𝜒(𝑚, ̃︀𝑡) par-
ticularly indicates the feasibility in the communication of task instance 𝑚 with
its predecessor ̃︀𝑡 defined as follows:

𝜒1/𝑁(𝑚, ̃︀𝑡) =
⋁︁

̃︀𝑚=(̃︀𝑡,̃︀𝑟)∧
(̃︀𝑚,𝑚)∈𝐸𝛽∧

𝑟=̃︀𝑟∨(𝑟,̃︀𝑟)∈𝐸𝑅

̃︁𝑚* (3.13a)
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𝑚31 𝑟31

𝑚21 𝑟21 𝑚22 𝑟22

(I) 1 0 1 1

1 1

=1 (I)

Figure 3.6: The ST generated for a part of the system shaded in Figure 3.4 con-
sidering a partial ordering scheme for evaluating the predecessors
of a task instance first.

Algorithm 1 Derive * Substitutions.
1: substitutions // a map that stores 𝑚* for each 𝑚
2: while 𝑡 := sortedTasks.next() do
3: if 𝑡 has predecessor(s) 𝑡 then
4: for all (̃︀𝑡, 𝑡) ∈ 𝐸𝑇 do
5: for all 𝑚 = (𝑡, 𝑟) ∈ 𝛽 do
6: 𝑚* := 𝑚 ∧ 𝑟 ∧ 𝜒(𝑚, ̃︀𝑡)
7: substitutions.put(𝑚, 𝑚*)
8: end for
9: end for

10: else // 𝑡 has no predecessors
11: for all 𝑚 = (𝑡, 𝑟) ∈ 𝛽 do
12: 𝑚* := 𝑚 ∧ 𝑟
13: substitutions.put(𝑚, 𝑚*)
14: end for
15: end if
16: end while
17: return substitutions

and

𝜒𝐾/𝑁(𝑚, ̃︀𝑡) =
⋁︁

∀̃︁𝑚1=(̃︀𝑡,̃︀𝑟1),...,̃︂𝑚𝐾=(̃︀𝑡,̃︁𝑟𝐾)∈𝛽:̃︁𝑚1 ̸=... ̸=̃︂𝑚𝐾∧
(̃︁𝑚1,𝑚),...,(̃︂𝑚𝐾 ,𝑚)∈𝐸𝛽∧

𝑟=̃︀𝑟1∨(𝑟,̃︀𝑟1)∈𝐸𝑅,...,𝑟=̃︀𝑟𝐾∨(𝑟,̃︀𝑟𝐾)∈𝐸𝑅

𝑣(𝑚,𝑡) ∧̃︂𝑚1
* ∧ . . . ∧ ̃︂𝑚𝐾

*, (3.13b)
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which hold for a 1-out-of-N and a K-out-of-N system, respectively. Here, 𝑣(𝑚,𝑡)
is the binary variable of the majority voter 𝑣(𝑚,𝑡) which is 1 if the voting is
correct. Voter 𝑣(𝑚,𝑡) ensures that there are at least 𝐾 working instances of
task 𝑡 for mapping 𝑚. Whenever a particular ̃︁𝑚* appears in a formula, it is
replaced by the Boolean term given by ̃︁𝑚* = 𝑠𝑢𝑏𝑠𝑡𝑖𝑡𝑢𝑡𝑖𝑜𝑛𝑠.𝑔𝑒𝑡(̃︁𝑚). The result
of Algorithm 1 is a recursive substitution that, so far, stops for task instances
that do not have any predecessors. Finally, to construct the corresponding
structure function Ψ, the recursion just has to be started from all task instances
that do not have any successors (end tasks):

Ψ1/𝑁(𝛼, 𝛽) =
⋀︁

𝑡 with @̃︀𝑡,(𝑡,̃︀𝑡)∈𝐸𝑇

⎡⎣ ⋁︁
𝑚=(𝑡,𝑟)∈𝛽

𝑚*

⎤⎦ (3.14a)

and

Ψ𝐾/𝑁(𝛼, 𝛽) =
⋀︁

𝑡 with @̃︀𝑡,(𝑡,̃︀𝑡)∈𝐸𝑇

⎡⎢⎢⎢⎣ ⋁︁
∀𝑚1=(𝑡,𝑟1),...,𝑚𝐾=(𝑡,𝑟𝐾)∈𝛽:

𝑚1 ̸=... ̸=𝑚𝐾

𝑣(𝑡) ∧ 𝑚*
1 ∧ · · · ∧ 𝑚*

𝐾

⎤⎥⎥⎥⎦ .

(3.14b)
This equation checks the possibility of a correct execution of each end task in
the case of 1-out-of-N (Equation (3.14a)) and K-out-of-N (Equation (3.14b))
systems, respectively. Here, 𝑣(𝑡) ensures that there are at least 𝐾 working
instance of end task 𝑡. Again note that other tasks than end tasks are not
checked in this equation because they are recursively inserted in the structure
function by following the substitutions given by 𝑚*. The resulting ST for the
full example in Figure 3.4 is depicted in Figure 3.7.

3.3.2 Success Tree Analysis
Interpreting a given ST by providing either a 0 or 1 for each variable (basic
event) in 𝛼 and 𝛽 determines whether the system provides correct service (1)
or fails (0) for this particular scenario of defective resources and task instances.
Now, the key idea behind ST analysis is to use a probability of success (or
fault, respectively) instead of deterministic values for each basic event. This
probability is, for each point in time 𝜏 , specified by the designer by providing a
reliability function ℛ𝑟 for each resource and a reliability function ℛ𝑚 for each
task instance. Analyzing the ST at time 𝜏 with the respective probabilities
of the basic events then delivers the probability of the whole system to work
properly at time 𝜏 . Instead, if the reliability of the basic events at time 𝜏are
fed into the ST, the desired reliability ℛ(𝜏) for the system implementation is
delivered, respectively.
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𝑟31𝑚31
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𝑚*
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ℬ(𝑚*
01) = 1001010000

Figure 3.7: The ST of the system implementation in Figure 3.4. ℬ(i) refers
to the bit stream representation of the success probability for the
event 𝑖.

In the following, the state-of-the-art stochastic fault tree analysis approach
introduced in [AZ11*, AZ12*] is explained. This approach models the probabil-
ity of each basic event 𝑖 by a bit stream ℬ(𝑖) of length 𝑙, where the number of 1s
divided by 𝑙 approximates the desired probability. In our case, the bit stream
for a basic event 𝑖, i. e., a resource 𝑟 or a task instance 𝑚, at time 𝜏 is given as

ℬ𝜏 (𝑖) = {1, 0}𝑙 with: #1
𝑙

≈ ℛ𝑖. (3.15)

To determine reliability ℛ of the overall system, a bit stream ℬ𝜏 (𝑖) is generated
for each basic event. The ST is then interpreted in 𝑙 iterations wherein the 𝑗-th
iteration, the 𝑗-th bit of each input bit stream is processed. Processing each
iteration corresponds to a separate MC simulation run. Finally, the result is
an output bit stream of the ST for which again the number of 1s divided by
𝑙 approximates the probability of the complete system, hence, ℛ. Figure 3.7
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presents an example where input streams ℬ(𝑟01) and ℬ(𝑚01) are processed via
an ANDgate (colored in gray). Suppose that 𝑙 = 10, and ℛ𝑟01 and ℛ𝑚01 are
0.6 and 0.5, respectively. In the enlarged part of the figure, the input reliability
values are presented in bit streams which are then passed through an ANDgate
to produce the output bit stream ℬ(𝑚01

*). The resulting bit stream represents
ℛ𝑚*

01
= 0.3 which is the multiplication of ℛ𝑟01 and ℛ𝑚01 . Given the small 𝑙,

other arrangements of 1’s and 0’s in the bit streams modeling ℛ𝑟01 and ℛ𝑚01

may lead to an inaccurate output. But the larger 𝑙, the more accurate the results
are. As discussed in the experimental results, this technique can produce highly
accurate results for 𝑙 > 1, 000.

Given an ST that is only constructed once, this evaluation is invoked by sim-
ulating ℛ over time 𝜏 ∈ [0, 𝜏𝑚𝑎𝑥], thus, enabling to calculate many reliability-
related measures like MTTF. Here, 𝜏𝑚𝑎𝑥 denotes the time that the success prob-
ability is near zero.

3.4 Graph-Based Success Tree Evaluation
This section presents a graph-based representation for STs proposed in [AGWT14*].
Herein, an ST is constructed by deriving a structure function from a graph-based
system model automatically. The constructed ST is then translated to a graph,
called a Success Graph (SG). This graph-based representation of an ST enables
us to consider both cyclic and acyclic failure dependencies among the compo-
nents of a system implementation. Such cyclic failure dependencies can be the
result of cyclic data dependencies in an application graph. Finally, to analyze
the SG, an algorithm called 0-propagation is introduced which propagates errors
through the graph. These steps are individually explicated in the following.

3.4.1 Graph-based Success Tree Construction
The proposed technique in this section extends the work in [AGRT13*] and
employs a similar ST construction algorithm as discussed in Section 3.3.1. In this
work, the ST is converted to a graph called a Success Graph (SG) as explained
below: Each basic event or gate in an ST is represented by a node in the
equivalent SG. A node of the graph is a data structure consisting of:

∙ type: shows the type of a node in a graph. For example, the type literal
is referred to a resource or task instance, OR represents an ORgate, and
AND specifies an ANDgate.

∙ id: refers to a unique identifier of each node which differentiates nodes in
a graph.
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Figure 3.8: The (a) ST, and (b) SG for a Triple Modular Redundancy (TMR)
example.

∙ inputs: is a list of identifiers referring to the predecessors of a node.

∙ outputs: is a list of pointers (shown by *) to the successors of a node.
Also, a binary value 𝑣𝑎𝑙(𝑛𝑜𝑑𝑒) is mapped to each node which becomes 1 if the
node is fault-free (for a literal node) or has not captured an event (for a gate),
otherwise it becomes 0. Two nodes in the graph are connected via a directed
edge if their corresponding basic events or gates are connected in the ST. A
directed edge between nodes 𝑎 and 𝑏 depicts that 𝑣𝑎𝑙(𝑎) is an input to gate 𝑏.

Example 3.5 Consider a TMR system with three resources 𝑟0, 𝑟1, and 𝑟2.
Assume that the voter is working properly. Figure 3.8 (a) presents the ST for
this system. If no more than two resources fail, the OR gate 𝑜𝑟0 (the sink gate)
will still evaluate to 1 (no failure). The equivalent graph-based representation
of this ST is shown in Figure 3.8 (b).
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3.4.2 Graph-based Success Tree Analysis
In this section, we assume that a binary value is assigned to each primary input
of the SG (called a source node with literal type). The goal is to analyze the SG
for this error case to see whether this situation leads to a system failure. Our
analysis algorithm is called 0-propagation because it propagates errors (modeled
by 0s) through the SG. The main contribution of this algorithm is to analyze
STs containing cycles without modifying their construction, e. g., by unrolling
the cycles. The system under analysis is assumed to be coherent in which
only component failures can contribute to a system failure, see the following
description from [AB03]:

Definition 3.2 A system is coherent if:

1. Every component 𝑖 is relevant: Ψ(0𝑖, 𝜙∼𝑖) ̸= Ψ(1𝑖, 𝜙∼𝑖) for some 𝜙∼𝑖.

2. The structure function of the system is increasing, i.e., ∀𝑖 : Ψ(0𝑖, 𝜙∼𝑖) ≤
Ψ(1𝑖, 𝜙∼𝑖).

Thus, it can be concluded that I) only faulty inputs can propagate to the sink
of the SG (the gate with no successor). The rest of the inputs and gates with
the value of 1 require no evaluation. Therefore, as long as the effect of errors
can propagate in the graph, the analysis proceeds. II) Once a 0 appears in the
output of a sink, the corresponding system fails, and the analysis can terminate
even if there are still some gates which have not been analyzed. Thus, to simplify
the algorithm, we introduce an approach which removes the output edge of each
gate with a 0 value. So, in a cycle, if the value of a node becomes 0, its output
edges are removed from the graph which automatically breaks the cycle and
the analysis can continue as in the case without cycles. Otherwise, if all the
nodes have the value of 1, no analysis is required because the cycle produces 1.
Algorithm 2 summarizes this procedure.

Each source (a resource in the case of permanent or a mapping in the case of
transient faults) has a value (𝑣𝑎𝑙(𝑠𝑜𝑢𝑟𝑐𝑒)) which is determined by its reliability
distribution. Also, the initial values of other nodes referring to the ST gates are
set to 1. The algorithm starts by initializing the queue 𝑧𝑒𝑟𝑜𝑄𝑢𝑒𝑢𝑒 which stores
unchecked, non-source nodes with at least one input with 0 value (Algorithm 2,
Line 2). In the initialization part, ∀𝑠𝑜𝑢𝑟𝑐𝑒 ∈ 𝑆, 𝑣𝑎𝑙(𝑠𝑜𝑢𝑟𝑐𝑒) = 0 shows an error
in the source which should be propagated through the graph. When propagating
0s, the successors of each node (accessed by node.outputs) with 0 value remove
their input link to the node by simply removing the id of the node from their
inputs list (Line 5) and then, they are added to the 𝑧𝑒𝑟𝑜𝑄𝑢𝑒𝑢𝑒 to be checked
later in the main part of the algorithm (Line 6). The main part of the 0-
propagation algorithm starts by a while-loop (Line 10) which is repeated as
long as 𝑧𝑒𝑟𝑜𝑄𝑢𝑒𝑢𝑒 is not empty. In this loop, each time, the top node of the
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Algorithm 2 0-propagation.
Require: S: the set of sources of the graph referring to the basic events
Ensure: sink: the sink of the graph referring to the top-most node of the graph

1: zeroQueue // stores unchecked nodes with at least one 0 input
2: for all 𝑠𝑜𝑢𝑟𝑐𝑒 ∈ 𝑆 do //initialization
3: if 𝑣𝑎𝑙(𝑠𝑜𝑢𝑟𝑐𝑒) = 0 then
4: for all 𝑜𝑢𝑡𝑝𝑢𝑡 ∈ 𝑠𝑜𝑢𝑟𝑐𝑒.𝑜𝑢𝑡𝑝𝑢𝑡𝑠 do
5: 𝑜𝑢𝑡𝑝𝑢𝑡.𝑟𝑒𝑚𝑜𝑣𝑒𝐼𝑛𝑝𝑢𝑡(𝑛𝑜𝑑𝑒.𝑖𝑑)
6: 𝑧𝑒𝑟𝑜𝑄𝑢𝑒𝑢𝑒.𝑎𝑑𝑑(𝑜𝑢𝑡𝑝𝑢𝑡)
7: end for
8: end if
9: end for

10: while 𝑧𝑒𝑟𝑜𝑄𝑢𝑒𝑢𝑒 ̸= 𝑛𝑢𝑙𝑙 do //main part
11: 𝑛𝑜𝑑𝑒 = 𝑧𝑒𝑟𝑜𝑄𝑢𝑒𝑢𝑒.𝑝𝑜𝑝
12: if 𝑛𝑜𝑑𝑒.𝑖𝑛𝑝𝑢𝑡𝑠.𝑠𝑖𝑧𝑒 = 0 𝑜𝑟 𝑛𝑜𝑑𝑒.𝑡𝑦𝑝𝑒 = AND then
13: 𝑣𝑎𝑙(𝑛𝑜𝑑𝑒) = 0
14: for all 𝑜𝑢𝑡𝑝𝑢𝑡 ∈ 𝑛𝑜𝑑𝑒.𝑜𝑢𝑡𝑝𝑢𝑡𝑠 do
15: if 𝑣𝑎𝑙(𝑜𝑢𝑡𝑝𝑢𝑡) ̸= 0 then
16: 𝑜𝑢𝑡𝑝𝑢𝑡.𝑟𝑒𝑚𝑜𝑣𝑒𝐼𝑛𝑝𝑢𝑡(𝑛𝑜𝑑𝑒.𝑖𝑑)
17: 𝑧𝑒𝑟𝑜𝑄𝑢𝑒𝑢𝑒.𝑎𝑑𝑑(𝑜𝑢𝑡𝑝𝑢𝑡)
18: end if
19: end for
20: end if
21: end while
22: if 𝑣𝑎𝑙(𝑠𝑖𝑛𝑘) = 0 then
23: return 0
24: end if
25: return 1

queue is popped (Line 11). If the node has no input link to the rest of the graph,
its input events are zero, so the value of the gate referred by this node is also 0.
Also, if the type of the node is an ANDgate, a single 0 input is enough for the
node to get the value of 0. Therefore, for these two scenarios, 0 in the output of
the gates is propagated to their output nodes (Line 12) and the value of the node
becomes 0. Otherwise, the value of the node is kept 1 (errors have not reached,
or affected the node yet) and no further step is required. In this algorithm,
propagating 0 to the nodes with 0 value is skipped due to the assumption that
whenever there is a failure in a component, the component cannot go back to
operational mode later (Line 15). Whenever there is no more node available
in 𝑧𝑒𝑟𝑜𝑄𝑢𝑒𝑢𝑒, it shows that the errors in the sources have been propagated
thoroughly in the graph and the program exits the while-loop. Now, if the
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Table 3.1: The content of the 𝑧𝑒𝑟𝑜𝑄𝑢𝑒𝑢𝑒 for the example in Figure 3.10.
state zeroQueue node

initialization {𝑎𝑛𝑑1, 𝑎𝑛𝑑3} −
while-loop {𝑎𝑛𝑑3, 𝑎𝑛𝑑2, 𝑜𝑟1} 𝑎𝑛𝑑1
while-loop {𝑎𝑛𝑑2, 𝑜𝑟1, 𝑎𝑛𝑑0, 𝑜𝑟2, 𝑜𝑟0} 𝑎𝑛𝑑3
while-loop {𝑜𝑟1, 𝑎𝑛𝑑0, 𝑜𝑟2, 𝑜𝑟0} 𝑎𝑛𝑑2
while-loop {𝑎𝑛𝑑0, 𝑜𝑟2, 𝑜𝑟0} 𝑜𝑟1
while-loop {𝑜𝑟2, 𝑜𝑟0, 𝑜𝑟1} 𝑎𝑛𝑑0
while-loop {𝑜𝑟0, 𝑜𝑟1} 𝑜𝑟2
while-loop {𝑜𝑟1} 𝑜𝑟0
while-loop {} 𝑜𝑟1

value of the sink is 0, the system fails and the algorithm returns 0 (Line 22).
Otherwise, the errors in the sources do not influence the system (e. g., errors
are masked or there are still some redundant task instances or resources which
are enough to provide proper results for the system). In this case, the return
value is 1 which shows a success in the output of the system. The following two
examples explain how this algorithm works in more details.

Example 3.6 Figure 3.9 shows how the 0-propagation algorithm works for the
simple TMR example in Figure 3.8 when resource 𝑟2 has failed (𝑣𝑎𝑙(𝑟2) = 0)
and the rest of the resources work properly. During the initialization, 𝑙𝑖𝑡𝑒𝑟𝑎𝑙2 is
removed from the input list of its outputs (𝑎𝑛𝑑1 and 𝑎𝑛𝑑2) because of its 0 value.
Also, the nodes 𝑎𝑛𝑑1 and 𝑎𝑛𝑑2 are added to 𝑧𝑒𝑟𝑜𝑄𝑢𝑒𝑢𝑒 to be checked later in
the while-loop (Figure 3.9 (a)). In the first run of the while-loop (Figure 3.9
(b)), the top node of the queue is 𝑎𝑛𝑑1 which is an ANDgate with a 0 input. So,
the value of 𝑎𝑛𝑑1 becomes 0 and its output node 𝑜𝑟0 is added to 𝑧𝑒𝑟𝑜𝑄𝑢𝑒𝑢𝑒 and
𝑎𝑛𝑑1 is removed from 𝑜𝑟0’s list of inputs. In the second run of the while-loop
(Figure 3.9 (c)), similar steps are taken for the top node of the queue (𝑎𝑛𝑑2)
which also infects node 𝑜𝑟0. This time, 𝑎𝑛𝑑2 is also removed from 𝑜𝑟0’s list
of inputs. Finally, in the third run (Figure 3.9 (d)), 𝑜𝑟0 is popped from the
𝑧𝑒𝑟𝑜𝑄𝑢𝑒𝑢𝑒 and since it is not an ANDgate and it still has one active input,
the while-loop exits and returns 1. Therefore, the system does not fail in this
case.

Example 3.7 Figure 3.10 (a) shows an example of an application with two
data-dependent tasks 𝑡0 and 𝑡1. The corresponding mapping instances for this
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zeroQueue: 𝑎𝑛𝑑2, 𝑜𝑟0

top queue node: 𝑎𝑛𝑑1

(b) step 2
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𝑙𝑖𝑡𝑒𝑟𝑎𝑙2

Type: Literal
Id: 𝑙𝑖𝑡𝑒𝑟𝑎𝑙2
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Outputs: *𝑎𝑛𝑑1
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zeroQueue: 𝑜𝑟0

top queue node: 𝑎𝑛𝑑2

(c) step 3

𝑜𝑟0
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(d) step 4

Figure 3.9: The analysis steps of the 0-propagation algorithm for the SG in
Figure 3.8 (a) after initialization, (b), (c), and (d) during the while-
loop. In each step, the failed sinks and the gates with the value of
0 are shown in gray.

application are shown in the same figure. Assume 1-out-of-2 redundancy tech-
nique for both task instances 𝑚01 and 𝑚10. Also, the system works properly if
one of the instances of task 𝑡1 works properly. The ST of this system using the
proposed ST construction algorithm in [AGRT13*] is presented in Figure 3.10
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Figure 3.10: (a) A system specification and an implementation of that and (b)
corresponding ST. The red link in the ST models the dependency
between 𝑚10 and 𝑚00. Also, the green link shows the dependency
between 𝑚01 and 𝑚11.

(b) (for the sake of simplicity, we assume that there is no permanent fault in
the system, thus the resources are working properly and are not present in the
ST). The existing data dependencies in the mapping graph results in the cycles
in the corresponding ST and SG as shown in Figure 3.10 (c). Now, suppose
that the task instances 𝑚01 and 𝑚10 fail (𝑣𝑎𝑙(𝑚01) = 0 and 𝑣𝑎𝑙(𝑚10) = 0). In
this error case, although a properly working task instance is still available for
each task (𝑚00 for 𝑡0 and 𝑚11 for 𝑡1), they cannot communicate through the
underlying architecture, therefore the system fails. Table 3.1 lists the content
of the 𝑧𝑒𝑟𝑜𝑄𝑢𝑒𝑢𝑒 during the 0-propagation algorithm. The grayed row in this
table shows the state that the sink of the graph 𝑜𝑟2 is analyzed when its inputs
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(a) SG

𝑜𝑟2

𝑎𝑛𝑑3 𝑎𝑛𝑑2

𝑙𝑖𝑡𝑒𝑟𝑎𝑙10 𝑙𝑖𝑡𝑒𝑟𝑎𝑙11𝑜𝑟1

𝑎𝑛𝑑1
𝑎𝑛𝑑0

𝑙𝑖𝑡𝑒𝑟𝑎𝑙01
𝑙𝑖𝑡𝑒𝑟𝑎𝑙00

𝑜𝑟0

(b) Evaluated SG

Figure 3.11: (a) The corresponding SG for the example in Figure 3.10 and (b)
the resulting SG after the analysis when 𝑚01 and 𝑚10 fail. The
colored links follow the definition in Figure 3.10.

𝑎𝑛𝑑2 and 𝑎𝑛𝑑3 have been already processed and removed from the inputs list of
𝑜𝑟2. Hence, this node gets value 0 and the system fails for this error case which
also shows that the proposed algorithm is successful in analyzing the system.

To employ the 0-propagation algorithm for reliability analysis of a system,
probabilities are modeled using the MC-based analysis discussed in Section 3.3.1.
In each iteration of the reliability analysis, after the execution of 0-propagation
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Algorithm 3 Success Graph Recovery.
Require: SG: The success graph

1: for all 𝑛𝑜𝑑𝑒 ∈ 𝑆𝐺 do
2: for all 𝑜𝑢𝑡𝑝𝑢𝑡 ∈ 𝑛𝑜𝑑𝑒.𝑔𝑒𝑡𝑂𝑢𝑡𝑝𝑢𝑡𝑠 do
3: 𝑜𝑢𝑡𝑝𝑢𝑡.𝑎𝑑𝑑𝐼𝑛𝑝𝑢𝑡(𝑛𝑜𝑑𝑒.𝑖𝑑)
4: end for
5: end for

algorithm, the constructed graph may vary because the inputs with value 0
are removed from the input list of each node. Therefore, the SG should be
reconstructed for the next iteration. In the structure of a node mentioned in
Section 3.4.1, each node stores both its predecessors (in the list of inputs) and
successors (in the list of outputs) and in 0-propagation algorithm, only the list
of inputs need to be modified. Hence, the lists of outputs can be used to recover
the lists of inputs for each node. This process is shown in Algorithm 37.

3.5 Modeling of Transient and Permanent Faults
Here, we propose a combined ST (or similarly an SG) analysis which enables
the analysis of transient as well as permanent faults. Previous works often
analyze these effects separately and combine them afterward, e. g., by adding
the resulting failure rates. This, however, is not always feasible: Imagine a
processor is permanently defective. The tasks mapped to this processor for
execution are directly affected by being unavailable. Thus, they are affected
by a permanent fault and become permanently defective themselves, although
a separate analysis may assume they are only temporarily unavailable due to
transient faults. Given the constructed ST as described in Section 3.3.1 (or
SG in Section 3.4.1), such interdependencies may be considered correctly and
hence, a concurrent analysis of transient and permanent faults is enabled. In
this work, we distinguish the following effects:

Permanent Faults: In our analysis, we assume that a hardware resource 𝑟 ∈ 𝑅
may become permanently faulty. This may be the result of, e. g., aging effects
that degrade hardware components such that they eventually violate specified
structures. In that case, we assume that all task instances 𝑚 = (𝑡, 𝑟) ∈ 𝛽
mapped to resource 𝑟 are affected by this malfunction and will not provide

7We emphasize that this algorithm is only one way of reconstructing the graph. In an-
other implementation, one may save the initial graph and use a copy of that for each
analysis without recovering the graph. Indeed, depending on the data structure and the
programming language, this can be reimplemented.
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correct service anymore. Thus, for each such resource 𝑟, the value of the basic
event 𝑟 is selected according to the probability given by evaluating ℛ𝑟 (the
reliability function of resource 𝑟 in the presence of permanent faults).

Transient Faults: In addition to permanent faults, we also consider transient
faults in hardware. We assume that a transient fault in resource 𝑟 is observed
as a singular fault of the currently running task instance 𝑚 = (𝑡, 𝑟) on that
resource. Therefore, since transient faults are temporal, other task instances
{�̃�|�̃� = (𝑡, 𝑟) ∧ �̃� = 1 ∧ �̃� ̸= 𝑚} are not typically affected by the same fault.
For example, radiation effects have this sort of impact on hardware by flipping
bits in either control or data path. As a result, the transient failure rate is
directly influenced by the underlying hardware and the time duration that each
task instance is executing on the hardware. Assuming a given constant transient
failure rate 𝜆𝑡

𝑟 for each resource 𝑟 ∈ 𝑅 (e. g., due to radiation). For periodic
tasks, the transient failure rate may coarsely be estimated for each task instance
𝑚 = (𝑡, 𝑟) executing on this resource as

𝜆𝑚 = 𝜆𝑡
𝑟 ·

𝜏𝑚
ET

𝜏𝑚
P

, (3.16)

with 𝜏𝑚
ET being the duration of a single task instance’s execution and 𝜏𝑚

P being
its period. If a transient failure in task instance 𝑚 permanently fails it, the
reliability function of that is given as

ℛ𝑚 = 𝑒−𝜆𝑚·𝜏 , (3.17)

such that for each binary variable 𝑚 and for each specific point in time 𝜏 ,
a bit stream encoding the probability given by ℛ𝑚 is generated. However, if
each periodic run of a task instance is independent of its previous runs and
𝜏𝑚

ET << 𝜏LT, we can assume a constant failure probability for each task instance
given as

𝑞𝑚 = 𝜆𝑚 = 𝜆𝑡
𝑟 ·

𝜏𝑚
ET

𝜏𝑚
P

. (3.18)

Note that now, permanent resource defects still directly affect the task instances.
However, there is also a probability that a task instance does not deliver correct
results although the underlying resource is providing correct service.

3.6 Experimental Results
This section first evaluates the scalability, efficiency, and accuracy of the au-
tomatic ST analysis methodologies in the presence of only permanent faults.
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The analysis of transient faults in the presence of permanent faults is shown
afterward.

Both ST- and SG-based techniques use the Java-based reliability library
(JReliability) [GLR16] to analyze reliability-related measures, e. g., MTTF.
Moreover, the techniques are integerated into the open-source optimization tool
Opt4J [LGRT11] for automatic evaluation of the explored implementations.
Opt4J provides a system-level optimization framework being also used by pre-
vious methods: SAT-assisted [GLHT10] and BDD-based [GLS+07] approach.

3.6.1 Success Tree-Based Reliability Analysis
Here, permanent reliability analysis using ST is compared with two state-of-
the-art reliability analysis approaches: I) The BDD-based approach proposed
in [GLS+07], and II) the SAT-assisted simulation presented in [GLHT10]. It
should be noted that the comparison is based on the related work consider-
ing permanent faults only. The SAT-assisted simulation cannot be seamlessly
adapted to consider transient faults since it determines only one time-to-failure
for each component and assumes it is permanently defective afterward. The
BDD-based approach can be adapted, but, as we will show, it heavily suffers
from the increased number of variables to consider. Thus, this section will
show the competitiveness of ST with existing techniques for permanent faults
only. Later, we will show that ST is superior when concurrently considering
permanent and transient faults.

The test suite employed here contains eight system-level design specifications
including several real-world as well as multiple synthetic test cases ranging from
simple, moderate, up to hard examples. The specification’s size ranges from
about 50 tasks with 25 resources up to 250 tasks with 1, 000 resources. For each
of the specifications, 10 different implementations with a varying number of
available resources are generated. To gather examples of different analysis com-
plexity, not the sheer size is the key factor, but the degree of redundancy. Thus,
each of the 80 implementations is evaluated with three different configurations,
enabling hardly any redundancy (simple), a moderate degree of redundancy
(moderate), and a very high degree of redundancy (hard). For the resulting test
suite of 240 implementations with different complexities, each is analyzed with
respect to its reliability in terms of MTTF. The experiments are carried out on
a 4 GHz desktop PC using 2 GB of RAM.

Accuracy w.r.t. Analysis Time The BDD-based approach is accurate in the
sense that it gives an exact value for each required ℛ(𝜏) and only negligible
errors occur, e. g., during numerical integration to determine MTTF. Both the
ST and the SAT-assisted simulations can only approximate ℛ(𝜏), such that an
investigation of their accuracy becomes necessary. Table 3.2 investigates the
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Table 3.2: The comparison of (a) the average error with respect to MTTF of
ST and SAT, (b) the speed-up factor (for example, ST/SAT 5.38
means ST is 5.38 times faster than SAT), and (c) the percentage of
experiments where BDD as the exact technique fails.

#Bits MTTF Error (%) Speed-up Failed Exp. for BDD (%)
ST SAT ST/SAT BDD/ST BDD/SAT Perm. Perm. & Trans.

simple

500 4.45 3.85 5.38 3.96 18.48 0 0
1,000 3.29 2.54 5.85 6.80 34.4 0 0
2,000 2.72 1.89 5.99 11.91 62.02 0 0
4,000 2.30 1.39 5.95 23.50 118.80 0 0

moderate

500 4.53 3.84 3.08 5.78 15.84 2.5 20
1,000 4.08 2.77 3.09 9.42 26.19 2.5 20
2,000 3.63 1.98 3.01 19.66 52.84 7.5 20
4,000 3.02 1.35 2.91 31.44 82.97 4.0 20

hard

500 3.27 4.59 2.68 1.22 4.21 50 100
1,000 2.22 2.45 2.53 2.24 7.60 50 100
2,000 1.59 1.67 2.37 4.29 14.14 50 100
4,000 1.04 1.18 2.31 6.71 21.70 50 100

achievable accuracy and speed-up of the proposed technique using stochastic
logic and the SAT-based approach and compares them to exact results derived
by the BDD-based approach. The table shows that with an increased number
of simulation runs (equal to the length 𝑙 of the bit streams in ST), the accuracy
increases for both ST and SAT. For simple and moderate test cases, SAT ap-
proach is more accurate than ST, but the execution time of ST is still a factor of
3–5 slower. As will also be discussed in the next paragraph on scalability, BDD
is the best option for simple and several moderate examples, being exact at a
significantly shorter runtime. The important conclusion here is that for hard
test cases, ST provides a higher accuracy at lower execution time compared to
SAT.

Scalability A serious issue when using the BDD-based approach is that its SAT
solving capability is bought by an exponential complexity in terms of memory
in the worst case. Thus, we investigate the number of examples where BDD
fails to highlight the superiority of ST in terms of scalability. Consider again
Table 3.2: For simple and moderate implementations, the BDD-based technique
never (simple) or hardly (moderate) fails due to outsized memory. It is notewor-
thy that already for the consideration of permanent defects only, BDD fails to
analyze 50 % (40) of the hard implementations. In contrast, both SAT-assisted
and ST-based approaches can seamlessly analyze these test cases with individual
execution times being affordable, cf. also Figures 3.12, 3.13, and 3.14. Extend-
ing the BDD-based approach to consider transient effects as well, an even larger
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Figure 3.12: The comparison of the execution time 𝜏𝑅𝑇 of the compared tech-
niques ST analysis and BDD-based analysis where BDD did not
fail. As can be seen, although BDD is a lot faster on average, ST
may also be faster in some cases. Noteworthy is that (given the
times in milliseconds) all times are affordable for a DSE.
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Figure 3.13: The comparison of the execution time 𝜏𝑅𝑇 of the compared tech-
niques BDD-based analysis and SAT-assisted simulation where
BDD did not fail. BDD is a lot faster on average, however SAT
may also be faster in some cases.

amount of memory is required. This significantly influences its scalability with
0 % fail for simple, 20 % fail already for moderate, and 100 % fail for the hard ex-
amples. The ST-based approach, on the contrary, can seamlessly analyze these
test cases at almost the same speed as when not considering transient faults.
The reason is that for permanent faults only, the mapping variables are set to
all 1 but are none the less already considered.

Recommendation I) Considering permanent faults only, BDD is the technique
of choice for examples of small and moderate complexity. For hard examples,
BDD fails too frequently and ST is superior to SAT in terms of accuracy and
speed. II) Considering permanent and transient faults concurrently, BDD fails
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Figure 3.14: The comparison of the execution time 𝜏𝑅𝑇 of the compared tech-
niques ST analysis and SAT-assisted simulation. It can be seen
that ST is typically faster than SAT (being also more accurate for
the hard examples).

for a huge amount of examples, particularly when analysis complexity rises. ST
on the contrary seamlessly evaluates these examples and is, through the unavail-
ability of an extension for the SAT-assisted simulation for transient faults, the
technique of choice for the concurrent consideration of permanent and transient
faults.

3.6.2 Graph-Based Reliability Analysis
In this section, we evaluate the accuracy and efficiency of the proposed graph-
based ST analysis technique (SG). To evaluate the accuracy, the proposed tech-
nique is also compared to the BDD-based reliability analysis. Furthermore, the
efficiency of the proposed technique is compared to the stochastic logic-based
technique (ST). Note that ST is restricted to applications with acyclic data de-
pendencies. This section shows the competitiveness of SG compared to existing
techniques when considering only permanent faults. Since both ST and SG use
MC and model the input success probabilities in stochastic logic, it is expected
to observe similar results as shown in Table 3.2 for SG as well.

Here, 12 different system-level design specifications named 𝑇𝐶1, · · · , 𝑇𝐶12 in-
cluding real-world as well as synthetic test cases ranging from moderate to hard
examples are studied which contain both cyclic and acyclic applications. The ex-
periments were obtained on a 4 GHz desktop PC using 2 GB of RAM. Table 3.3
shows the experimental results. The number of basic events (corresponding to
the number of mappings |𝛽|) and gates is specified for each test case. The table
investigates the achievable accuracy of the proposed technique using stochastic
logic and compares the execution time of ST and SG. In each case, the length 𝑙of
the bit stream in stochastic logic analysis is fixed to 1, 000 which results in the
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Table 3.3: The experimental results for 12 different test cases with varying
number of basic events and ST gates.

Test Case #Basic Events #Gates MTTF Error (%) Simulation Time (ms)
ST SG

acyclic

𝑇𝐶1 77 101 2.20 158 557
𝑇𝐶2 82 143 0.65 116 306
𝑇𝐶3 101 102 3.09 75 345
𝑇𝐶4 270 704 2.94 1858 1408
𝑇𝐶5 265 762 - 3659 2811
𝑇𝐶6 459 1669 - 54724 20960

cyclic

𝑇𝐶7 66 109 0.37 - 807
𝑇𝐶8 79 143 2.27 - 1423
𝑇𝐶9 103 163 0.67 - 1330
𝑇𝐶10 318 673 2.88 - 4877
𝑇𝐶11 159 347 - - 2411
𝑇𝐶12 227 644 - - 4998
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Figure 3.15: The variation of the (a) transient failure ratio, (b) permanent
failure ratio, and (c) total reliability during the life time of a brake-
by-wire system.

error rate of less than 3 percent in comparison to the exact BDD-based reliabil-
ity analysis. The cases when the BDD approach fails due to outsized memory
are depicted by a hyphen in the table. Also, comparing simulation times, SG is
faster than ST for test cases with a large number of basic events. The important
conclusion here is that the execution time of SG for the cyclic hard examples
is still below 5 seconds (except for one of the hard examples) which makes it
suitable for DSE where studying thousands of different implementations on the
basis of one system specification is required.
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3.6.3 Transient and Permanent Fault Co-analysis
Figure 3.15 shows the normalized transient and permanent failure ratio for a
real-world test case which models a brake-by-wire system. The analysis can be
established using either ST- or SG-based approach. At the very beginning, the
permanent failure rate is near zero which results in a higher ratio of system
failures due to transient faults. Then, aging phenomena start degrading the
reliability leading more and more to permanent failures in the hardware. At
the same time, the ratio of transient failures decreases because the number of
active tasks in the system has decreased, however still before the time 𝜏𝑇 , the
ratio of transient failures is higher. Finally, for (𝜏 > 𝜏𝑇 ), permanent faults are
more frequent and destructive in the system and the ratio of permanent failures
gets higher than the transient one. The negative effect of aging continues till all
the hardware components fail. At this time, the ratio of transient to permanent
failures reaches almost 0% and 100%, respectively. Therefore, depending on
the time interval in which the correct operation of the system is of interest, the
designer can compare the effects of transient and permanent faults in the system
and decide for proper techniques to enhance the reliability of the system.

3.7 Summary
This chapter first presents a fully automatic system-level reliability analysis
methodology. It generates an ST from a given system implementation and
subsequently analyzes that based on a state-of-the-art simulation technique.
This approach is capable of concurrently investigating the effects of permanent
and transient faults that is currently not seamlessly implementable by previous
approaches. Compared to the existing techniques when considering only per-
manent faults, ST is superior in the case of complex implementations with a
large degree of redundancy. In the case of a concurrent consideration of per-
manent and transient faults, it clearly outperforms the BDD approach in terms
of scalability. In summary, while BDD-based approaches are still the technique
of choice for simple and moderately-sized examples, the proposed ST approach
should be the preferred technique to analyze complex implementations.

Later, this chapter presents a graph-based representation of STs to evaluate
the reliability of an embedded system. First, an ST is constructed by deriving
a characteristic function from a graph-based system model automatically. The
constructed ST is then translated to a graph (called a Success Graph (SG))
which supports both cyclic and acyclic data dependencies in applications. To
analyze the SG, an algorithm called 0-propagation is introduced which propa-
gates errors through the graph. The system fails if the errors propagate to the
output of the SG. Experimental results show that the proposed technique can
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simply and efficiently construct and analyze STs of real-life embedded systems in
a short amount of time with negligible inaccuracy. Both introduced approaches
in this chapter suit well for evaluating the reliability of complex systems as part
of a DSE.
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4
Importance Measure Analysis

Importance Measures (IMs) are central models in reliability analysis and reliabil-
ity theory. IMs evaluate the contribution of a component on its system quality.
They have proven themselves useful both in industrial [BC99] and regulatory
applications [CPS98, NRC09]. For the first time, the notion of component im-
portance was introduced by Birnbaum [Bir69]. Since then, the Birnbaum IM,
has been extensively studied and has played a particularly relevant role among
reliability IMs. Respectively, two main extensions have been followed. The first
main research direction has concerned its time-independent extension. In fact,
the Birnbaum importance is the probability that a component is critical for the
reliability of a system at time 𝜏 . The second main research direction extends
the Birnbaum importance to non-coherent systems. This latter case can, for
example, be observed in embedded systems: Due to constraints regarding the
available power and/or thermal densities, activating too many components at
the same time could result in a too high power drain or in thermal hot spots
and, eventually, in a system failure.

On the other side, Design Space Exploration (DSE) techniques have recently
shown that also automatic optimization approaches can benefit from IMs,
see [AGKT14*, KRGT14]. Given the complexity of the systems involved, IM
analysis needs to be carried out in a computationally efficient way. While pre-
vious research has mainly concentrated on developing analytical IM techniques,
the automatic and frequent computing of IMs as required in the context of DSE
has got very few, if any attention. Respectively, in the following chapter, we
first present a highly efficient technique to compute the reliability and struc-
tural IMs of components in a system. The proposed technique considers the
reliability of a system implementation and subsequently analyzes the IMs of its
components based on stochastic logic. The technique can estimate the IMs of
all components concurrently and thereby highly improve the execution time of
the analysis. Moreover, we show how this algorithm can be extended to sup-
port IM analysis in the existence of transient faults. This is essential since in
future systems, transient faults are expected to cause relatively more failures
than permanent faults.

Later, we discuss a novel IM for time-independent reliability analysis,
see [BAGT16*]). The IM is based on the change in Mean-Time-to-Failure
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(MTTF) caused by the failure (or success) of a component. It possesses some
attractive properties: I) It is applicable for both coherent and non-coherent sys-
tems; II) it has an intuitive probabilistic and also geometric interpretation; III) it
is simple to evaluate. It turns out that the proposed IM leads naturally to a test
of time consistency. We illustrate the properties with examples of coherent and
non-coherent systems. Finally, we present a Boolean expression for the notion
of criticality that allows the seamless extension of the Birnbaum importance
to non-coherent systems, see [ABGT16*]. As a key feature, the novel defini-
tion makes the computation and encoding straightforward with well-established
techniques such as Binary Decision Diagrams (BDDs) or Success Trees (STs).
Several examples and a case study illustrate the findings.

4.1 Related Work
Reliability IMs are analytical models developed to quantitatively appraise the
contribution of a component to its system reliability. Since the seminal work
of [Bir69], a variety of reliability IMs have been introduced to cope with al-
ternative sensitivity questions that emerge in alternative applications. The
works of [AN10], [KZ12b], [VL99], and the monograph in [KZ12a] offer broad
overviews.

A central intuition for the definition of several reliability IMs is the notion of
criticality.

Definition 4.1 A component is said to be critical if a system is in such a state
that

Ψ(1𝑖,𝜙∼𝑖) ̸= Ψ(0𝑖,𝜙∼𝑖
). (4.1)

That is a switch from working to failed or from failed to working of component
𝑖 provokes the occurrence of the top event.

Here, 𝜙∼𝑖 is the state vector of the system without component 𝑖. Then, the
Birnbaum IM is defined as

ℐ𝐵
𝑖 = 𝒫 (Ψ(1𝑖,𝜙∼𝑖) − Ψ(0𝑖,𝜙∼𝑖)) = E (Ψ(1𝑖,𝜙∼𝑖) − Ψ(0𝑖,𝜙∼𝑖)) . (4.2)

[Bir69] shows that, if I) the system is coherent, and II) we assume that the
occurrences of the basic events are probabilistically independent, then

ℐ𝐵
𝑖 = 𝜕ℛ

𝜕𝑝𝑖

, (4.3)

where 𝑝𝑖 = 𝒫(𝜙𝑖 = 1) is the probability that basic event 𝑖 occurs. The Birnbaum
IM has very clear mathematical and probabilistic interpretations. For coherent
systems and independent failures, the Birnbaum importance of a component is
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the partial derivative of the system reliability function with respect to the com-
ponent success probability. Probabilistically, again for coherent systems, the
Birnbaum IM is the probability that the system is in such a state that the com-
ponent of interest is critical to the system success. There are plenty of research
in the literature to extend Birnbaum IM to time-independent IMs and gener-
alize that for non-coherent systems. Before explicitly discuss these approaches,
we introduce two other notable IMs: Risk Achievement Worth (RAW) and Risk
Reduction Worth (RRW) [VDDS83, VL99, BS12]. The RAW of a component is
defined as

𝑅𝐴𝑊𝑖 =
𝒫
(︁
Ψ(0𝑖,𝜙∼𝑖)

)︁
𝒫
(︁
Ψ(𝜙)

)︁ (4.4)

and it represents the ratio between the conditional system unreliability given
that component 𝑖 has failed and the unconditional system unreliability. Sim-
ilarly, RRW is defined as the ratio between the system unreliability and the
system conditional unreliability given that basic event 𝑖 is assumed to work
properly:

𝑅𝑅𝑊𝑖 =
𝒫
(︁
Ψ(𝜙)

)︁
𝒫
(︁
Ψ(1𝑖,𝜙∼𝑖)

)︁ . (4.5)

Both RAW and RRW are time dependent. We rewrite them to evidence time
dependence as follows: First, we note that, when time is explicitly taken into
consideration, the quantities 𝒫

(︁
Ψ(0𝑖,𝜙∼𝑖)

)︁
and 𝒫

(︁
Ψ(1𝑖,𝜙∼𝑖)

)︁
are, respectively,

the conditional system reliability 𝒰(𝜏 |𝜙𝑖 = 0) and 𝒰(𝜏 |𝜙𝑖 = 1) given that
component 𝑖 is always failed/always reliable at time 𝜏 . Then, for the sake of
notation simplicity, we write

𝒰+
𝑖 (𝜏) = 1 −ℛ+

𝑖 (𝜏) = 𝒰(𝜏 |𝜙𝑖 = 1) = 𝒫
(︁
Ψ(1𝑖,𝜙∼𝑖)

)︁
and

𝒰−
𝑖 (𝜏) = 1 −ℛ−

𝑖 (𝜏) = 𝒰(𝜏 |𝜙𝑖 = 0) = 𝒫
(︁
Ψ(0𝑖,𝜙∼𝑖)

)︁
.

(4.6)

The functions ℛ+
𝑖 (𝜏) (or 𝒰+

𝑖 (𝜏)) and ℛ−
𝑖 (𝜏) (or 𝒰−

𝑖 (𝜏)) in Equation (4.6) denote
the nominal system reliability (or unreliability) function and the conditional sys-
tem reliability (unreliability) function given that component 𝑖 is always working
or has failed, respectively. We then rewrite RAW and RRW evidencing their
time dependence as

𝑅𝐴𝑊𝑖(𝜏) = 𝒰−
𝑖 (𝜏)
𝒰(𝜏) and 𝑅𝑅𝑊𝑖(𝜏) = 𝒰(𝜏)

𝒰+
𝑖 (𝜏) . (4.7)

Observe that the expression of which we are evaluating the probability in
Equation (4.3) is not a fully Boolean logic expression. Such expression appears,
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instead, in [ZL13], which proposes a Boolean representation of the Birnbaum
IM for coherent systems based on logical differential calculus, obtaining

ℐ𝑍𝐿
𝑖 = 𝒫

(︃
𝜕Ψ
𝜕𝜙𝑖

)︃
= 𝒫

(︁
Ψ(1𝑖, 𝜙∼𝑖) ∧ Ψ(0𝑖, 𝜙∼𝑖)

)︁
= ℐ𝐵

𝑖 , (4.8)

where ∧ is the logic AND operator and Ψ = 𝑁𝑂𝑇 (Ψ). Logical differential
calculus [TTB85] is used in [ZLK15] to evaluate the Birnbaum IM using Binary
Decision Diagrams (BDDs).

4.1.1 Time-Independent Importance Measures
[BP75] introduces a modification of the Birnbaum importance which leads to
the well known time-independent Barlow-Proschan IM:

ℐ𝐵𝑃
𝑖 =

∫︁ ∞

0
𝒫 (Ψ(1𝑖,𝜙∼𝑖) − Ψ(0𝑖,𝜙∼𝑖)) 𝑑𝑞𝑖(𝜏), (4.9)

where 𝑞𝑖(𝜏) is the cumulative distribution function of the failure time of com-
ponent 𝑖. A notable probabilistic interpretation of the Barlow-Proschan IM is
that ℐ𝐵𝑃

𝑖 is the probability that the time at which component 𝑖 fails coincides
with the time at which the system fails.

A further notable time-independent IM has been proposed in [Nat79]. The
Natvig IM is defined mathematically as

ℐ𝑁
𝑖 = E(𝑍𝑖)∑︀𝑛

𝑗=1 E(𝑍𝑗)
, (4.10)

where
E(𝑍𝑖) =

∫︀∞
0

∑︁
(0𝑖,𝜙∼𝑖)

∏︁
𝑗 ̸=𝑖

𝑞𝑗(𝜏)1−𝜙𝑗 𝑝𝑗(𝜏)𝜙𝑗×

∫︀∞
0

(︂
𝑅(𝐻(1𝑖,𝜙∼𝑖)(𝑢)) − 𝑅(𝐻(0𝑖,𝜙∼𝑖)(𝑢))

)︂
𝑑𝑢𝑞𝑖𝑑𝜏

(4.11)

with
𝐻

(1𝑖,𝜙∼𝑖) = {𝐻
𝜙1
1,𝜏 (𝑢), . . . , 𝐻

1
𝑖,𝜏 (𝑢), . . . , 𝐻

𝜙𝑛

𝑛,𝜏 (𝑢)}, (4.12)

𝐻
(0𝑖,𝜙∼𝑖) = {𝐻

𝜙1
1,𝜏 (𝑢), . . . , 𝐻

0
𝑖,𝜏 (𝑢), . . . , 𝐻

𝜙𝑛

𝑛,𝜏 (𝑢)}, (4.13)
and

𝐻
1
𝑖,𝜏 (𝑢) = 𝑝𝑖(𝜏 + 𝑢)

𝑝𝑖(𝜏) , 𝐻
0
𝑖,𝜏 (𝑢) = 0. (4.14)

In Equation (4.11), 𝐻
1
𝑖,𝜏 (𝑢) is the conditional probability that component 𝑖 will

not fail (conditional reliability) in time 𝜏 + 𝑢, given that it has not failed till 𝑢
and conditional on the state 𝜙 of the system. Relevant to our work is the in-
terpretation of Natvig’s IM. The Natvig IM is the expected reduction in system
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lifetime due to the failure of component 𝑖. Namely, Natvig’s most important
component is the component that reduces the system lifetime the most. Neither
the Barlow-Proschan nor the Natvig IMs are defined for non-coherent systems.
Further analysis of time-independent IMs can be found in the works of [Iye92],
who extends the Barlow-Proschan IM to the case of dependent components,
of [Xie87] and [XB91] who propose a yield time-independent lifetime impor-
tance. Recently, [EJSS13] introduce time-dependent and time-independent IMs
based on the concept of entropy. The works in [NHR11] and [HN13] extend the
definitions to measure the importance of components in repairable multi-state
systems.

4.1.2 Importance Measures for Non-coherent Systems
Andrews and Beeson [AB03] address the extension of the Birnbaum IM for
non-coherent systems. There, the probability that component 𝑖 is critical is
expressed as

ℐ𝐴𝐵
𝑖 = 𝜕ℛ

𝜕𝑝𝑖

+ 𝜕ℛ
𝜕𝑞𝑖

. (4.15)

ℐ𝐴𝐵
𝑖 is then the sum of the probabilities that component 𝑖 is failure- (𝜕ℛ

𝜕𝑝𝑖

)

and repair-critical (𝜕𝒰
𝜕𝑞𝑖

). Most recently, Vaurio [Vau16] proposes an alternative
extension of the Birnbaum IM for non-coherent systems. Vaurio’s extension
considers the difference of the two partial derivatives as follows:

ℐ𝑉
𝑖 = 𝜕ℛ

𝜕𝑝𝑖

− 𝜕ℛ
𝜕𝑞𝑖

. (4.16)

The difference in Equation (4.15) is motivated by Vaurio from a mathematical
viewpoint. In fact, 𝜕ℛ

𝜕𝑝𝑖

− 𝜕ℛ
𝜕𝑞𝑖

is the total derivative of the reliability polynomial
with respect to 𝑝𝑖. This result is a consequence of constraint 𝑞𝑖 +𝑝𝑖 = 1 for every
component and is a particular case of the results in [Bor08] (see Appendix A
for a formal discussion). However, 𝜕ℛ

𝜕𝑝𝑖

could be lower than 𝜕ℛ
𝜕𝑞𝑖

, leading to
a negative Birnbaum importance. This would conflict with the probabilistic
interpretation of the Birnbaum IM. Thus, Vaurio’s extension retains the meaning
of the Birnbaum IM as the rate of change of ℛ with respect to 𝑝𝑖 and is based
on a mathematical rationale. Indeed, retaining the negative sign could still be
informative. A negative sign would simply mean that the system is non-coherent
and the terms multiplying 𝑝𝑖 are, of magnitude, less than the terms multiplying
𝑞𝑖. However, this analysis shows another aspect. For a non-coherent system,
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Table 4.1: A comparison of the discussed IMs including the proposed extensions
(shaded in gray).

approach type of system time-dependent Boolean
expressioncoherent non-coherent

ℐ𝐵 [Bir69] yes no yes no
RAW [VDDS83] yes no yes no
RRW [BS12] yes no yes no
ℐ𝑍𝐿 [ZL13] yes no yes yes
ℐ𝐵𝑃 [BP75] yes no no no
ℐ𝑁 [Nat79] yes no no no
ℐ𝐴𝐵 [AB03] yes yes yes no
ℐ𝑉 [Vau16] yes yes yes no
ℐ𝐵𝐴𝐺𝑇 [BAGT16*] yes yes no no
ℐ𝐴𝐵𝐺𝑇 [ABGT16*] yes yes yes yes

the mathematical and probabilistic interpretations of the Birnbaum IMs become
distinct and do not apply simultaneously.

In the following section, we first investigate and address a new time-independent
reliability IM (represented by ℐ𝐵𝐴𝐺𝑇 ) which applies to both coherent and non-
coherent systems. Furthermore, we introduce a novel extension of that, for the
first time, relies on a fully Boolean expression of the concept of criticality for
a non-coherent system. This enables the calculation of the Birnbaum impor-
tance using well-established techniques for Boolean function representation and
manipulation. The latter one is referred to as ℐ𝐴𝐵𝐺𝑇 . Table 4.1 provides a syn-
thetic illustration of these approaches. In summary, ℐ𝐵, RAW, RRW, and ℐ𝑍𝐿

support only coherent systems. However, ℐ𝐴𝐵, ℐ𝑉 , ℐ𝐵𝐴𝐺𝑇 , and ℐ𝐴𝐵𝐺𝑇 extend
the notion of criticality to non-coherent systems. Among these approaches, ℐ𝑍𝐿

and ℐ𝐴𝐵𝐺𝑇 are represented by Boolean expressions. Also, ℐ𝐵𝑃 , ℐ𝑁 , and ℐ𝐵𝐴𝐺𝑇

are time-independent.
Several other IMs have been introduced in the literature, but cannot be com-

prised within the present thesis. The Fussel-Vesely [Fus75], Differential [BA01]
and its extensions [DBB10], the Criticality [CPS98], the Total Order IM [Bor10,
BCG+11], and the cost-IM [WC13] represent some examples. We refer to [KZ12a]
for a complete overview.
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4.2 Importance Measure Analysis Using Stochastic
Logic

In the following, we propose an analysis technique which evaluates IM and that
is efficient for even complex systems. More importantly, this approach can be
integrated into DSE techniques to automate the analysis. The proposed ap-
proach is introduced in two steps: First, we introduce a naïve algorithm to
determine reliability IMs, i. e., the algorithm performs a sequential IM analysis
of all components as typically used in existing work. Second, we present our ef-
ficient reliability IM algorithm which is capable of computing the reliability IMs
of all components concurrently. Finally, we explain how the proposed algorithm
can be extended to measure structural importance of components in a system.

Reliability analysis is an essential part in IM analysis. Analytical reliabil-
ity analysis approaches (e. g., probability calculus, BDD, Markov models, etc.)
are accurate, however for large systems, especially in the case of dependencies
among the reliability of components, the analysis may be very difficult to per-
form [AGRT13*]. In the following, the stochastic logic-based analysis approach
as presented in Chapter 3.3 is exploited. Employing stochastic logic, the relia-
bility IM of each individual component 𝑥 in a system can be computed by the
following steps:

1. Analyzing the reliability of the system with the assumption that compo-
nent 𝑥 is working properly (ℬ𝜏 (𝑥) = {1}𝑙). The output reliability of the
system, in this case, is 𝒫(Ψ(1𝑥,𝜙∼𝑥)).

2. Analyzing the reliability of the system with the assumption that compo-
nent 𝑥 has failed (ℬ𝜏 (𝑥) = {0}𝑙). The output reliability of the system, in
this case, is 𝒫(Ψ(0𝑥,𝜙∼𝑥)).

3. Evaluating the IM for component 𝑥 according to Equation (4.2).

This process is more specifically discussed in Algorithm 4, where
ℬ𝜏
|𝑥=1 ≈ 𝒫(Ψ(1𝑥,𝜙∼𝑥)) and ℬ𝜏

|𝑥=0 ≈ 𝒫(Ψ(0𝑥,𝜙∼𝑥)). The naïve approach re-
quires analyzing the reliability function for each component twice (for the two
different cases 𝑥 = 1 and 𝑥 = 0). Therefore, the computational overhead of this
algorithm is 2 · |𝑋| where |𝑋| is the number of components in the system.
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Algorithm 4 Derivation of IMs using the ST-based naïve approach [Bir69].
Ensure: getReliabilityBitstream(bitstreams): returns the reliability bit stream

with the specified input bit streams [AGRT13*]
1: importances // a map that stores ℐ𝐵

𝑥 for each component 𝑥
2: bitstreams // a map that stores ℬ𝜏 (𝑥) for each component 𝑥
3: for all 𝑥 ∈ 𝑋 do
4: ℬ𝜏 (𝑥) = {1}𝑙

5: bitstreams.put(𝑥, ℬ𝜏 (𝑥))
6: for all 𝑥′ ∈ 𝑋 ∧ 𝑥′ ̸= 𝑥 do
7: ℬ𝜏 (𝑥′) = {1, 0}𝑙 ≈ ℛ𝑥′(𝜏)
8: bitstreams.put(𝑥′, ℬ𝜏 (𝑥′))
9: end for

10: ℬ𝜏
|𝑥=1 = getReliabilityBitstream(bitstreams)

11: ℬ𝜏 (𝑥) = {0}𝑙

12: bitstreams.put(𝑥, ℬ𝜏 (𝑥))
13: ℬ𝜏

|𝑥=0 = getReliabilityBitstream(bitstreams)
14: ℐ𝐵

𝑥 = |ℬ𝜏
|𝑥=1| − |ℬ𝜏

|𝑥=0|
15: importances.put(𝑥, ℐ𝐵

𝑥 )
16: end for
17: return importances

In probability theory, the conditional probability 𝒫(𝐴|𝐵) is equivalent to
𝒫(𝐵|𝐴) · 𝒫(𝐴)

𝒫(𝐵) , therefore, the Birnbaum IM in Equation (4.2) can be re-written
as

ℐ𝐵
𝑥 = 𝒫(Ψ (𝑋) = 1|𝑥 = 1) − 𝒫(Ψ (𝑋) = 1|𝑥 = 0) (4.17a)

= 𝒫(𝑥 = 1|Ψ (𝑋) = 1) · 𝒫(Ψ (𝑋) = 1)
𝒫(𝑥 = 1) − (4.17b)

𝒫(𝑥 = 0|Ψ (𝑋) = 1) · 𝒫(Ψ (𝑋) = 0)
𝒫(𝑥 = 0) . (4.17c)

Stochastic logic requires a certain length of the bitstream. Instead of performing
IM analysis naïvely, we propose to employ one single run with a long enough
bitstream. Then for each component’s IM, those entries in the output bit-
stream where component 𝑥 was 1 are associated with 𝒫(𝑥 = 1|Ψ (𝑋) = 1).
Similarly, the entries where component 𝑥 was 0 are determined to evaluate
𝒫(𝑥 = 0|Ψ (𝑋) = 1).

Algorithm 5 explains how the equivalence of Birnbaum measures in
Equation (4.17b) and Equation (4.17c) can be simply and efficiently evaluated
by the proposed stochastic logic-based approach. In this algorithm, we first
produce a bit stream for each component 𝑥 ∈ 𝑋 in the system representing
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Algorithm 5 Derivation of IMs using the novel approach.
Ensure: getReliabilityBitstream(bitstreams): returns the reliability bit stream

with the specified input bit streams [AGRT13*]
1: importances // a map that stores ℐ𝐵

𝑥 for each component 𝑥
2: bitstreams // a map that stores ℬ𝜏 (𝑥) for each component 𝑥
3: for all 𝑥 ∈ 𝑋 do
4: ℬ𝜏 (𝑥) = {1, 0}𝑙 ≈ ℛ𝑥(𝜏)
5: bitstreams.put(𝑥, ℬ𝜏 (𝑥))
6: end for
7: ℬ𝜏 = getReliabilityBitstream(bitstreams)
8: for all 𝑥 ∈ 𝑋 do
9: ℐ𝐵

𝑥 = |ℬ𝜏
⋀︀

ℬ𝜏 (𝑥)|
ℛ𝑥(𝜏) − |ℬ𝜏

⋀︀
ℬ𝜏 (𝑥)|

𝒰𝑥(𝜏)
10: importances.put(𝑥, ℐ𝐵

𝑥 )
11: end for
12: return importances

the corresponding reliability ℬ𝜏 (𝑥) (Line 3). Then, the bit stream represen-
tation for the reliability of the system is generated (Line 7). Now, the IMs
for all components can be concurrently computed (Line 8). The probability in
Equation (4.17b) can be analyzed as

#∀𝑘≤𝑙(𝑏𝑘 = 1) ∧ (𝑏𝑘(𝑥) = 1)
#∀𝑘≤𝑙(𝑏𝑘 = 1) · #∀𝑘≤𝑙(𝑏𝑘 = 1)

𝑙
· 1
ℛ𝑥(𝜏) (4.18a)

= #∀𝑘≤𝑙(𝑏𝑘 = 1) ∧ (𝑏𝑘(𝑥) = 1)
𝑙

· 1
ℛ𝑥(𝜏) (4.18b)

= |ℬ𝜏 ⋀︀ℬ𝜏 (𝑥)|
ℛ𝑥(𝜏) . (4.18c)

Similarly, the probability in Equation (4.17c) is

#∀𝑘≤𝑙(𝑏𝑘 = 1) ∧ (𝑏𝑘(𝑥) = 0)
#∀𝑘≤𝑙(𝑏𝑘 = 1) · #∀𝑘≤𝑙(𝑏𝑘 = 1)

𝑙
· 1
𝒰𝑥(𝜏) (4.19a)

= #∀𝑘≤𝑙(𝑏𝑘 = 1) ∧ (𝑏𝑘(𝑥) = 0)
𝑙

· 1
𝒰𝑥(𝜏) (4.19b)

= |ℬ𝜏 ⋀︀ℬ𝜏 (𝑥)|
𝒰𝑥(𝜏) . (4.19c)

Here, 𝑏𝑘 and 𝑏𝑘(𝑥) denote the 𝑘𝑡ℎ bits of ℬ𝜏 and ℬ𝜏 (𝑥), respectively. The
operator ⋀︀ in Equation (4.18c) and Equation (4.19c) is the stochastic logic
binary AND gate which is operated on two bit streams instead of two bits. The
output of this operator is a bit stream.
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ℛ𝑥1 = 0.5 →ℬ6(𝑥1) = 011001

ℛ𝑥2 = 0.3 →ℬ6(𝑥2) = 010010
011001 = ℬ6

counters for 𝑥2:

RA

|ℬ(𝜏)
𝑙

⋀︀ℬ(𝜏)
𝑙 (𝑥2)| = 1

6 |ℬ(𝜏)
𝑙

⋀︀ℬ(𝜏)
𝑙 (𝑥2)| = 2

6

Figure 4.1: The novel stochastic logic-based IM analysis for two components
𝑥1, 𝑥2 based on two bit streams of length 6. 𝑅𝐴 refers to the em-
ployed reliability analysis tool. With Equations (4.18c) and (4.19c),
the importance ℐ𝐵

𝑥2 ≈ 0, 08 of 𝑥2 is almost zero while ℐ𝐵
𝑥1 = 1 shows

that 𝑥1 is the important component.

It is worth mentioning that although ℬ𝜏 and ℬ𝜏 (𝑥) represent ℛ(𝜏) and ℛ𝑥(𝜏),
respectively, Equation (4.18c) cannot be simplified to ℛ(𝜏) because of the relia-
bility dependency among them and the equation must be solved in the stochastic
logic domain (this is the same for Equation (4.19c)). Compared to Algorithm 4,
Algorithm 5 returns the IMs for all components of a system concurrently, re-
quiring only a single reliability analysis run. Figure 4.1 depicts an example on
how the novel approach works: For each component, a corresponding reliability
bit stream at time 𝜏 is generated and the reliability of the system is evaluated.
Then, a counter goes through the bit streams and analyzes all the IMs without
re-generating the bit streams or re-evaluating the reliability. One objection may
be that this may require to use longer bit streams than the naïve approach,
which we agree. However, the beauty of this technique is that long bit streams
(𝑙 > 1, 000, as shown in [AZ11*, AGRT13*]) will also result in a high accurate
reliability measure and at the same time, we may re-use the result to derive
the IMs with negligible timing overhead. In particular, the analysis time is(︁
2 ·𝑅𝐴𝑇 · |𝑋|+ 𝐼𝑀𝐴𝑇 · |𝑋|

)︁
for Algorithm 4 and

(︁
𝑅𝐴𝑇 + 𝐼𝑀𝐴𝑇 · |𝑋|

)︁
for Al-

gorithm 5 where, RAT stands for reliability analysis time, IMAT stands for IM
analysis time, and |𝑋| is the number of components. We have 𝑅𝐴𝑇 ≫ 𝐼𝑀𝐴𝑇 ,
thus, the proposed algorithm enhances the analysis time up to almost a factor
of 2 · |𝑋|.

Since Birnbaum structural IM is a special case of Birnbaum reliability IM
where all components have a constant reliability value ∀𝑥∈𝑋ℛ𝑥(𝜏) = 0.5, Algo-
rithm 5 can be also employed for structural IM analysis.
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4.2 Importance Measure Analysis Using Stochastic Logic

4.2.1 Automatic Importance Measure Analysis for both
Transient and Permanent Faults

During the lifetime of a system, the system may fail due to different phenom-
ena in its components: transient faults as induced for example by radiation or
permanent faults as, e. g., a result of aging effects. Consequently, not only re-
liability IMs should be capable of considering different fault types, they should
also consider that the importance of system components may change during the
system’s lifetime since, e. g., aging effects accumulate over time. This section
extends the previously introduced IM analysis to support both transient and
permanent faults that affect components and considers their impact on the ap-
plication. To present our combined analysis, we employ the classic graph-based
system model as proposed in Section 2.1. We assume that hardware resources
may be affected by permanent faults while executed software tasks are vulner-
able to transient faults.

The interesting conclusion behind this result is that it necessitates the analysis
of transient faults to accurately reflect the importance of components during
DSE. Consider the example in Figure 3.15. Suppose that the reliability of the
system before the time 𝜏𝑇 is of interest. The reliability of the resources in this
duration when considering only permanent faults is very high (almost 1). Thus,
the reliability IMs of these resources are also either near 1 (for resources with
no redundancy) or 0 (for resources with redundancy) which do not assist the
optimization in judging them. We recall that the impact of transient faults is
more important in this duration. Hence, the reliability IMs for task instances
better help to rank the components (either resources or task instances). The
IM analysis can then be categorized into the following scenarios:
Importance measure in the presence of permanent faults: The IM analy-
sis in this case is applied only to resources of a system and the assumption is that
there is no transient fault. The computations are similar to Equation (4.17a)
where the component 𝑥 ∈ 𝑋 refers to resource 𝑟 ∈ 𝛼:

ℐ𝐵
𝑟 = 𝒫 (Ψ(1𝑟,𝜙∼𝑟) − Ψ(0𝑟,𝜙∼𝑟)) . (4.20)

Here, 𝑟 = 1 models that there is no permanent fault on resource 𝑟.
Importance measure in the presence of transient faults: For this sce-
nario, one should analyze the overall system reliability as described in Sec-
tion 3.5. Due to the temporary effect of transient faults, we study the IMs of
task instances 𝑚 ∈ 𝛽 instead of resources. Hence, Equation (4.20) is extended
to

ℐ𝐵
𝑚 = 𝒫 (Ψ(1𝑚,𝜙∼𝑚) − Ψ(0𝑚,𝜙∼𝑚)) . (4.21)

Here, 𝑚 = 1 represents the case that there is no transient fault on resource 𝑟
when task instance 𝑚 is running on it. ℐ𝐵

𝑚 is then the probability that only a
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𝑡0

𝑡1

𝑟0 𝑟1

𝑟2

𝑚00 𝑚01

𝑚12

application architecture
mappings

implementation

(a) System implementation

𝑟2

𝑟1 𝑟0

(b) ST in the pres-
ence of perma-
nent faults

𝑚12 𝑟2

𝑚00 𝑟0𝑚01 𝑟1

(c) ST in the presence of both fault
types

Figure 4.2: (a) An application graph, resource graph, and mapping instances,
(b) the corresponding ST considering permanent faults, and (c) the
corresponding ST considering transient faults.

transient fault in 𝑚 makes the system to fail. The following example compares
these two scenarios.

Example 4.1 Figure 4.2 (a) shows an example of a system with corresponding
mapping instances. Task 𝑡0 is replicated on resources 𝑟0 and 𝑟1. Assume that
𝑞𝑟 of each resource 𝑟 is equal to 0.05. Also, 𝑞𝑚 of each task instance 𝑚 is equal
to 0.2. The ST of this system when analyzing permanent faults is presented in
Figure 4.2 (b). In this case, the system works properly if resource 𝑟2 and one
of the resources 𝑟0 or 𝑟1 work properly. Then, the IMs for the resources are:
ℐ𝐵

𝑟0 = 𝒫(𝑟2 ∧ 𝑟1) = 𝑝𝑟2 · 𝑞𝑟1 = 0.0475, ℐ𝐵
𝑟1 = 𝒫(𝑟2 ∧ 𝑟0) = 𝑝𝑟2 · 𝑞𝑟0 = 0.0475, and

ℐ𝐵
𝑟2 = 𝒫(𝑟0 ∨ 𝑟1) = 𝑝𝑟0 + 𝑝𝑟1 − 𝑝𝑟0 · 𝑝𝑟1 = 0.9975.
Now, considering transient faults, the ST is modeled in Figure 4.2 (c).

The system works properly if task instance 𝑚10 and one of the task in-
stances 𝑚00 or 𝑚01 work properly. The IMs for task instances are then:
ℐ𝐵

𝑚00 = 𝒫 (𝑟0 ∧ 𝑚11 ∧ 𝑟2 ∧ 𝑟1 ∧ 𝑚01) = 𝑝𝑟0 · 𝑝𝑚11 · 𝑝𝑟2 · (1 − 𝑝𝑟1 · 𝑝𝑚01) =
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4.3 A Novel Time-Independent Importance Measure

0.17328, ℐ𝐵
𝑚01 = 𝒫 (𝑟1 ∧ 𝑚11 ∧ 𝑟2 ∧ 𝑟0 ∧ 𝑚00) = 𝑝𝑟1 · 𝑝𝑚11 · 𝑝𝑟2 · (1 − 𝑝𝑟0 ·

𝑝𝑚00) = 0.17328, and ℐ𝐵
𝑚12 = 𝒫 (𝑟2 ∧ ((𝑚01 ∧ 𝑟1) ∨ (𝑚00 ∧ 𝑟0))) = 𝑝𝑟2 ·

(𝑝𝑚01 · 𝑝𝑟1 + 𝑝𝑚00 · 𝑝𝑟0 − 𝑝𝑚01 · 𝑝𝑟1 · 𝑝𝑚00 · 𝑝𝑟0) = 0.89528.

4.3 A Novel Time-Independent Importance
Measure

A common trait of reliability IMs is the intuition of comparing the nominal
system reliability with the conditional system reliability once component 𝑖 is
working (failed) throughout the system life. Indeed, RAW𝑖(𝜏) and RRW𝑖(𝜏) (see
Equation (4.7)) are the ratio at any time 𝜏 of the conditional and unconditional
system unreliability given that the component is always failed/always working,
respectively. Both these IMs are time dependent. To introduce an IM which is
time independent and well defined for both coherent and non-coherent systems,
we consider, instead of the reliability function, the system MTTF. In particular,
we are interested in the effect of the failure of component 𝑖 on the system MTTF.
We then define the importance of component 𝑖 as

ℐ𝐵𝐴𝐺𝑇−
𝑖 = |MTTF − MTTF−

𝑖 |, (4.22)

where MTTF−
𝑖 =

∞∫︀
0
ℛ−

𝑖 (𝜏)𝑑𝜏 is the conditional system MTTF given that the
Boolean variable of basic event 𝑖 is set to false at 𝜏 = 0.

The interpretation of the IM in Equation (4.22) is rather intuitive: It ranks
basic events based on the change that they cause to the system MTTF if they
become completely unreliable. In this respect, we observe that ℐ𝐵𝐴𝐺𝑇−

𝑖 delivers
to the analyst insights about how much the expected time to failure of the system
varies when component 𝑖 fails. The indication is then closer in intuition to
Natvig’s time-independent IM in Equation (4.10) than to the Barlow-Proschan
IM. However, the IM in Equation (4.22) is well posed also for non-coherent
systems. It also possesses an intuitive geometric interpretation, under suitable
conditions, which we are to discuss in the next subsection.

We observe that one might rewrite the proposed IM in normalized form as8

ℐ𝑁𝐵𝐴𝐺𝑇−
𝑖 = |MTTF − MTTF−

𝑖 |
MTTF , (4.23)

so that one obtains the percentage change in MTTF provoked by the failure of
component 𝑖.

8The advantage of normalization is that, as in the case of RAW or RRW, the obtained
numbers might be easier to communicate to decision-makers.
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Let us now discuss the properties of ℐ𝐵𝐴𝐺𝑇−
𝑖 . Barlow and Proschan show

that if component 𝑖 is in series with the rest of the system and if ∀𝑗 : 𝒰𝑖(𝜏) ≥
𝒰𝑗(𝜏), then this component is the most important one according to the Barlow-
Proschan definition of importance [Nat79]. We can prove a similar property for
the IM proposed here.

Proposition 4.1 Consider a coherent system. Then, if component 𝑖 is in series
with the rest of the system
1)

ℐ𝐵𝐴𝐺𝑇−
𝑖 = MTTF, (4.24)

2)
ℐ𝐵𝐴𝐺𝑇−

𝑖 ≥ ℐ𝐵𝐴𝐺𝑇−
𝑗 ∀𝑗 = 1, 2, . . . , 𝑛 (𝑖 ̸= 𝑗), (4.25)

and
3) the strict inequality holds if component 𝑗 is not in series with the rest of the
system.

Proposition 4.1 states that the ℐ𝐵𝐴𝐺𝑇−
𝑖 importance of basic event 𝑖 equals

the system MTTF if the basic event is in series with the system. Thus, the
importance of basic event 𝑖 is greater than or equal to the importance of any
other component in the system.

The expression of ℐ𝐵𝐴𝐺𝑇−
𝑖 can be computed analytically for a number of

systems. To illustrate, we show the calculation for a parallel system with expo-
nentially and independently distributed failure times (not necessarily identical)
as a first example.

Example 4.2 In a parallel system with independently and exponentially dis-
tributed failure times, we have

MTTF =
𝑛∑︁

𝑠=1

1
𝜆𝑠

−
𝑛∑︁

𝑠=1

𝑛∑︁
𝑙=1,𝑙 ̸=𝑠

1
𝜆𝑠 + 𝜆𝑙

+ ... + 1
𝑛∑︁

𝑠=1
𝜆𝑠

(4.26)

and

MTTF−
𝑖 =

𝑛∑︁
𝑠=1,𝑠 ̸=𝑖

1
𝜆𝑠

−
𝑛∑︁

𝑠=1,𝑠 ̸=𝑖

𝑛∑︁
𝑙=1,𝑙 ̸=𝑖,𝑠

1
𝜆𝑠 + 𝜆𝑙

+ ... + 1
𝑛∑︁

𝑠=1,𝑠 ̸=𝑖

𝜆𝑠

. (4.27)

Hence,

ℐ𝐵𝐴𝐺𝑇−
𝑖 = 1

𝜆𝑖

−
𝑛∑︁

𝑠=1,𝑠 ̸=𝑖

1
𝜆𝑠 + 𝜆𝑖

+ ... + 1
𝑛∑︁

𝑠=1
𝜆𝑠

. (4.28)
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To clarify this last expression, in a parallel system of 3 components, we have

MTTF = 1
𝜆1

+ 1
𝜆2

+ 1
𝜆3

− 1
𝜆1 + 𝜆2

− 1
𝜆1 + 𝜆3

− 1
𝜆2 + 𝜆3

+ 1
𝜆1 + 𝜆2 + 𝜆3

(4.29)

and considering the third component, 𝑖 = 3

MTTF−
3 = 1

𝜆1
+ 1

𝜆2
− 1

𝜆1 + 𝜆2
(4.30)

so that
ℐ𝐵𝐴𝐺𝑇−

3 = 1
𝜆3

− 1
𝜆1 + 𝜆3

− 1
𝜆2 + 𝜆3

+ 1
𝜆1 + 𝜆2 + 𝜆3

(4.31)

While we have focused on failures, so far, a twin IM of ℐ𝐵𝐴𝐺𝑇−
𝑖 can be natu-

rally introduced looking at success. By symmetry, one can compare the nominal
system MTTF and the conditional system MTTF given that component 𝑖 is per-
fectly reliable. One can then propose

ℐ𝐵𝐴𝐺𝑇 +
𝑖 = |MTTF − MTTF+

𝑖 |, (4.32)

where MTTF+
𝑖 =

∞∫︀
0
ℛ+

𝑖 (𝜏)𝑑𝜏 is the conditional system MTTF given that com-
ponent 𝑖 is made perfectly reliable. From a Boolean logic’s viewpoint, this
means that the Boolean variable of basic event (component) 𝑖 is set to true
(working state) during the lifetime of the system. Here, ℛ+

𝑖 (𝜏) denotes the sys-
tem reliability conditional on the fact that component 𝑖 is always working (see
Equation (4.6)). Using ℐ𝐵𝐴𝐺𝑇 +

𝑖 , we rank components depending on how much
ameliorations in their reliability change (improve if the system is coherent) the
system MTTF.

4.3.1 Geometric and Probabilistic Interpretations
The IM introduced in the previous section possesses an intuitive geometric and
probabilistic interpretation, under the condition that the system is time consis-
tent. We define this notion as follows:

Definition 4.2 A system is time consistent for failures if either ℛ(𝜏) ≥ ℛ−
𝑖 (𝜏)

or ℛ(𝜏) ≤ ℛ−
𝑖 (𝜏), for all 𝜏 ∈ [0,∞].

Definition 4.2 refers to the nominal system reliability and the conditional
reliability given that one component has failed since the start of the system life.
Intuitively, we would expect that the system with the failed component has a
lower reliability than the nominal system at any time 𝜏 . Indeed, consider a
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parallel system of 𝑛 components with reliability ℛ(𝜏). Then, once component
𝑖 is assumed failed, ℛ−

𝑖 (𝜏) becomes the reliability of a parallel system of 𝑛 − 1
components. This system has a lower redundancy than the previous system and,
intuitively, one would expect that ℛ−

𝑖 (𝜏) is lower than ℛ(𝜏) at any time. This
is why RAW𝑖(𝜏) has been defined with 𝒰−

𝑖 (𝜏) at the numerator: We expect
a number greater than unity. However, we know that this intuition fails for
non-coherent systems; for some components of a non-coherent system, we might
have ℛ−

𝑖 (𝜏) ≥ ℛ(𝜏). Definition 4.2 adds to these inequalities a further question,
asking whether ℛ−

𝑖 (𝜏) ≤ (≥)ℛ(𝜏) for any time 𝜏 , that is throughout the system
lifetime. If a system is not time consistent, then there can be one or more times
𝜏 * such that ℛ−

𝑖 (𝜏) ≤ (≥)ℛ(𝜏) for 𝜏 ≤ 𝜏 * and ℛ−
𝑖 (𝜏) ≥ (≤)ℛ(𝜏) for 𝜏 > 𝜏 *.

Definition 4.2 is equivalent to a second-order stochastic dominance condi-
tion between the nominal system and the system with one component always
failed. Hence, Definition 4.2 makes our work tangential to the field of stochastic
comparison among systems, which is a widely studied subject in the reliabil-
ity analysis of complex systems. Here, [BS04], [NR10], [NPD15], and [GMK15]
provide a broad overview. A comparison of the notion of time consistency for
failures with alternative definitions of stochastic dominance requires a dedicated
work and is outside the scope of the present work. We limit ourselves to note
that the type of stochastic dominance implied by Definition 4.2 is a special case
of the stochastic dominance questions usually asked in the reliability literature,
where the system residual lifetime at time 𝜏 given alternative configurations of
the system is of interest. In particular, as a consequence of the results in [PP02]
and [LL03], we are reassured that ℛ(𝜏) ≥ ℛ−

𝑖 (𝜏) if the system is coherent and
independent failures are assumed. However, also a non-coherent system can be
time consistent, as the example in Section 4.3.5 shows.

The reason for introducing Definition 4.2 in this work is that this definition
allows ℐ𝐵𝐴𝐺𝑇−

𝑖 to acquire intuitive geometric and probabilistic interpretations,
besides the original meaning of the difference between MTTFs. It can be proven
that the following necessary and sufficient condition for time consistency holds
(see Appendix B for all proofs).

Theorem 4.1 A system is time consistent for failures if and only if

ℐ𝐵𝐴𝐺𝑇−
𝑖 = |MTTF − MTTF−

𝑖 | =
∞∫︁

0

|ℛ(𝜏) −ℛ−
𝑖 (𝜏)|𝑑𝜏 . (4.33)

Theorem 4.1 suggests that a system is time consistent if and only if a basic
event whose occurrence (failure) leads to the greatest change in the system
MTTF is also the one that leads to the greatest shift in the system reliability
function. Now, from a probabilistic viewpoint, the reliability function ℛ(𝜏)
reflects the degree of belief of the analyst about the likelihood of system success
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Figure 4.3: Geometric interpretation of ℐ𝐵𝐴𝐺𝑇−
𝑖 for I) a time-consistent system

and II) a time-inconsistent system.

throughout its life. The conditional reliability function ℛ−
𝑖 (𝜏) reflects the same

degree of belief but conditional on assuming that basic event 𝑖 is set to false.
Then, the quantity:

𝑄𝑖 =
∫︁ ∞

0
|ℛ(𝜏) −ℛ−

𝑖 (𝜏)|𝑑𝜏 (4.34)

measures the shift in the analyst’s degree of belief about the likelihood of system
failure, given that she has information that basic event 𝑖 is set to false. Because
|ℛ(𝜏) −ℛ−

𝑖 (𝜏)| = |𝒰(𝜏) − 𝒰−
𝑖 (𝜏)|, we can also write

𝑄𝑖 =
∫︁ ∞

0
|𝒰(𝜏) − 𝒰−

𝑖 (𝜏)|𝑑𝜏. (4.35)

Because 𝒰(𝜏) and 𝒰−
𝑖 (𝜏) are cumulative distribution functions, 𝑄𝑖 is the

Wasserstein-Kantorovich distance between the conditional and unconditional
system unreliability (or reliability) functions (see [BZP+13, ZYXZ14] for a re-
view of the use of distances in reliability analysis).
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This leads to the geometric interpretation of the proposed IM: If a system
is time consistent for failures, then ℐ𝐵𝐴𝐺𝑇−

𝑖 is the area enclosed between the
conditional and unconditional reliability functions (see Figure 4.3a). Therefore,
under time consistency, it is equivalent to consider the effect of a basic event
occurrence as the magnitude of the difference between MTTFs or as the area
between the conditional and unconditional reliability functions.

Theorem 4.1 gives also a test for time consistency. In fact, if the equality
ℐ𝐵𝐴𝐺𝑇−

𝑖 = 𝑄𝑖 holds, then the system is time consistent for failures. Conversely,
if the equality does not hold, the system is not time consistent for failures. In
this case, ℐ𝐵𝐴𝐺𝑇−

𝑖 still possesses a geometric interpretation as the absolute value
of the difference between the two areas 𝐴> and 𝐴< highlighted in Figure 4.3b
(see Appendix C for the details).

Our discussion has focused on failures so far. However, similar considerations
hold for ℐ𝐵𝐴𝐺𝑇 +

𝑖 . Formally, we can define the concept of time consistency for
success as follows.

Definition 4.3 A system is time consistent for component success if either
ℛ(𝜏) ≤ ℛ+

𝑖 (𝜏) or ℛ(𝜏) ≥ ℛ+
𝑖 (𝜏), for all 𝜏 ∈ [0,∞].

Definition 4.3 has a symmetric interpretation with respect to Definition 4.2,
which we omit for brevity. It is also possible to see9 that a system is time
consistent for success if and only if

ℐ𝐵𝐴𝐺𝑇 +
𝑖 = |MTTF − MTTF+

𝑖 | =
∞∫︁

0

|ℛ(𝜏) −ℛ+
𝑖 (𝜏)|𝑑𝜏. (4.36)

That is, if a system is time consistent for success, ℐ𝐵𝐴𝐺𝑇 +
𝑖 I) coincides with

the Wasserstein-Kantorowich distance between ℛ(𝜏) and ℛ+
𝑖 (𝜏) and II) is the

area enclosed between the conditional and unconditional reliability functions.
Equation (4.36) results in a test of time consistency for success.

In the next section, we offer a series of examples that illustrate ℐ𝐵𝐴𝐺𝑇
𝑖 as

a new IM, compare it to alternative IMs, and investigate the notion of time
consistency further.

4.3.2 Examples
This section presents a number of examples to illustrate the new IM and the
concept of time consistency. All calculations can be performed analytically.

9The proof replicates the one of Theorem 4.1.
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Figure 4.4: (a) Birnbaum, (b) RAW, and (c) RRW IMs for the 2-out-of-3 sys-
tem.

4.3.3 2-out-of-3 with Exponential Failure Times
As a first example, we consider a 2-out-of-3 system. The structure function is

Ψ = 𝜙1𝜙2 + 𝜙1𝜙3 + 𝜙2𝜙3 − 2𝜙1𝜙2𝜙3. (4.37)

Assuming that failures are probabilistically independent and exponentially dis-
tributed, we obtain the well known expression for the system reliability as:

ℛ(𝜏) = 𝑒−𝜆1𝜏 · 𝑒−𝜆2𝑡 + 𝑒−𝜆1𝜏 · 𝑒−𝜆3𝜏 + 𝑒−𝜆2𝜏 · 𝑒−𝜆3𝜏

− 2 · 𝑒−𝜆1𝜏 · 𝑒−𝜆2𝜏 · 𝑒−𝜆3𝜏 − 2 · 𝑒−𝜆1𝜏 · 𝑒−𝜆2𝜏 · 𝑒−𝜆3𝜏 . (4.38)

In the remainder, we let 𝜆1 = 0.01, 𝜆2 = 0.02, and 𝜆3 = 0.03. Now, let us
perform a time-dependent analysis using the Birnbaum, RAW, and RRW IMs.
The detailed calculations are reported in Appendix D.
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Table 4.2: MTTF−, MTTF+, ℐ𝐵𝐴𝐺𝑇−, ℐ𝐵𝐴𝐺𝑇 +, and ℐ𝐵𝑃 for the components
of the 2-out-of-3 system.

component 𝑖 MTTF−
𝑖 MTTF+

𝑖 ℐ𝐵𝐴𝐺𝑇−
𝑖 ℐ𝐵𝐴𝐺𝑇 +

𝑖 ℐ𝐵𝑃
𝑖

1 20 63.02 25 18.02 0.25
2 25 108.46 20 63.46 0.40
3 33.33 116.08 11.66 71.08 0.35

Graph (a) in Figure 4.4 displays the Birnbaum importance ℐ𝐵
𝑖 (𝜏) as a function

of time for the three components. At time 𝜏1, we have ℐ𝐵
1 > ℐ𝐵

2 > ℐ𝐵
3 , while at

times 𝜏2, 𝜏3, 𝜏4, we have ℐ𝐵
2 > ℐ𝐵

1 > ℐ𝐵
3 , ℐ𝐵

2 > ℐ𝐵
3 > ℐ𝐵

1 , and ℐ𝐵
3 > ℐ𝐵

2 > ℐ𝐵
1 ,

respectively. As can be seen, the rankings induced by the Birnbaum IM may
significantly change over time.

Let us now come to RAW𝑖(𝜏) and RRW𝑖(𝜏). Graphs (b) and (c) in Figure 4.4
display the RAW and RRW of the three components as a function of time. We
observe that RAW ranks the components as RAW1 > RAW2 > RAW3 for any
time 𝜏 . With RRW, instead, we register RRW3 > RRW2 > RRW1, for any time
𝜏 .

Let us now come to a time-independent reliability analysis using ℐ𝐵𝐴𝐺𝑇−

and ℐ𝐵𝐴𝐺𝑇 +. The MTTF of the system is 45. The conditional MTTFs and
consequently ℐ𝐵𝐴𝐺𝑇− and ℐ𝐵𝐴𝐺𝑇 + are shown in Table 4.2. Component 1 is
the component whose failure changes the system’s MTTF the most, followed
by component 2 and component 3. These results are in agreement with the
ranking induced by RAW. Table 4.2 reports also the values of ℐ𝐵𝐴𝐺𝑇 +. The
values of ℐ𝐵𝐴𝐺𝑇 + show that component 3 is the component that, if made perfect,
causes the greatest increase in the system’s MTTF. Component 3 is followed by
components 2 and 1, respectively. This is the same ranking induced by RRW.

At last, we compare the rankings obtained by ℐ𝐵𝐴𝐺𝑇−
𝑖 and ℐ𝐵𝐴𝐺𝑇 +

𝑖 with the
ranking obtained using the Barlow-Proschan IM. The values of the Barlow-
Proschan IMs are shown in Table 4.2. According to ℐ𝐵𝑃

𝑖 component 2 is the
most important, followed by components 3 and 1. This result shows little agree-
ment with those from ℐ𝐵𝐴𝐺𝑇− and ℐ𝐵𝐴𝐺𝑇 +, confirming the different intuition
underlying the IMs.

4.3.4 Bridge System with Weibull Failure Times
In realistic applications, analysts may wish to model effects of degradation and
wear-outs. As a second example, we consider again a coherent system, the
well-known bridge system, and we allow for time-varying failure rates.
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1
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Figure 4.5: The bridge system with 5 components.

Consider the bridge system in Figure 4.5 with the following structure function:

Ψ = (𝜙1 ∧ 𝜙3) ∨ (𝜙2 ∧ 𝜙4) ∨ (𝜙1 ∧ 𝜙4 ∧ 𝜙5) ∨ (𝜙2 ∧ 𝜙3 ∧ 𝜙5) (4.39)

Assuming independent failures, the system reliability at time 𝜏 is given by

ℛ(𝜏) = 𝑝1(𝜏)𝑝3(𝜏) + 𝑝2(𝜏)𝑝4(𝜏) + 𝑝1(𝜏)𝑝5(𝜏)𝑝4(𝜏) + 𝑝2(𝜏)𝑝3(𝜏)𝑝5(𝜏)
− 𝑝1(𝜏)𝑝2(𝜏)𝑝3(𝜏)𝑝4(𝜏) − 𝑝1(𝜏)𝑝3(𝜏)𝑝4(𝜏)𝑝5(𝜏) − 𝑝1(𝜏)𝑝2(𝜏)𝑝3(𝜏)𝑝5(𝜏)
− 𝑝1(𝜏)𝑝2(𝜏)𝑝4(𝜏)𝑝5(𝜏) − 𝑝2(𝜏)𝑝3(𝜏)𝑝4(𝜏)𝑝5(𝜏) + 2𝑝1(𝜏)𝑝2(𝜏)𝑝3(𝜏)𝑝4(𝜏)𝑝5(𝜏),

(4.40)

where 𝑝𝑖(𝜏) = 𝒫(𝜙𝑖 = 1; 𝜏) for 𝑖 = 1, 2, 3, 4, 5. To model aging effects, analysts
frequently use the Weibull distribution assigning

𝑝𝑖(𝜏) = 𝑒
−( 𝜏

𝜆𝑖
)𝛽𝑠

𝑖

, (4.41)

with (𝜆1, 𝛽𝑠
1) = (0.01, 6), (𝜆2, 𝛽𝑠

2) = (0.02, 8), (𝜆3, 𝛽𝑠
3) = (0.03, 6), (𝜆4, 𝛽𝑠

4) =
(0.04, 5), and (𝜆5, 𝛽𝑠

5) = (0.05, 8). With these numerical values, the overall
MTTF of the system is 1.63.

Figure 4.5 compares the Birnbaum, RAW, and RRW time-dependent IMs for
this system. As opposed to the previous example, the ranking of the components
varies with time not only for the Birnbaum but also for the RAW and RRW
IMs.

Table 4.3 presents ℐ𝐵𝐴𝐺𝑇−
𝑖 , ℐ𝐵𝐴𝐺𝑇 +

𝑖 , and ℐ𝐵𝑃
𝑖 for 𝑖 = 1, 2, 3. The numerical

values in Table 4.3 indicate that: ℐ𝐵𝐴𝐺𝑇−
3 > ℐ𝐵𝐴𝐺𝑇−

1 > ℐ𝐵𝐴𝐺𝑇−
4 > ℐ𝐵𝐴𝐺𝑇−

2 >
ℐ𝐵𝐴𝐺𝑇−

5 , ℐ𝐵𝐴𝐺𝑇 +
3 > ℐ𝐵𝐴𝐺𝑇 +

2 > ℐ𝐵𝐴𝐺𝑇 +
5 > ℐ𝐵𝐴𝐺𝑇 +

1 > ℐ𝐵𝐴𝐺𝑇 +
4 , and ℐ𝐵𝑃

1 >
ℐ𝐵𝑃

3 = ℐ𝐵𝑃
4 = ℐ𝐵𝑃

5 > ℐ𝐵𝑃
2 . Again, the rankings differ due to the different

meaning of the sensitivity measures. However, the Barlow-Proschan importance
would consider components 3, 4 and 5 as equally important, while

∙ the ranking induced by ℐ𝐵𝐴𝐺𝑇−
𝑖 suggests that component 3 is the most

important one in the case we consider a complete deterioration in the
components’ reliabilities. Also, component 4 is more important than com-
ponent 5 when a complete deterioration is considered; and
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Table 4.3: MTTF−, MTTF+, ℐ𝐵𝐴𝐺𝑇−, ℐ𝐵𝐴𝐺𝑇 +, and ℐ𝐵𝑃 for the bridge system.
component 𝑖 MTTF−

𝑖 MTTF+
𝑖 ℐ𝐵𝐴𝐺𝑇−

𝑖 ℐ𝐵𝐴𝐺𝑇 +
𝑖 ℐ𝐵𝑃

𝑖

1 1.48 1.70 0.15 0.07 1.21
2 1.61 1.87 0.02 0.24 0.73
3 1.46 2.05 0.17 0.42 1.00
4 1.58 1.66 0.05 0.03 1.00
5 1.64 1.76 0.01 0.13 1.00
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Figure 4.6: (a) Birnbaum, (b) RAW, and (c) RRW IMs for the bridge system.

∙ the ranking induced by ℐ𝐵𝐴𝐺𝑇 +
𝑖 suggests that component 3 is also the

most important one when we are interested in improving components’
reliabilities. In this case, however, component 5 is more important than
component 4.
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Table 4.4: MTTF−, MTTF+, ℐ𝐵𝐴𝐺𝑇−, ℐ𝐵𝐴𝐺𝑇 +, and ℐ𝐵𝑃 for the components
of the non-coherent system in Section 4.3.5.

component 𝑖 MTTF−
𝑖 MTTF+

𝑖 ℐ𝐵𝐴𝐺𝑇−
𝑖 ℐ𝐵𝐴𝐺𝑇 +

𝑖 ℐ𝐵𝑃
𝑖

1 20 ∞ 75 ∞ -
2 75 108.46 15 13.46 -
3 100 116.08 5 21.08 -

4.3.5 A Time-Consistent and Non-Coherent System
In this section, we discuss the time-dependent and time-independent importance
analyses for a non-coherent system presented in [AB03]. The prime implicants
are (𝜙1 ∧ 𝜙2),(𝜙1 ∧ 𝜙3), and (𝜙2 ∧ 𝜙3). The structure function of the system is:

Ψ = (𝜙1 ∧ 𝜙2) ∨ (𝜙1 ∧ 𝜙3) ∨ (𝜙2 ∧ 𝜙3). (4.42)

Under independent failures, the system unreliability at time 𝜏 is given by:

ℛ(𝜏) = 𝑝1(𝜏)𝑝2(𝜏) + 𝑝1(𝜏)𝑞3(𝜏) + 𝑝2(𝜏)𝑝3(𝜏)
− 𝑝1(𝜏)𝑝2(𝜏)𝑞3(𝜏) − 𝑝1(𝜏)𝑝2(𝜏)𝑝3(𝜏), (4.43)

where 𝑝𝑖(𝜏) = 𝒫(𝜙𝑖 = 1; 𝜏), 𝑖 = 1, 2, 3 and 𝑞3(𝜏) = 𝒫(𝜙3 = 0; 𝜏) = 1 − 𝑝3(𝜏).
For this example, in order to evidence the non-coherent structure, we do not
model wear-outs and let the component failure times be independently and
exponentially distributed with failure rates 𝜆1 = 0.01, 𝜆2 = 0.02 and 𝜆3 =
0.03. With these numerical values for the unconditional system MTTF, we find
MTTF = 95.

As for the time-dependent reliability analysis, Figure 4.7a illustrates the ex-
tended Birnbaum IMs for non-coherent systems presented in [AB03]. Because
the IMs of components are frequently crossing over time, the ranking becomes
time-dependent for this system not only using the extension of Birnbaum, but
also using RAW and RRW. Moreover, because the system is not coherent, RAW
and RRW lose some of the properties they possess for coherent systems. For
instance, the RAW of the third component is smaller than unity.

Let us now come to a time-independent importance analysis. As for the
importance of component 1, we have

ℛ−
1 (𝜏) = 𝑝2(𝜏)𝑝3(𝜏). (4.44)

Correspondingly, we register

MTTF−
1 =

∫︁ ∞

0
ℛ−

1 (𝜏)𝑑𝜏 = 20. (4.45)
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Figure 4.7: (a) Birnbaum, (b) RAW, and (c) RRW IMs for the non-coherent
system in Section 4.3.5.

Note that the MTTF has drastically reduced from 95 to 20. Hence, we obtain

ℐ𝐵𝐴𝐺𝑇−
1 = 75. (4.46)

Let us now consider component 3. In calculating the conditional system unre-
liability, we have

ℛ−
3 (𝜏) = 𝑝1(𝜏), (4.47)

because it is 𝑞3(𝜏) = 1 and 𝑝3(𝜏) = 0 for any 𝜏 . Then, we find:

MTTF−
3 =

∫︁ ∞

0
ℛ+

3 (𝜏)𝑑𝜏 = 100. (4.48)

Note that the conditional MTTF given that component 3 is set to fail is higher
than the unconditional MTTF. This result is a consequence of the non-coherent
nature of the system. We can now compute ℐ𝐵𝐴𝐺𝑇−

3 obtaining

ℐ𝐵𝐴𝐺𝑇−
3 = |100 − 95| = 5. (4.49)

82



4.3 A Novel Time-Independent Importance Measure

One obtains the same result using the Wasserstein-Kantorovich distance be-
tween cumulative distribution functions:

𝑄3 =
∫︁ ∞

0
|ℛ(𝜙3 = 0; 𝜏) −ℛ(𝜏)| = 5. (4.50)

Then, the system is time consistent. One interesting feature of calculating
MTTF and MTTF− is that these two numbers allow us to appreciate the direc-
tion of change (i. e., increase or decrease) in system MTTF. This is especially
insightful if the system under consideration is not coherent. In fact, in the case
of a non-coherent system, not all deviations cause a decrease in MTTF, but
some of them can cause an increase in MTTF. This is the case of component 3,
as we have seen above.

Table 4.4 presents the results of ℐ𝐵𝐴𝐺𝑇− and ℐ𝐵𝐴𝐺𝑇 +. We register ℐ𝐵𝐴𝐺𝑇−
1 >

ℐ𝐵𝐴𝐺𝑇−
2 > ℐ𝐵𝐴𝐺𝑇−

3 and ℐ𝐵𝐴𝐺𝑇 +
1 > ℐ𝐵𝐴𝐺𝑇 +

3 > ℐ𝐵𝐴𝐺𝑇 +
2 . Thus, component 1 is

the most important both for failure and success. Note that it is not possible
to perform a comparison between the rankings induced by new IMs and the
ranking induced by the Barlow-Proschan, because Barlow-Proschan IM is not
defined for non-coherent systems.

4.3.6 Time-Inconsistent, Non-Coherent System
In this section, we present an example of a non-coherent system with inde-
pendent failures, which is not time consistent. The structure function is the
following:

Ψ(𝜙) = (𝜙1 ∨ 𝜙5 ∨ (𝜙2 ∧ 𝜙4)) ∧ (𝜙1 ∨ 𝜙3 ∨ 𝜙5) ∧ ((𝜙2 ∧ 𝜙4) ∨ 𝜙3) . (4.51)

Assigning independent and exponential failure times with failure rates 𝜆1 = 0.05,
𝜆2 = 0.15, 𝜆3 = 0.03, 𝜆4 = 0.02, and 𝜆5 = 0.02, the resulting reliability is shown
in Figure 4.8.

Figure 4.8 displays the conditional reliability given that component 3 has
failed. We observe that there exists a point at time 𝜏0 such that ℛ−

3 (𝜏) > ℛ(𝜏)
for 𝜏 > 𝜏0, while ℛ−

3 (𝜏) < ℛ(𝜏) after 𝜏0. This shows that the system is not
time consistent. The failure of one component leads to a reliability which is
for some time (𝜏 < 𝜏0) greater than the nominal reliability function, and it is
smaller than the nominal reliability function for 𝜏 > 𝜏0. Therefore, we expect
ℐ𝐵𝐴𝐺𝑇−

3 to be different from 𝑄3. Indeed, a computation reveals that ℐ𝐵𝐴𝐺𝑇−
3 =

MTTF − MTTF−
3 = 22.26 − 21.87 = 0.39 and 𝑄3 = 1.36.

As for a time-dependent importance analysis, Figure 4.9 displays the extended
Birnbaum (see, [AB03]), RAW, and RRW IMs for the components of this system.
The several crossings in the values of the Birnbaum IM as a function of time
make it difficult to obtain an overall time-independent ranking using Birnbaum.
Conversely, the rankings induced by RAW (graph (b)), appear quite stable
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Figure 4.8: The reliability ℛ(𝜏), 𝒫(Ψ𝐴
3 = 0; 𝜏), and 𝒫(Ψ𝐵

3 = 0; 𝜏) of the non-
coherent system in Section 4.3.6.

Table 4.5: MTTF−, MTTF+, ℐ𝐵𝐴𝐺𝑇−, ℐ𝐵𝐴𝐺𝑇 +, and ℐ𝐵𝑃 for the components
of the non-coherent system in Section 4.3.6.

resource 𝑖 MTTF−
𝑖 MTTF+

𝑖 ℐ𝐵𝐴𝐺𝑇−
𝑖 ℐ𝐵𝐴𝐺𝑇 +

𝑖 ℐ𝐵𝑃
𝑖

1 15.44 ∞ 8.92 ∞ -
2 9.35 28.11 12.91 5.85 -
3 21.87 24.84 0.39 2.58 -
4 9.35 28.11 12.91 5.85 -
5 21.66 ∞ 0.59 ∞ -

indicating components 2 and 4 as most important, followed by component 1,
with components 5 and 3 playing a minor role. Note that, due to the non-
coherent nature of the system, component 3 has a RAW smaller than unity.
Graph (c) shows that components 2 and 4 are the most important ones according
to RRW if 𝜏 < 12, while for 𝜏 > 12 components 1, and 5 become the most
important ones, followed by components 2, 4, and 3.

As for the time-independent reliability analysis, the results are presented in
Table 4.5. The following rankings can be concluded then: ℐ𝐵𝐴𝐺𝑇−

2 = ℐ𝐵𝐴𝐺𝑇−
4 >

ℐ𝐵𝐴𝐺𝑇−
1 > ℐ𝐵𝐴𝐺𝑇−

5 > ℐ𝐵𝐴𝐺𝑇−
3 , and ℐ𝐵𝐴𝐺𝑇 +

1 = ℐ𝐵𝐴𝐺𝑇 +
5 > ℐ𝐵𝐴𝐺𝑇 +

2 = ℐ𝐵𝐴𝐺𝑇 +
4 >

ℐ𝐵𝐴𝐺𝑇 +
3 . These rankings compare well with the results of RAW and RRW,

respectively. We cannot compare them with the rankings induced by the Barlow-
Proschan IMs, because the system is not coherent.
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Figure 4.9: (a) Birnbaum, (b) RAW, and (c) RRW IMs for the first non-
coherent system.

4.4 A Novel Boolean-based Importance Measure
In the following, we propose a Boolean expression that captures the notion of
“component 𝑖 is critical” both for coherent and non-coherent systems. We then
define the Birnbaum importance as the probability that a component is critical.
Birnbaum’s definition for coherent systems can then be recovered as a particular
case. We then discuss the link between the proposed fully Boolean extension and
the previous extension of the Birnbaum importance to non-coherent systems.
In particular, we show that the extension is equivalent to Andrews and Bee-
son [AB03], under some conditions on the proper inclusion of consensus terms
in the algebraic expression of the system structure function. We also show that
for non-coherent systems, the mathematical and probabilistic interpretations of
the Birnbaum importance become distinct. We illustrate these facts through a
series of examples.
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The availability of a Boolean expression for the notion of criticality has also
a practical advantage, which is the main motivation of this research. Existing
work such as [AGKT14*] shows that IMs may be of great benefit not only for
the designer’s insight into a system but also for system optimization using IMs
as guides. The proposed Boolean expression can seamlessly and automatically
be encoded and evaluated via well-established reliability analysis tools based on
either BDDs or ST. This eliminates the need to determine derivatives, which,
when the model is encoded in a BDD or ST, becomes a cumbersome task,
sometimes even requiring pre-processing steps. A case study of a non-coherent
system concludes the work.

4.4.1 A Boolean-based Extension of the Birnbaum
Importance for Non-Coherent Systems

In this section, we introduce a Boolean expression for the notion of criticality
that allows extending the Birnbaum IM to non-coherent systems. We first refor-
mulate the system structure function such that we can distinguish those states
where a component is failure critical, where it is repair critical, and where it is
irrelevant. To this end, it is useful to rewrite the vector of indicator variables
(state vector) as 𝜙 = (𝜙𝑖,𝜙𝑖; 𝜙∼(𝜙𝑖,𝜙𝑖)), where 𝜙∼(𝜙𝑖,𝜙𝑖) contains all Boolean vari-
ables in 𝜙 but 𝜙𝑖 and 𝜙𝑖. Then, we recall the following useful decomposition.
In general, the structure function is the disjunction of its prime implicants:

Ψ(𝜙) =
⋁︁
𝑚

Φ𝑚, (4.52)

where Φ𝑚 is the 𝑚𝑡ℎ prime implicant. Then, let Φ𝜙𝑖
𝑚 be the generic prime

implicant containing 𝜙𝑖, Φ𝜙𝑖
𝑚 the generic prime implicant containing 𝜙𝑖, and

Φ∼(𝜙𝑖,𝜙𝑖)
𝑚 the generic prime implicant containing neither 𝜙𝑖 nor 𝜙𝑖. We can write

Ψ(𝜙) =
⋁︁
𝑚

Φ𝜙𝑖
𝑚 ∨

⋁︁
𝑚

(Φ𝜙𝑖
𝑚 ) ∨

⋁︁
𝑚

Φ∼(𝜙𝑖,𝜙𝑖)
𝑚 . (4.53)

Then, Φ𝜙𝑖
𝑚 can be written as

Φ𝜙𝑖
𝑚 = 𝜙𝑖 ∧ 𝜉𝜙𝑖

𝑚 , (4.54)
where 𝜉𝜙𝑖

𝑚 is the set of indicator variables in prime implicant Φ𝜙𝑖
𝑚 with the ex-

ception of 𝜙𝑖. Similarly, using
Φ𝜙𝑖

𝑚 = 𝜙𝑖 ∧ 𝜉𝜙𝑖
𝑚 (4.55)

leads to
Ψ(𝜙) =

⋁︁
𝑚

(𝜙𝑖 ∧ 𝜉𝜙𝑖
𝑚 ) ∨

⋁︁
𝑚

(𝜙𝑖 ∧ 𝜉𝜙𝑖
𝑚 ) ∨

⋁︁
𝑚

Φ∼(𝜙𝑖,𝜙𝑖)
𝑚

=
(︃

𝜙𝑖 ∧ (
⋁︁
𝑚

𝜉𝜙𝑖
𝑚 )
)︃
∨
(︃

𝜙𝑖 ∧ (
⋁︁
𝑚

𝜉𝜙𝑖
𝑚 )
)︃
∨
⋁︁
𝑚

Φ∼(𝜙𝑖,𝜙𝑖)
𝑚 . (4.56)
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Then, letting Ψ𝐴
𝑖 (𝜙∼(𝜙𝑖,𝜙𝑖)) = ⋁︀

𝑚
𝜉𝜙𝑖

𝑚 , Ψ𝐵
𝑖 (𝜙∼(𝜙𝑖,𝜙𝑖)) = ⋁︀

𝑚
𝜉𝜙𝑖

𝑚 , and Ψ𝐶
𝑖 (𝜙∼(𝜙𝑖,𝜙𝑖)) =⋁︀

𝑚
Φ∼(𝜙𝑖,𝜙𝑖)

𝑚 , the structure function can be written as

Ψ(𝜙) = Ψ(𝜙𝑖, 𝜙𝑖; 𝜙∼(𝜙𝑖,𝜙𝑖))
=
(︁
𝜙𝑖 ∧ Ψ𝐴

𝑖 (𝜙∼(𝜙𝑖,𝜙𝑖))
)︁
∨
(︁
𝜙𝑖 ∧ Ψ𝐵

𝑖 (𝜙∼(𝜙𝑖,𝜙𝑖))
)︁
∨ Ψ𝐶

𝑖 (𝜙∼(𝜙𝑖,𝜙𝑖)), (4.57)

where the Boolean functions Ψ𝐴
𝑖 (𝜙∼(𝜙𝑖,𝜙𝑖)), Ψ𝐵

𝑖 (𝜙∼(𝜙𝑖,𝜙𝑖)), and Ψ𝐶
𝑖 (𝜙∼(𝜙𝑖,𝜙𝑖)) do

not depend on 𝜙𝑖 and 𝜙𝑖, respectively. For simplicity, we refer to them as Ψ𝐴
𝑖 ,

Ψ𝐵
𝑖 , and Ψ𝐶

𝑖 respectively in the rest of this paper. The conjunctions 𝜙𝑖 ∧ Ψ𝐴
𝑖

and 𝜙𝑖 ∧ Ψ𝐵
𝑖 comprise all terms containing 𝜙𝑖 and 𝜙𝑖, respectively (see [AB03,

Vau16]), and Ψ𝐶
𝑖 contains the remaining terms.

We then propose the following Boolean-based definitions for the notion of
component/basic event 𝑖 being critical to system failure:

Definition 4.4 We say that component/basic event 𝑖 is
(1) failure critical if the system is in such a state that Ψ𝐴

𝑖 = 1, Ψ𝐵
𝑖 = 0, and

Ψ𝐶
𝑖 = 0

(2) repair critical if the system is in such a state that Ψ𝐴
𝑖 = 0, Ψ𝐵

𝑖 = 1, and
Ψ𝐶

𝑖 = 0.

To illustrate the rationale of this definition, consider item (1): If the system
is in such a state that Ψ𝐴

𝑖 = 1, then 𝜙𝑖 = 1 makes Ψ = 1, because of the logical
disjunction in Equation (4.57). The condition Ψ𝐶

𝑖 = 0 reassures us that it is
exactly the failure of the component of interest that causes the system to fail. A
similar interpretation holds for item (2). It should be mentioned that Ψ𝐴

𝑖 , Ψ𝐵
𝑖 ,

and Ψ𝐶
𝑖 are time dependent in general. Thus, the state of a system can vary in

such a way that a component is at some times failure critical and at some other
times repair critical.

Definition 4.5 The Boolean variable

Ψ𝐴𝐵𝐺𝑇
𝑖 :=

[︁
Ψ(1𝑖, 𝜙∼𝑖) ∧ Ψ(0𝑖, 𝜙∼𝑖)

]︁
∨
[︁
Ψ(1𝑖, 𝜙∼𝑖) ∧ Ψ(0𝑖, 𝜙∼𝑖)

]︁
(4.58)

is called the criticality indicator variable of component 𝑖.

The above expression suggests that component 𝑖 can be critical either when
it is in a failed state or when it is in a working state. Note that the Boolean
expression is symmetric in the states of 𝑖. The next example specifies some
properties of Ψ𝐴𝐵𝐺𝑇

𝑖 .

Example 4.3 Consider a system with the following structure function:

Ψ = (𝜙𝑎 ∧ 𝜙𝑏) ∨ (𝜙𝑏 ∧ 𝜙𝑐) ∨ (𝜙𝑎 ∧ 𝜙𝑐). (4.59)
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Table 4.6: Possible and critical states for the basic events in Equa-
tion 4.59 [AB03].

𝜙𝑎 𝜙𝑏 Is c critical? 𝜙𝑎 𝜙𝑐 Is b critical? 𝜙𝑏 𝜙𝑐 Is a critical?
0 0 No 0 0 Yes(F) 0 0 No
0 1 Yes(R) 0 1 No 0 1 Yes(F)
1 0 Yes(F) 1 0 Yes(F) 1 0 No
1 1 No 1 1 No 1 1 Yes(F)

Let us compute the Boolean variable Ψ𝐴𝐵𝐺𝑇
𝑖 . When 𝜙𝑐 = 1, we have (𝜙𝑏∧𝜙𝑐) =

0 and (𝜙𝑎 ∧ 𝜙𝑐) = 𝜙𝑎. Hence,

Ψ(1𝑐, 𝜙∼𝑐) = (𝜙𝑎 ∧ 𝜙𝑏) ∨ 0 ∨ (𝜙𝑎) = (𝜙𝑎 ∧ 𝜙𝑏) ∨ (𝜙𝑎). (4.60)

When 𝜙𝑐 = 0, we have (𝜙𝑏 ∧ 𝜙𝑐) = 𝜙𝑏 and (𝜙𝑎 ∧ 𝜙𝑐) = 0. Therefore,

Ψ(0𝑐, 𝜙∼𝑐) = (𝜙𝑎 ∧ 𝜙𝑏) ∨ 0 ∨ (𝜙𝑏) = (𝜙𝑎 ∧ 𝜙𝑏) ∨ (𝜙𝑏). (4.61)

Now,

Ψ(1𝑐, 𝜙∼𝑐) ∧ Ψ(0𝑐, 𝜙∼𝑐) = (𝜙𝑎 ∧ 𝜙𝑏) ∨ (𝜙𝑎) ∧ (𝜙𝑎 ∧ 𝜙𝑏) ∨ (𝜙𝑏) =
(𝜙𝑎 ∧ 𝜙𝑏) ∨ (𝜙𝑎) ∧ (𝜙𝑎 ∧ 𝜙𝑏) ∧ 𝜙𝑏 = 𝜙𝑎 ∧ 𝜙𝑏,

(4.62)

which correctly identifies the failure-critical state. Then, the second part of
𝐼𝐴𝐵𝐺𝑇 requires

Ψ(1𝑐, 𝜙∼𝑐) = (𝜙𝑎 ∧ 𝜙𝑏) ∨ 0 ∨ (𝜙𝑎) = (𝜙𝑎 ∧ 𝜙𝑏) ∨ (𝜙𝑎) = (𝜙𝑎 ∧ 𝜙𝑏)∧𝜙𝑎. (4.63)

Thus,

Ψ(1𝑐, 𝜙∼𝑐) ∧ Ψ(0𝑐, 𝜙∼𝑐) = (𝜙𝑎 ∧ 𝜙𝑏) ∧ 𝜙𝑎 ∧ (𝜙𝑎 ∧ 𝜙𝑏) ∨ (𝜙𝑏) = 𝜙𝑎 ∧ 𝜙𝑏, (4.64)

which is the repair-critical state in Table 4.6.

The next result formalizes the above observations.

Proposition 4.2 For a generic system the following holds:
1) If component 𝑖 is failure critical, the first term

[︁
Ψ(1𝑖, 𝜙∼𝑖) ∧ Ψ(0𝑖, 𝜙∼𝑖)

]︁
in

Ψ𝐴𝐵𝐺𝑇
𝑖 is equal to 1 while the second term in Equation (4.58) is 0;

2) If component 𝑖 is repair critical, the first term becomes 0 and the second term
in Ψ𝐴𝐵𝐺𝑇

𝑖 ,
[︁
Ψ(1𝑖, 𝜙∼𝑖) ∧ Ψ(0𝑖, 𝜙∼𝑖)

]︁
, is equal to 1.
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3) If component 𝑖 is irrelevant, both terms are 0.
In addition, we have:

Ψ𝐴𝐵𝐺𝑇
𝑖 =

(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖

)︁
∨
(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖

)︁
, (4.65)

where Ψ𝐴
𝑖 , Ψ𝐵

𝑖 , and Ψ𝐶
𝑖 are defined in Equation (4.57).

Proof of Proposition 4.2. We start with a failure-critical component in a coher-
ent system. We have that ∀𝑖 ∈ 𝑋 : Ψ𝐵

𝑖 = 0, because 𝜙𝑖 is not contained in the
structure function of a coherent system. Also, it holds that

Ψ(1𝑖, 𝜙∼𝑖) ∧ Ψ(0𝑖, 𝜙∼𝑖) = Ψ𝐴
𝑖 ∨ Ψ𝐶

𝑖 ∧ Ψ𝐶
𝑖 = Ψ𝐴

𝑖 ∧ Ψ𝐶
𝑖 ∧ Ψ𝐶

𝑖 = 0. (4.66)

Therefore, Ψ𝐴𝐵𝐺𝑇
𝑖 is equal to

Ψ𝐴𝐵𝐺𝑇
𝑖 = Ψ(1𝑖, 𝜙∼𝑖) ∧ Ψ(0𝑖, 𝜙∼𝑖) =

(︁
Ψ𝐴

𝑖 ∨ Ψ𝐶
𝑖

)︁
∧ Ψ𝐶

𝑖 = Ψ𝐴
𝑖 ∧ Ψ𝐶

𝑖 . (4.67)

If the system is in a state such that Ψ𝐴
𝑖 = 1, Ψ𝐵

𝑖 = 0 and Ψ𝐶
𝑖 = 0, then

component 𝑖 is failure critical.
Let us now consider a non-coherent system: Here, a component can be failure

critical or repair critical. If the system is in such a state that component 𝑖
is failure critical, we have the same argument as for a coherent system: Since
Ψ𝐵

𝑖 = 0, it holds that, cf. Equation (4.66), Ψ(1𝑖, 𝜙∼𝑖) ∧ Ψ(0𝑖, 𝜙∼𝑖) becomes 0
and, cf. Equation (4.67), Ψ𝐴𝐵𝐺𝑇

𝑖 becomes Ψ𝐴
𝑖 ∧ Ψ𝐶

𝑖 .
If the system is in a state such that component 𝑖 is repair critical, Ψ𝐴

𝑖 becomes
0 and the first term of Equation (4.58) is consequently

Ψ(1𝑖, 𝜙∼𝑖) ∧ Ψ(0𝑖, 𝜙∼𝑖) = Ψ𝐶
𝑖 ∧ Ψ𝐵

𝑖 ∨ Ψ𝐶
𝑖 = Ψ𝐶

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖 = 0. (4.68)

Ψ𝐴𝐵𝐺𝑇
𝑖 then becomes

Ψ𝐴𝐵𝐺𝑇
𝑖 = Ψ(1𝑖, 𝜙∼𝑖) ∧ Ψ(0𝑖, 𝜙∼𝑖) = Ψ𝐶

𝑖 ∧
(︁
Ψ𝐵

𝑖 ∨ Ψ𝐶
𝑖

)︁
= Ψ𝐵

𝑖 ∧ Ψ𝐶
𝑖 . (4.69)

So, if component 𝑖 is repair critical, the system is in a state such that Ψ𝐴
𝑖 = 0,

Ψ𝐵
𝑖 = 1, and Ψ𝐶

𝑖 = 0. Finally, when component 𝑖 is irrelevant, the state of
the system is independent of 𝜙𝑖, so it holds that Ψ𝐴

𝑖 = 0 and Ψ𝐵
𝑖 = 0 and the

importance of the component is null. All these three conditions are covered
correctly in the general form of Ψ𝐴𝐵𝐺𝑇

𝑖 :

Ψ𝐴𝐵𝐺𝑇
𝑖 =

[︁ (︁
Ψ𝐴

𝑖 ∨ Ψ𝐶
𝑖

)︁
∧ Ψ𝐵

𝑖 ∨ Ψ𝐶
𝑖

]︁
∨
[︁
Ψ𝐴

𝑖 ∨ Ψ𝐶
𝑖 ∧

(︁
Ψ𝐵

𝑖 ∨ Ψ𝐶
𝑖

)︁ ]︁
=
(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖

)︁
∨
(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖

)︁
.

(4.70)
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We now consider the probability that a component is critical, writing

ℐ𝐴𝐵𝐺𝑇
𝑖 :=𝒫

(︁
Ψ𝐴𝐵𝐺𝑇

𝑖 = 1
)︁

(4.71)

=𝒫
(︁(︁

Ψ(1𝑖, 𝜙∼𝑖) ∧ Ψ(0𝑖, 𝜙∼𝑖)
)︁
∨
(︁
Ψ(1𝑖, 𝜙∼𝑖) ∧ Ψ(0𝑖, 𝜙∼𝑖)

)︁)︁
=𝒫

(︁(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖

)︁
∨
(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖

)︁)︁
. (4.72)

The definition in Equation (4.71) is a natural extension of Birnbaum’s IM. In
fact, Ψ𝐴𝐵𝐺𝑇

𝑖 = 1 implies that component 𝑖 is critical for system failure. Then,
ℐ𝐴𝐵𝐺𝑇

𝑖 is the probability that component 𝑖 is critical to system failure in both
a coherent and a non-coherent system.

In the following, we study the relationship between the proposed extension
and I) the original definition of Birnbaum [Bir69], II) the extension of Zaitseva
and Levashenko [ZL13], and (c) the extension of Andrews and Beeson [AB03].
Proposition 4.3 For a coherent system, ℐ𝐴𝐵𝐺𝑇

𝑖 equals the original definition of
Birnbaum.
Proof of Proposition 4.3. Let Ψ(𝜙) be the algebraic expression equivalent to
structure function Ψ(𝜙). Equation (4.57) can be re-formulated as follows:

Ψ(𝜙) = 𝜙𝑖 · Ψ𝐴
𝑖 + 𝜙𝑖 · Ψ𝐵

𝑖 + Ψ𝐶
𝑖 − 𝜙𝑖 · Ψ𝐴

𝑖 · Ψ𝐶
𝑖 − 𝜙𝑖 · Ψ𝐵

𝑖 · Ψ𝐶
𝑖 . (4.73)

Because Ψ𝐵
𝑖 = 0 in a coherent system, the Birnbaum importance of component

𝑖 is

ℐ𝐵
𝑖 = 𝒫 (Ψ(1𝑖, 𝜙∼𝑖) − Ψ(0𝑖, 𝜙∼𝑖)) = 𝒫

(︁
Ψ𝐴

𝑖 − Ψ𝐴
𝑖 · Ψ𝐶

𝑖

)︁
= 𝒫

(︁
Ψ𝐴

𝑖 · Ψ𝐶
𝑖

)︁
.

(4.74)
Finally, noting that 𝒫

(︁
(Ψ𝐴

𝑖 ∧ Ψ𝐶
𝑖 ) = 1

)︁
= 𝒫

(︁
Ψ𝐴𝐵𝐺𝑇

𝑖 = 1
)︁

as given by Equa-
tion (4.67), one concludes the proof.

We illustrate this equivalence with a simple example.

Example 4.4 Consider a 2-out-of-3 system with a Boolean structure function

Ψ(𝜙) = (𝜙1 ∧ 𝜙2) ∨ (𝜙2 ∧ 𝜙3) ∨ (𝜙1 ∧ 𝜙3) (4.75)

and an algebraic structure function

Ψ(𝜙) = 𝜙1𝜙2 + 𝜙2𝜙3 + 𝜙1𝜙3 − 2𝜙1𝜙2𝜙3. (4.76)

Assume that we are interested in the importance of component 1. Using Equa-
tion (4.67), we have

ℐ𝐴𝐵𝐺𝑇
1 = 𝒫 ((𝜙2 ∨ 𝜙3) ∧ 𝜙2 ∧ 𝜙3) = 𝒫 ((𝜙2 ∧ 𝜙3) ∨ (𝜙3 ∧ 𝜙2))

= 𝒫 (𝜙2 · 𝜙3 + 𝜙3 · 𝜙2) . (4.77)
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Let us start now with the definition of Birnbaum in Equation (4.2), we find

ℐ𝐵
1 = 𝒫 (𝜙2 + 𝜙3 − 2 · 𝜙2 · 𝜙3) = 𝒫 (𝜙2(1 − 𝜙3) + 𝜙3(1 − 𝜙2))

= 𝒫 (𝜙2 · 𝜙3 + 𝜙3 · 𝜙2) . (4.78)

Thus, ℐ𝐴𝐵𝐺𝑇
1 = ℐ𝐵

1 .

Proposition 4.3 implies that, for a coherent system, the proposed extension
is equivalent to the original definition of Birnbaum. By transitivity, because
ℐ𝑍𝐿

𝑖 = ℐ𝐵
𝑖 as proven in [ZL13], we can also conclude that ℐ𝐴𝐵𝐺𝑇

𝑖 = ℐ𝑍𝐿
𝑖 , i.e.,

also the definition of Zaitseva and Levashenko is subsumed by Equation (4.71).
We are now to address the relationship between ℐ𝐴𝐵𝐺𝑇

𝑖 and the extension of
Andrews and Beeson, ℐ𝐴𝐵

𝑖 given in Equation (4.15):

Proposition 4.4 If consensus terms are explicitly included in the Boolean struc-
ture function, ℐ𝐴𝐵𝐺𝑇

𝑖 = ℐ𝐴𝐵
𝑖 for non-coherent systems.

Proof of Proposition 4.4. Before stating the proof, let us recall the consensus
theorem. Let 𝜙1, 𝜙2, 𝜙3 be three Boolean variables. We observe that the follow-
ing identity, termed consensus rule, holds

(𝜙1 ∧ 𝜙2) ∨ (𝜙1 ∧ 𝜙3) ∨ (𝜙2 ∧ 𝜙3) = (𝜙1 ∧ 𝜙2) ∨ (𝜙1 ∧ 𝜙3). (4.79)

That the two expressions on the left and right-hand sides are equivalent is
immediately proven looking at the truth table of both sides in Table 4.7.

We recall that this is a standard result in Boolean algebra. The term (𝜙2∧𝜙3)
is called the consensus term. To our purpose, it is important to highlight that,
when consensus term is added, the Boolean expressions are equivalent. Let us
now come back to our proof. Assume that the initial Ψ𝐶

𝑖 in Equation (4.57)
does not contain the required consensus terms, i.e., (Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ) ̸= 0 and (Ψ𝐴

𝑖 ∧
Ψ𝐵

𝑖 ) ∧ Ψ𝐶
𝑖 = 0. For Ψ𝐶

𝑖 that does not contain the required consensus terms(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖

)︁
, we now introduce a new variable Ψ𝐶

𝑖 , i.e., Ψ𝐶
𝑖 = (Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ) ∨ Ψ𝐶

𝑖 .
Then, the structure function of the system in Equation (4.57) will be

Ψ(𝜙) =
(︁
𝜙𝑖 ∧ Ψ𝐴

𝑖

)︁
∨
(︁
𝜙𝑖 ∧ Ψ𝐵

𝑖

)︁
∨ Ψ𝐶

𝑖 .

Also, the general Ψ𝐴𝐵𝐺𝑇
𝑖 from Equation (4.70) is rewritten as

Ψ𝐴𝐵𝐺𝑇
𝑖 =

(︂
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖

)︂
∨
(︂

Ψ𝐴
𝑖 ∧ Ψ𝐵

𝑖 ∧ Ψ𝐶
𝑖

)︂
=
(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧

(︁
(Ψ𝐴

𝑖 ∨ Ψ𝐵
𝑖 ) ∧ Ψ𝐶

𝑖

)︁)︁
∨
(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧

(︁
(Ψ𝐴

𝑖 ∨ Ψ𝐵
𝑖 ) ∧ Ψ𝐶

𝑖

)︁)︁
=
(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖

)︁
∨
(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖

)︁
. (4.80)
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Table 4.7: The truth table for Equation 4.79.
𝜙1 𝜙2 𝜙3 (𝜙1 ∧ 𝜙2) ∨ (𝜙1 ∧ 𝜙3) ∨ (𝜙2 ∧ 𝜙3) (𝜙1 ∧ 𝜙2) ∨ (𝜙1 ∧ 𝜙3)
0 0 0 0 0
1 0 0 0 0
0 1 0 0 0
0 0 1 1 1
1 1 0 1 1
1 0 1 0 0
0 1 1 1 1
1 1 1 1 1

which is equal to Equation (4.70). It can be concluded that the conjunction of
Ψ𝐴

𝑖 and Ψ𝐵
𝑖 in Ψ𝐶

𝑖 can be ignored when using ℐ𝐴𝐵𝐺𝑇
𝑖 = 𝒫

(︁
Ψ𝐴𝐵𝐺𝑇

𝑖 = 1
)︁
. Of

course, this is expected since the addition of consensus terms is redundant as
long as the Boolean expression of the top event indicator variable is concerned.

However, Andrews and Beeson in [AB03] uses the algebraic expression of the
reliability of a system and separately calculate the failure and repair criticality
of a component:

ℛ =𝒫 (Ψ(𝜙)) = 𝒫
(︁
𝜙𝑖 · Ψ𝐴

𝑖 + 𝜙𝑖 · Ψ𝐵
𝑖 + Ψ𝐶

𝑖 − 𝜙𝑖 · Ψ𝐴
𝑖 · Ψ𝐶

𝑖 − 𝜙𝑖 · Ψ𝐵
𝑖 · Ψ𝐶

𝑖

)︁
= 𝑝𝑖 · 𝒫

(︁
Ψ𝐴

𝑖

)︁
+ 𝑞𝑖 · 𝒫

(︁
Ψ𝐵

𝑖

)︁
+ 𝒫

(︁
Ψ𝐶

𝑖

)︁
−𝑝𝑖 · 𝒫

(︁
Ψ𝐴

𝑖

)︁
· 𝒫

(︁
Ψ𝐶

𝑖

)︁
− 𝑞𝑖 · 𝒫

(︁
Ψ𝐵

𝑖

)︁
· 𝒫

(︁
Ψ𝐶

𝑖

)︁
. (4.81)

Therefore:

ℐAB
𝑖 = 𝜕ℛ

𝜕𝑝𝑖

+ 𝜕ℛ
𝜕𝑞𝑖

= 𝒫
(︂

Ψ𝐴
𝑖 · Ψ𝐶

𝑖

)︂
+ 𝒫

(︂
Ψ𝐵

𝑖 · Ψ𝐶
𝑖

)︂
. (4.82)

Knowing that Ψ𝐶
𝑖 = (Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ) ∨ Ψ𝐶

𝑖 , ℐ𝐴𝐵
𝑖 can be re-written as

ℐ𝐴𝐵
𝑖 = 𝒫

(︁
Ψ𝐴

𝑖 · Ψ𝐶
𝑖 + Ψ𝐴

𝑖 · Ψ𝐵
𝑖

)︁
+ 𝒫

(︁
Ψ𝐵

𝑖 · Ψ𝐶
𝑖 + Ψ𝐴

𝑖 · Ψ𝐵
𝑖

)︁
= 𝒫

(︁
Ψ𝐴

𝑖 · Ψ𝐵
𝑖 · Ψ𝐶

𝑖

)︁
+ 𝒫

(︁
Ψ𝐴

𝑖 · Ψ𝐵
𝑖 · Ψ𝐶

𝑖

)︁
. (4.83)

This is equivalent to the Boolean expression of ℐ𝐴𝐵𝐺𝑇
𝑖 in Equation (4.71). Now

consider that no consensus terms are added, i.e., the intersection of Ψ𝐴
𝑖 and Ψ𝐵

𝑖

is not included in Ψ𝐶
𝑖 . With Ψ𝐶

𝑖 = Ψ𝐶
𝑖 , Equation (4.82) becomes

ℐ𝐴𝐵
𝑖 = 𝒫

(︁
Ψ𝐴

𝑖 · Ψ𝐶
𝑖

)︁
+ 𝒫

(︁
Ψ𝐵

𝑖 · Ψ𝐶
𝑖

)︁
. (4.84)
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Comparing Equation (4.84) to Equation (4.83), we observe that without the
inclusion of the consensus terms, ℐ𝐴𝐵

𝑖 would deliver an incorrect result. The
reason is that the partial derivatives would be estimated from an incomplete
algebraic expression.

The above arguments show that ℐ𝐴𝐵𝐺𝑇
𝑖 = ℐ𝐴𝐵

𝑖 for non-coherent systems, pro-
vided that consensus terms are added properly to the Boolean expression before
transforming it into the corresponding algebraic expression. Otherwise, the two
partial derivatives 𝜕ℛ

𝜕𝑝𝑖

and 𝜕ℛ
𝜕𝑞𝑖

would not be computed correctly, leading to a

misleading value of ℐ𝐴𝐵
𝑖 . The proposed Boolean extension, ℐ𝐴𝐵𝐺𝑇

𝑖 , removes the
burden of passing to the intermediate algebraic expression for computing deriva-
tives and produces directly the correct value. The following example illustrates
these facts.

Example 4.5 Consider a non-coherent system with the following Boolean
structure function:

Ψ(𝜙) = 𝜙2 ∨ (𝜙1 ∧ 𝜙4) ∨ (𝜙1 ∧ 𝜙3) . (4.85)

We are interested in the IM of component 1. Using Equation (4.71) for com-
ponent 1, ℐ𝐴𝐵𝐺𝑇

1 is

ℐ𝐴𝐵𝐺𝑇
1 = 𝒫 (((𝜙2 ∨ 𝜙4) ∧ 𝜙2 ∨ 𝜙3) ∨ (𝜙2 ∨ 𝜙4 ∧ (𝜙2 ∨ 𝜙3)))

= 𝒫 ((𝜙2 ∧ 𝜙3 ∧ 𝜙4) ∨ (𝜙2 ∧ 𝜙4 ∧ 𝜙3))
= 𝑞2(𝜏)𝑞3(𝜏)𝑝4(𝜏) + 𝑞2(𝜏)𝑞4(𝜏)𝑝3(𝜏). (4.86)

Because the conjunction of Ψ𝐴
1 = 𝜙4 and Ψ𝐵

1 = 𝜙3 is not an empty set, we
need to first extend the structure function by the consensus term 𝜙3 ∧𝜙4 before
calculating ℐ𝐴𝐵

1 :

Ψ(𝜙) = 𝜙2 ∨ (𝜙1 ∧ 𝜙4) ∨ (𝜙1 ∧ 𝜙3) ∨ (𝜙3 ∧ 𝜙4) . (4.87)

The equivalent algebraic expression is

Ψ(𝜙) = 𝜙2 + 𝜙1𝜙4 + 𝜙1𝜙3 + 𝜙3𝜙4

− 𝜙1𝜙2𝜙4 − 𝜙1𝜙2𝜙3 − 𝜙2𝜙3𝜙4 − 𝜙1𝜙3𝜙4 − 𝜙1𝜙3𝜙4

+ 𝜙1𝜙2𝜙3𝜙4 + 𝜙1𝜙2𝜙3𝜙4, (4.88)

whose corresponding reliability is

ℛ = 𝑝2(𝜏) + 𝑝1(𝜏)𝑝4(𝜏) + 𝑞1(𝜏)𝑝3(𝜏) + 𝑝3(𝜏)𝑝4(𝜏)
− 𝑝1(𝜏)𝑝2(𝜏)𝑝4(𝜏) − 𝑞1(𝜏)𝑝2(𝜏)𝑝3(𝜏) − 𝑝2(𝜏)𝑝3(𝜏)𝑝4(𝜏) − 𝑝1(𝜏)𝑝3(𝜏)𝑝4(𝜏)
− 𝑞1(𝜏)𝑝3(𝜏)𝑝4(𝜏) + 𝑝1(𝜏)𝑝2(𝜏)𝑝3(𝜏)𝑝4(𝜏) + 𝑞1(𝜏)𝑝2(𝜏)𝑝3(𝜏)𝑝4(𝜏). (4.89)
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To calculate ℐ𝐴𝐵
1 , we have to take the two derivatives of the unreliability

polynomial and sum them. Then, we have

𝜕ℛ
𝜕𝑝1

= 𝑝2(𝜏) − 𝑝2(𝜏)𝑝4(𝜏) − 𝑝3(𝜏)𝑝4(𝜏) + 𝑝2(𝜏)𝑝3(𝜏)𝑝4(𝜏)

= 𝑞2(𝜏)𝑞3(𝜏)𝑝4(𝜏), (4.90)

𝜕ℛ
𝜕𝑞1

= 𝑝3(𝜏) − 𝑝3(𝜏)𝑝2(𝜏) − 𝑝3(𝜏)𝑝4(𝜏) + 𝑝2(𝜏)𝑝3(𝜏)𝑝4(𝜏)

= 𝑞2(𝜏)𝑞4(𝜏)𝑝3(𝜏), (4.91)

and consequently

ℐ𝐴𝐵
1 = 𝑞2(𝜏)𝑞3(𝜏)𝑝4(𝜏) + 𝑞2(𝜏)𝑞4(𝜏)𝑝3(𝜏), (4.92)

which is consistent with the result in Equation (4.86). Now assume no con-
sensus clause would have been added, hence, Equation (4.87) would have been
used, the following algebraic expression would have been derived:

Ψ(𝜙) = 𝜙2 + 𝜙1𝜙4 + 𝜙1𝜙3 − 𝜙1𝜙2𝜙4 − 𝜙1𝜙2𝜙3 (4.93)

and consequently

ℛ = 𝒫 (𝜙2 + 𝜙1𝜙4 + 𝜙1𝜙3 − 𝜙1𝜙2𝜙4 − 𝜙1𝜙2𝜙3)
= 𝑝2(𝜏) + 𝑝1(𝜏)𝑞2(𝜏)𝑝4(𝜏) + 𝑞1(𝜏)𝑞2(𝜏)𝑝3(𝜏). (4.94)

Then,
ℐ𝐴𝐵

1 = 𝑞2(𝜏)𝑝4(𝜏) + 𝑞2(𝜏)𝑝3(𝜏), (4.95)

which is different from Equation (4.92).

This discussion shows that the proposed ℐ𝐴𝐵𝐺𝑇 covers both coherent and
non-coherent systems. Moreover, it is equivalent to Birnbaum’s as well as Za-
itseva and Levashenko’s IMs proposed for coherent systems and equivalent to
Andrews and Beeson’s IM for non-coherent systems. Also, because it is based
on a Boolean expression, Equation (4.71) can be efficiently computed and eval-
uated using well-established reliability analysis techniques using, e.g., BDDs
or STs [PRPR+09], thereby avoiding additional—and possibly error-prone—
transformation steps.
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4.4.2 Examples
In this section, we compare the results of the proposed Boolean-based IM ap-
proach with the state-of-the-art, i.e., ℐ𝐴𝐵 [AB03] and ℐ𝑉 [Vau16], for two non-
coherent systems. For the sake of completeness, a comparison for a coherent
system is provided in Appendix E.

4.4.2.1 A Simple Non-Coherent System

Consider again the non-coherent system discussed in Section 4.3.5 with the
structure function shown in Equation (4.42). For components 1 and 2 we have

ℐ𝐴𝐵𝐺𝑇
1 = 𝒫 ((𝜙2 ∨ 𝜙3 ∨ 𝜙2 ∧ 𝜙3) ∧ 𝜙2 ∧ 𝜙3) = 𝒫 (𝜙3) = 𝑞3(𝜏) (4.96)

and

ℐ𝐴𝐵𝐺𝑇
2 = 𝒫 ((𝜙1 ∨ 𝜙3 ∨ 𝜙1 ∧ 𝜙3) ∧ 𝜙1 ∧ 𝜙3) = 𝒫 (𝜙3) = 𝑝3(𝜏). (4.97)

As expected, the Birnbaum importance of component 1 coincides with the failure
probability of component 3, while the importance of component 2 coincides with
the probability of component 3 working properly.

For component 3 we have

ℐ𝐴𝐵𝐺𝑇
3 = 𝒫

(︃(︁
((𝜙1 ∧ 𝜙2) ∨ 𝜙2) ∧ (𝜙1 ∧ 𝜙2) ∨ 𝜙1

)︁
∨

(︁
((𝜙1 ∧ 𝜙2) ∨ 𝜙1) ∧ (𝜙1 ∧ 𝜙2) ∨ 𝜙2

)︁)︃
= 𝒫 ((𝜙1 ∧ 𝜙2) ∨ (𝜙1 ∧ 𝜙2)) = 𝑝1(𝜏)𝑞2(𝜏) + 𝑞1(𝜏)𝑝2(𝜏). (4.98)

Here, the Birnbaum importance of component 3 coincides with the probability
of two system states: Component 1 having failed and component 2 working
properly or the converse.

We then come to the calculation of the Andrews-Beeson extension of the Birn-
baum importance of the three components. In this case, the Birnbaum impor-
tance is calculated through the algebraic structure function in Equation (4.42).
Note that this expression already contains the required consensus terms. Then,
we find

ℐ𝐴𝐵
1 = 𝜕ℛ

𝜕𝑝1
+ 𝜕ℛ

𝜕𝑞1

= 𝑝2(𝜏) + 𝑞3(𝜏) − 𝑝2(𝜏)𝑞3(𝜏) − 𝑝2(𝜏)𝑝3(𝜏) = 𝑞3(𝜏), (4.99)

ℐ𝐴𝐵
2 = 𝜕ℛ

𝜕𝑝2
+ 𝜕ℛ

𝜕𝑞2

= 𝑝1(𝜏) − 𝑝1(𝜏)𝑞3(𝜏) + 𝑝3(𝜏) − 𝑝1(𝜏)𝑝3(𝜏) = 𝑝3(𝜏), (4.100)
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and finally,

ℐ𝐴𝐵
3 = 𝜕ℛ

𝜕𝑝3
+ 𝜕ℛ

𝜕𝑞3

= 𝑝2(𝜏) − 𝑝1(𝜏)𝑝2(𝜏) + 𝑝1(𝜏) − 𝑝1(𝜏)𝑝2(𝜏)
= 𝑞1(𝜏)𝑝2(𝜏) + 𝑝1(𝜏)𝑞2(𝜏). (4.101)

These results confirm the coincidence between ℐ𝐴𝐵
𝑖 and ℐ𝐴𝐵𝐺𝑇

𝑖 . As for Vaurio’s
extension [Equation (4.16)], we find

ℐ𝑉
1 = 𝜕ℛ

𝜕𝑝1
− 𝜕ℛ

𝜕𝑞1

= 𝑝2(𝜏) + 𝑞3(𝜏) − 𝑝2(𝜏)𝑞3(𝜏) − 𝑝2(𝜏)𝑝3(𝜏) = 𝑞3(𝜏), (4.102)

ℐ𝑉
2 = 𝜕ℛ

𝜕𝑝2
− 𝜕ℛ

𝜕𝑞2

= 𝑝1(𝜏) − 𝑝1(𝜏)𝑞3(𝜏) + 𝑝3(𝜏) − 𝑝1(𝜏)𝑝3(𝜏) = 𝑝3(𝜏), (4.103)

and

ℐ𝑉
3 = 𝜕ℛ

𝜕𝑝3
− 𝜕ℛ

𝜕𝑞3

= 𝑝2(𝜏) − 𝑝1(𝜏)𝑝2(𝜏) − 𝑝1(𝜏) + 𝑝1(𝜏)𝑝2(𝜏) = 𝑝2(𝜏) − 𝑝1(𝜏). (4.104)

For components 1 and 2, Vaurio’s extension coincides with Andrews and Bee-
son’s extension and with the formulation proposed here. However, for compo-
nent 3, we register ℐ𝑉

3 ̸= ℐ𝐴𝐵𝐺𝑇
3 . We also observe that the difference 𝑝2 −𝑝1 can

be negative. This result confirms once again the lack of coincidence between the
probabilistic and mathematical interpretation of Vaurio’s IM for non-coherent
systems.

4.4.2.2 Gas Detection System

This section considers a gas detection system presented in [And01, AB03]. The
system consists of six components, i.e., two gas sensors (𝐷1, 𝐷2), a logic control
unit (𝐿𝑈), two de-energizing relays (𝑅1, 𝑅2), and a lamp/siren (𝐿). The prime
implicants are

Ψ(𝜙) = 𝜙𝐿 ∨ 𝜙𝐿𝑈 ∨ 𝜙𝑅1 ∨ 𝜙𝑅2 ∨ (𝜙𝐷1 ∧ 𝜙𝐷2). (4.105)

Also, in [AB03], the Andrews-Beeson IMs for the system’s components are re-
ported as

ℐ𝐴𝐵
𝐿 = 𝜕ℛ

𝜕𝑝𝐿(𝜏) + 𝜕ℛ
𝜕𝑞𝐿(𝜏)

= 𝑝𝐿𝑈(𝜏)𝑞𝑅1(𝜏)𝑞𝑅2(𝜏)(𝑝𝐷1(𝜏) + 𝑝𝐷2(𝜏) − 𝑝𝐷1(𝜏)𝑝𝐷2(𝜏)), (4.106)
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ℐ𝐴𝐵
𝐿𝑈 = 𝜕ℛ

𝜕𝑝𝐿𝑈(𝜏) + 𝜕ℛ
𝜕𝑞𝐿𝑈(𝜏)

= 𝑝𝐿(𝜏)𝑞𝑅1(𝜏)𝑞𝑅2(𝜏)(𝑝𝐷1(𝜏) + 𝑝𝐷2(𝜏) − 𝑝𝐷1(𝜏)𝑝𝐷2(𝜏)), (4.107)

ℐ𝐴𝐵
𝑅1 = 𝜕ℛ

𝜕𝑝𝑅1(𝜏) + 𝜕ℛ
𝜕𝑞𝑅1(𝜏)

= 𝑝𝐿(𝜏)𝑝𝐿𝑈(𝜏)𝑞𝑅2(𝜏)(𝑝𝐷1(𝜏) + 𝑝𝐷2(𝜏) − 𝑝𝐷1(𝜏)𝑝𝐷2(𝜏)), (4.108)

ℐ𝐴𝐵
𝑅2 = 𝜕ℛ

𝜕𝑝𝑅2(𝜏) + 𝜕ℛ
𝜕𝑞𝑅2(𝜏)

= 𝑝𝐿(𝜏)𝑝𝐿𝑈(𝜏)𝑞𝑅1(𝜏)(𝑝𝐷1(𝜏) + 𝑝𝐷2(𝜏) − 𝑝𝐷1(𝜏)𝑝𝐷2(𝜏)), (4.109)

ℐ𝐴𝐵
𝐷1 = 𝜕ℛ

𝜕𝑝𝐷1(𝜏) + 𝜕ℛ
𝜕𝑞𝐷1(𝜏)

= 𝑝𝐿(𝜏)𝑝𝐿𝑈(𝜏)𝑞𝑅1(𝜏)𝑞𝑅2(𝜏)𝑞𝐷2(𝜏), (4.110)

and

ℐ𝐴𝐵
𝐷2 = 𝜕ℛ

𝜕𝑝𝐷2(𝜏) + 𝜕ℛ
𝜕𝑞𝐷2(𝜏)

= 𝑝𝐿(𝜏)𝑝𝐿𝑈(𝜏)𝑞𝑅1(𝜏)𝑞𝑅2(𝜏)𝑞𝐷1(𝜏). (4.111)

Note that components 𝐿, 𝐿𝑈 , 𝐷1 and 𝐷2 are repair critical while components
𝑅1 and 𝑅2 are failure critical. As for ℐ𝐴𝐵𝐺𝑇 , by applying Equation (4.71), we
find

ℐ𝐴𝐵𝐺𝑇
𝐿 = 𝒫

(︁
𝜙𝐿𝑈 ∨ 𝜙𝑅1 ∨ 𝜙𝑅2 ∨ (𝜙𝐷1 ∧ 𝜙𝐷2)

)︁
= 𝑝𝐿𝑈(𝜏)𝑞𝑅1(𝜏)𝑞𝑅2(𝜏)(𝑝𝐷1(𝜏) + 𝑝𝐷2(𝜏) − 𝑝𝐷1(𝜏)𝑝𝐷2(𝜏)), (4.112)

ℐ𝐴𝐵𝐺𝑇
𝐿𝑈 = 𝒫

(︁
𝜙𝐿 ∨ 𝜙𝑅1 ∨ 𝜙𝑅2 ∨ (𝜙𝐷1 ∧ 𝜙𝐷2)

)︁
= 𝑝𝐿(𝜏)𝑞𝑅1(𝜏)𝑞𝑅2(𝜏)(𝑝𝐷1(𝜏) + 𝑝𝐷2(𝜏) − 𝑝𝐷1(𝜏)𝑝𝐷2(𝜏)), (4.113)

ℐ𝐴𝐵𝐺𝑇
𝑅1 = 𝒫

(︁
𝜙𝐿 ∨ 𝜙𝐿𝑈 ∨ 𝜙𝑅2 ∨ (𝜙𝐷1 ∧ 𝜙𝐷2)

)︁
= 𝑝𝐿(𝜏)𝑝𝐿𝑈(𝜏)𝑞𝑅2(𝜏)(𝑝𝐷1(𝜏) + 𝑝𝐷2(𝜏) − 𝑝𝐷1(𝜏)𝑝𝐷2(𝜏)), (4.114)

ℐ𝐴𝐵𝐺𝑇
𝑅2 = 𝒫

(︁
𝜙𝐿 ∨ 𝜙𝐿𝑈 ∨ 𝜙𝑅1 ∨ (𝜙𝐷1 ∧ 𝜙𝐷2)

)︁
= 𝑝𝐿(𝜏)𝑝𝐿𝑈(𝜏)𝑞𝑅1(𝜏)(𝑝𝐷1(𝜏) + 𝑝𝐷2(𝜏) − 𝑝𝐷1(𝜏)𝑝𝐷2(𝜏)), (4.115)
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4. Importance Measure Analysis

ℐ𝐴𝐵𝐺𝑇
𝐷1 = 𝒫 ((𝜙𝐿 ∨ 𝜙𝐿𝑈 ∨ 𝜙𝑅1 ∨ 𝜙𝑅2 ∨ 𝜙𝐷2) ∧ 𝜙𝐿 ∨ 𝜙𝐿𝑈 ∨ 𝜙𝑅1 ∨ 𝜙𝑅2)

= 𝒫 (𝜙𝐷2 ∧ 𝜙𝐿 ∨ 𝜙𝐿𝑈 ∨ 𝜙𝑅1 ∨ 𝜙𝑅2) = 𝑝𝐿(𝜏)𝑝𝐿𝑈(𝜏)𝑞𝑅1(𝜏)𝑞𝑅2(𝜏)𝑞𝐷2(𝜏),
(4.116)

and

ℐ𝐴𝐵𝐺𝑇
𝐷2 = 𝒫 ((𝜙𝐿 ∨ 𝜙𝐿𝑈 ∨ 𝜙𝑅1 ∨ 𝜙𝑅2 ∨ 𝜙𝐷1) ∧ 𝜙𝐿 ∨ 𝜙𝐿𝑈 ∨ 𝜙𝑅1 ∨ 𝜙𝑅2)

= 𝒫 (𝜙𝐷1 ∧ 𝜙𝐿 ∨ 𝜙𝐿𝑈 ∨ 𝜙𝑅1 ∨ 𝜙𝑅2) = 𝑝𝐿(𝜏)𝑝𝐿𝑈(𝜏)𝑞𝑅1(𝜏)𝑞𝑅2(𝜏)𝑞𝐷1(𝜏).
(4.117)

Again as expected from the proofs in the previous section, the results of ℐ𝐴𝐵

and ℐ𝐴𝐵𝐺𝑇 are consistent given the proper representation of the algebraic struc-
ture function. Regarding Vaurio’s extension, we have the following: Note that,
for each component 𝑖, the system unreliability function depends on either the
component failure probability 𝑞𝑖 or success probability, 𝑝𝑖. Thus, for each 𝑖, we
have either 𝜕ℛ

𝜕𝑝𝑖

= 0 or 𝜕ℛ
𝜕𝑞𝑖

= 0. Hence, for this system, ℐ𝑉
𝑖 coincides with ℐ𝐴𝐵

𝑖

and ℐ𝐴𝐵𝐺𝑇
𝑖 .

4.5 Experimental Results
In the following section, the accuracy and efficiency of the stochastic-logic-based
importance analysis is discussed first. Later, the time-independent and Boolean-
based IMs are evaluated and compared to some related works for a non-coherent,
time-inconsistent implementation of H.264 encoder/decoder.

4.5.1 Stochastic-logic Importance Measure Analysis
In this section, the proposed approach for the efficient calculation of IMs is ap-
plied to a test suite of system-level specifications. Focus is put on two main as-
pects: The proposed techniques may—as is inherent to stochastic logic—induce
minor imprecisions that depend on the length of the employed bit stream. Thus,
the accuracy of the approach is investigated first. Finally, we investigate the ac-
tual execution time improvements of the proposed approach and compare them
with the theoretical complexity decrease by two times the number of compo-
nents.

Accuracy The accuracy of the proposed technique in Algorithm 5 is compared
to an analytical IM analysis approach using Binary Decision Diagram (BDD)
which provides exact IM results. To evaluate the IM of a component 𝑥 ∈ 𝑋,
the BDD-based naïve approach calculates the reliability of the desired system
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4.5 Experimental Results

for two different conditions: when 𝑥 = 0 and when 𝑥 = 1, then follows Equa-
tion (4.2). In the ST-based naïve approach, each individual IM analysis benefits
from employing two complete bit streams of length 𝑙, one modeling the success
and one modeling the failure in the desired component such that 2 bit streams
of length 𝑙 that model the reliability of the total system for each case are gener-
ated. In the proposed approach, we reduce the complexity by using only one bit
stream per component of length 𝑙 to generate one single reliability bit stream for
the system. Consider the simple example of a component with a reliability of
0.7.10 In this case, ≈ 30 % of the bit stream is used to investigate the impact of
the component’s failure while ≈ 70 % of the bit stream is usable to consider the
component’s success, respectively. Thus, the proposed approach may observe a
certain imprecision compared to the naïve one; particularly in the presence of
short bit streams.

Here, eight system-level design specifications, including several real-world as
well as multiple synthetic test cases have been studied. The size of these speci-
fications ranges from 35 tasks and 15 resources to 500 tasks and 100 resources.
Also, three different levels of redundancy (no redundancy, moderate degree of
redundancy, and very high degree of redundancy) for each test case are consid-
ered. For each of the specifications, 10 different implementations with a varying
number of available resources are generated. Totally, 240 implementations with
different complexities are tested to compare the approaches. The experiments
are carried out on a 4 GHz desktop PC using 2 GB of RAM.

Table 4.8 compares the extracted results of the test cases for 240 different
implementations categorized into simple (with no redundancy), moderate (with
moderate degree of redundancy), and hard (with very hard degree of redun-
dancy) examples using the BDD-based naïve, ST-based naïve, and novel ap-
proaches when the length of the bit stream in both ST-based naïve and novel
approaches changes from 1,000 to 5,000, and 10,000. The BDD-based approach
fails to complete the majority (75 %) of moderate and all hard experiments be-
cause it exceeds the available memory. Since there is no output available for
BDD-based approach while testing hard experiments, where a comparison with
BDD-base approach is required, the corresponding value in the table is filled
with a dash line (−). The result shows that the longer the bit stream, the less
imprecision both the ST-based naïve and novel approaches experience. Also,
considering the execution time, the BDD-based approach outperforms the other
approaches for simple test cases. However, for moderate examples, the novel
approach performs significantly faster than the other two techniques. It can be
concluded that the BDD-based approach is the technique of choice for simple

10In stochastic logic in general, high reliability values as observed in real systems (0.99999)
are treated by applying a constant scaling factor to all inputs and the resulting system
reliability, respectively.
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test cases because it performs fast and accurate. Now, the concern is the tech-
nique of choice for moderate and large examples: Table 4.8 shows that for the
equal length of bit stream, the ST-based naïve approach is more accurate than
the novel approach, however the novel approach is noticeably faster and can
save significant analysis time.

Figure 4.10 illustrates the speedup of the novel approach compared to the
ST-based approach for a moderate example (with only 13 resources) when the
accuracy of the novel technique varies depending on the length of its bit stream.
Here, a moderate example is selected because for hard examples the baseline
approach (the BDD-based one) cannot succeed in analyzing the systems. The
length of the bit stream in the ST-based approach is set to 1,000 which results
in 0.54 % imprecision. The speedup achieved by the proposed approach with bit
streams of equal length is 33 (for 13 resources, 26 would have been expected) but
has an imprecision of 1.73 %. The figure shows that when the novel approach
uses a length of 12,000, the imprecision reaches 0.51 % (< 0.54 % in the ST-
based approach) while the technique is still 2.38 times faster than the ST-based
approach. We can observe that the speedup decreases by about one order of
magnitude (33 to 2.38) when the length of the bit stream is increased by an order
of magnitude (1,000 to 12,000)—an expected behavior when using stochastic
logic. Due to the failure of the BDD-based analysis, we cannot provide any
result for the accuracy for the hard test cases. But, consider that for the large
and hard examples, the proposed approach achieves speedups of 4 to 5 orders
of magnitude. Due to the stochastic logic, achieving a comparable precision
will again sacrifice the speedup by about one order of magnitude, resulting in
an actual speedup (including all overheads) in the range of impressive 3 to 4
orders of magnitude. We consider this an important enabler to integrate IMs in
automatic DSE techniques.

Efficiency Analytical approaches (e. g., BDD) are exact. However, they are
hard to perform for large test cases. Therefore, the efficiency of the proposed
technique in Algorithm 5 is compared to the ST-based naïve IM analysis using
stochastic logic in Algorithm 4 . Figure 4.11 compares the execution times in
a log-log diagram. Here, the length of the bit streams in all the experiments of
the ST-based naïve and the proposed approach is equal. For both techniques,
the higher the number of resources, the longer the analysis takes because the
reliability analysis becomes more complex. In the experiments, an upper limit
for the execution time of 100 seconds is applied. While the proposed approach
successfully evaluated all implementations, the execution time for the ST-based
naïve approach violates this limit when the number of resources in the imple-
mentation is higher than 50. Among the 240 different implementations tested
here, only 115 implementations are applicable for the comparison of the pro-
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Figure 4.10: The variation in the speedup and error percentage of the novel
approach over the ST-based naïve approach. The length of the
bit stream in the naïve approach is fixed to 1,000 while in the
proposed approach, it is varied from 1,000 to 15,000. The results
show that at 𝑙 =12,000, the imprecision of the novel approach
reaches the ST-based one while it is still 2.38 times faster in the
analysis.
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Figure 4.11: Comparison of the execution time of the ST-based naïve and the
novel approach. The novel approach improves the performance of
the analysis by 10 to 100 times.

posed approach with the ST-based naïve approach: In these cases, the proposed
approach achieves an impressive 10 to 100x speedup, depending on the number
of resources in an implementation. This amount of improvement in the effi-
ciency of the analysis technique is a success in the field of design automation
where hundreds to thousands of different implementations should be evaluated
for each system.
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Table 4.9: The characteristics of the H.264 example and the average execution
time for evaluating each IM analysis approach using the proposed
analysis tool.

# of basic events # of prime implicants execution time (s)
58 22 11.5

4.5.2 Time-Independent Importance Measure
The purpose of this section is to show an application of the proposed reliability
IMs to a well-known digital application. As a particular system, we consider
the H.264 video coding standard [WSBL03], a well-known standard for video
compression for a wide area of application domains. The system specification of
the H.264 video coding standard is explained in more details in Appendix F. For
a specific implementation (shown in Figure 4.12) where the H.264 encoder/de-
coder applications are mapped to 7 out of the 15 available components from
the architecture template, Table 4.9 reports the number of basic events and
prime implicants of this system model. The reliability analysis for this system
is performed through the JReliability toolbox [GLR16] which employs STs
and stochastic logic from Chapter 3.3 to efficiently analyze the system under
consideration. The total execution time for the reliability analysis and the com-
putation of all the IMs is 11.5 seconds using single-threaded execution on a
4 GHz desktop PC with 2 GB of RAM (Table 4.9).

In the current implementation, among the resources, there are 3 processors,
two Reduced Instruction Set Computing (RISC)-type CPUs and one DSP. In
this implementation, several tasks are redundantly distributed onto several pro-
cessors to enhance system reliability. However, in case all processors are active,
the power density and respective heat become so high that thermal hot spots
may occur which can result in immediate system failure. To prevent this situa-
tion, no more than two processors can be active at any given time. Therefore,
with three active processors, the system behaves as a non-coherent system, be-
cause at least one of the processors has to fail (or be deactivated by a control
logic) for the system to work properly. Since each processor is statically assigned
a different set of tasks for execution, this deactivation is different from well-
known hot and cold spare modeling techniques where a third processor would
either be active all the time or be deactivated and configured as a cold spare,
substituting a failed processor completely. A similar scenario regarding the con-
trolled activation and deactivation of components is discussed in [GLHT09] in
the context of graceful degradation.
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Figure 4.12: The H.246 task graph implementation with 7 components. The
task-to-component mappings are shown by using equal colors. The
yellow tasks are running on three processors (components 1 to 3).
Components 4 and 5 are memory components, components 6 is
an accelerator, and component 7 is a communication bus.

For our numerical discussion, various IMs for the resources of the system
are given in Table 4.10. In particular, the first three resources (1–3) are the
mentioned processors, resources 4 and 5 are the memory components, resource
6 is one of the available accelerators, and resource 7 is the communication bus.
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encoder/decoder. The system is not time consistent.
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Figure 4.14: (a) RAW, and (b) RRW IMs for the seven resources of the non-
coherent H.264 example.

As for the reliability analysis, Figure 4.13 shows the nominal system unrelia-
bility function and the conditional unreliability function given that component
1 has failed. We observe that for 𝜏 < 𝜏0, 𝑅(𝜏) < 𝑅−

1 (𝜏), while for 𝜏 > 𝜏0, 𝑅(𝜏)
is slightly higher than 𝑅−

1 (𝜏). Therefore, the system is not time consistent.
As for the time-dependent IMs, the graphs in Figure 4.14 show the RAW

and RRW IMs for the system at hand. When no redundancy is available, the
failure of resource 𝑖 causes the system to fail. Therefore, by the properties of
RAW, 𝑅𝐴𝑊𝑖(𝜏) will be 1/𝑈(𝜏). In the H.264 encoder/decoder implementation
at hand, this is the case for resources 4–7. Accordingly, these are the top-
ranked resources by 𝑅𝐴𝑊 (𝜏). We also note that the 𝑅𝐴𝑊 (𝜏) and 𝑅𝑅𝑊 (𝜏)
of resources 1–3 are smaller than unity, showing the non-coherent nature of the
system.
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Table 4.10: 𝑀𝑇𝑇𝐹−, 𝑀𝑇𝑇𝐹 +, ℐ𝐵𝐴𝐺𝑇−, ℐ𝐵𝐴𝐺𝑇 + of the seven resources in the
non-coherent H.264 example reliability analysis.

resource 𝑖 𝑀𝑇𝑇𝐹−
𝑖 𝑀𝑇𝑇𝐹 +

𝑖 ℐ𝐵𝐴𝐺𝑇−
𝑖 ℐ𝐵𝐴𝐺𝑇 +

𝑖 ℐ𝐵𝑃
𝑖

1 2.76 0.88 1.75 0.13 -
2 2.36 0.27 1.35 0.74 -
3 2.39 0.27 1.38 0.74 -
4 0.0 1.44 1.01 0.43 -
5 0.0 2.80 1.01 1.79 -
6 0.0 1.07 1.01 0.06 -
7 0.0 2.33 1.01 1.32 -

To answer the question of identifying the importance of resources in a
time-independent fashion, we compute the conditional and unconditional MT-
TFs. The nominal MTTF is 1.01. Table 4.10 reports the conditional MTTFs
for the seven resources.

Note that resources 1, 2 and 3 lead to conditional MTTFs greater (smaller)
than the nominal system MTTF, when their failure (success) is concerned. This
is again a consequence of the non-coherent nature of the system. The values
of ℐ𝐵𝐴𝐺𝑇− and ℐ𝐵𝐴𝐺𝑇 + are displayed in Table 4.10. We have: ℐ𝐵𝐴𝐺𝑇−

1 >
ℐ𝐵𝐴𝐺𝑇−

3 > ℐ𝐵𝐴𝐺𝑇−
2 > ℐ𝐵𝐴𝐺𝑇−

4 = ℐ𝐵𝐴𝐺𝑇−
5 = ℐ𝐵𝐴𝐺𝑇−

6 = ℐ𝐵𝐴𝐺𝑇−
7 and ℐ𝐵𝐴𝐺𝑇 +

5 >
ℐ𝐵𝐴𝐺𝑇 +

7 > ℐ𝐵𝐴𝐺𝑇 +
2 = ℐ𝐵𝐴𝐺𝑇 +

3 > ℐ𝐵𝐴𝐺𝑇 +
4 > ℐ𝐵𝐴𝐺𝑇 +

1 > ℐ𝐵𝐴𝐺𝑇 +
6 . Thus, when

considering component importance in a time-independent fashion, resource 1 is
the one to be prioritized when considering actions for preventing failure, while
resource 5 deserves priority when success is of concern.

We observe that in this application, the ranking induced by ℐ𝐵𝐴𝐺𝑇− differs
from the ranking induced by RAW, and the ranking induced by ℐ𝐵𝐴𝐺𝑇 + is also
different from the ranking induced by RRW. Because the system is not coherent,
it is not possible to compare the ranking with the Barlow-Proschan IM.

4.5.3 Boolean-based Importance Measure
In this section, the same implementation of H.264 video coding standard as pre-
sented in Figure 4.12 is considered. Similarly, the JReliability toolbox [GLR16]
is employed to perform the reliability analysis. The execution time for the IM
analysis of all components at each point of time is 4 seconds on a 4 GHz desktop
PC using 2 GB of RAM.

Let us now come to the calculation of the IMs for this system. The toolbox
software allows a direct implementation of the Boolean expression in Equa-
tion (4.71) which facilitates the importance analysis using STs. Instead, to find
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Vaurio’s importance, we made the following changes to have a semi-Boolean
interpretation of that. Similar to Equation (4.82) and Equation (4.83), ℐ𝑉

𝑖 can
be written as

ℐ𝑉
𝑖 = 𝜕ℛ

𝜕𝑝𝑖

− 𝜕ℛ
𝜕𝑞𝑖

(4.118)

= 𝒫
(︂

Ψ𝐴
𝑖 · Ψ𝐶

𝑖

)︂
− 𝒫

(︂
Ψ𝐵

𝑖 · Ψ𝐶
𝑖

)︂
(4.119)

= 𝒫
(︁
Ψ𝐴

𝑖 · Ψ𝐵
𝑖 · Ψ𝐶

𝑖

)︁
− 𝒫

(︁
Ψ𝐴

𝑖 · Ψ𝐵
𝑖 · Ψ𝐶

𝑖

)︁
, (4.120)

which is equivalent to

ℐ𝑉
𝑖 = 𝒫

(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖

)︁
− 𝒫

(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖

)︁
. (4.121)

This means that the two Boolean expressions 𝒫
(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖

)︁
and

𝒫
(︁
Ψ𝐴

𝑖 ∧ Ψ𝐵
𝑖 ∧ Ψ𝐶

𝑖

)︁
can be individually calculated using STs and differentiated

later to extract ℐ𝑉
𝑖 .

Figure 4.15 compares the results obtained for ℐABGT
𝑖 and ℐV

𝑖 . The importance
of the components is displayed as a function of time. The first three most
important components are the processors (i.e., components 1, 2 and 3), the
memory components rank 4𝑡ℎ and 5𝑡ℎ, respectively, the hardware accelerator
is 6𝑡ℎ, and the bus is the least important component. ℐ𝐴𝐵𝐺𝑇

𝑖 and ℐ𝑉
𝑖 show

significant differences for 𝑖 ∈ {1, 2, 3}. The reason is that the states of the
system vary in such a way that the processors become repair and failure critical
during the system lifetime. Conversely, the remaining components are always
failure critical and therefore their ℐ𝐴𝐵𝐺𝑇

𝑖 and ℐ𝑉
𝑖 are equal (this occurs for

𝑖 ∈ {4, 5, 6, 7}).

4.5.4 Discussion: Time-Dependent or Time-Independent
Importance Analysis?

We present some remarks on the IM introduced in this work before concluding.
When time is explicitly factored into a reliability analysis, IMs such as the
Birnbaum, RAW, RRW provide rankings that vary over time, while other IMs
such as the Barlow-Proschan, the Natvig, the Ebrahimi et al. and the one
proposed here provide a unique ranking, independent of time. A question one
might ask is whether a time-independent and/or a time-dependent approach
should be used. We believe that the two approaches are complementary. In
fact, a time-independent analysis summarizes components importance into one
synthetic indicator. Thus, it allows the analyst to assign a (time-wise) unique
ranking. However, this potential advantage comes at the cost of a lack of details
about the component contribution to system reliability as time goes by. Because
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a time-dependent analysis enters into the details of how a component contributes
to system reliability over time, it helps in explaining and adds insights to a time-
independent analysis. A detailed discussion of the advantages and disadvantages
of a time-dependent or of a time-independent sensitivity analysis are outside the
scope of the present work and remain as part of future research.

4.6 Summary
This chapter first presents an efficient technique to compute the reliability and
structural IMs of components in a system. The analysis reveals how each com-
ponent contributes to the system reliability. Therein, a novel algorithm is pre-
sented that allows to determine the IMs of all components concurrently. Thus,
the algorithm significantly reduces the complexity compared to the known naïve
approaches by a factor of 2 · |𝑋| with |𝑋| being the number of components in
the system. Experimental results show that in a fair comparison with the naïve
approach, a speedup of about 2 for small system specifications up to 3 to 4
orders of magnitude of large and complex specifications can be expected. More-
over, the proposed technique is extended to support importance for the joint
consideration of both transient and permanent faults.

Later, this chapter introduces two new time-independent reliability IMs based
on the difference between system MTTFs for component failure and success.
Moreover, because a system failure time is a positive random variable, we can
relate the MTTF to the integral of the cumulative distribution function and
to the Wasserstein-Kantorovich distance between cumulative distribution func-
tions. Furthermore, we have seen that the difference in absolute values of the
MTTF’s, when compared to the Wasserstein-Kantorovich distance between re-
liability functions, determines whether a system is time consistent. The IMs are
illustrated through several examples, with the exponential and Weibull failure
rates, with coherent and non-coherent structures, and for time-consistent and
time-inconsistent systems. Indeed, because the majority of time-independent
IMs are defined only for coherent systems, the present proposal might be of
interest for the reliability manager dealing with non-coherent systems, a case
which is becoming more and more common in digital systems.

Finally, this chapter discusses the extension of the Birnbaum IM to non-
coherent systems. Besides comparing the meaning of previous extensions, we
have proposed a new definition that holds independent of whether the system
is coherent or non-coherent. This is of great help for the analysis of complex
systems when there is no initial knowledge of how the failure of a component
may influence the system. The novel definition is expressed in a fully Boolean
form. Thus, it retains the probabilistic meaning of Birnbaum IM while extend-
ing its applicability to as well coherent as non-coherent systems. The Boolean
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encoding results in high computational efficiency, because it allows analysts to
straightforwardly apply well-established techniques such as BDD and Fault Tree
(FT). Several examples and a real-life application have been used to illustrate
the findings.
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Figure 4.15: The Birnbaum IMs of the seven components of the H.264 system
as a function of time.
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Design Space Exploration

By Moore’s law [Moo65], semiconductor devices are getting more compact and
the tremendous progress in their performance and functionality enables embed-
ded systems to encompass tighter and tighter constraints (e. g., lower power
consumption and latency). However, this ascertains new challenges to their re-
liability. Recent studies reveal that reliability should be considered as a primary
requirement in electronic systems [AM15]. This then implies the need to not only
properly evaluate system reliability at design time, but also seek for appropriate
approaches to maximize system reliability within given budget constraints. To
improve reliability, different techniques like hardware-/software-based redun-
dancy or resource hardening can be applied. These techniques usually imply
higher execution times, power consumption, and/or resource costs. Therefore,
the aim is to optimize the reliability of such systems while considering different
and conflicting design objectives. However, the growing size of embedded sys-
tems results in a large search space and sophisticated design process, implying
the need for efficient optimization algorithms.

In the following chapter, we illustrate the intuition on how to improve the
efficiency of optimization algorithms using Importance Measures (IMs). Re-
spectively, we propose two approaches. The first approach exploits IMs in a
traditional optimization approach. The goal is to both accelerate the optimiza-
tion process and guide it to improve the quality of the final design. Therein,
an evolutionary-based global search performs the allocation and binding with
only reliability and resource cost as the objectives. Then, an integrated Local
Search (LS) evaluates the importance of each resource. Later, it upgrades the
hardening of the most important and eliminates the costly hardening of the
least important resources to make a balance in the cost of each implementation
(individual), while improving the system reliability. However, upgrading is just
one of the possible ways to improve system reliability. In some situations, es-
tablishing the precise hardening level for resources is not feasible and there is
the need for other reliability improving methods. This requires going beyond
these previously proposed approaches. The second approach, therefore, uses IMs
as part of the mutation operator in the creation step of a Genetic Algorithm
(GA). The role of the IMs is to guide the addition of task-level redundancy in
the generation of new individuals. Later in this chapter, we carry out several
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experiments with both realistic and synthetic systems. Our results show that
IMs effectively contribute in improving the exploration process to find solutions
with higher quality.

5.1 Related Work
System optimization for reliability has got a lot of attention in the last few
decades. There are basically four options to improve the reliability of a sys-
tem: (I) To increase the reliability of components, (II) to provide redundant
components in parallel, (III) a combination of the previous two approaches, and
(IV) reassignment of interchangeable components. In early works, the reliabil-
ity of a system is optimized given the reliability of each constituent component
and their constraint-type data (the reliabilities of components were specified
usually high) [ML73]. However, this optimization overlooks the fact that pro-
ducing highly reliable components is typically very expensive. Indeed, the cost
of duplicating a component is often less than the cost of manufacturing a more
reliable component with reliability equal to that of the duplicated component.
Mathematically, the redundancy allocation problem is a mixed integer nonlinear
programming problem which can be formulated as follows:

maximize ℛ (�̇�1, . . . , �̇�𝑛) (5.1)

subject to:

𝑔𝑗 (�̇�1, . . . , �̇�𝑛) ≤ 0, 𝑗 = 1, . . . , 𝑚 (5.2)

𝑙𝑖 ≤ �̇�𝑖 ≤ 𝑢𝑖, 𝑖 = 1, . . . , 𝑛 (5.3)

where ℛ (�̇�1, . . . , �̇�𝑛) is the system reliability when �̇�𝑖 components are arranged
in parallel at stage 𝑖, 1 ≤ 𝑖 ≤ 𝑛. Also, 𝑔𝑗 : R𝑛 → R, 𝑗 = 1, . . . , 𝑚 is referred to as
the inequality constraint functions for cost, weight, volume, etc. Moreover, the
number of redundant components �̇�𝑖 at stage 𝑖 should be more than the lower
bound 𝑙𝑖 and less than the upper bound 𝑢𝑖.

In order to obtain the best overall system reliability, a true optimization ap-
proach is demanded which determines both the optimal component reliability
and the optimum number of redundancies. This was first introduced by Misra
& Ljubojevic as a reliability-redundancy allocation problem in [ML73]. Later,
Tillman, et al. [THK77] employed a different cost-reliability function and
considered weight and volume constraints besides cost. Both these approaches
use heuristic optimization techniques to solve the redundancy allocation prob-
lem. The objective of the heuristic is to produce a sufficiently good solution in
a reasonable time. However, this solution may not be the best solution, and it
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may only approximate the exact solution. Instead, meta-heuristic algorithms
provide a sufficiently good solution for solving an optimization problem. Among
meta-heuristics, Genetic Algorithm (GA) [CS96b, CS96a, PC95a, PC95b], Sim-
ulated Annealing (SA) [RMR97, CSdA94], and Tabu Search (TS) [GL97] have
got a lot of attractions for optimizing reliability with constraints on cost. Exact
methods for solving the redundancy allocation problem are other alternatives
which typically involve a lot of computational effort and require a large amount
of memory [KP04]. As an example, the surrogate-constraints algorithm pro-
posed in [HNNN92] optimizes both redundancy and component reliability in
each sub-system under multiple constraints. Also, the work in [PK00] maxi-
mizes the reliability of a coherent system over component choices and redun-
dancy options based on lexicographic order and an upper bound on the system
reliability. Other exact methods can be found in [MS88, BYC91].

Redundancy and component reliability enhancement usually come with a
higher cost, power consumption, and/or lower performance. For the design
of a reliable system, it is desired to not only maximize reliability but also
minimize cost and power and maximize performance. The new problem is a
multi-objective optimization problem which can be formulated as

minimize 𝑓 (�⃗�) := [𝑓1 (�⃗�) , . . . , 𝑓𝑘 (�⃗�)] (5.4)

subject to:

𝑔𝑖 (�⃗�) ≤ 0, 𝑖 = 1, . . . , 𝑚 (5.5)

ℎ𝑗 (�⃗�) = 0, 𝑗 = 1, . . . , 𝑝 (5.6)

where �⃗� is the vector of decision variables and 𝑓𝑙 : R𝑛 → R, 𝑙 = 1, . . . , 𝑘 are
the objective functions which evaluate the quality of a particular solution by
assigning an objective value to it. Also, 𝑔𝑖, ℎ𝑗 : R𝑛 → R, 𝑖 = 1, . . . , 𝑚, 𝑗 =
1, . . . , 𝑝 are referred to as the inequality and equality constraint functions.

Several techniques have been proposed in the literature for solving multi-
objective optimization problems. Among them, meta-heuristics such as Multi-
Objective Evolutionary Algorithms (MOEAs) [ZLT02, DAPM00] have obtained
a significant attention in recent years. MOEAs denote a class of search methods
that can be applied to a wide range of applications where the decisions are taken
in the presence of trade-offs between objectives. Two representatives of the fam-
ily of Evolutionary Algorithms (EAs) are GAs [Hol75] and Differential Evolution
(DE) [PSL06] algorithms. The authors of [HQZ06] have proposed an algorithm
which uses GA based on Pareto tournament and equivalence sharing and a
population-based constraint handling method. In [TEC08], a multi-objective
multi-state GA for reliability optimization is proposed. There, the components
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are characterized by having different performance levels, cost, weight, and re-
liability. Cao, et al. proposed a decomposition-based approach to solve the
multi-objective redundancy allocation problem [CMC13]. This approach de-
composes the original problem into some sub-problems and exactly solves the
sub-problems and merge the solutions systematically. The decomposition-based
approach considers reliability, cost, weight and other linear objectives. However,
this assumption is usually in conflict with real embedded systems which may
have non-linear objectives as well (e. g., performance). Finally, multi-objective
Particle Swarm Optimization (PSO) methods have been employed in [KDAT13]
and [GS13] to solve the multi-objective reliability redundancy allocation prob-
lems.

The concept of component importance has attracted a lot of attention to sim-
plify the problem of redundancy allocation. Considering only reliability as objec-
tive, [KZ12a] discusses coarsely how to allocate redundant components to a sys-
tem using redundancy IMs. The parallel (series) redundancy IM is defined as the
increment (decrease) in the reliability of a system by adding a spare component
in parallel (series) to component 𝑖 [SX90]. For active redundancies and to im-
prove (degrade) the system reliability, the spare component should be allocated
in parallel (series) to the component with highest redundancy IM. Another appli-
cation of IMs is in component assignment problems. Therein, the assumption is
that the given components are functionally interchangeable and are available for
being assigned to different positions in a system. The goal is then to optimally
assign these components to maximize the system reliability. Kuo, et al. sug-
gest to assign components to the system sequentially by allocating high-reliable
components to highly important ones [KZZ90]. A component assignment prob-
lem is a combinatorial optimization problem and generally NP-complete. Thus,
when the number of components increases, fast and efficient heuristics are de-
manded. Some recent works are presented in [YZK11, ZYK11, YZK14] using
the Birnbaum IM.

The common restrictions among the majority of these approaches are: I)
They have considered only structural (component-level) redundancies, and/or
II) they are only applicable to series-parallel systems in which the sub-systems
are s-independent. Assume �̇�𝑖 identical components with reliability ℛ𝑖 at stage
𝑖 of a system. The system reliability is then considered as ℛ (�̇�1, . . . , �̇�𝑛) =∏︀𝑛

𝑖=1 (1 − (1 −ℛ𝑖)�̇�𝑖) in the above approaches. However, this is not always the
case. For example, if a component is reused in more than one stage, the in-
terdependency of components is violated and the system reliability does not
follow the above equation anymore. This can simply happen in an embedded
system when more than one task is executed on a resource. The multiple bind-
ing strategy explained in Section 3 generally considers redundancy allocation
with no assumption on the components and their arrangement in the system.
Yet this strategy, besides the inherent complexity of modern embedded sys-

114



5.2 Hybrid Optimization

tems, increases the design space significantly. Therefore, the key factor to cope
with this huge design space is to employ an appropriate optimization approach.
Glaß, et al. extended a hybrid approach known as Satisfiability (SAT)
decoding [LGHT07] to consider multiple binding [GLR+08]. To efficiently per-
form system synthesis in the presence of tight system constraints, SAT decoding
uses meta-heuristic search algorithms such as MOEAs with a Pseudo Boolean
(PB) solver [CK03]. This optimization approach improves the efficiency of the
Design Space Exploration (DSE) noticeably by searching only through feasible
solutions. In this chapter, we treat the redundancy allocation problem as a
multi-objective problem, using this extended hybrid approach. We show that,
for large search spaces, even this approach may suffer from fast convergence
to local optima or low diversity in the solutions. Therefore, two extensions of
that proposed in [AGKT14*] and [AVG+16*] are individually discussed in the
following sections.

5.2 Hybrid Optimization
Meta-heuristic optimization methods, especially MOEAs, are commonly em-
ployed in the embedded system design [Bag14]. They generally perform well for
problems with large search spaces and multiple non-linear constraints and ob-
jectives. However, they suffer when many constraints or conflicting objectives
are defined for an optimization problem and thus, the feasible solutions are
few [Gla11]. The hybrid optimization approach called SAT decoding addresses
these issues by combining an MOEA and a PB solver [LGHT07, LGHT08]. The
SAT decoding approach formalizes the problem of finding a feasible solution
with respect to a set of linear constraints as an Integer-Linear Programming
(ILP) with binary variables (0-1 ILP). A PB solver then solves the problem
efficiently.

Figure 5.1 illustrates the concept of SAT decoding. An MOEA performs the
optimization: A population of individuals is created iteratively followed by vari-
ation and selection steps. To obtain feasible solutions, the MOEA calls the PB
solver. The PB solver solves the 0-1 ILP problem and returns a feasible solution
if one exists. The feasible solution is then evaluated to obtain its objectives. The
objectives guide the selection of the MOEA to select and store relatively good
solutions. These solutions undergo variation and the whole process is iteratively
repeated to improve the quality of the selected solutions. Using this hybrid ap-
proach, the feasible solutions are obtained without the necessity of having a
repair or punishment strategy for the infeasible solutions. Thus, MOEA does
not search for the feasible solutions but instead focuses on the exploration.

The SAT decoding approach utilizes genetic encoding called a genotype. A
genotype is encoded by two vectors 𝜌 ∈ R|𝐵| and 𝜈 ∈ {0, 1}|𝐵|. 𝜌 shows the

115



5. Design Space Exploration

MOEA PB solver

variation

selection

decoding

initialize

stop

Figure 5.1: The priciple of the approach SAT decoding [LGHT08].

priority to assign variables. Respectively, the binary variable 𝑏𝑖 ∈ 𝐵 with the
highest priority is set to the value (phase) 𝜈𝑖 ∈ {0, 1}. Towards a 0-1 ILP model,
a system-level design implementation (also called a phenotype) is encoded as the
following binary vector in [GLR+08]:

𝜔 = (𝑟1, . . . , 𝑟|𝑅|, 𝑚1, . . . , 𝑚|𝐸𝑀 |) (5.7)

For each resource 𝑟 ∈ 𝑅, the binary variable 𝑟 is 1 if the resource is included
in the allocation 𝛼 and 0, otherwise. Moreover, for each mapping edge 𝑚, the
binary variable 𝑚 = 1 if the mapping edge is part of the binding 𝛽, or 𝑚 = 0
if 𝑚 is not activated. Each specific 𝜔 ∈ {0, 1}|𝑅|+|𝐸𝑀 | represents an implemen-
tation 𝜔. Then, the design constraints are formulated in a way that if and only
if implementation 𝜔 encoded by 𝜔 is feasible, it satisfies the constraints. The
details of the constraints which are also employed in this work are represented
in [Gla11].

5.3 Integrating Birnbaum Importance Measure in
a Local Search Optimization

In this section, we propose an approach to optimize the system reliability by
optimizing both the reliability of each resource and the redundancy level of
each task. We assume that different hardening levels are available for each
resource. A hardening level is specified by a set of parameters, e. g., reliability,
cost, and power. The reliability of each resource is optimized by selecting the
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right hardening level for that in a multi-objective environment. By allowing
multiple binding, the system reliability may also be improved by adding more
task-level redundancy by means of activating more mappings. However, these
together increase the number of optimization variables (the hardening level of
resources should also be encoded into binary vector 𝜔) and the search space
significantly.

In this realm, the work in [KRGT14] introduces an approach based on Lo-
cal Search (LS) to significantly enhance existing DSE techniques for embedded
system. An overview of the strategy is given in Figure 5.2. The approach is
generally applicable to different DSE approaches. Such an LS is added as a new
step into the inner loop of the DSE. In summary, an optimization technique like
MOEA first creates new individuals based on specific exploration methods (e. g.,
through crossover or mutation in GAs). The individuals are then evaluated and
possible changes are made to them by an LS. The LS applies local changes to
move from one solution to another in the search space, until an optimal solution
is found or a time bound is elapsed. Thus, the LS should improve at least one
objective–if possible–without sacrificing other objectives. In a concrete realiza-
tion in [KRGT14], the LS benefits from the IMs of system resources to directly
modify design decisions in the implementation under investigation, by the means
of changing the hardening level of resources. The basic idea is to upgrade the
hardening level of a resource to gain reliability. Definitely, this increases the
overall cost of the system which is expected to get minimized during the opti-
mization process. Respectively, another set of resources are selected and their
hardening levels are downgraded to reduce the cost. While the upgrade pro-
cedure imposes some cost overhead, the downgrade procedure compensates the
induced additional cost. To define whether it worths to upgrade or downgrade a
resource, two novel measures termed Upgrading Worth (UW) and Downgrading
Worth (DW) are introduced in this work. Assume that the current hardening
level of a resource is 𝑖. For upgrading or downgrading the resource by 𝑗 levels,
UW𝑟 and DW𝑟 are calculated as follows:

UW𝑟(𝑖 + 𝑗) = IM𝑟(𝑖) ·
ℛ𝑟(𝑖 + 𝑗) −ℛ𝑟(𝑖)
C𝑟(𝑖 + 𝑗) − C𝑟(𝑖)

, where 𝑖 + 𝑗 ≤ ℎ𝑟, 𝑗 > 0 (5.8)

DW𝑟(𝑖 − 𝑗) = 1
IM𝑟(𝑖)

· C𝑟(𝑖) − C𝑟(𝑖 − 𝑗)
ℛ𝑟(𝑖) −ℛ𝑟(𝑖 − 𝑗) , where 𝑖 − 𝑗 ≥ 1, 𝑗 > 0 (5.9)

Here, it is assumed that resource 𝑟 has up to ℎ𝑟 hardening levels. Also, ℛ𝑟(𝑖) and
C𝑟(𝑖) represent the reliability and cost values of resource 𝑟 at hardening level
𝑖. UW𝑟(𝑖 + 𝑗) indicates how efficient an upgrade from hardening level 𝑖 to 𝑖 + 𝑗
would be with respect to the reliability improvement and the additional cost.
Furthermore, DW𝑟(𝑖−𝑗) specifies how much cost we save regarding the reduction
in the reliability when downgrading from level 𝑖 to 𝑖 − 𝑗. The resources of the
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DSE
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𝜔

MTTF 𝜔, IMs𝜔*

Figure 5.2: Schematic overview of the proposed LS approach [KRGT14]: Based
on IMs, an LS directly changes design decisions in implementation
𝜔and derives improved implementations 𝜔*. In this work, the LS
benefits from the IMs of system resources to modify their harden-
ingn level.

system are then ranked by their UW and DW values. An exchange strategy is
later introduced in [KRGT14] which upgrades the hardening level of the resource
with the highest UW. Following that, one or more resources with the highest
DW are downgraded to completely compensate the upgrading overhead or even
to save costs.

The work in [KRGT14] proposes a heuristic which performs a structural anal-
ysis of the system Success Tree (ST) to determine the previously proposed IMs.
The main drawback of this approach is that the derived IMs are not exact and
can only be applied to the canonical reliability models like STs. Opposed to
that, the proposed IM analysis in Section 4.2 is based on the exact definition
of IM (Equation (4.2)) with negligible imprecision and can be applied to any
reliability model like BDDs, STs, Markov models, etc. As a practical use of the
analysis approach, we propose to integrate it into the framework presented in
Figure 5.2.

5.4 Guiding Genetic Algorithm-Based Exploration
Using Importance Measures

The guided LS depicted in Figure 5.2 attempts to benefit from IMs for design
optimization to locally optimize the hardening level of the allocated resources.
However, it is not always feasible to establish precise hardening levels for a
resource. Instead, we propose here to employ the notion of component impor-
tance for defining redundancies in a system. Previous approaches typically use
this notion to more efficiently optimize the redundancy allocation problem at
component level (in our system model, resource level). Therefore, we go be-
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yond these previously proposed approaches by jointly exploring both task-level
and resource-level redundancy. The role of IMs is then to guide the addition
of task-level redundancy in the generation of new individuals in an EA. As a
concrete example, we modify a GA by introducing a new operator for creating
new solutions.

5.4.1 Observations
Here, we list a set of aspects we are addressing in the remainder of the section.
First, as we discussed, to employ IMs, we need to specify the point in time at
which the analysis should be performed, or use time-independent IMs instead.
This depends on how the reliability importance of different resources of a system
varies over time. The next question is then how IMs can be used to influence
or steer the search process. To answer this question, the changes in the im-
portance of the allocated resources during the optimization process are studied.
The goal is to find a correlation between the importance of resources and the
reliability of the system. For instance, we want to know whether an increase
in the importance of a resources coincides with improving the reliability of the
system. If such a correlation exists, IMs can be employed as an additional award
or objective function to upgrade the quality of solutions. In the following, we
discuss our observations with respect to these questions.

For the sake of simplicity, the systems that we study in this chapter are as-
sumed to be time consistent and coherent11. The first observation is that in our
test cases, the ranking induced by the Birnbaum measure of individual resources
is invariable over time. As an example, consider an H.264 encoder/decoder.
Figure 5.3 (a) shows the time-dependent IMs (ℐ𝐵) of four randomly selected re-
sources (𝑎, 𝑏, 𝑐, and 𝑑) of a single implementation of the H.264 encoder/decoder.
While the importance of each resource decreases over time, their order remains
the same. We have ℐ𝐵

𝑎 > ℐ𝐵
𝑏 > ℐ𝐵

𝑐 > ℐ𝐵
𝑑 at any time. Thus when ranking the

allocated resources, any point of time returns the same result. Also, Figure 5.3
(b) illustrates the time-independent IMs (ℐ𝐵𝐴𝐺𝑇−) for the same resources and
the same implementation. The consequent ranking of the IMs is as follows:
ℐ𝐵𝐴𝐺𝑇−

𝑎 > ℐ𝐵𝐴𝐺𝑇−
𝑏 > ℐ𝐵𝐴𝐺𝑇−

𝑐 > ℐ𝐵𝐴𝐺𝑇−
𝑑 . It can be concluded that both ℐ𝐵

and ℐ𝐵𝐴𝐺𝑇− return a similar ranking in this example (and also other exam-
ples tested in this chapter). However, the calculation of the time-independent
ℐ𝐵𝐴𝐺𝑇− is slower than the time-dependent ℐ𝐵. The reason is that ℐ𝐵𝐴𝐺𝑇− calls
iteratively the reliability function over the useful lifetime of a system. Whereas,
ℐ𝐵 requires the reliability of a system only at a specific time 𝜏 . Respectively, we
propose to employ ℐ𝐵 when the ranking of the resources is constant over time.

11The focus of this chapter is on design optimization. Our proposed approaches are indepen-
dent of the type of systems and therefore the IMs analysis techniques.
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Figure 5.3: (a) The time-dependent IMs (ℐ𝐵) and (b) the time-independent
IMs (ℐ𝐵𝐴𝐺𝑇−) over time for a single implementation. (c) ℐ𝐵 over
generation at 𝑡 =MTTF. The test case is an H.264 encoder/decoder
with reliability as the only considered objective.

The next step is then to select 𝜏 . Figure 5.3 (a) demonstrates that when the
system gets closer to the end of its life, the absolute difference of the IMs in-
creases. Therefore, we select the Mean-Time-to-Failure (MTTF) of the system,
because this is the time where the absolute differences are maximized.

The second observation comes from comparing the IMs of all resources of
a system during the optimization process. In this regard, the importance of
each individual resource is evaluated for the non-dominated implementation
which is found in each generation of a single-objective GA (with reliability as
the objective). Studying different test cases, we came up with four types of
resources with respect to the variation in their importance over the generations.
As an example, Figure 5.3 (c) summarizes this study for a single run of the DSE
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for the H.264 encoder/decoder. The four types of considered resources are:
1) Resources with relatively high importance over the simulation, like resource
𝑐. 2) Resources which have high importance at early stages of the simulation
and low importance at higher generations, like resource 𝑑. 3) Resources which
have mostly low importance from the beginning to the end of the simulation,
like resource 𝑏. 4) Finally, resources which have no value for some generations.
These resources which have mostly low IMs (see resource 𝑎), are not assigned a
task in some implementations and this does not affect system reliability.

These results show that there is no unique trend or consistency between the
importance of the resources over the generations: While the IMs of some re-
sources are increasing, the IMs of some others may decrease, be constant, or
it can even happen that the resources are not allocated in further implementa-
tions. Therefore, IMs cannot be employed as an award or objective function.
Since IMs cannot assist the GA as a design objective, we propose to integrate
IMs into the GA’s core operations themselves.

5.4.2 Guided Genetic Algorithm
This section starts by briefly explaining the principles of a Genetic Algorithm
(GA). We then describe how the algorithm is modified to be assisted by IMs.

The main steps of a GA are:
1. Initialization step: Here the initial population of individuals is randomly

generated. Each individual is a chromosome which represents a candidate
solution. In this work, an individual is encoded as a genotype first. The
genotype is then decoded to an implementation (phenotype) as presented
in Section 5.2.

2. Evaluation step: Here the individuals are evaluated for fitness (objective)
values and they are ranked from best to worst based on their fitness values.
After the evaluation, the best feasible individuals are then stored in an
archive according to their objective values.

3. Termination step: Here, if the termination conditions (e. g., if the simula-
tion has run a certain amount of generations) are satisfied, the simulation
exits with the current solutions in the archive. Otherwise, a new genera-
tion is created.

4. If the simulation has to continue, the next step is creating offsprings
(new individuals): First, parents are selected among the candidates in
the archive. Second, the crossover operator combines the genes in the
parents to create the offsprings. Third, the mutation operator makes ran-
dom changes in the offsprings. Offsprings are then added to the population
and the GA continues with step 2.
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Figure 5.4: An example of a system implementation with 3 tasks and 5 re-
sources. The mappings of the tasks to the resources are illustrated
with dashed arrows. For each resource, a pair [𝑟𝑒𝑙, 𝑖𝑚] represents
its reliability 𝑟𝑒𝑙 and corresponding Birnbaum IM 𝑖𝑚. The green
dashed mappings are those added to the implementation after ap-
plying the guided approach.

The general GA (except the evaluation step) works as a black box which,
independent of the problem, modifies genotypes and creates offsprings through
random-based crossover and mutation operators. While this is usually referred
to as a strength for GA to handle a wide range of problems, it can end up in fast
convergence to local optima and inefficiency of the solutions for some problems.
Therefore, in this work, we aim at feeding the offspring creation step with some
details about the underlying structure of the parents, so that the gene changes
in the creation of the next offsprings can be achieved more knowledgeably. The
new information is the importance of the allocated resources.

An example clarifies how IMs can be worthwhile in this regard: Consider
an implementation shown in Figure 5.4 with three tasks 𝑡0, 𝑡1, and 𝑡2 which
may be assigned to resources 𝑟0, (𝑟1, 𝑟2), and (𝑟3, 𝑟4), respectively. We first
start by looking for the tasks with only one binding in the implementation,
in this example 𝑡0. These tasks are referred to as: 𝑇 𝑠 ⊆ 𝑇 and we have:
∀ 𝑡𝑠∈𝑇 𝑠

∧𝑟,𝑟′∈𝛼
@𝑚,𝑚′∈𝛽𝑚 = (𝑡𝑠, 𝑟) ∧ 𝑚′ = (𝑡𝑠, 𝑟′). The corresponding mappings of these

tasks are very critical to the system because if one of them fails, the system will
fail correspondingly (we assume that there should be at least one active mapping
for each task). Thus, to reduce the risk of system failure, we propose to search for
another resource 𝑟′ in the specification that can execute each task 𝑡𝑠 ∈ 𝑇 𝑠 with
this condition that resource 𝑟′ is already allocated in the implementation: 𝑟′ ∈ 𝛼
and 𝑚′ = (𝑡𝑠, 𝑟′) ∈ 𝐸𝑀 . Thereby, the reliability of the system is improved by
activating more task-level redundancy12 while keeping the resource cost constant.

12Executing different copies of a task on different resources for which the mapping edges exist.
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Algorithm 6 Offspring creation algorithm
Ensure: getParents(archive): selects and returns the parents from the archive

nextRandom(): returns a random probability
Require: 𝑝, archive
1: offspring // stores the offspring of parents
2: parents = getParents(archive)
3: 𝑟𝑣 = nextRandom()
4: if 𝑟𝑣 < 𝑝 then
5: individuals = useGuidedApproach(parents)
6: offspring = useCrossoverAndMutation(individuals)
7: else
8: offspring = useCrossoverAndMutation(parents)
9: end if

10: return offspring

Highly important resources are those which are critical for the system in or-
der not to fail. On the other side, if the IMs of some resources are relatively
low, it means that they are running some redundant tasks. So, if the optimizer
deallocates these resources in the next generations, the reliability of the imple-
mentation does not degrade noticeably while their resource cost is maintained.
Now, consider those tasks with more than one binding in the implementation
(like 𝑡1 and 𝑡2): 𝑇 𝑚 ⊆ 𝑇 where 𝑇 𝑚 ∪ 𝑇 𝑠 = 𝑇 and ∀𝑡𝑚∈𝑇 𝑚𝑡𝑚 ̸∈ 𝑇 𝑠. If these tasks
are not running on highly important resources, we propose to re-map them to
some other allocated resources with higher IMs, if the corresponding mapping
edges are in 𝐸𝑀 . For instance, we activate a third mapping to task 𝑡1 in Fig-
ure 5.4 (assuming that 𝑚 = (𝑡1, 𝑟3) ∈ 𝐸𝑀). Therefore, we can gain even higher
reliability with again no extra cost (wrt. resources but not power) in the next
offspring. The advantage is that the degradation in the failure probability of
the offspring reduces if the optimizer deallocates a resource with low IM, since
some other redundancies are already added manually.

While activating a mapping edge on the allocated resources always improves
the reliability, one may recommend to activate all the mapping edges to all the
allocated resources. However, this approach can suffer from fast convergence to
highly reliable implementations (and high cost consequently), so we try to re-
strict it to those tasks with only one active mapping and those tasks which have
more active mappings but are running on the resources with low IMs. Moreover,
to maintain diversity while inheriting from the parents, mutation and crossover
operators are still essential. Algorithm 6 presents the modified offspring cre-
ation algorithm. First, the parents are selected among the current solutions
in the archive and returned by 𝑔𝑒𝑡𝑃𝑎𝑟𝑒𝑛𝑡𝑠(𝑎𝑟𝑐ℎ𝑖𝑣𝑒). With probability 𝑝, the
genes in the parents are modified using the guided approach and stored as the
new individuals (𝑖𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙𝑠). Then, the mutations and crossover algorithms
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Table 5.1: The complexity of the test cases.
problem resources tasks bindings hardenings

H.264 15 66 275 4–6
synthI 25 56 261 4–6

synthII 50 101 592 4–6
synthIII 75 155 1056 4–6

are applied to 𝑖𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙𝑠. Otherwise, the mutation and crossover operators
are performed on the original parents.

Algorithm 7 declares more specifically how 𝑢𝑠𝑒𝐺𝑢𝑖𝑑𝑒𝑑𝐴𝑝𝑝𝑟𝑜𝑎𝑐ℎ works. For
each task 𝑡 of each individual in 𝑝𝑎𝑟𝑒𝑛𝑡𝑠, if 𝑡 ∈ 𝑇 𝑠, another possible mapping of
that to an allocated resource is randomly selected to be activated (see, Line 11).
Otherwise, if there is not more than 𝑢𝑏𝑚 mappings of task 𝑡 in the implemen-
tation 𝜔 (𝑡 ∈ 𝑇 𝑚 and |𝑚𝑎𝑝𝑝𝑖𝑛𝑔𝐿𝑖𝑠𝑡| < 𝑢𝑏𝑚) and ∑︀

𝑚∈𝑚𝑎𝑝𝑝𝑖𝑛𝑔𝐿𝑖𝑠𝑡
∧𝑚=(𝑡,𝑟)

ℐ𝐵
𝑟 < 𝑢𝑏𝑖𝑚,

the mapping with the most important resource is selected to be activated (see,
Line 15). 𝑢𝑏𝑚 and 𝑢𝑏𝑖𝑚 are two predefined upper bounds for the maximum
number of mappings that each task can have in each implementation and the
sum of the IMs of the resources on which each task is running, respectively.

5.5 Experimental Results
The proposed guided LS and GA are embedded into a basic DSE framework
and are compared to that which uses the plain Non-Dominated Sorting Genetic
Algorithm II (NSGA-II) (basic DSE) [DAPM00]. Four different test cases con-
sisting of a real-world (H.264 encoder/decoder) as well as three synthetic test
cases are evaluated which are shown in Table 5.1. The test cases are categorized
into simple (H.264, SynthI) and hard (SynthII, SynthIII) depending on the size
of their specifications. To compare the quality of the optimization results, we
investigate the actual Pareto fronts, i. e., the best solutions found wrt. the objec-
tives MTTF and hardware cost (of allocated resources). Moreover, we employ
a standard quality indicator from the area of multi-objective optimization, the
𝜖-𝑑𝑜𝑚𝑖𝑛𝑎𝑛𝑐𝑒 [LTDZ02]. In the following, each run of NSGA-II has a population
size of 𝑁 = 100 and 𝐺 = 100 generations.

5.5.1 Guided Local Search
As a practical use of the approach in Section 4.2, the novel IM analysis has been
integrated into the LS presented in [KRGT14]. The performance of the LS in
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Algorithm 7 useGuidedApproach
Require: parents, 𝑢𝑏𝑖𝑚, 𝑢𝑏𝑚
Ensure: individual.getPhenotype(): returns the implementation of an individual

𝜔.getSpecification(): returns the specification of an implementation
𝜔.getTasks(): returns the tasks of an implementation
𝒮.getMappings(): returns all the possible mappings in a specification
possibleMappings(𝑡,𝐸𝑀 ): returns all the mappings in 𝐸𝑀 from task 𝑡
randomMapping(mappingList): returns a random mapping from list mappingList
IMSum(𝑡, 𝜔): returns the sum of the IMs of the allocated resources which are running
task 𝑡
HIMapping(mappingList, 𝜔): returns a mapping from list mappingList with the highest
IM
modifyGenotype(individual, newMappings): modifies individual by activating the map-
pings in newMappings

1: newMappings // stores the new mappings to be activated
2: newParents // stores the modified parents
3: for all 𝑖𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙 ∈ 𝑝𝑎𝑟𝑒𝑛𝑡𝑠 do
4: specification 𝒮= individual.getSpecification()
5: implementation 𝜔= individual.getPhenotype()
6: tasks 𝑇= 𝜔.getTasks()
7: mappings 𝐸𝑀 = 𝒮.getMappings()
8: for all 𝑡 ∈ 𝑇 do
9: mappings mappingList = possibleMappings(𝑡,𝐸𝑀 )

10: if 𝑡.𝑚𝑎𝑝𝑝𝑖𝑛𝑔𝑆𝑖𝑧𝑒() == 1 then
11: newMappings.put(randomMapping(mappingList))
12: else if 𝑡.𝑚𝑎𝑝𝑝𝑖𝑛𝑔𝑆𝑖𝑧𝑒() ̸= 𝑢𝑏𝑚 then
13: 𝑖𝑚_𝑠𝑢𝑚 = IMSum(𝑡, 𝜔)
14: if 𝑖𝑚_𝑠𝑢𝑚 < 𝑢𝑏𝑖𝑚 then
15: newMappings.put(HIMapping(mappingList,𝜔))
16: end if
17: else
18: end if
19: end for
20: newParent = modifyGenotype(individual, newMappings)
21: newParents.put(newParent)
22: end for
23: return newParents

finding desirable design solutions, i. e, hardware-software implementations, de-
pends on how fast and accurate the IMs are obtained. Figure 5.5 shows the con-
vergence and quality of the optimization by means of the average 𝜖-dominance
of 10 optimization runs for each of the test cases in Table 5.1. The lower 𝜖-
dominance values of the proposed approach indicate the superiority of the LS
over the plain NSGA-II. This necessitates the use of LS for large test cases where
it is not applicable for the DSE to search all the possible solutions due to high
exploration time. Figure 5.6 illustrates the overall Pareto fronts for 10 different
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Figure 5.5: The average 𝜖-dominance of 10 optimization runs of each, the plain
NSGA-II and the LS, for the H.264, synthI, synthII, and synthIII
test cases.

runs of each test case with an optimization over 100 generations. As depicted
in this figure, both optimization techniques find—at first glance—very similar
implementations for the H.264 encoder/decoder, but the LS performs better in
finding highly reliable implementations with the same amount of hardware cost.
For the larger test cases, the LS that employs our proposed IM analysis clearly
outperforms the plain NSGA-II optimization. To analyze the development of
the Pareto fronts of each technique throughout the generations, we illustrate
the results for the mid-sized synthI test case with the optimization length of
100, 200 and 400 generations in Figure 5.7. This figure confirms that the LS
performs much better than the plain NSGA-II in searching for highly reliable,
yet affordable implementations. While the LS finds implementations with the
MTTF of 30 after only 100 generations, the plain NSGA-II fails to find any simi-
lar implementation within 400 generations. Nonetheless, the NSGA-II performs
as good as the LS in finding low-cost implementations which can be achieved by
replacing hardware redundancy with software re-execution and slack sharing.
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Figure 5.6: Pareto fronts of 10 optimization runs of each, the plain NSGA-II
and the LS, for the H.264, synthI, synthII, and synthIII test cases
and for the optimization length of 100 generations.

5.5.2 Guided Genetic Algorithm
Two sets of experiments are studied in this section: In the first set, only two ob-
jectives (reliability and cost) are assumed and the guided GA and plain NSGA-II
are compared regarding their non-dominated solutions (quality set) among the
ones that their corresponding DSEs have found after 𝐺 generations. While mod-
ifying a genotype in the guided GA improves the reliability of its corresponding
implementation without increasing its cost, there is this doubt whether this
approach may influence other aspects of a design, like power. Therefore, the
second set of the experiments runs the same optimization problem with the
third objective function static power13. For the guided GA, we assume 𝑝 = 1.0,
𝑢𝑏𝑚 = 3, and 𝑢𝑖𝑏𝑚 = 0.5.

13An extension of this work is to consider dynamic power as well. For evaluating dynamic
power, a dynamic power attribute may be assigned to each task instance which depends
on the load of the task and the power consumption of the corresponding resource.
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Figure 5.7: Pareto fronts of 10 optimization runs of each, the plain NSGA-II
and the LS, for the synthI test case and for the optimization length
of 100, 200 and 400 generations.

Figure 5.8 depicts the quality sets of 10 runs of each guided and basic approach
for different initial redundancy rates (irr). The initial redundancy rate which
varies between 0.0 and 1.0 specifies how much redundancy is defined for the
initial population. Indeed, the higher the initial redundancy rate, the more
resources and redundant mappings are activated in each individual of the initial
population. Later, the optimization tool can add or remove redundant mappings
or resources in the further offsprings. The goal of this test is to find how the
initial redundancy rate can influence the solutions regarding their qualities (by
means of their objective values) and diversity. Figure 5.9 shows that for low
values of irr (𝑖𝑟𝑟 ≤ 0.3), it is hard to conclude which optimization approach
outperforms the other. However, for 𝑖𝑟𝑟 > 0.3, the difference between the
guided GA and the plain NSGA-II exposes and reaches its most at 𝑖𝑟𝑟 = 0.7.
The gap between the quality sets reduces for 𝑖𝑟𝑟 > 0.7, but still the guided GA
outperforms the plain NSGA-II (the comparisons for the other test cases are
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Figure 5.8: The comparison of the quality sets of the guided and basic DSEs
for synthII with different initial redundancy rates.
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presented in Appendix G). Figure 5.9 compares the 𝜖-dominance values of the
two approaches and shows the better performance of guided DSE as well.

Figure 5.10 congregates the quality sets of each approach in Figure 5.8 indi-
vidually for four selected irrs. With low irr, both approaches emphasize on low
cost (low reliability) implementations, so the quality of their non-dominated
implementations is better than the low-cost, non-dominated implementations
using higher initial rates. Moreover, this figure shows that for 𝑖𝑟𝑟 > 0.3, the
guided approach is capable of covering a wide area of the search space and the
quality of the solutions are slightly improved over 𝑖𝑟𝑟. This can be rephrased
that the guided approach is independent of the irr. In contrast, the diversity
of the plain NSGA-II only improves for 𝑖𝑟𝑟 > 0.5 and the quality of the non-
dominated solutions highly depends on irr.

Figure 5.11 compares the best overall solutions of the guided GA and the
plain NSGA-II for the four test cases when their irr varies from 0.0 to 1.0 with
the steps of 0.1. Since H.264 and SynthI are both simple, their search space
is relatively small and the expectation is that both approaches be capable of
exploring the design space efficiently. Thus, the basic approach can perform
well and there is no noticeable improvement in the quality of the solutions using
the guided approach. However, for the hard test cases SynthII and SynthIII,
the improvement that can be obtained using the guided approach is noticeable
especially for highly reliable implementations.

Finally, Figure 5.12 compares the quality sets of the guided and basic DSEs for
test case 𝑆𝑦𝑛𝑡ℎ𝐼𝐼 with 𝑖𝑟𝑟 = 0.9 regarding three design objectives: Reliability,
cost, and static power. This is shown in two diagrams in Figure 5.12. The first
digram compares MTTF and power, and the second digram compares MTTF
and cost of the non-dominated solutions. In both diagrams, the guided DSE
performs significantly better than the other one which proves the efficiency of
the proposed approach in the case of another design objective.

5.6 Summary
This chapter first presents an extension of the existing multi-objective LS algo-
rithm [KRGT14]. The LS is introduced as part of an automatic system-level
DSE to achieve highly reliable solutions at lowest possible cost. To guide the
exploration approach, the LS is extended to employ the notion of component
importance to upgrade the reliability of the components with relatively high im-
portance and downgrade the reliability of those with relatively low importance.
Experimental results give evidence that the derived IMs guide the optimization
process much more efficiently than traditional DSE approaches.

The second proposed approach employs IMs to guide an optimization process
to more intentionally define task-level redundancy to the next implementations.
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5.6 Summary

The proposed DSE is compared to a traditional one for several test cases with
reliability, cost, and power consumption as the design objectives. The experi-
mental results show significant improvement in the quality of the non-dominated
solutions for hard test cases using the guided approach.
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Figure 5.9: The average 𝜖-dominance of 10 optimization runs for synthII using
the guided and basic DSE with different initial rates.132
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Conclusions and Future Work

Our imagination is the only limit
to what we can hope to have in
the future.

Charles F. Kettering

The market of embedded systems is growing continuously. They have brought
myriad benefits to human life in terms of health, communication, networking,
and industry, to name a few. So that, one cannot imagine life without these de-
vices. However, the increasing demands on their functionality make their design
a challenging issue that requires design automation. Given that many embedded
systems are enclosed within safety-critical systems, reliability becomes manda-
tory to be targeted at design time. In this thesis, we aim at optimizing a system
implementation with respect to multiple objectives with a special focus on re-
liability as a fundamental design objective. In this chapter, we summarize the
main contributions of this work followed by a perspective on future work.

6.1 Summary
To reduce synthesis complexity and in order to describe systems in a manner
which is consistent with the way their functionalities are expressed, Electronic
System-Level (ESL) Design has emerged. ESL design enables early software
development as well as hardware/software verification. However, given a sys-
tem specification at ESL, thousands of implementation variants should still be
explored to find the optimum implementation(s). For high productivity and
high-quality demands, it is very important to have a systematic Design Space
Exploration (DSE) which is automated as much as possible. This is especially
very helpful at an early design stage where the design space is very large.

A DSE basically requires I) a good exploration algorithm to cope with typ-
ically discrete search spaces of resource allocation and task binding, and II)
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automatic evaluation methods to efficiently and flexibly evaluate the design ob-
jectives. In this work, we develop an ESL methodology to evaluate the reliability
of an implementation automatically and optimize a system for reliability and
possibly other design objectives. In this methodology, a system is modeled by
an application (a set of tasks and their data dependencies), an architecture (a
set of hardware resources and their interconnections), and possible mapping al-
ternatives of the application to the architecture. Each system implementation
explored by the DSE is specified by a list of allocated resources and the selected
mappings of the tasks to the allocated resources. Also, a meta-heuristic opti-
mization approach searches for optimum (or close to optimum) implementations.
In this thesis, the following results have been accomplished.

Chapter 3 is mainly dedicated to how the reliability function of a system
implementation is derived automatically from a set of construction rules. To
model both transient and permanent faults, the reliability function is modeled
by a Success Tree (ST). Transient faults are associated with mappings, and
permanent faults with resources. The basic events are then failure or success in
not only allocated resources, but also mappings. What makes the co-analysis of
transient and permanent faults crucial is the fact that the task instances running
on a permanently defective resource, permanently fail as well. Therefore, the
further transient faults in the defective resource are ignored by deactivating the
corresponding task instances. Stochastic logic is later employed to evaluate the
ST. Stochastic logic simplifies the probabilistic reliability analysis and overcomes
the time and space complexities that related works are typically suffering from.
To cope with cyclic failure dependencies among the basic events, a novel Success
Graph (SG) representation for the reliability function is proposed. To analyze
an SG, an algorithm is introduced which propagates only errors through the
graph. In this algorithm, a system fails if an error propagates to the output of
the success graph. The results in this chapter prove the efficiency and accuracy
of both reliability analysis techniques.

Chapter 4 describes the notion of component importance in reliability. Impor-
tance Measures (IMs) quantify the importance of a particular component within
a system. IMs have been widely used as tools for identifying system weaknesses
and to prioritize reliability improvement activities. This has motivated plenty
of research—as well as this work—to incorporate the notion of component im-
portance for design optimization. However, the lack of a real design application
is visible in the literature. Indeed, we first address an automatic and efficient
analysis of IMs which is essential for incorporating them into a DSE. Later, a
time-independent IM is presented. A major problem of time-dependent IMs is
that the importance of components may vary over time. Finally, a Boolean-
based IM is introduced which generalizes the previous definition of IMs that is
applicable to both coherent and non-coherent systems. A real-world example
shows that embedded systems may often behave in a non-coherent way. Both
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approaches are integrated into a DSE and their efficiency in evaluating large
systems are proven through several proofs and examples.

Finally, Chapter 5 focuses on the DSE of embedded systems with reliability as
a main objective. In this chapter, we discuss how IMs may be of benefit for both
allocation and binding problems. First, we propose to integrate a traditional IM
analysis into a Local Search (LS). The assumption is that different hardening
levels are specified for each component. The LS refines an implementation by
means of upgrading the hardening level of that hardware component which im-
proves system reliability more than other components. One or more components
are then downgraded to completely compensate the upgrading overhead or even
save costs. How to select a component for upgrading or downgrading is as-
sisted by IMs. As a second contribution, we propose a novel importance-based
mutation operator. The operator is added to a meta-heuristic optimization
method which targets the design of embedded systems. These two approaches
are compared to a traditional meta-heuristic in the presence of multiple design
objectives. The main conclusion from the results is a significant improvement
in the efficiency of the optimization process, especially for complex test cases.

6.2 Future Work
While this work demonstrates a methodology for efficient reliability analysis
and optimization of a system, many opportunities for the extension of this work
remain. This section presents some of these directions.

Modeling failure-dependent tasks: In our reliability analysis, we assume
that the failure of a task is always propagated to its successors. Thus, in the
case of no redundancy, the successor tasks fail as well. However, in a real
example, the failures may be masked at the next stage. Instead, fault injection
in the system emulation can approximate the probabilities that such failures are
masked. The probabilities can then be taken into account in our system-level
model for a more accurate analysis.

Parallelization of reliability analysis: In stochastic logic, the operations
are performed on randomized values either in serial or parallel streams. However,
in our current implementation, the reliability analysis approach is programmed
sequentially. A parallel implementation can therefore be remarkably faster.
Indeed, a multi-threaded implementation of the approach allows accelerating
the reliability analysis and the whole DSE where dozens of different design
solutions are evaluated. The higher efficiency is also impressive for IM analysis
that basically requires several reliability evaluations per component.

Multi-state systems: In this work, we assume that both systems and com-
ponents have a binary functioning behavior (fully functioning or fully failed).
However, some systems have more complicated behaviors. For example, some
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components may operate in a degraded state causing the system to provide its
service at a reduced but still acceptable level. Such a system is a multi-state
system with various levels of performance ranging from the perfect functioning
down to the complete failure level. Several reliability and importance models for
multi-state systems are proposed in the literature. Consequently, introducing
this concept into the proposed methodology would allow to generalize the idea
for a wide range of systems.

Design objectives: In the context of DSE, we compare implementations
based on three main design objectives: Reliability, hardware cost, and power.
Consider systems with message-oriented communications like Network-on-Chips
(NoCs). Defining task-level redundancy means that the communication mes-
sages between the replicated task instances and their successors as well as pre-
decessors should be also replicated. This may come with higher network traffic
and may consequently degrade the efficiency. Therefore, latency as a design
objective may be very demanding in the design of such systems. How the pro-
posed guided approaches perform in the presence of other objectives is another
interesting direction of this work.

138



A
Mathematical Details on
Constrained Derivatives

Let x = (p, q) be the vector of all components success and failure probabili-
ties entering the unreliability polynomial. The multilinearity of such a polyno-
mial [Bor10] allows us to write

ℛ(x) = 𝑎𝑖(𝑥∼(𝑝𝑖,𝑞𝑖))𝑝𝑖 + 𝑏𝑖(𝑥∼(𝑝𝑖,𝑞𝑖))𝑞𝑖 + 𝑐𝑖(𝑥∼(𝑝𝑖,𝑞𝑖)), (A.1)

where 𝑎𝑖(𝑥∼(𝑝𝑖,𝑞𝑖)) and 𝑏𝑖(𝑥∼(𝑝𝑖,𝑞𝑖)) are coefficients not depending on 𝑝𝑖, 𝑞𝑖 that
multiply 𝑝𝑖 and 𝑞𝑖, respectively, and 𝑐𝑖(𝑥∼(𝑝𝑖,𝑞𝑖)) is the remaining term. If we
take the partial derivative of ℛ with respect to 𝑝𝑖 and with respect to 𝑞𝑖, we
have

𝜕ℛ
𝜕𝑝𝑖

= 𝑎𝑖(𝑥∼(𝑝𝑖,𝑞𝑖)) 𝑎𝑛𝑑
𝜕ℛ
𝜕𝑞𝑖

= 𝑏𝑖(𝑥∼(𝑝𝑖,𝑞𝑖)). (A.2)

However, 𝑝𝑖 and 𝑞𝑖 are not free to vary. In fact, they need to maintain the
constraint

𝑝𝑖 + 𝑞𝑖 = 1 (A.3)

(see also [Bor08]). Then, when 𝑝𝑖 changes, 𝑞𝑖 changes in response to satisfy
the constraint. In particular, the rate of change of ℛ with respect to 𝑝𝑖 is not
equal to the sole partial derivative 𝜕ℛ

𝜕𝑝𝑖

in Equation (A.2), but it is equal to the
constrained derivative. The constrained derivative makes a correction to the
free derivative of ℛ taking into account the rate of change of the constraint (the
interested reader is referred to [Bor08] for a general treatment). In our case,
the constraint in Equation (A.3) is linear, and one obtains that the constrained
derivative is equal to the difference between the derivatives with respect to 𝑝𝑖

and 𝑞𝑖 in Equation (A.2) (see Equation (17) in [Bor08]). But, we can see this
in a direct way by rewriting Equation (A.1), substituting the constraint and
obtaining

ℛ(x) = 𝑎𝑖(𝑥∼(𝑝𝑖,𝑞𝑖))𝑝𝑖 + 𝑏𝑖(𝑥∼(𝑝𝑖,𝑞𝑖))(1 − 𝑝𝑖) + 𝑐𝑖(𝑥∼(𝑝𝑖,𝑞𝑖)) (A.4)
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Then, the derivative of the unreliability polynomial with respect to 𝑝𝑖 (now it
is a free derivative) is equal to

𝜕ℛ
𝜕𝑝𝑖

= 𝑎𝑖(𝑥∼(𝑝𝑖,𝑞𝑖)) − 𝑏𝑖(𝑥∼(𝑝𝑖,𝑞𝑖)). (A.5)
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B
Proofs

Proof of Proposition 4.1. If component 𝑖 is in series with the rest of the system,
then 𝑀𝑒𝑎𝑛−𝑇𝑖𝑚𝑒−𝑡𝑜−𝐹𝑎𝑖𝑙𝑢𝑟𝑒(𝑀𝑇𝑇𝐹 )−𝑖 = 0, because the system fails upon
the failure of component 𝑖. Then, by Equation (4.22), it is

ℐ𝐵𝐴𝐺𝑇−
𝑖 = |𝑀𝑇𝑇𝐹 − 𝑀𝑇𝑇𝐹−

𝑖 | = |𝑀𝑇𝑇𝐹 | = 𝑀𝑇𝑇𝐹. (B.1)

Also, because 𝑀𝑇𝑇𝐹 is a positive quantity and 𝑀𝑇𝑇𝐹−
𝑖 cannot be greater than

𝑀𝑇𝑇𝐹 , then |𝑀𝑇𝑇𝐹 − 𝑀𝑇𝑇𝐹−
𝑗 | < |𝑀𝑇𝑇𝐹 |, so that ℐ𝐵𝐴𝐺𝑇−

𝑖 ≥ ℐ𝐵𝐴𝐺𝑇−
𝑗 . In

fact, if 𝑗 is, in its turn, in series with the rest of the system, then ℐ𝐵𝐴𝐺𝑇−
𝑖 =

ℐ𝐵𝐴𝐺𝑇−
𝑗 . Conversely, if component 𝑗 is not in series, then 𝑀𝑇𝑇𝐹−

𝑖 > 0 and
ℐ𝐵𝐴𝐺𝑇−

𝑖 > ℐ𝐵𝐴𝐺𝑇−
𝑗 .

Proof of Theorem 4.1. We prove the direct implication first. If a system is time
consistent, then it is either ℛ(𝜏) ≥ ℛ−

𝑖 (𝜏) or ℛ(𝜏) ≤ ℛ−
𝑖 (𝜏) for all 𝜏 . Then,

consider the first case, for simplicity. We have

𝑄𝑖 =
∞∫︁

0

|ℛ(𝜏) −ℛ−
𝑖 (𝜏)|𝑑𝜏 =

∞∫︁
0

[ℛ(𝜏) −ℛ−
𝑖 (𝜏)]𝑑𝜏

=
∞∫︁

0

ℛ(𝜏)𝑑𝜏 −
∞∫︁

0

ℛ−
𝑖 (𝜏)𝑑𝜏 = 𝑀𝑇𝑇𝐹 − 𝑀𝑇𝑇𝐹−

𝑖 . (B.2)

Now, 𝑀𝑇𝑇𝐹 − 𝑀𝑇𝑇𝐹−
𝑖 is a positive quantity, so we can write −𝑀𝑇𝑇𝐹 −

𝑀𝑇𝑇𝐹−
𝑖 = | − 𝑀𝑇𝑇𝐹 − 𝑀𝑇𝑇𝐹−

𝑖 | = ℐ𝐵𝐴𝐺𝑇−
𝑖 . Similarly, in the case in which

ℛ(𝜏) ≤ ℛ−
𝑖 (𝜏), we have that 𝑄𝐵𝐴𝐺𝑇−

𝑖 = 𝑀𝑇𝑇𝐹−
𝑖 −𝑀𝑇𝑇𝐹 , which is a positive

quantity, leading to 𝑄𝑖 = 𝑀𝑇𝑇𝐹−
𝑖 −𝑀𝑇𝑇𝐹 = |𝑀𝑇𝑇𝐹 −𝑀𝑇𝑇𝐹−

𝑖 | = ℐ𝐵𝐴𝐺𝑇−
𝑖 .

The converse implication, that is 𝑄𝑖 = ℐ𝐵𝐴𝐺𝑇− implies time consistency, is
proven as follows.
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B. Proofs

Let 𝐴(𝜏) = ℛ(𝜏)−ℛ−
𝑖 (𝜏), then 𝑄𝑖 =

∫︀ 𝜏LT
0 |𝐴(𝜏)|𝑑𝜏 and ℐ𝐵𝐴𝐺𝑇− = |

∫︀ 𝜏LT
0 𝐴(𝜏)𝑑𝜏 |,

where 𝜏LT is the lifetime of the system. Comparing 𝑄𝑖 and ℐ𝐵𝐴𝐺𝑇−, we have
the following possible cases for

∫︀∞
0 |𝐴(𝜏)|𝑑𝜏 :

∫︀∞
0 |𝐴(𝜏)|𝑑𝜏

⎧⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎩

= |
∫︁ 𝜏LT

0
𝐴(𝜏)𝑑𝜏 | 𝐴(𝜏) > 0,∀𝜏 ∈ 𝜏LT

= |
∫︁ 𝜏LT

0
𝐴(𝜏)𝑑𝜏 | 𝐴(𝜏) < 0,∀𝜏 ∈ 𝜏LT

> |
∫︁ 𝜏LT

0
𝐴(𝜏)𝑑𝜏 | ∃𝜏, 𝜏 ′ ∈ 𝜏LT, 𝐴(𝜏) > 0 ∧ 𝐴(𝜏 ′) < 0

(B.3)

(B.4)

(B.5)

Equations (B.3), (B.4), and (B.5) show that the equality 𝑄𝑖 =
∫︀∞

0 |𝐴(𝜏)|𝑑𝜏 =
ℐ𝐵𝐴𝐺𝑇−

𝑖 implies that it is either 𝐴(𝜏) > 0 or 𝐴(𝜏) < 0 for all 𝜏 . This occurs
if ℛ−

𝑖 (𝜏) > ℛ(𝜏) (see Equation (B.3)) or ℛ(𝜏) > ℛ−
𝑖 (𝜏) (see Equation (B.4))

for all 𝜏 . Hence the system is time consistent. Conversely, 𝑄𝑖 =
∫︀∞

0 |𝐴(𝜏)|𝑑𝜏 ̸=
ℐ𝐵𝐴𝐺𝑇−

𝑖 is registered if ∃𝜏, 𝜏 ′ ∈ 𝜏LT, 𝐴(𝜏) > 0 ∧ 𝐴(𝜏 ′) < 0. In this case, the
system it not time consistent. Moreover, we find that

𝑄𝑖 =
∫︀∞

0 |𝐴(𝜏)| 𝑑𝜏 =
∫︀

𝜏∈𝜏LT,𝐴(𝜏)>0 𝐴(𝜏)𝑑𝜏 −
∫︀

𝜏 ′∈𝜏LT,𝐴(𝜏 ′)<0 𝐴(𝜏 ′)𝑑𝜏 ′

=
∫︀

𝜏∈𝜏LT,𝐴(𝜏)>0 𝐴(𝜏)𝑑𝜏 +
∫︀

𝜏 ′∈𝜏LT,𝐴(𝜏 ′)<0 |𝐴(𝜏 ′)| 𝑑𝜏 ′
(B.6)

and

ℐ𝐵𝐴𝐺𝑇− = |
∫︀∞

0 𝐴(𝜏)𝑑𝜏 | =
⃒⃒⃒∫︀

𝜏∈𝜏LT,𝐴(𝜏)>0 𝐴(𝜏)𝑑𝜏 +
∫︀

𝜏 ′∈𝜏LT,𝐴(𝜏 ′)<0 𝐴(𝜏 ′)𝑑𝜏 ′
⃒⃒⃒

=
⃒⃒⃒∫︀

𝜏∈𝜏LT,𝐴(𝜏)>0 𝐴(𝜏)𝑑𝜏 −
∫︀

𝜏 ′∈𝜏LT,𝐴(𝜏 ′)<0 |𝐴(𝜏 ′)| 𝑑𝜏 ′
⃒⃒⃒
,

(B.7)
which leads to 𝑄𝑖 > ℐ𝐵𝐴𝐺𝑇− for time inconsistent systems.
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C
Geometric Interpretation in the

Time-Inconsistent Case

ℐ𝐵𝐴𝐺𝑇−
𝑖 is the absolute value of the difference between the areas

𝐴> =
∫︀

Ω>

(︁
ℛ(𝜏) −ℛ−

𝑖 (𝜏)
)︁

𝑑𝜏 and 𝐴< =
∫︀

Ω<

(︁
ℛ−

𝑖 (𝜏) −ℛ(𝜏)
)︁

𝑑𝜏, (C.1)

where Ω> is the set {𝜏 : ℛ(𝜏) ≥ ℛ−
𝑖 (𝜏), 𝜏 ≥ 0} and where Ω< is the set

{𝜏 : ℛ(𝜏) ≤ ℛ−
𝑖 (𝜏), 𝜏 ≥ 0} (Figure 4.3b provides a visual illustration). Then,

the fact that
ℐ𝐵𝐴𝐺𝑇−

𝑖 = |𝐴> − 𝐴<| (C.2)

follows from the following considerations. First,

ℐ𝐵𝐴𝐺𝑇−
𝑖 =

⃒⃒⃒⃒
⃒⃒

∞∫︁
𝜏=0

ℛ(𝜏)𝑑𝜏 −
∞∫︁

𝜏=0

ℛ−
𝑖 (𝜏)𝑑𝜏

⃒⃒⃒⃒
⃒⃒ =

⃒⃒⃒⃒
⃒⃒

∞∫︁
𝜏=0

(ℛ(𝜏) −ℛ−
𝑖 (𝜏))𝑑𝜏

⃒⃒⃒⃒
⃒⃒

=

⃒⃒⃒⃒
⃒⃒ ∫︁
Ω>

(︁
ℛ(𝜏) −ℛ−

𝑖 (𝜏)
)︁

𝑑𝜏 +
∫︁

Ω<

(︁
ℛ−

𝑖 (𝜏) −ℛ(𝜏)
)︁

𝑑𝜏

⃒⃒⃒⃒
⃒⃒ . (C.3)

Then, observe that∫︁
Ω<

(︁
ℛ(𝜏) −ℛ−

𝑖 (𝜏)
)︁

𝑑𝜏 = −
∫︁

Ω<

(︁
ℛ−

𝑖 (𝜏) −ℛ(𝜏)
)︁

𝑑𝜏, (C.4)

so that Equation (C.3) is equivalent to

ℐ𝐵𝐴𝐺𝑇−
𝑖 =

⃒⃒⃒⃒
⃒⃒ ∫︁
Ω>

(︁
ℛ(𝜏) −ℛ−

𝑖 (𝜏)
)︁

𝑑𝜏 −
∫︁

Ω<

(︁
ℛ−

𝑖 (𝜏) −ℛ(𝜏)
)︁

𝑑𝜏

⃒⃒⃒⃒
⃒⃒ = |𝐴> − 𝐴<| .

(C.5)
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D
Detailed Calculations for the

2-out-of-3 Example

By knowledge of ℛ(𝜏), we find the unconditional system MTTF as

𝑀𝑇𝑇𝐹 = 𝜆3
1 + 2𝜆2

1𝜆2 + 2𝜆2
1𝜆3 + 2𝜆1𝜆

2
2 + 5𝜆1𝜆2𝜆3 + 2𝜆1𝜆

2
3 + 𝜆3

2 + 2𝜆2
2𝜆3 + 2𝜆2𝜆

2
3 + 𝜆3

3
(𝜆1 + 𝜆2) (𝜆1 + 𝜆3) (𝜆2 + 𝜆3) (𝜆1 + 𝜆2 + 𝜆3)

.

(D.1)

Substituting the values of the failure rates, we obtain 𝑀𝑇𝑇𝐹 = 45.

The conditional system success probabilities ℛ+
𝑖 = 𝒫(Ψ(1𝑖,𝜙∼𝑖)) and ℛ−

𝑖 =
𝒫(Ψ(0𝑖,𝜙∼𝑖)), 𝑖 = 1, 2, 3 are as follows:

ℛ+
1 (𝜏) = 𝑝2(𝜏) + 𝑝3(𝜏) − 𝑝2(𝜏)𝑝3(𝜏) = 𝑒−𝜆2𝜏 + 𝑒−𝜆3𝜏 − 𝑒−𝜆2𝜏 𝑒−𝜆3𝜏

ℛ+
2 (𝜏) = 𝑝1(𝜏) + 𝑝3(𝜏) − 𝑝1(𝜏)𝑝3(𝜏) = 𝑒−𝜆1𝜏 + 𝑒−𝜆3𝜏 − 𝑒−𝜆1𝜏 𝑒−𝜆3𝜏

ℛ+
3 (𝜏) = 𝑝1(𝜏) + 𝑝2(𝜏) − 𝑝1(𝜏)𝑝2(𝜏) = 𝑒−𝜆1𝜏 + 𝑒−𝜆2𝜏 − 𝑒−𝜆1𝜏 𝑒−𝜆2𝜏

ℛ−
1 (𝜏) = 𝑝2(𝜏)𝑝3(𝜏) = 𝑒−𝜆2𝜏 𝑒−𝜆3𝜏

ℛ−
2 (𝜏) = 𝑝1(𝜏)𝑝3(𝜏) = 𝑒−𝜆1𝜏 𝑒−𝜆3𝜏

ℛ−
3 (𝜏) = 𝑝1(𝜏)𝑝2(𝜏) = 𝑒−𝜆1𝜏 𝑒−𝜆2𝜏 .

(D.2)

From these three conditional unreliabilities, it is possible to estimate the
conditional MTTFs as

𝑀𝑇𝑇𝐹−
1 = 1

𝜆2 + 𝜆3
= 20.0

𝑀𝑇𝑇𝐹−
2 = 1

𝜆1 + 𝜆3
= 25.0

𝑀𝑇𝑇𝐹−
3 = 1

𝜆2 + 𝜆1
= 33.333. (D.3)
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D. Detailed Calculations for the 2-out-of-3 Example

Also, from Equation (D.2), we can find the Risk Achievement Worth (RAW) of
the components as

𝑅𝐴𝑊1(𝜏) = 1 −ℛ−
1 (𝜏)

1 −ℛ(𝜏) = 1 − 𝑒−𝜆2𝜏 𝑒−𝜆3𝜏

1 − 𝑒−𝜆1𝜏 − 𝑒−𝜆2𝜏 − 𝑒−𝜆3𝜏 + 2𝑒−𝜆1𝜏 𝑒−𝜆2𝜏 𝑒−𝜆3𝜏
,

𝑅𝐴𝑊2(𝜏) = 1 −ℛ−
2 (𝜏)

1 −ℛ(𝜏) = 1 − 𝑒−𝜆1𝜏 𝑒−𝜆3𝜏

1 − 𝑒−𝜆1𝜏 − 𝑒−𝜆2𝜏 − 𝑒−𝜆3𝜏 + 2𝑒−𝜆1𝜏 𝑒−𝜆2𝜏 𝑒−𝜆3𝜏
,

𝑅𝐴𝑊3(𝜏) = 1 −ℛ−
3 (𝜏)

1 −ℛ(𝜏) = 1 − 𝑒−𝜆1𝜏 𝑒−𝜆2𝜏

1 − 𝑒−𝜆1𝜏 − 𝑒−𝜆2𝜏 − 𝑒−𝜆3𝜏 + 2𝑒−𝜆1𝜏 𝑒−𝜆2𝜏 𝑒−𝜆3𝜏
.

(D.4)
As for risk reduction worth, we have

𝑅𝑖𝑠𝑘𝑅𝑒𝑑𝑢𝑐𝑡𝑖𝑜𝑛𝑊𝑜𝑟𝑡ℎ(𝑅𝑅𝑊 )1(𝜏) = 1 −ℛ(𝜏)
1 −ℛ+

1 (𝜏) = 1 − 𝑒−𝜆1𝜏 − 𝑒−𝜆2𝜏 − 𝑒−𝜆3𝜏 + 2𝑒−𝜆1𝜏 𝑒−𝜆2𝜏 𝑒−𝜆3𝜏

1 − 𝑒−𝜆2𝜏 + 𝑒−𝜆3𝜏 − 𝑒−𝜆2𝜏 𝑒−𝜆3𝜏
,

𝑅𝑅𝑊2(𝜏) = 1 −ℛ(𝜏)
1 −ℛ+

2 (𝜏) = 1 − 𝑒−𝜆1𝜏 − 𝑒−𝜆2𝜏 − 𝑒−𝜆3𝜏 + 2𝑒−𝜆1𝜏 𝑒−𝜆2𝜏 𝑒−𝜆3𝜏

1 − 𝑒−𝜆1𝜏 + 𝑒−𝜆3𝜏 − 𝑒−𝜆3𝜏 𝑒−𝜆3𝜏
,

𝑅𝑅𝑊3(𝜏) = 1 −ℛ(𝜏)
1 −ℛ+

3 (𝜏) = 1 − 𝑒−𝜆1𝜏 − 𝑒−𝜆2𝜏 − 𝑒−𝜆3𝜏 + 2𝑒−𝜆1𝜏 𝑒−𝜆2𝜏 𝑒−𝜆3𝜏

1 − 𝑒−𝜆1𝜏 + 𝑒−𝜆2𝜏 − 𝑒−𝜆1𝜏 𝑒−𝜆2𝜏
.

(D.5)

We can use ℛ+
𝑖 (𝜏) and ℛ−

𝑖 (𝜏) to find the Birnbaum importance measure as
ℐ𝐵

1 (𝜏) = ℛ+
1 (𝜏) −ℛ−

1 (𝜏) = 𝑒−𝜆2𝜏 + 𝑒−𝜆3𝜏 − 2𝑒−𝜆2𝜏 𝑒−𝜆3𝜏 ,

ℐ𝐵
2 (𝜏) = ℛ+

2 (𝜏) −ℛ−
2 (𝜏) = 𝑒−𝜆1𝜏 + 𝑒−𝜆3𝜏 − 2𝑒−𝜆1𝜏 𝑒−𝜆3𝜏 ,

ℐ𝐵
3 (𝜏) = ℛ+

3 (𝜏) −ℛ−
3 (𝜏) = 𝑒−𝜆1𝜏 + 𝑒−𝜆2𝜏 − 2𝑒−𝜆1𝜏 𝑒−𝜆2𝜏 . (D.6)

By knowledge of ℐ𝐵(𝜏), we can find the Barlow Proschan importance measures
of the three components as

ℐ𝐵𝑃
1 =

∫︁ ∞

0
(𝑒−𝜆2𝜏 + 𝑒−𝜆3𝜏 − 2𝑒−𝜆2𝜏 𝑒−𝜆3𝜏 )𝜆1𝑒

−𝜆1𝜏 𝑑𝑡 =

= 𝜆1 (𝜆2
2 + 𝜆1𝜆2 + 𝜆2

3 + 𝜆1𝜆3)
(𝜆1 + 𝜆2) (𝜆1 + 𝜆3) (𝜆1 + 𝜆2 + 𝜆3)

= 0.25, (D.7)

ℐ𝐵𝑃
2 =

∫︁ ∞

0
(𝑒−𝜆1𝜏 + 𝑒−𝜆3𝜏 − 2𝑒−𝜆1𝜏 𝑒−𝜆3𝜏 )𝜆2𝑒

−𝜆2𝜏 𝑑𝑡 =

= 𝜆2 (𝜆2
1 + 𝜆2𝜆1 + 𝜆2

3 + 𝜆2𝜆3)
(𝜆1 + 𝜆2) (𝜆2 + 𝜆3) (𝜆1 + 𝜆2 + 𝜆3)

= 0.4, (D.8)

and
ℐ𝐵𝑃

3 =
∫︁ ∞

0
(𝑒−𝜆1𝜏 + 𝑒−𝜆2𝜏 − 2𝑒−𝜆1𝜏 𝑒−𝜆2𝜏 )𝜆3𝑒

−𝜆3𝜏 𝑑𝑡 =

= 𝜆3 (𝜆2
1 + 𝜆3𝜆1 + 𝜆2

2 + 𝜆3𝜆2)
(𝜆1 + 𝜆3) (𝜆2 + 𝜆3) (𝜆1 + 𝜆2 + 𝜆3)

= 0.35. (D.9)
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Using the following values for the failure rates, 𝜆1 = 0.01, 𝜆2 = 0.02 and 𝜆3 =
0.03, we find the following numerical values of MTTFs and of the sensitivity
measures (normalized):

𝑀𝑇𝑇𝐹−
1 = 20, 𝑀𝑇𝑇𝐹−

2 = 25, 𝑀𝑇𝑇𝐹−
3 = 100

3 . (D.10)

In normalized terms,

ℐ𝐵𝐴𝐺𝑇−
1 = 45 − 20

45 = 5
9 = 0.56, (D.11)

ℐ𝐵𝐴𝐺𝑇−
2 = 4

9 = 0.44, (D.12)

and

ℐ𝐵𝐴𝐺𝑇−
3 = 45 − 33.3333

45 = 0.26. (D.13)
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E
The Boolean-based Importance
Analysis for the Bridge System

Consider the bridge system as depicted in Figure 4.5, consisting of five compo-
nents. Since the bridge system is coherent, we exemplarily present the Birnbaum
importance measures for component 1 is:

ℐ𝐵
1 = 𝜕ℛ

𝜕𝑝1
= 𝑝3(𝜏) + 𝑝5(𝜏)𝑝4(𝜏) − 𝑝2(𝜏)𝑝3(𝜏)𝑝4(𝜏) − 𝑝3(𝜏)𝑝4(𝜏)𝑝5(𝜏)

− 𝑝2(𝜏)𝑝3(𝜏)𝑝5(𝜏) − 𝑝2(𝜏)𝑝4(𝜏)𝑝5(𝜏) + 2𝑝2(𝜏)𝑝3(𝜏)𝑝4(𝜏)𝑝5(𝜏) (E.1)

Using the proposed importance measure ℐ𝐴𝐵𝐺𝑇 for component 1, the importance
of component 1 is given as:

ℐ𝐴𝐵𝐺𝑇
1 = 𝒫

(︁
𝜙3 ∨ (𝜙2 ∧ 𝜙4) ∨ (𝜙4 ∧ 𝜙5) ∨ (𝜙2 ∧ 𝜙3 ∧ 𝜙5)

)︁
· 𝒫

(︁
(𝜙2 ∧ 𝜙4) ∨ (𝜙2 ∧ 𝜙3 ∧ 𝜙5)

)︁
= 𝒫

(︁
(𝜙3 ∨ (𝜙4 ∧ 𝜙5)) ∧ (𝜙2 ∧ 𝜙4) ∨ (𝜙2 ∧ 𝜙3 ∧ 𝜙5)

)︁
= 𝒫 ((𝜙3 ∧ 𝜙2) ∨ (𝜙3 ∧ 𝜙3 ∧ 𝜙5) ∨ (𝜙2 ∧ 𝜙4 ∧ 𝜙5))
= 𝑝3(𝜏) + 𝑝5(𝜏)𝑝4(𝜏) − 𝑝2(𝜏)𝑝3(𝜏)𝑝4(𝜏) − 𝑝3(𝜏)𝑝4(𝜏)𝑝5(𝜏)
− 𝑝2(𝜏)𝑝3(𝜏)𝑝5(𝜏) − 𝑝2(𝜏)𝑝4(𝜏)𝑝5(𝜏) + 2𝑝2(𝜏)𝑝3(𝜏)𝑝4(𝜏)𝑝5(𝜏). (E.2)

As expected, the results of ℐ𝐵 and ℐ𝐴𝐵𝐺𝑇 are consistent for coherent systems.
To visualize the importance measures ℐ𝐵 and ℐ𝐴𝐵𝐺𝑇 over time, assume that

the components of the bridge system have the following Weibull-distributed
reliability functions: ∀𝑖∈1...5 𝑞𝑖 = 1−𝑒−( 𝑥

𝜆
)𝛽𝑠 with (𝜆1, 𝛽𝑠

1) = (0.01, 6), (𝜆2, 𝛽𝑠
2) =

(0.02, 8), (𝜆3, 𝛽𝑠
3) = (0.03, 6), (𝜆4, 𝛽𝑠

4) = (0.04, 5), and (𝜆5, 𝛽𝑠
5) = (0.05, 8).

Figure E.1 depicts the importance measures of the components of the bridge
system over time.
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E. The Boolean-based Importance Analysis for the Bridge System
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Figure E.1: The importance measures for the five components of the bridge
example using both the Birnbaum (ℐ𝐵

𝑖 ) and the proposed approach
(ℐ𝐴𝐵𝐺𝑇

𝑖 ) over time.
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F
H.264 Video Coding Standard

H.264 video coding standard [WSBL03] is a well-known standard for video com-
pression for a wide area of application domains. The encoding and decoding of
video streams are modeled as two separate applications (encoder and decoder)
where each application consists of a number of processing steps modeled as in-
dividual tasks. For the sake of hardware/software co-design, the H.264 example
is modeled in a graph-based fashion with Figure F.1 showing the two graphs for
decoder and encoder with their nodes being individual tasks. Directed edges
between the nodes indicate the exchange of data between processing steps/-
tasks. Figure F.2 shows the architecture template with the individual resources
being nodes and edges indicating a possible communication connection between
resources, respectively. The template includes two CPUs and one Digital Sig-
nal Processor (DSP) as well as two memory components, three communicate
buses and 7 hardware accelerators. This means that each task of the applica-
tions can be executed as software on one of the processors. The resources can
communicate through the communication buses. Also, the available 7 hardware
accelerators are dedicated hardware implementations for 7 respective tasks in
the application that can be used to speed-up the execution at the expense of
having additional resources.
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F. H.264 Video Coding Standard

Figure F.1: The task graphs of the H.264 application with the decoder shown
left and the encoder shown right. Each circle shows a task and each
arrow shows the data dependency between two tasks.

Figure F.2: The resource graph of the H.264 example. The nodes shown as rect-
angles represent hardware resources and the directed edges repre-
sent that the connected resources can communicate via underlying
communication channels.
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G
Extended Results on Section 5.5.2
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G. Extended Results on Section 5.5.2
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Figure G.1: The comparison of the quality sets of the guided and basic DSEs
for H.264 with different initial redundancy rates.
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Figure G.2: The average 𝜖-dominance of 10 optimization runs for H.264 using
the guided and basic DSE with different initial rates.
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G. Extended Results on Section 5.5.2
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Figure G.3: The comparison of the quality sets of the guided and basic DSEs
for synthI with different initial redundancy rates.
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Figure G.4: The average 𝜖-dominance of 10 optimization runs for synthI using
the guided and basic DSE with different initial rates. 157



G. Extended Results on Section 5.5.2
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Figure G.5: The comparison of the quality sets of the guided and basic DSEs
for synthIII with different initial redundancy rates.
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Figure G.6: The average 𝜖-dominance of 10 optimization runs for synthIII using
the guided and basic DSE with different initial rates. 159
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Zuverlässigkeitsanalyse und
-optimierung eingebetteter

Systeme mittels stochastischer
Logik und Importanzmaßen
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Zusammenfassung

Die immer weitere Reduktion der Strukturgröße von integrierten Schaltungen
führt zu weitreichenden technischen Herausforderungen. Eine dieser Herausfor-
derungen ist eine ansteigende Fehleranfälligkeit dieser hochintegrierten Schal-
tungen für Prozessvariationen und Umwelteinflüsse, wie beispielsweise strah-
lungsinduzierte „Soft Errors“, Leckströme, oder den „Short-Channel“-Effekt
usw. Demzufolge ist die Gewährleistung der Zuverlässigkeit eine der Schlüs-
selbedingungen für die Realisierung von hochintegrierten eingebetteten Syste-
men. Infolgedessen ist eine Beurteilung und Optimierung der Systemzuverläs-
sigkeit – gleichrangig zu anderen relevanten Zielgrößen – für einen effizienten
Systementwurf dieser eingebetteten Systeme extrem wichtig. Im Rahmen der
vorliegenden Arbeit wurde deshalb eine Systementwurfsmethodik um den Ge-
sichtspunkt der Zuverlässigkeitsanalyse und -optimierung erweitert. Die vorge-
schlagene Systementwurfsmethodik bietet eine automatische Modellierung der
Systemzuverlässigkeit sowohl für transiente als auch für permanente Fehler.
Das zugrundeliegende Zuverlässigkeitsanalysemodell basiert auf Erfolgsbäumen,
welche im Verlauf dieser Arbeit auf allgemeine Erfolgsgraphen erweitert wur-
den. Erfolgsgraphen unterstützen, im Gegensatz zu Erfolgsbäumen, die Mo-
dellierung von zyklischen Fehlerabhängigkeiten unter den Systemkomponenten.
Zur effizienten Auswertung des Zuverlässigkeitsbaums oder des Erfolgsgraphen
wird stochastische Logik eingesetzt. Um eine hochqualitative Annäherung an
Pareto-optimale Systemimplementierungen zu finden, wird im Rahmen der vor-
geschlagenen Systementwurfsmethodik eine Entwurfsraumexploration durchge-
führt. Diese benötigt nicht nur eine effiziente Bewertung der Zielgrößen eines
Systemimplementierungskandidaten – da im Allgemeinen Tausende dieser Kan-
didaten während eines Explorationsvorganges betrachtet werden – sondern auch
eine effiziente Optimierungsstrategie, um mit den enorm großen Entwurfsräu-
men komplexer eingebetteter Systemen zurechtzukommen. Deshalb wurde im
Rahmen dieser Arbeit die eingesetzte Optimierungsstrategie um den Aspekt
der Importanz einer Systemkomponente erweitert. Die der Importanz zugrunde
liegende Idee besteht darin, die Systemkomponente hinsichtlich Ihres Einflus-
ses auf eine Zielgröße zu ordnen, wie beispielsweise der Systemzuverlässigkeit.
Während des Systementwurfs, der Systemverbesserung oder der Systemwartung
wird dann entsprechend mehr Aufwand für Systemkomponenten mit hoher Im-

163



German Part

portanz betrieben. Zur effizienten quantitativen Bewertung der Importanz einer
Systemkomponente im Hinblick auf die Systemzuverlässigkeit wurden im Rah-
men dieser Arbeit zwei neuartige Techniken vorgestellt. Die zwei eingeführten
Techniken erweitern dabei die Bestimmung der Systemkomponentenimportanz
für die Systemzuverlässigkeit auf kohärente aber auch nicht-kohärente Syste-
me. Weiterhin wird die Systemkomponentenimportanz mittels zweier neuarti-
ger Optimierungsstrategien in die Entwurfsraumexploration integriert. Die eine
Optimierungsstrategie nimmt dabei eine lokale Veränderung an einem während
der Exploration zu bewertendem Systemimplementierungskandidaten vor, in-
dem für Systemkomponenten mit hoher Importanz jeweils zuverlässigere oder
unzuverlässigere Varianten derselben im Hinblick auf die Systemzuverlässigkeit
untersucht werden. Die andere Optimierungsstrategie erweiterte den in der Ent-
wurfsraumexploration eingesetzten metaheuristischen Optimierungsalgorithmus
um einen neuartigen Mutationsoperator. Abschließend zeigen experimentelle
Auswertungen, dass die vorgeschlagene Systementwurfsmethodik im Hinblick
auf Zuverlässigkeit, Energieeffizienz und Hardwarekosten eine bessere Annähe-
rung an Pareto-optimale Systemimplementierungen findet als traditionelle me-
taheuristische Optimierungsverfahren.
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