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Microbiologically influenced corrosion (MIC) is a crucial issue for industry and
infrastructure. Biofilms are known to form on different kinds of surfaces such as
metal, concrete, and medical equipment. However, in some cases the effect of
microorganisms on the material can be negative for the consistency and integrity
of the material. Thus, to overcome the issues raised by MIC on a system, different
physical, chemical, and biological strategies have been considered; all having
their own advantages, limitations, and sometimes even unwanted disadvantages.
Among all the methods, biocide treatments and antifouling coatings are more
common for controlling MIC, though they face some challenges. They lack
specificity for MIC microorganisms, leading to cross-resistance and requiring
higher concentrations. Moreover, they pose environmental risks and harm non-
target organisms. Hence, the demand for eco-friendly, long-term solutions is
increasing as regulations tighten. Recently, attentions have been directed to the
application of nanomaterials to mitigate or control MIC due to their significant
antimicrobial efficiency and their potential for lower environmental risk
compared to the conventional biocides or coatings. Use of nanomaterials to
inhibit MIC is very new and there is a lack of literature review on this topic. To
address this issue, we present a review of the nanomaterials examined as a
biocide or in a form of a coating on a surface tomitigate MIC. This reviewwill help
consolidate the existing knowledge and research on the use of nanomaterials for
MICmitigation. It will further contribute to a better understanding of the potential
applications and challenges associated with using nanomaterials for MIC
prevention and control.
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1 Introduction

Metal corrosion has been addressed as an important challenge for different sectors such
as industry or public infrastructure, which inflicts economic and environmental problems.
It affects the performance of facilities and operations, as well as leads to contamination and
wasting of products, causing harmful effects on workers and the surrounding environments
(Kruger, 2011). It is estimated that the overall corrosion cost is approximately 3.4% of the
global GNP, and around 20% of corrosion damage in aquatic environments is
microbiologically influenced corrosion (MIC) (Little et al., 2020a). MIC is identified as
a phenomenon in which corrosion process is influenced by the activity of microorganisms
(directly) and/or their metabolites (indirectly) (Lou et al., 2021). For a long time, sulfate
reducing bacteria (SRB) were considered as a main culprit of MIC, and thus most of the
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studies in this field have focused on SRB. However, nowadays it is
known that other microorganisms such as acid producing bacteria
(APB) (Gu and Galicia, 2012), iron oxidizing/reducing bacteria
(Enning and Garrelfs, 2014), fungi (Bento et al., 2005;
Binkauskien and Lugauskas, 2017), archaea (Larsen and
Lundgaard, 2010), etc. are also equally important. Particularly
severe corrosion in the field scale often happens in the presence
of a mixed population of microorganisms where each MIC-causing
species can contribute to the material degradation in a different
manner. MIC can compromise the integrity of critical components
in industries such as oil and gas, marine, and water treatment, posing
safety risks and environmental hazards. Effective mitigation
measures help prevent accidents and protect the environment
(Little et al., 2020a). For instance, MIC has prompted the release
of more than 100,000 tons of methane due to the leakage of a storage
field in United States, with considerable negative impacts for the
climate and consequently for humanity/nature. The leakage was
traced back to the activity of methanogen archaea in the ground
water, which resulted external corrosion (Islam et al., 2016).
Microorganisms’ activity can significantly accelerate corrosion
process, leading to structural damage and potentially catastrophic
failures in various industrial systems, pipelines, and infrastructure.
By mitigating MIC, companies can extend the lifespan of their assets
and reduce maintenance costs. Furthermore, as clean energy
continues to expand, it becomes imperative to explore the MIC
potential within the clean energy sector, such as offshore wind
structures, hydrogen storage, and the infrastructure for the
transportation of novel energy sources (Larsenon, 2020). The
importance of implementing effective and efficient mitigation
strategies for MIC cannot be overstated, as it is vital for
safeguarding assets, ensuring safety and environmental
protection, optimizing operations, and maintaining compliance
with regulations. Thus, these strategies are crucial in minimizing
the detrimental effects and production disruptions associated with
MIC. Various approaches, encompassing physical, chemical, and
biological treatments exist to combat MIC. Depending on the
specific system and environmental factors, a combination of
these methods may be employed to effectively manage and
control MIC (Little et al., 2020a; Knisz et al., 2023). The
discussions of various methods for MIC mitigating, exploring
their distinctions, as well as their respective advantages and
disadvantages are provided in Section 3.

With the increasing application of nanomaterials in various sectors
such asmedicine, wastewater treatment, andmore, attention has turned
to utilizing them tomitigate or control MIC in industries (e.g., biocides)
(Rasheed et al., 2020a). The use of nanomaterials to inhibitMIC is a new
field with sparse literature available. To address this gap, this review
aims to consolidate and summarize the existing knowledge and research
on the application of nanomaterials in MIC mitigation. By undertaking
this review, we aspire to achieve several objectives. Firstly, it will serve as
a valuable resource for researchers and professionals seeking to
understand the current state of research and development in the
field of nanomaterials for MIC prevention and control. Secondly, it
will facilitate the identification of potential applications and the
recognition of emerging trends in this innovative domain. Lastly, the
review will also shed light on the challenges and obstacles inherent in
the use of nanomaterials for MIC mitigation, thus contributing to a
more holistic comprehension of this promising area of research.

2 Biofilms and MIC mechanisms

A biofilm is an actively induced accumulation of
microorganisms wherein cells adhere to a surface embedded in a
self-produced matrix of extracellular polymeric substances (EPS).
EPS is diverse and consists of, e.g., proteins, sugars, DNA, lipids, and
offers the cell community better chances of survival; thus, biofilm
formation is the preferred life style of microorganisms, as it is
associated with significant advantages. EPS serves as an anchor,
firmly attaching microorganisms to the surface. Additionally, it acts
as a nutrient trap, capturing essential nutrients from the
surrounding environment. It also facilitates the release of
nutrients to the microbes, contributing to their sustenance.
Furthermore, it offers protection in case of harsh conditions (e.g.,
increased resistance to biocides, toxic substances, temperature, etc.)
(Lewandowski and Beyenal, 2008).

Regarding MIC, biofilm plays a vital role in the degradation
process. When a biofilm forms on a surface (such as metal),
microorganisms have the capability to modify the environment at
the surface/biofilm interface. These modifications may involve
changes in the chemical composition (such as dissolved oxygen,
pH, organic and inorganic species, etc. compared to the bulk
environment), mass transfer rate near the metal surface, and
hydrodynamics (Lewandowski and Beyenal, 2013). It has been
demonstrated that microorganisms can accelerate the corrosion
of metals by modifying the chemical environment near the metal
surface, which depends on the properties of the corroding metal and
structure of microbial community of the formed biofilm on the
metal surface. Also, it has recently been illustrated that some of the
microorganisms can uptake electron from metal surface
(Lewandowski and Beyenal, 2008; Knisz et al., 2023). Note that
there is no universal mechanism to explain the influence of
microorganisms on the corrosion rate of different metals/
materials. It is accepted in the literature that there are many MIC
mechanisms, rather than one. MIC mechanisms are commonly
categorized according to the presence and availability of oxygen
in a particular environment. However, it should be borne in mind, in
real-world scenarios, oxygen availability can fluctuate, and
microorganisms capable of directly interacting with metal
surfaces may intermittently consume oxygen. Consequently,
rather than a purely aerobic or anaerobic setting, there is often
an oxygen gradient present which fluctuates over time. This article
focuses on MIC mechanisms that have been extensively studied
(aerobic and anaerobic), and the key reactions are briefly mentioned.

2.1 MIC mechanisms under aerobic
conditions

Metal corrosion can occur through the creation of differential
aeration cells, which arise from varying concentrations of oxygen at
different locations on the metal surface. This disparity in oxygen
levels can be attributed to twomain factors: 1) active consumption of
oxygen by microorganisms within the biofilm, leading to
nonuniform distribution of oxygen on the metal surface; 2)
passive mechanisms where certain areas are physically obstructed,
hindering oxygen access. Heterogeneous biofilm formation presents
a non-uniform coverage on the metal surface. Different studies have
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TABLE 1 Brief description of the main mechanisms associated with MIC of metals (Knisz et al., 2023).

MIC mechanisms Description Diagram

Under deposit corrosion, oxygen gradient
corrosion

A type of “localized corrosion associated with, and taking place under, or immediately around, a deposit of corrosion
products or other substance” (ISO 2020), e.g., biofilm or metal deposition by metal-oxidizing bacteria that is formed in a
patchy arrangement

Crevice corrosion A type of “localized corrosion associated with, and taking place in, or immediately around, a narrow aperture or clearance
formed between the metal surface and another surface (metallic or non-metallic).” (ISO 8044) The accumulation of
chloride and other aggressive anions in the pit accelerates corrosion

Electrical MIC (EMIC) Corrosion caused by extracellular electron transfer by microorganisms

Direct EMIC Corrosion of metals achieved by extracellular electron transfer by microorganisms in direct contact with the metal surface.
Electrons are taken up by cell surface enzymes or membrane redox proteins

(Continued on following page)
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TABLE 1 (Continued) Brief description of the main mechanisms associated with MIC of metals (Knisz et al., 2023).

MIC mechanisms Description Diagram

Indirect EMIC Corrosion of metals accelerated by soluble electron transfer mediators released frommicroorganisms that use the electrons
gained from the metal for respiration

Metabolite MIC (MMIC) Corrosion of metal achieved directly or indirectly by metabolites released by microorganisms both in aerobic and anaerobic
conditions

Me, metal; EA, electron acceptor; ED, electron donor; ox, oxidized; red, reduced; sETM, soluble electron transfer mediator; MeOB, metal oxidizing bacteria.-Test.
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shown that the oxygen concentration varies in different locations of
biofilm. A lower oxygen concentration can be spotted in the covered
regions and become anodic, where uncovered regions demonstrate
higher cathodic oxygen concentrations. This can yield a potential
difference within the covered and uncovered regions on the metal
surface (Lewandowski and Beyenal, 2008; Chilingar et al., 2013;
Ziadi et al., 2020). Surface deposits, such as metal oxides can also
form oxygen concentration cells, leading to under deposit corrosion
or oxygen gradient corrosion. Among the microbial groups
associated with these processes, iron-oxidizing bacteria (FeOB)
and manganese-oxidizing bacteria (MnOB) have been extensively
studied. FeOB, for instance, oxidize Fe2+ to Fe3+ in oxygen-rich
environments, creating a potential difference between oxygen-
depleted areas underneath iron oxides and oxygen-saturated
regions, potentially causing oxygen concentration cells or
galvanic corrosion. This corrosion can result in pitting corrosion,
characterized by cavities extending from the metal surface. These
pits, along with complex metal deposits, can shield areas from the
surrounding fluid, leading to self-sustaining pitting. If this occurs in
crevices, it is called crevice corrosion (Table 1). Certain materials,
such as corrosion-resistant steels, are designed to resist oxygen
corrosion through passivation, forming a protective metal-oxide
layer. However, some biofilms can disrupt this layer, leading to
pitting corrosion. Additionally, aerobic bacteria within biofilms can
deplete oxygen levels, creating anaerobic conditions favorable for the
growth of anaerobes such as SRB and nitrate-reducing bacteria
(NRB) (Knisz et al., 2023; Xu et al., 2023).

Fungi are often associated with aerobic corrosion, colonizing
metal surfaces and creating oxygen-free environments conducive to
anaerobic bacteria, particularly SRB. EPS produced by fungi contain
high concentrations of organic acids, which can accelerate metal
deterioration. Research demonstrated that EPS presence can disrupt
the passive film on aluminum, accelerating corrosion, especially
pitting corrosion. This occurs as EPS enhances both the anodic
dissolution of aluminum and the cathodic reduction of oxygen,
resulting in the formation of large cathodic areas and small anodic
areas, characteristic of pitting corrosion in the presence of EPS
(Okorie and Nwokorie, 2021; He et al., 2022).

2.2 MIC mechanisms under anaerobic
conditions

Historically, anaerobic MIC focused on SRB, as it was
considered the main culprit of MIC. However, over the last
decades it has become increasingly evident that other classes of
microorganisms are also involved and can have a substantial
contribution to corrosion of critical infrastructure. Recently, two
distinct mechanisms including metabolite MIC (MMIC) and
electrical MIC (EMIC) have been proposed which explain the
principal mechanism behind MIC caused by different species.

MMIC occurs due to substances produced bymicroorganisms as
site product of their metabolism (e.g., H2S). In other words, biofilms
can provide locally concentrated corrosive metabolites underneath
them causingMMIC. Examples areMIC of steel via acids secreted by
acid producing bacteria (APB) in biofilms, and copper via H2S
excreted by SRB (Xu et al., 2023). On the other hand, EMIC is
induced by the uptake/consumption of electrons from the metal

surface. In EMIC, microorganisms possess a unique metabolic
process known as extracellular electron transfer (EET), through
which they transfer electrons from solid compounds outside their
cells to acquire energy, leading to the corrosion of metal structures
(Table 1) (Knisz et al., 2023). More information about
understanding microbial EET and recent progresses in EMIC is
provided by Gu et al. (2021). Up until now, researchers have
identified microorganisms from four distinct metabolic groups
(SRB, methanogenic archaea, acetogenic bacteria, and NRB) as
EMIC inducers. EMIC is caused by microorganisms that can
efficiently uptake electrons from metallic iron either through
direct or indirect EET (with the assistance of electron mediator
molecules) (Knisz et al., 2023). Certain corrosive SRB and
methanogenic archaea have been found to directly uptake
electrons from metallic iron. Additionally, some microorganisms,
including Shewanella spp., secrete electron mediator molecules such
as riboflavin and flavin adenine dinucleotide (FAD) to facilitate
EMIC (Knisz et al., 2023; Xu et al., 2023). Inorganic chemicals such
as manganese and iodide have also been implicated as electron
mediators (Kato, 2016). Hydrogen gas may serve as an electron
mediator in some cases, but its role in corrosion remains unclear.
The mechanisms of EET for EMIC are not fully understood, and it is
likely that different EMIC-inducing microorganisms utilize distinct
strategies for electron uptake. Further research, combining
microbial physiology, genomics, molecular biology, and
electrochemistry, is required to gain a comprehensive
understanding of how EMIC-inducers efficiently uptake electrons
from metallic iron. In the next section, different microbial species
and their mechanisms to contribute to MIC are discussed.

2.2.1 SRB
For a long time, cathodic depolarization (CDP) theory was used

to explain the observation that the open circuit potential (OCP) of
iron during corrosion by SRB showed a positive shift, leading to a
severe corrosion linked to SRB activity. This hypothesis primarily
revolves around alterations in the cathodic reaction mechanism.
Initially, this depolarization was attributed to the removal of
hydrogen (H2) at the cathode due to the presence of
hydrogenase+ SRB. The theory assumes that the biological
oxidation of H2 accelerates the cathodic reaction, causing a
depolarization of the OCP, resulting in a positive shift, and hence
an increase in the corrosion rate (Little et al., 2020b). However,
research has shown that the consumption of cathodic hydrogen by
SRB does not significantly increase iron corrosion when iron is the
sole electron donor (Venzlaff et al., 2013). While it does not entirely
rule out the possibility that microorganisms might utilize hydrogen
in MIC, it challenges the original concept proposed by the CDP
theory. The current understanding of MIC mechanisms suggests
that the role of hydrogen in corrosion by microorganisms may be
more complex and different from what was initially proposed by the
CDP theory (Knisz et al., 2023).

SRB grow in anaerobic environments, where they oxidize
organic matter and reduce sulfate to sulfide. This metabolic
activity is pivotal for the subsequent precipitation of metal
sulfides. The H2S generated through bacterial processes can react
with metal ions to create water-insoluble metal sulfides which may
precipitate on the metal surface (Rao et al., 2022). The undissociated
protons found in H2S resulting from the respiratory reduction of
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natural sulfate (for example, in seawater) in the presence of organic
nutrients exhibit a higher reactivity with electrons derived from iron
compared to protons from, or within, circumneutral H2O (Reaction
1). In this manner, SRB exert their influence indirectly by producing
a corrosive metabolite (MMIC).

Fe0 +H2S → FeS +H2 (1)

Recent research has shown that some SRB strains can uptake
electron directly frommetal surface via protein filament (nanowire) or
indirect electron transfer mediated by a redox-active mediator.
Through a carbon energy source starvation experiment, the
bioenergetic implications of this process were revealed. Despite a
decline in the number of sessile cells due to starvation, the experiment
showed that SRB became more aggressive in corroding carbon steel,
indicating a shift from utilizing organic carbon to Fe0 as the electron
donor (Gu et al., 2021). When faced with electron acceptor or donor
deficiency, nanowires are generated as a stress response, facilitating
the transfer of electrons at an accelerated rate over considerable
distances, akin to metal, to fulfill bacterial survival requirements.
Although some studies have noted the presence of nanowires in SRB,
the understanding of their mechanism, the potential genes implicated,
and their regulatory processes have remained largely unexplored.
Raya et al. (2023) has presented a comprehensive review of
mechanism for nanowire formation.

Further, Desulfovibrio vulgaris has been a model microbe in
foundational studies shaping current models of iron-containing
metal corrosion under sulfate-reducing conditions. The proposed
corrosion mechanisms by D. vulgaris include H2 consumption
accelerating Fe0 oxidation, sulfide production forming FeS layer,
cell hydrogenase release catalyzing Fe0 oxidation, direct electron
transfer from Fe0 to cells, and flavins acting as electron shuttles.
However, most of them need further investigations to take or leave the
proposed mechanisms (Ueki and Lovley, 2022; Woodard et al., 2023).
Two SRB strains named Desulfopila corrodens strain IS4 and
Desulfovibrio ferrophilus strain IS5 were isolated from marine
sediment, and they were found to quickly reduce sulfate while
oxidizing metallic iron (as the sole electron donor) (Enning et al.,
2012). Interestingly, other closely related SRB strains with hydrogen-
utilization abilities did not exhibit such corrosive activities (Dinh et al.,
2004). This ability to induce corrosion seems to be a special feature
only specific to some SRB belonging to the Desulfovibrionaceae and
Desulfobulbaceae families (Enning and Garrelfs, 2014). This suggests
that the molecular mechanism for electron uptake from metallic iron
is different for these EMIC-inducing SRBs/hydrogenases and is not a
universal trait across all SRBs.

2.2.2 Methanogenic archaea
Methanogenic archaea are the main contributors to methane

production in oxygen-depleted environments, often in higher
abundance in areas with low sulfate levels. Methanogenic archaea
play a significant role in MIC observed in various environments. In
some cases, methanogens are considered corrosion-protective by
generating non-conductive carbonate-rich depositions. Highly
corrosive methanogens have been isolated from environments
such as marine sediments and crude oil storage tanks.
Methanosarcina strains, capable of growing with Fe0 as their sole
energy source, are frequently associated with corroded steel
structures, especially in low-sulfide marine environments.

Regarding long-term infrastructure integrity, MIC caused by
methanogenic archaea may pose concerns for underground
storage facilities. Unlike SRB, which produces corrosive H2S,
methanogens do not generate corrosive byproducts. Instead, the
extraction of electrons from metals in anoxic conditions may be the
primary mechanism which accelerates corrosion (Tamisier et al.,
2022). The main evidence for direct electron uptake bymethanogens
was first reported in 2004 by Dinh et al. (2004). They isolated a
methanogenic strain, Methanobacterium sp. strain IM1, from
marine sediment, which grew and produced methane with
metallic iron as the sole electron source, leading to iron
corrosion. A couple of years later, another research group
isolated EMIC-inducing methanogenic strains, Methanococcus
maripaludis strain KA1 and Mic1c10, from crude oil reservoir
tanks. Interestingly, both closely related hydrogenotrophic
methanogens did not exhibit the same corrosive ability in the
presence of metallic iron (Mori et al., 2010; Uchiyama et al.,
2010), indicating that more complex mechanisms are involved in
these methanogenic archaea strains.

2.2.3 Acetogenic bacteria
Acetogenic bacteria can generate energy through the reductive

acetyl-CoA pathway, converting carbon dioxide into acetate. They
typically use hydrogen gas or specific organic compounds as sources
of reducing equivalents. Researchers have recently demonstrated acetate
production in microbial cultures related to known acetogenic bacteria
with metallic iron as the sole electron source (Acetobacterium sp.)
(Mand et al., 2014). Further investigations by other research groups led
to the enrichment of acetogenic microbial communities using metallic
iron as the sole energy source, resulting in the identification of
acetogenic bacteria that can grow on metallic iron and promote iron
corrosion (Kato et al., 2015). In addition to these direct effects (EMIC),
acetogenic bacteria might indirectly contribute to iron corrosion by
producing acetate, which could stimulate the growth of corrosion-
inducing SRB that depend on organic compounds such as acetate for
carbon sources (Little et al., 2020b). Moreover, APB can generate both
organic and inorganic acids, which can substantially lower the pH levels
within the biofilm, pushing them into the acidic range (Gu and Galicia,
2012). In such conditions, a type of corrosion driven by acidity can take
place, resulting in the dissolution of metals and the deterioration of
concrete structures (MMIC).

2.2.4 NRB
Nitrate reduction is a significant microbial metabolism in anoxic

environments, and recent studies have revealed that some NRB can
cause EMIC. For example, Bacillus licheniformis ATCC 14580, a
facultative NRB strain, was found to induce corrosion of carbon
steel under nitrate-reducing conditions (Xu et al., 2013).
Additionally, Prolixibacter sp. strain MIC1-1, belonging to the
phylum Bacteroidetes, was identified as the first corrosive
representative among NRB. Apart from using cathodic electrons
from metallic iron as an electron donor, the metabolic end-product,
nitrite, known to be a corrosive compound, appears to contribute to
severe corrosion (Iino et al., 2015). Nitrate injection in oil and gas
reservoirs has been used to mitigate souring andMIC caused by SRB by
promotingNRB growth, which suppresses SRB.However, the discovery
of EMIC-inducing NRB raised concerns about the risk of NRB assisted
corrosion with nitrate supplementation (Yuk et al., 2020).
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2.2.5 Key reactions in MIC
Xu et al. (2023) provided a comprehensive review of the

fundamental reactions involved in MIC. Under aerobic
conditions, Fe0 undergoes abiotic oxidation with oxygen to form
Fe2O3, commonly known as rust (Reaction 2). In aqueous
environments, heterogeneous biofilms composed of diverse
microorganisms develop on metal surfaces, limiting the
availability of oxygen for Fe0 oxidation. Under anaerobic
conditions, potential Fe0 oxidants include protons (H+), nitrate,
Fe3+, sulfate, CO2, and H2S, with only H+ (Reaction 3) and H2S
(Reaction 4) reacting abiotically with Fe0 to produce H2. Other
electron acceptors require microbial catalysis, where various
microorganisms accept electrons from Fe0 to support anaerobic
respiration. The resulting Fe2+ can then react with sulfide, carbonate,
phosphate, or additional iron ions to form minerals (Reactions
5–10), which accumulate on corroding iron and are indicative of
intense corrosion. Understanding the specific reactions occurring
within corrosive biofilms is crucial for determining the rate and
extent of iron corrosion in different environments.

2 Fe0 + 4H+ +O2 ———> 2Fe2+ + 2H2O (2)
Fe0 + 2H+ ———> Fe2+ +H2 (3)
Fe0 +H2S ———> FeS +H2 (4)
Fe3+ + 3OH− ———> Fe OH( )3 (5)
Fe2+ + S2− ———> FeS (6)
Fe2+ + CO2−

3 ———> FeCO3 (7)
3Fe2+ + 2PO3−

4 ———> Fe3 PO4( )2 (8)
Fe2+ + 2Fe3+ + 8OH− ———> Fe3O4 + 4H2O (9)
Fe0 + 2Fe3+ ———> 3Fe2+ (10)

3 MIC mitigation strategies

Four main approaches, including physical, chemical, electrochemical,
and biological treatments have been developed/developing to combat
MIC. This section discusses how different approaches are employed to
mitigate MIC and their advantages and limitations.

3.1 Physical methods

Pigging, ultraviolet (UV) radiation, and ultrasonic are
considered under this category. Pigging is a mechanical cleaning
process which removes corrosion products and tubercles from the
inner surface of pipelines. Use of UV radiation prevents the
microorganism’s growth by altering their DNA, which has a high
proficiency in the bacterial reduction (Skovhus and Lee, 2017).

3.2 Chemical treatments

Biocides refer to a broad range of chemical substances employed
to prevent and manage the adverse effects caused by various
pathogenic microorganisms. Usage of biocides is the most
common method to mitigate MIC especially in steel pipes and
closed systems. Selecting a biocide depends on the type of the

microorganisms involved, the operational history, as well as
environmental limitations and restrictions (Little et al., 2020a).

Iron alloys, such as stainless-steel containing chromium, are
resistant to microbial corrosion due to the formation of a protective
chromium oxide layer. Carbon steel lacks this protection and is more
susceptible to corrosion. Adding copper to steel can inhibit corrosive
microbes, but higher concentrations reduce steel toughness and may
pose toxicity risks. Rare earth elements such as cerium offer
antimicrobial properties with minimal impact on cost, but
practical assessments are lacking. High-entropy alloys, composed
of multiple metals, have shown to be promising in laboratory studies
for microbial corrosion resistance, but their high cost and potential
health risks limit large-scale applications. Non-ferrous metals such
as titanium offer superior corrosion resistance but are costly,
restricting their use to small-scale devices (Wang et al., 2023).

3.3 Electrochemical methods

Cathodic protection (CP) and coating are considered as
electrochemical methods due to creating an electrochemical cell.
CP involves the use of a direct current, either through a galvanic
system or an impressed current system, to reduce and maintain the
metal’s potential at a sufficiently negative level compared to the
surrounding environment (Rasheed et al., 2020a; Knisz et al., 2023).

Coating is supposed to provide a physical barrier which prevents
direct contact between microorganisms and the metal surface. For
example, internal coatings and linings for carbon steel equipment
offer an alternative to prevent contact between the environment and
the metal, at least for a certain period. However, potential issues with
internal coatings and linings include susceptibility to damage from
heat or pigging, as well as mechanical damage during operation or
maintenance. Some coatings create an inhospitable surface for
biofilm attachment, making it more difficult for microorganisms
to colonize and establish themselves on the metal. Regular
inspection and maintenance of coatings are essential to ensure
they continue to provide effective protection against MIC.
Additionally, a multi-faceted approach that combines coatings
with other MIC mitigation strategies may be necessary for
comprehensive corrosion control in environments prone to
biocorrosion (Knisz et al., 2023).

3.4 Biological treatments/using
natural products

Recently, the feasibility of a new MIC mitigation method has
been examined, where certain microorganisms are used to control
the population of the others. The potential pathways by which
microorganisms can inhibit corrosion include: 1) eliminating
corrosive cathodic agents via bacterial processes, such as oxygen
respiration in aerobic environments; 2) suppressing the growth of
corrosion-inducing bacteria through the release of antimicrobial
substances by other bacteria; and 3) establishing a protective coating
on the metal surface, such as passive metal oxides or biofilms that
exude adhesive corrosion inhibitors (Zuo, 2007). Nitrate and
denitrifying bacteria have reportedly an inhibitory effect on MIC
induced by SRB; however, the discovery of EMIC-inducing NRB has

Frontiers in Nanotechnology frontiersin.org07

Kalajahi et al. 10.3389/fnano.2024.1340352

https://www.frontiersin.org/journals/nanotechnology
https://www.frontiersin.org
https://doi.org/10.3389/fnano.2024.1340352


TABLE 2 Examples of studies that applied nanomaterials as a biocide to mitigate MIC.

Average
size/nm

Underlaying
material

Tested
microorganisms

Investigation
method

Outcome Ref

AgNPs 100 Mild steel SRB Gravimetric method Formation of a thinner
biofilm

Skiba et al.
(2020)

AgNPs 42 Copper Halomonas variabilis EIS and Tafel
polarization

Decrease of corrosion rate
of copper

San Keskin
et al. (2021)

Trichoderma
longibrachiatum DSMZ
16517-synthesized
AgNPs

5 to 11 — Halotolerant SRB Dose-response Confirmation of
bactericidal effect of
the NPs

Omran et al.
(2019)

Myco-synthesis
ZnONPs

10–15 Copper B. thuringiensis, Terribacillus
aidingensis, and Bacillus
oleronius

WL and EISa Formation of a protective
film on the surface

Sujatha et al.
(2019)

ZnO and CuONPs using
brown algae

15–20 Mild steel C1010 Proteus mirabilis, P.
aeruginosa, and S. aureus

WL and EIS Remarkable reduction in
corrosion rate and biofilm
formation

Okeniyi et al.
(2017)

Dialium guineense leaf-
extract Based ZnNPs

— — E. coli, M. varians Minimum inhibitory
concentration

Inhibited the growth of
bacteria

Okeniyi et al.
(2018)

Serratia spp., S. aureus and P.
aeruginosa

Tectona grandis Capped
AgNPs

— — S. aureus and E. coli, P.
aeruginosa and Serratia spp

Minimum inhibitory
concentration

Inhibited the growth of
bacteria

Deng et al.
(2020)

Bioengineered AgNPs
leaf extract of
Azadirachta indica

6–20 Mild steel Bacillus thuringiensis EN2 EIS Profoundly inhibited the
biofilm and pitting
corrosion

Narenkumar
et al. (2018)

Bio-based NiNPs
composite

40–55 X80 steel Desulfovibrio sp EIS Suitable protection of MIC
and acid corrosion

Ituen et al.
(2020)

Bio-based CuNPs 54–72 steel Desulfovibrio sp WL and EIS Suitable protection of MIC
and acid corrosion

Singh and
Yuanhua
(2020)

Biogenic iron sulfide
nanoparticles (FeSNPs)

— — D. vulgaris Nanoscale Extracellular electron
uptake of the SRB was
affected by the conductive
FeSNPs

Alasvand
(2016)

Secondary ion mass
spectrometry

Biosynthesized CuONPs 150–600 — D. marinisediminis GSR3 Minimum inhibitory
concentration

Growth inhibition of
bacteria

Idrees et al.
(2018)

Biosynthesized AgNPs 25 Mild steel E. coli, S. aureus and S. faecalis Tafel polarization Suitable protection of MIC
and acid corrosion

Rasheed et al.
(2020b)

CuNPs doped CQDs 30–60 Carbon steel X60 SRB EIS and Tafel
polarization

MIC was significantly
reduced

Kalajahi et al.
(2020a)

Graphene oxide/silver
nanostructure

40–60 Carbon steel X60 SRB EIS and Tafel
polarization

MIC was significantly
reduced

Kalajahi et al.
(2020b)

Core/shell (ZnO/
polyacrylamide)
nanocomposite

20 Carbon steel Bacillus subtilis and E. coli EIS and Tafel
polarization

Exhibited significant
antibiofilm activity

Morsi et al.
(2016)

Chitosan/Lignosulfonate
Nanospheres

150–200 Carbon Steel SRB EIS Reduction of corrosion
and biofilm formation by
prohibition of bacterial
attachment

Azzam et al.
(2012)

Inorganic nanomaterials
loaded with booster
biocides

— — larvae of the bryozoan Bugula
neritina

Antimacrofouling
efficacy assays

Nanomaterials with
antibacterial properties
illustrated effective
antifouling activities
compare to the traditional
biocides

Zhu et al.
(2022)

(Continued on following page)
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raised concerns about the risk of NRB-assisted corrosion (Yuk et al.,
2020). Yet, more research is required for the biological treatment of
MIC, and there is a lack of evidence for utilization under real-world
conditions. There is a potential of using natural compounds derived
from microbes or plants as alternatives to synthetic chemicals for
preventing corrosion. These compounds offer several advantages,
including being more sustainable and potentially less toxic to
humans. Examples of such compounds include D-limonene,
D-amino acids, peptides, biosurfactants, and quorum sensing
inhibitors. Quorum sensing inhibitors interfere with the
communication mechanisms of microbes, thereby disrupting
biofilm formation and corrosion processes. While methods such
as biological approaches and the use of natural compounds show
promise in laboratory studies, their effectiveness and practicality in
real-world scenarios require further evaluation through large-scale
trials. Furthermore, optimizing their production and conducting
techno-economic analyses are crucial steps that must be undertaken

before these methods can be feasibly employed for microbial
corrosion prevention (Wang et al., 2023).

3.5 Advantages and disadvantages of MIC
mitigation methods

It is important to note that there is no single perfectmethod forMIC
mitigation. Typically, a combination of two or three methods is
employed to effectively control MIC. Each method comes with its
own set of advantages and limitations. The selection of a method
depends on several factors including the industry type, environmental
considerations, cost, availability of the method, skilled professionals,
compliance with regulations, the history of MIC and corrosion
management within the system, etc. Indeed, physical and chemical
treatments remain the two main approaches for controlling MIC.
Physical methods such as pigging can remove biofilms from surfaces

TABLE 2 (Continued) Examples of studies that applied nanomaterials as a biocide to mitigate MIC.

Average
size/nm

Underlaying
material

Tested
microorganisms

Investigation
method

Outcome Ref

Poly(2-
aminothiophenol-co-2-
methylaniline)/AgNPs

Different — SRB Thermogravimetric
analysis

Assembling of both
P2ATH and P2MeANI on
Ag nanoparticles enhances
the antisulfate-reducing
bacteria’s efficiencies

Thakur et al.
(2023)

Cationic thiol
surfactants
nanostructures

Different — SRB Inhibition zone
method

Saji (2012)

aWL, Weight loss; EIS, electrochemical impedance spectroscopy.

FIGURE 1
Nanomaterial classification, based on structural configurations. The figure is reconstructed based on (Mekuye and Abera, 2023).
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but do not prevent their recurrence, leading to ongoing maintenance
costs. This method is feasible to keep the system clean and manage the
possibility ofMIC, but it can be applied only on the facilities designed for
pigging such as inside the pipelines (Skovhus and Lee, 2017). Also, it falls
short in preventing further biofilm formation, which necessitates
continual and costly maintenance and retrofitting measures (Knisz
et al., 2023). Application of UV as a physical method in a large scale
is not possible, and if there are non-living particles shielding the
microorganisms from UV, the efficiency will be reduced (Mand
et al., 2019; Little et al., 2020a).

The predominant chemical treatment for controlling MIC is the
utilization of biocides; however, its effectiveness is often limited. Biocides
primarily target planktonic bacteria, but MIC typically occurs beneath
adherent biofilms, which demonstrate substantially greater resistance to
antimicrobial agents compared to planktonic microorganisms. This
reduced susceptibility within biofilms can hinder the efficacy of
biocide treatments in combating MIC effectively (Zuo, 2007).
Additionally, prolonged use of biocides can lead to the development
of resistance over time. To counteract the increased resistance of biofilm
cells to biocides, higher concentrations of biocides are frequently needed.
However, this strategy can present challenges. For example, research by
Sharma et al. (2017) suggests that elevated concentrations of bronopol,
particularly when repeatedly applied as is typical in shale gas operations,
can result in heightened corrosion levels. Furthermore, biocides can
induce cross-resistance, where microorganisms develop resistance to
toxic substances, aggravating the challenge ofMIC control. Furthermore,
biocides pose environmental risks due to their toxicity, potentially
harming both human health and ecosystems. When used in large
quantities, they can contaminate aquatic environments and harm
non-target organisms, entering the food chain (Michalak and

Chojnacka, 2014). Glutaraldehyde, a common biocide used in
industry and hospital sanitation, has been reported to exhibit acute
toxicity to aquatic organisms (Leung, 2001).

In addition to biocide usage, integrating various methods such as
CP and protective coatings is often necessary for effective control of
MIC. CP is a widely used method against abiotic corrosion. According
to the standard EN12495 (Leheta, 2023), biological activity affects its
effectiveness, suggesting the need for more negative potentials in
anaerobic environments where MIC is active. However, debates
persist on whether lowering protective potentials beyond those for
abiotic corrosion can effectively combat MIC (Romero et al., 2021).
Further research is needed to understand the mechanisms and to
optimize CP for MIC prevention or reduction. Antifouling coatings
containing active agents, such as biocides and corrosion inhibitors, have
been widely used as preventive measures. Nevertheless, a significant
drawback is the continuous release of toxic and persistent chemicals,
which results in shorter protection periods and potential ecological
concerns. These coatings are now subject to strict regulations,
prompting the search for effective and environmentally friendly
long-term solutions (Knisz et al., 2023).

While biocide treatments and antifouling coatings have the
potential to be effective in controlling MIC, they face notable
challenges. They are not specifically targeted to MIC
microorganisms, leading to cross-resistance issues and often
necessitating higher concentrations, which can be ineffective or
even counterproductive. Additionally, these treatments pose
environmental risks and may harm non-target organisms. Thus,
there is a growing need for environmentally friendly long-term
solutions as stricter regulations emerge to govern chemical
treatments (Ferreira et al., 2019). Greener and less toxic

FIGURE 2
Different pathways that nanoparticles can mitigate microorganisms.
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alternatives with enhanced effectiveness have also emerged. These
alternatives range from innovative polymer structures to nature-
inspired biomimetic approaches, including the incorporation of
bioactive nanoparticles and the utilization of natural bioactive
compounds or extracts. It can also be changing the chemical
structure of a common toxic biocide to a greener one, such as
bifunctional antibacterial and anticorrosive broad-spectrum rosin
thiourea iminazole quaternary ammonium, which utilizes a chiral
environment for effective metal surface adsorption through physical
and chemical interactions, offering a simple, cost-effective, and
efficient solution for corrosion mitigation (Wang et al., 2024).
However, the full adoption of these greener solutions is hindered
by challenges such as lengthy synthesis processes, limited availability
of some natural sources, the lack of real-world proof of concept,
environmental impact assessments, regulatory approvals, and the
need for substantial funding and time (Knisz et al., 2023).

Lately, nanomaterials have gained attention for their potential to
produce biocides or coatings with enhanced antimicrobial
properties against various waterborne microorganisms, while
minimizing environmental impact. The reasons they are
considered to have great potential for development as a greener
strategy to control MIC include: 1) nanomaterial-based biocides or
coatings can be engineered to specifically target microorganisms
involved in MIC, minimizing parallel damage to non-target
organisms and reducing overall toxicity; 2) the small size and
high surface area-to-volume ratio of nanoparticles enable better
penetration into biofilms and microbial cells, enhancing the biocidal
effect and improving overall efficacy in MIC control; 3) they can be
designed for controlled and sustained release, ensuring long-lasting
protection against microbial colonization without the need for
frequent reapplication, thus reducing environmental exposure
and toxicity; 4) nanomaterials used in nanobiocides and
nanocoatings can be biodegradable and less harmful to the
environment compared to traditional biocides, leading to reduced
contamination of ecosystems and lower risks to human health; 5)
nanocoatings can provide more uniform and complete coverage on
surfaces, creating a physical barrier that prevents microbial
attachment and biofilm formation, thereby lowering the risk of
corrosion; 6) they can be engineered to possess additional
functionalities such as self-healing properties, corrosion
inhibition, and surface modification, offering comprehensive
protection against corrosion and microbial degradation.

Overall, nanobiocides and nanocoatings offer promising
alternatives to conventional biocides for MIC mitigation, providing
enhanced efficiency and environmental sustainability. However, as
with other methods, they also have limitations. Moreover, this field is
relatively new and requires further investigation both in laboratory
and industrial settings. There is still a long way to go before they can
be considered verified and practical solutions. This review discusses
the progress made in this field, outlines existing limitations, and offers
suggestions for further research.

4 Application of nanomaterials to
mitigate MIC

Nanomaterials have been selected as ideal candidates for various
applications, due to the properties such as larger surface to volume

ratio of nano-sized materials compared to their bulk counterpart.
Hence, they have also been applied in different sectors of industries
to control corrosion and biofouling. Nanomaterials have been
extensively used in the oil and gas sector for different
applications such as drilling and hydraulic fracturing fluids,
corrosion inhibitors, enhanced oil recovery, viscosity reduction,
methane release from gas hydrates, etc. (Fakoya and Shah, 2017).
Note that nanomaterial-based biocides or coating materials must
have effective antimicrobial properties against different waterborne
microorganisms while posing least extent of environmental impacts.
Farag (2020) prepared a comprehensive review of all types of
nanomaterials applied as corrosion resistance coating and
inhibitors (Farag, 2020). Also, various applications of nano
coating such as self-healing surfaces (Do and Lin, 2016),
improvement of the tribocorrosion performance of materials
(Haruna and Haruna, 2018), and nanoparticle-based corrosion
inhibitors (Bera et al., 2018) were reported by Li (2006). Further,
Omran and Abdel-Salam (2020) addressed the problems of the
existing and the new trends applied to control corrosion and
biofouling with nanotechnology as a new solution (Omran and
Abdel-salam, 2020). However, general corrosion has gained the
most momentum among these reviews with biofouling and MIC
excluded or mentioned briefly. Rasheed et al. (2019a) briefly
reviewed the nanomaterials employed to inhibit SRB (Rasheed
et al., 2019a). Considering MIC mitigation, nanomaterials have
been predominantly used in either a form of nano biocide or
nanocoatings. Therefore, we would like to present a
comprehensive review of the nanomaterials with antimicrobial
properties investigated as a biocide or in a form of coating on a
surface to specifically mitigate MIC. In the following sections,
various groups of nanomaterials and their biocidal mechanisms
are discussed as along with different nanocoatings on metal surfaces
and their mechanisms for controlling MIC.

4.1 Nanomaterials as a biocide

Recently, different nanomaterials have been introduced as an
alternative to the conventional biocides (Rasheed et al., 2019b;
Kalajahi et al., 2020a; Kalajahi et al., 2020b). An ideal nano
biocide must show potent antibacterial properties against
waterborne microorganisms with fewer environmental impacts.
Different nanomaterials have been frequently investigated as
antimicrobial agents, especially for medical application and drug
delivery purposes. However, only a few studies have applied
nanomaterials to mitigate MIC, as presented in Table 2.

Nanomaterials are commonly classified into four main
categories based on their structural configurations (Figure 1):
inorganic-based, carbon-based, organic-based, and composite-
based nanomaterials (Mekuye and Abera, 2023). In general, the
antimicrobial activity of the nanomaterials is influenced by their
surface modification, composition, intrinsic properties, and the type
of microorganism.

4.1.1 Inorganic-based nanomaterials
Inorganic based nanomaterials consist of various metal and

metal oxide nanoparticles (M&MONPs), which have been
noticed due to their high potential antimicrobial activity. There
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are different methods for the synthesis of inorganic nanoparticles,
with biological methods offering environmentally friendly,
nontoxic, and cheap replacements compared to chemical and
physical methods. One of the promising biofactories to
synthesize metal nanoparticles is microbial cells (Narenkumar
et al., 2018; Busi and Rajkumari, 2019). Inorganic nanoparticles
such as silver, iron, and lead have been synthesized either extra or
intracellularly using different kinds of microorganisms such as
bacteria, yeast, fungi, algae, and cyanobacteria. Bacteria are the
highly employed microorganisms to synthesize M&MONPs due
to their abundance in varied environments, significant adaptability,
and easy-to-control growth conditions (Swaminathan, 2019).

Mechanism: Several in vitro studies have reported the inhibition
of microbial species in contact with M&MONPs, also antimicrobial
effectiveness of them depends on the type of material and particle
size. Reportedly, the positive charge of the M&MONPs surface
improves their binding to the negative surface charge of bacteria,
which can improve the bactericidal effects (Bhattacharya and Neogi,
2019). Researchers have already established that M&MONPs can
prevent biofilm formation by imparting toxicity in different
microorganisms through several independent of codependent
pathways such as causing targeted damage to the mitochondria
or the nucleus, damage to the cell membrane or even disruption of
DNA and protein synthesis. Depending on the functionality and the
mode of synthesis, nanoparticles can also release toxic metal ions to
cause direct cytotoxicity. Reactive oxygen species (ROS) generation
and the resulting cellular oxidative stress can also be another mode
of action. Functional nanomaterials can also disrupt the electron
transport chain of a living cell, cause quorum sense quenching or
inhibit the essential enzymes imperative for their survival (Ejileugha
et al., 2021). Microorganisms secrete diffusible signal molecules
which regulate mutualistic growth and coordination among
species. Microorganisms in biofilms interact with each other
through quorum sensing via the secretion and recognition of
some micro molecules by both Gram-positive and Gram-negative
bacteria. M&MONPs-based biocides can prevent and block this
interaction thereby controlling the biofilm formation. Nanoparticles
of Ag, Au, TiO2, ZnO, SiO2, and chitosan can act as quorum sensing
jammers in biofilms. Figure 2 illustrates different pathways through
which nanoparticles can harm microorganisms (Hayat et al., 2019).

Silver nanoparticles (AgNps) have been widely used as popular
inorganic nanoparticles. AgNps displayed antimicrobial activity
against the drug-resistance bacteria even at low concentrations,
and caused cell death due to the interaction with disulfide bonds
of the enzymes disrupting the metabolic activity. Skiba et al. (2020)
reported the formation of a thinner biofilm of Desulfomicrobium
genera and reduction of the corrosion rate of mild steel due to the
application of AgNps. However, the result revealed that bacteria of
Desulfovibrio genus did not show any obvious change to AgNPs. In a
different notable endeavor, researchers generated bioengineered
AgNPs surface-functionalized with proteinaceous plant extract
material in vitro in a test tube by treating ionic AgNO3 with leaf
extract of Azadirachta indica which acted both as a reducing and
stabilizing agent. The anti-corrosion test of mild steel (MS1010) by the
corrosion-inducing bacterium Bacillus thuringiensis EN2 isolated
from cooling towers was evaluated via electrochemical impedance
spectroscopy (EIS), weight loss, and surface analysis. The studies
indicated that AgNPs robustly inhibited the biofilm-formation on the

surface of MS1010 and lowered the corrosion rate with a corrosion
rate from 2.2 mm/y to 0.5 mm/year and boosted the inhibition
efficiency to 77% compared to 52% offered by the plant extract
only. Surface analysis using infrared spectroscopy indicated the
formation of a self-assembled protective layer by the AgNPs on
the surface of MS1010. Also, AgNPs actively hindered both pitting
and biofilm formation (Narenkumar et al., 2018). San Keskin et al.
(2021) investigated the antibacterial and anticorrosive properties of
green AgNPs. The corrosion of copper in artificial seawater (ASW)
was studied under the influence of Halomonas variabilis and AgNPs.
Electrochemical measurements were employed to monitor corrosion
behaviors. The results revealed that AgNPs exhibited a notable
antibacterial activity against pathogenic microorganisms.
Electrochemical studies indicated a significant reduction in current
density in ASW containing H. variabilis + AgNPs compared to ASW
and ASW inoculated with the bacterium alone. This reduction
confirmed a decline in the corrosion rate of copper, highlighting
the potential of AgNPs as effective agents for both antibacterial and
anticorrosive applications in seawater environments.

Zinc oxide nanoparticles (ZnONPs) have an antimicrobial
activity against a wide range of bacteria. However, compared to
AgNps, the antibacterial efficiency of ZnONPs relies on the particle
size and concentration. Thus, they possessed greater effectiveness
with higher concentration and lower particle size. A myco-synthesis
of ZnONPs was investigated as a potential antibiofouling material
against aerobic corrosion-causing bacteria, which showed a
significant reduction in the corrosion rate of copper coupon
(Sujatha et al., 2019).

Copper nanoparticles (CuNPs) have specific biological,
physical, and chemical properties, and requires fewer financial
resources for preparation and are a great choice for synthesizing
(Singh et al., 2019). As a biologically fabricated NPs, the peel extract of
Citrus reticulata (tangerine) was used in the synthesis of CuNPs. The
product was characterized and applied as an inhibitor for steel
corrosion induced by 1 M HCl and Desulfovibrio sp. Round,
monodisperse, non-aggregated, zero-valent Cu crystals with size
range between 54 and 72 nm were obtained. CuNPs caused a
significant reduction in Desulfovibio sp population at 1.96 mg/L
minimum inhibitory concentration with biocorrosion inhibition
efficiency of 79.8% and 68.4% at 303 K and 333 K, respectively. At
these temperatures, 1.0 g/L CuNPs also inhibited acid corrosion with
efficiency of 95.3% and 84.6%, respectively. Due to their small size, the
nanoparticles more easily permeate through bacteria cell wall to alter
their metabolic activities and growth than the extract (Ituen
et al., 2020).

Nickel nanoparticles (NiNPs) were synthesized through the
aqueous extract of Citrus reticulata peels (CRE), along with the
characterization and application of the resulting composite as an
inhibitor against microbial and acid corrosion. The CRE-NiNPs
exhibited stability, non-agglomeration, monodispersity, and a round
shape, measuring within 40–55 nm. Possessing surfaces abundant in
O and N sites, CRE-NiNPs demonstrated efficient adsorption and
inhibition of X80 steel corrosion in a 1 M HCl solution, with
effectiveness rates of 87.3% and 80.6% at 30°C and 60°C,
respectively. In addition, the nanoparticles achieved a 3-log
reduction in Desulfovibrio sp. population and a 73.2% inhibition
efficiency at a minimum inhibitory concentration of 3.21 mg/L. The
inhibition of microbial corrosion is attributed to the nanoparticles’
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ability to penetrate bacteria cells, suppressing their metabolism
through physical and chemical adsorption mechanisms.
Compared to the crude form, CRE-NiNPs demonstrated superior
thermal stability, increased efficiency, and provided enhanced
surface protection at elevated temperatures (Singh and
Yuanhua, 2020).

High Entropy Alloy Nanoparticles (HEA-NPs) with
photothermal heating properties are also very effective in achieving
antibacterial and antibiofilm effects. Li et al. (2023) reported the
synthesis of one such HEA-NP FeNiTiCrMnCux with a high
photothermal conversion performance via arc-discharge method.
They observed that solar energy irradiation activates the synergistic
effect of copper ions release and photothermal damage, causing cell
membrane rupture, ROS generation, denaturation of proteins as well as
enzymes, etc. Also, positively charged nanoparticles can get
accumulated on the surface of negatively charged bacteria, boosting
the overall antibacterial capacity.

4.1.2 Carbon-based nanomaterials
Carbon-based nanomaterials have been widely used as

antimicrobial agent, including the following:
Fullerene: The antimicrobial activity of fullerene-caged particles

has been reported, especially when they are exposed to light, for
which several mechanisms were proposed. Fullerenes can trigger
oxidative stress through the production of ROS, creating suitable
conditions for the destruction of microorganisms. The antibacterial
properties of C60 fullerene are likely related to interactions of
C60 with membrane proteins and other molecules (Lyon and
Alvarez, 2008).

Carbon nanotubes: This group consists of single-walled,
double-walled, and multi-walled particles. Various studies
indicated that the single-walled and multi-walled particles
have significant inhibitory effects against microorganisms. In
particular, the size of carbon nanotubes plays an important role
in the deactivation of microorganisms. As the size of the carbon

FIGURE 3
(A) Transmission electron microscopy (TEM) image of the GO-Ag, which shows the distribution of AgNps on the GO sheets (Kalajahi et al., 2020a);
(B) SRB growth in the presence of different concentration of GO-Ag, AgNPs, and GO nano sheets; (C) Tafel polarization curves of X60 steel in four cells
with different treatments, at 30°C, in 15th day of incubation; (D,E) Equilibrium adsorption configurations of GO-Ag on Fe (1 1 0) surface obtained by MD
simulations. (D) top view, (E) side view; (F) Suggested inhibition mechanism for GO-Ag (Taghavi Kalajahi et al., 2023).
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TABLE 3 Some major studies that applied nanomaterials for coating different metals to mitigate MIC.

Nano coating Thicknes Experimented
surface

Experimented
microorganism (or
environment)

Monitoring
method

Result Ref.

AgNPs 250 μm Mg alloys E. coli Potentiodynamic
polarization and
inhibition zone

A superior corrosion
resistance and significant
antibacterial activity

Zeng et al.
(2013)

Ni matrix-AgNPs — Copper SRB (D. nigrificans, and D.
desulfuricans)

EIS and Tafel
polarization

Ni had the passivation effect
to control the corrosion and
Ag prevent the biofilm
formation

Raghupathy
et al. (2017)

Cellulose acetate
nanofibers (CA-Nf)
loaded with biogenic
AgNPs

445μm Copper E. coli WL and EIS Effective protection in both
abiotic and biotic marine
environments

Oya et al. (2020)

Ag/SiO2 core–shell
nanoparticles

60 nma — Algae and other plankton in
natural seawater

Electrochemical noise
analysis (ENA)

Enhance corrosion
protection and
antimicrobial coating
properties (Suitable
leaching control)

Le et al. (2010)

Epoxy-
functionalized ZnO

100 μm Mild steel E. coli EIS Effective protection to
prevent both corrosion and
growth of bacteria

Duraibabu et al.
(2014)

Bio-based ZnO NPs Zn Candida spp. EIS Inhibited biofilm formation
and reduced corrosion

Alves et al.
(2016)

Nano zerovalent iron
(nano-ZVI)

— Al 1100 Terribacillus
aidingensis EN3

WL and EIS Significant MIC resistance Selvi et al. (2019)

TiO2 NPs 20–40 nm Ni SRB Polarization curves
and EIS

Unique anticorrosion
property against both
electrolyte and SRB

Ma et al. (2009)

TiO2 and SiO2 0.06–0.05 Glass Barnacles and oysters Biofilm studies Hindering biofilm
formation

Dineshram et al.
(2009)

Silane-based resin
coatings containing
Cu and Ag nano
powder

40–60 nm Aluminum Laboratory biofilm
reactor (LBR)

Raman
spectrophotometer, FIB-
SEM and EDXb

Biofouling was suppressed
by Cu, but not Ag

Sano et al.
(2017)

100 nm

CuONPs — Concrete Acidithiobacillus
thiooxidans

Bacterial dry cell weight
measurement, cellular
Adenosine
Triphosphate
production

The bacterial activity was
significantly reduced

Haile et al.
(2010)

CuNPs and ZnONPs — Metal Emerged in sea water
environment

Microbial growth assay ZnONPs illustrated better
antimicrobial efficiency
than CuNPs

Miller et al.
(2020)

biocide loaded Nano
Zeolite

200 μm Mild steel Emerged in sea water
environment

Gravimetric Analysis,
polarization, EIS and
antifouling testing

Significant potential in
resisting corrosion and
fouling

Boopalan (2011)

Zeolite-epoxy Nano
Hybrid Coatings

100 μm Mild Steel E. coli EIS Enhanced antifouling and
corrosion resistance
performance

Saravanan et al.
(2015)

Graphene Coatings — Ni Mixedmicrobial population EIS and cyclic
voltammograms (CV)

Significantly reduction
of MIC

Krishnamurthy
et al. (2013)

Graphene Coatings 30 μm Ni Escherichia coli Inductively Coupled
Plasma (ICP)

Graphene impermeability
to transfer Ni2+ ions

Parra et al.
(2017)

Graphene coatings SiO2 Halomonas spp. Epifluorescene, SEM,
and real time PCR

Eotorious decrease in
adhesin gene expression of
Halomonas spp.

Parra et al.
(2015)

(Continued on following page)
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nanomaterial shrinks, their surface-to-volume ratio grows,
leading to a stronger binding to the cell wall or cell membrane
of the microorganisms and thus to a more powerful effect. The
operation mechanism is based on the connection of CNT
nanotubes with microorganisms and rupture of the cell
membrane, metabolic processes, and morphology (Khan et al.,
2016). The review of existing literature uncovered no
documented instances of employing fullerene and carbon
nanotubes to mitigate MIC in the industrial context.

Graphene: Graphene-associated nanomaterials such as
graphene nanosheets, graphite, and graphene oxide (GO) have
been widely investigated. Divers properties of graphene
nanomaterials complicates studying their precise antimicrobial
mechanisms (Al-jumaili et al., 2017). Ouyang et al. (2013)
reported a new nanocomposite with rGO, CuO, and poly-L-
lysine (PLL), showing exceptional bactericidal properties against
E. coli and S. aureus, with a lethality rate of 99.9% and prolonged
antibacterial effect. The nanocomposite restricts the cell membrane
permeability and cause destruction of the microorganisms via
altering the ionic concentration of the intracellular fluid. Selim
et al. (2023) fabricated a novel nanocomposite of RGO decorated
with α-Mn2O3 nanorods (NRs) for mitigating MIC. These
nanocomposites displayed controlled morphology, geometry,
surface exposure, and orientation. The field emission SEM
images indicated that the blade-like RGO/α-Mn2O3

nanocomposites viciously attached themselves into the microbial
cell walls resulting in morphology disruption, cell wrapping, and
microbial killing. It was observed to be highly effective against the
anaerobic SRB strain D. halophilus SL 890, proving to be a potent
candidate for microbial growth inhibition.

4.1.3 Organic-based nanomaterials
Examples of these nanomaterials include dendrimers,

cyclodextrin, liposomes, and micelles. Berkl et al. (2022) reported
that the concentration- and time-dependent quorum quenching
ability of different cyclodextrins can impair the mechanisms of
biofilm formation of P. aeruginosa PAO1. The cavity size and the
chemical environment of cavity entrances of cyclodextrin were
found to alter bacterial communication through formation of an
inclusion complex with bacterial quorum sensing signaling
molecules thus influencing the virulence of the microorganism.
The review of the literature revealed no reports on the utilization
of organic-based nanoparticles to mitigate MIC.

4.1.4 Composite nanomaterials
These types of materials are combinations of metal-based,

metal oxide-based, carbon-based, and/or organic-based
nanomaterials. These materials often exhibit complex structures,
such as metal-organic frameworks. Morsi et al. (2016) employed
core-shell nanocomposites consisting of functional core of
ZnONPs and surrounding polyacrylamide shell to inhibit the
corrosion and examined the antibacterial activity of the
nanocomposite against different types of bacteria. They found a
lower corrosion rate in the presence of the nanocomposite (up to
10 wt. % of ZnONPs). Another study reported successful
application of a chitosan-ZnO nanocomposite with 10% ZnO
content (CZNC-10) as a biocide for the control of biofilm and
reduction of biocorrosion on carbon steel. The study indicated that
a concentration of 250 μg/mL of CZNC-10 proved highly effective
in inhibiting the biofilm formation by SRB on carbon steel.
Compared to the control, the charge transfer resistance (Rct)

TABLE 3 (Continued) Some major studies that applied nanomaterials for coating different metals to mitigate MIC.

Nano coating Thicknes Experimented
surface

Experimented
microorganism (or
environment)

Monitoring
method

Result Ref.

Chitosan-ZnO NPs 50–60 nm Glass Diatom (Navicula sp.) Diatom and bacterial
growth assays

Significant growth
inhibition of the marine
fouling

Al-naamani
et al. (2017)

P. nigrifaciens

Nanocontainers
filled with CuO
and ZnO

— Metal Emerged in sea water
environment

EIS Improvement of marine
paints to control biofouling
and corrosion

Kordas (2019)

AgNP-polyurea
nanocomposite

— Glass SRB EIS Prevention of SRB biofilm
formation on the coated
surface

Karimi-Maleh
et al. (2021)

AgNP- NbC
nanocomposite

— Ti-6Al-4Valloy
coupons

SRB inoculated artificial
seawater

EIS Restricted electron transfer
and reduced rate of
electrochemical reaction

Hao et al. (2022)

Epoxy-based
nanocomposite with
ZnO, Cu2O, and
TiO2 nanofillers

— Steel Natural Sea Water (NSW)
containing multiple
bacteria and fungi

Scratch hardness test Significant reduction in
biofouling and MIC

Shetty et al.
(2023)

EIS

Block copolymer
(PMBTMA-co-
PSPMA)-
functionalized
Ti3C2Tx

nanocomposite

— Steel S. aureus EIS On -demand release of
corrosion inhibitor 2-
mercaptobenzothiazole
(MBT), reduction in
corrosion and biofouling

Wang et al.
(2022)

E. coli

aThe Ag nanoparticles size was presented.
bFocused ion beam milling combined with scanning electron microscopy (FIB-SEM) and energy dispersive X-ray analysis (EDX).
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values after 21 and 28 days of incubation in the presence of CZNC-
10 were approximately 3.2 and 2.8 times higher, respectively. This
substantial rise in Rct values indicates a robust corrosion
inhibition, reaching a maximum efficiency of 74% (Rasheed

et al., 2019c). In addition, ZnONPs and CuONPs were
synthesized via brown algae (Sargassum muticum) to inhibit the
corrosion and biofilm formation on the surface of water pipelines,
showing 92.31% protection efficiency (Farrag et al., 2019).

FIGURE 4
Synthetic culture media utilized to quantify the bacterial growth rate of different treatments (A) blank, (B) bare Ti-6Al-4V, (C) NbC coating, and (D)
AgNPs/NbC nanocomposite coating. (E) Concentration of Ag+ ions released from the AgNPs/NbC nanocomposite coating following immersion in
artificial seawater at 30°C for different times. (F, G) Tafel polarization curves of the tested coupons before (F) and after 28 days (G) of exposure in SRB-
inoculated artificial seawater at 30°C. (H) Schematic representation illustrating the potential antibacterial mechanisms and the electronic structure of
the oxide film developed on the AgNPs/NbC nanocomposite coating (Hao et al., 2022).
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Doping is an extremely approved method to improve the
antibacterial properties of nanomaterials by affecting the ROS
production. It has been reported that the dopant’s type, technique of
synthetization, and the experimental factors significantly alter the entire
electronic structure of nanomaterials, resulting higher antibacterial
efficiency. Ag is one of the widely used dopants, as it can be toxic
even in the dosage under the certified level. Kalajahi et al. (2020)
inspected the efficiency of graphene oxide/silver nanoparticles
nanocomposite (GO-Ag) to inhibit MIC on the surface of steel
X60 via electrochemical measurements and surface analyses. The
result illustrated that GO sheets have antibacterial activity against
SRB, but the antibacterial efficiency of GO was improved by loading
AgNPs on the sheets (Figure 3B). Tafel polarization results indicated that
the corrosion rate of the steel X60 was reduced in the presence of GO-Ag
(Figure 3C), which is attributed to the SRB growth inhibition and
creating a resistance film on the metal surface due to the GO
precipitation (Kalajahi et al., 2020a). The corrosion inhibition
mechanism of GO-Ag was explored through quantum chemical
calculations and molecular dynamics (MD) simulations. The findings
highlighted the formation of a dense film on the Fe surface by GO-Ag,
effectively impeding the movement of corrosive particles towards the Fe
surface. Figures 3D, E exhibits the ultimate adsorption configuration of
GO-Ag on the Fe (1 1 0) surface. The simulation revealed a gradual
movement of inhibitor molecules toward the Fe surface, indicating a
robust affinity between the inhibitor and Fe. Assuming that physical
interactions play a predominant role in inhibitor-iron interactions, it can
be deduced that GO-Ag is likely to function as an effective corrosion
inhibitor. Ultimately, a comprehensive understanding of the corrosion
inhibition mechanism of multifunctional nanostructured inhibitors was
proposed, drawing insights from both experimental and theoretical
studies (Figure 3F) (Taghavi Kalajahi et al., 2023).

4.2 Nano coating

The use of coatings has a long history as a strategy to protect both
abiotic and biotic corrosion. Coatings are supposed to form a barrier
against the corrosive agents on the surface of interest to prevent or
reduce negative effects a material might experience. Attempts have
been made to discover and develop more potent anticorrosion
formulations to protect the facilities, equipment, and structures
from corrosive environments/conditions. The results suggested that
achieving a substantial protective effect relies on four key features in
the coating. These features are associated with heterogenicity, electrical
properties, efficacy of corrosion and reduced adhesion capacity, as well
as their ability to release corrosion inhibitors. Powder coating and
water-based coating are two methods to coat a material. The
advantages of powder coatings include the ability to create a thick
film, not creating volatile organics, and high efficiency in corrosion
protection, making it customer-friendly. However, powder coating still
shows limitations, such as production problems due to not containing
volatile components and being inapplicable on large surfaces since
200-degree heating need to be applied after coating. Thus, to overcome
some of these problems of coating, nanomaterials were introduced to
develop the mechanical, chemical, and optical properties of coating
(Farag, 2020). Nanocoating is defined as a nanoscale thickness of the
coating, nanosized grains/phases of coating, or the dispersion of the
second-phase particles into the nanosized matrix (Alasvand, 2016).

The harmful impacts of the corrosive environments on different
surfaces were significantly mitigated by applying nanocoating,
because of multiple preferences such as adhesive quality, hardness
of surface, and surface tribological properties improvement.
Furthermore, nanocoating provides smoother and slender thickness
allowing greater compatibility in designing the equipment and
lowering the maintenance expenses (Farag, 2020).

Manipulation of materials on the nanoscale can impart some
unique chemical, mechanical, photophysical, thermal and surface
properties which can be deployed to amplify functions necessary for
urban built environments. Owing to their clear advantages over
thicker coatings (higher surface to volume ratio, strength, toughness,
wear resistance and thermal barrier, environmental adaptability,
etc.) functional nanocoatings have found diverse applications as
hydrophilic and photocatalytic coating, solar reduction coating,
phase change materials (PCM) coating, hydrophobic coating
amongst many others depending on their targeted modification
and function-based fabrication (Zhu et al., 2022).

Smart coating is the most noteworthy approach among the
nanotechnology-related coatings. These active coatings can react to
external drivers such as humidity variation and pH. The size and
dimension of the nanoparticles coupled with the intense layering
provide strong adhesion and immensely favorable physical coverage
of the protective coating. The barrier property of nanocoatings should
also be taken into account during fabrication as suitable
functionalization can alter the surface layer sorption and result in
more effective corrosion inhibition. For instance, integration of
different loading of TiO2 in epoxy polymer matrices within epoxy-
TiO2 nanocomposite coatings significantly enhanced the effectiveness
of the modified nanocoatings (Thakur et al., 2023). They also showed
the ability of further corrosion prevention by releasing the corrosion
inhibitors or biocides, which are loaded in dispersed nanocarriers or
nanoreservoirs in the matrix (Saji, 2012). Bao et al. (2019) presented the
challenges related to the nanocoating using different nanoparticles, and
the perspective of nano coating system.

Regarding MIC prevention, nanocoating needs to indicate reduction
of cell adhesion and biofilm formation. An effective coating needs to
interlink a direct and on-contact biocide, which can provide constant
antimicrobial activity. It should prevent the primary surface
contamination of a wide range of corrosive microorganisms and
inhibit the colonization over time (Swaminathan, 2019). Nanomaterials
that show dual functionality of anticorrosion and antimicrobial are ideal
coating candidates to inhibit both corrosion and bacterial adhesion. There
are some studies on employing nanomaterials for coating different metals
to mitigate MIC, as summarized in Table 3.

4.2.1 M&MONPs nanocomposite coatings
Recently, M&MONPs such as Ag, TiO2, ZnO, and Cu have found

applications in the coatings due to their high efficiency to inhibit the
growth of a broad range of bacteria. It has been reported that
immobilizing AgNPs onto the Mg surface can protect against
microbial adhesion and lead to improved corrosion resistance (Zeng
et al., 2013). Raghupathy et al. (2017) embedded AgNPs into the Ni
matrix, which influenced the coating microstructure and made it less
susceptible to corrosion as well as biofilm formation in comparison to
the pure Ni coating. Further, Hao et al. (2022) utilized an inventive
coating comprising AgNPs and NbC nanocrystals embedded in an
amorphous carbon (a-C) matrix to mitigate MIC in a marine
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environment. The incorporation of Ag into the NbC coating played a
crucial role in influencing the grain size, crystallographic texture of the
NbC phase, bonding state of carbon species, and surface morphology of
the coating. Subsequent immersion in SRB-inoculated artificial seawater
revealed a significantly lower planktonic SRB cell count for the AgNPs/
NbC nanocomposite coating (103 cells/mL) compared to both the Ag-
freeNbC coating (106 cells/mL) and bare Ti-6Al-4V (106 cells/mL), with
differences of two and three orders of magnitude, respectively (Figures
4A–E). The electrochemical corrosion behavior of the AgNPs/NbC
nanocomposite coating was assessed in SRB-inoculated system, where
comparisons weremadewith the Ag-free NbC coating and bare Ti-6Al-
4V using Tafel polarization and EIS. According to the Tafel polarization
result, the current density diminished in the presence of AgNPs/NbC
nanocomposite coating (2.50 × 10–7) compared to the other two
treatments (Figures 4F, G). The results indicated that the
introduction of Ag enhanced the MIC resistance of the NbC
coating, causing a transformation in the electronic structure of the
oxide film from an n-type semiconductor to a p–n heterojunction
structure. Figure 4H illustrates the mechanism suggested for AgNPs/
NbC nanocomposite coating to mitigate MIC (Hao et al., 2022).

4.2.2 Graphene as an antibiofouling coating
Four main corrosion protection mechanisms offered by

graphene coatings include barrier properties, chemical plus
fouling resistance, and antibacterial properties.

Barrier properties: Metals can be protected from corrosive
agents using a graphene coating. It has been indicated that
graphene coating agitates dissimilatory sulfate reduction
metabolites, the formation and growth of biofilm, and corrosion
effect of SRB (Berry, 2013). The molecular structure of graphene
lattice establishes a geometric pore (r = 64 pm) which is smaller than
ionic radii of SRB metabolites such as HS− (r = 207 pm) (Li et al.,
2014). Also, graphene coating provides a tortuous diffusion path,
which is not easily accessible by corrosive agents and water
molecules (Hernandez et al., 2008; Viyannalage, 2013).

Chemical resistance: Sulphur compounds, organic acids, and
salinity are the main corrosive agents in biological environments.
Graphene coating can withstand aggressive effect of oxidizing, acidic,
saline, and thermal environments, as well as SRB metabolites and
fermenters. An interesting work by Sarac et al. (2022) reported the
formation of Ti-Zr-Ge metallic glass nanofilms free from toxic and
corrosive elements (e.g., Cu, Al and Ni) fabricated by DC magnetron
sputtering. These nanofilms act as effective nanocoatings for biofouling
prevention via chemical and electrochemical resistance. However, this
work addressed biofouling in biomedical surfaces, not industrial cases.
An interesting study by Islam et al. (2022) explored the use of pristine
graphene nanolayers as the thinnest, noninvasive coating for catalyst-
free methanol dehydrogenation on copper electrodes in microbial
methanol fuel cells. These graphene coatings helped in addressing
material degradation and copper toxicity, while retaining the
intrinsic work function behavior of the underlying Cu surfaces
toward methanol conversion into DC electricity. Such techniques
can expand the prevalence of metal electrodes in a number of
bioelectrochemically driven batteries and supercapacitors. Another
insightful study by Chilkoor et al. (2020a) dealt with the application
of maleic-anhydride-functionalized-graphene (MAG) nanofillers in
order to achieve higher corrosion resistance of polymer coatings on
mild steel under abiotic and aggressive biotic conditions. In this study,

graphite wasmechanochemically exfoliated into graphene particles with
the edges functionalized with maleic anhydride. Electrochemical tests,
TEM, and nanoindentation experiments suggested that the carbonyl
and hydroxyl groups in the MAG adducts facilitate their dispersion in
epoxy matrix, overcoming dispersion challenges, which is common
with unfunctionalized graphene platelets. The MAG nanofillers
enhance the tensile strength of epoxy coatings; the imide groups in
MAGE offer excellent barrier properties against intercalating corrosive
species into epoxy coating.

Fouling resistance: Fouling refers to the accumulation of living
and non-living organisms on a solid surface. The interaction of foulants
with the solid surface contributes to bacterial attachment, biofilm
formation, and microbial corrosion. Problems related to fouling are
usually diminished by improving the wettability of the surface in the case
ofmetal. The wettability of ametal surface is controlled by its surface free
energy and geometrical structure, which shows the adhesion properties
of the metal surface. Graphene coating imparts hydrophobic properties
to metal, which repels the microorganism’s attachment and biofilm
formation. Yu et al. (2023) reports the formation of a graphene nanofluid
prepared by dispersing modified graphene in a common lubricant.
Porous surfaces on Q235 carbon steel have been generated and then
infused with the graphene nanofluid. The coating has high stability,
reduced oil-phase leaching, and a self-healing function. Further, the
slippery coating exhibited remarkable anti-corrosion performance and
improved anti-biofouling properties. The developed graphene nanofluid
coating presents great potential for applications in the protection of
surfaces exposed to the marine environment.

Antibacterial properties: Various studies have investigated the
antibacterial properties of graphene coatings and proposed different
theories for the death of bacterial cells due to the contact with graphene
surface. Pham et al. (2015) stated that the orientation angle of graphene
sheets and density of graphene edges affect the bactericidal efficiency.
There have been plenty of research to explore the antibacterial
properties of graphene-based materials. However, a few studies have
investigated the microbial corrosion resistance of graphene coating
against corrosion causing bacteria. Krishnamurthy et al. (2015) reported
the utilization of an ultra-thin graphene skin as a highly effective anti-
MIC coating, surpassing two commercially available polymeric
coatings, Parylene-C (PA), and Polyurethane (PU). That study
revealed that the dissolution of Nickel (Ni) in a corrosion cell with
graphene-coated Ni is an order of magnitude lower than that observed
with PA and PU-coated electrodes. Electrochemical analysis
demonstrated a remarkable ~10 and ~100 fold enhancement in
MIC resistance with the graphene skin coating compared to PU and
PA coatings, respectively. Unlike conventional polymer coatings that
are non-conformal during deposition or prone to degradation under
microbial processes, the electrochemically inert graphene coating
exhibited resistance to microbial attacks, being exceptionally
conformal and defect-free. Also, they found that while as-grown
graphene films lack major defects, the wet transfer process
introduces large-scale defects, making it less suitable for the current
application. Chilkoor et al. (2020a) examined the protection efficiency
of graphene atomic layers to metals against MIC-relevant SRB. It was
observed that whereas single-layer graphene (SLG) promotes the SRB
attack by five times compared to the bare Cu metal, multilayered
graphene (MLG) on Cu reduced the attack by a factor of 10 and a factor
of 1.4 respectively compared to SLG-Cu or bare Cu. Combining
experimental and computational results, the effect of vacancy defects
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and grain boundaries on the shielding capacity of graphene atomic
layers was rationalized.

Antibacterial coatings can inhibit bacteria in several ways. The
coatings can be passive or active based on whether antibacterial
agents are locally delivered. The passive antibacterial coatings
prevent the adhesion of bacteria to the surface or kill them upon
contact. The chemical and physical properties of the coating, such as
wettability, surface roughness, and conductivity presented potent
influences on the bacterial behavior (Vasilev, 2019). Passive coatings
do not develop bacterial resistance but have limited antibacterial
efficiency, which even differs for various bacterial strains. Active
coatings can release antibacterial agents to the surrounding
microorganisms (Li and Aik Khor, 2019).

4.2.3 Hexagonal boron nitride (hBN) nanocoating
Recently, hexagonal boron nitride (hBN)- based nanomaterials

have gained attention as effective coating thanks to their exceptional
stability, and unique properties relevant to adhesion, impermeability,
etc. Chilkoor et al. (2018) reported the ability of single-layered hBN to
work as the thinnest insulating barrier against microbially induced
corrosion. 2D hBN nanocoating successfully combats the corroding
effects of the aggressive metabolites generated by the sulfate reduction
process. The MIC resistance results from the combined effects of its
impermeability helping in creating an effective barrier for electron
acceptors, redox species, and biogenic chemicals, as well as insulating
features that suppress cathodic reduction and galvanic effects. Another
compelling study (Chilkoor et al., 2020b) from the same research group
unfolds how atomic hBN layers lower copper corrosion by a minimum
of 12 times under different biotic or abiotic sulfur environments. More
number of atomic layers did not ensure an enhanced performance of
hBN coatings against abiotic sulfur corrosion. Nevertheless, the
differences in the number of atomic layers of hBN influenced
nanoscale surface properties, causing the overexpression of adhesion
genes responsible for cell attachment, biofilm growth, and biogenic
sulfide attack. The nanoscale defects including grain boundaries and
point defects influenced the corrosion protection performance of
atomic hBN layers in both biotic and abiotic environments.

4.3 Ecotoxicological and adverse effects of
nanomaterials

Outstandingly, even the Romans unknowingly used metal-
nanoparticles to color windowpanes with remarkable color effects
(British Museum). The potential nanoparticles could provide was
first mentioned in 1959 by the physicist Richard P. Feynman
(Nayfeh, 2018). However, the term nanotechnology was
introduced years later, by the Japanese professor Norio Taniguchi
(1974) (Bayda et al., 2019). The first visualization methods also took
almost 10 more years (Binnig and Rohrer, 1983). Although
nanoparticles seem to have been used for a long time, the impact
they can have on humans and nature was not of interest for a long
time and should not be underestimated, especially nowadays.
Nanoparticles have been used in medicine, cosmetics, and the
food industry for decades. Surprisingly, in the EU there has been
a labeling obligation for products of the cosmetics or food industry
containing nanoparticles only since 2013 or respectively since 2014
(Böhmert et al., 2017). Currently, nanoparticles are increasingly

developed, show high reactivity, biocidal effects, etc., and used, for
example, to protect materials from their degradation. Especially,
anti-microbial nanoparticles should be used with great caution, as
their far-reaching consequences cannot yet be assessed at present.
Although nanoparticles can bring a great advantage and show high
potential when used, for example, in various coatings, the long-term
and complex interactions with environmental aspects are, on the one
hand, not yet fully understood and, on the other, difficult to
investigate. Nanoparticles can enter the environment through a
variety of pathways and, in some cases, at high levels. As an
example, how much nanoparticles are present in the
environment and how difficult it can be to determine their
amount and the particles themselves is summarized in the review
of (Nguyen et al., 2020). One of the best-known sources for the
contamination and the uncontrolled released can be observed in the
wastewater sector. Although certain precautions (e.g., special filters)
are taken to avoid the uncontrolled release of, for example,
nanoparticles, studies have shown that these approaches only
minimize but do not prevent the exposure. In addition, recent
studies also show partially synergistic, additive, or antagonistic
effects when certain nanoparticles occur in combination in the
environment. In addition to the promising possibilities that the
use of nanoparticles can deliver, more consideration should be given
to far-reaching consequences. What is problematic about the studies
conducted so far is that they are very one-sided. For example, only a
certain class of nanoparticles or potential host organisms is
investigated, whereas (fatally) the uptake in plants seems to be
rather secondary. Also, potentially emerging degradation products
and their altered reactivity, as well as the interactions of different
nanoparticles/degradation products with each other and thus on the
environment are insufficiently investigated. The use of nanoparticles,
especially of novel extremely reactive or biocide-active ones, should be
done with great caution and care (Schwinn and Völker, 2020; Zhang
et al., 2022). One of the major challenges in determining the impact of
nanoparticles in the environment is that incredibly sensitive
measurement methods are required to detect and identify the
minimal traces in the environment and judge how this might
impact the environment but also how environmental factors can
influence the stability of nanoparticles. Those issues have already been
described in several studies (Tortella et al., 2020). “For example, some
methods only detect very pure materials at high concentrations. In real
environmental samples, however, mixtures of several different particle
types are to be expected, which are typically present in very low
concentrations within the range of a few nanograms per liter. This
corresponds to a “pea”, or even less, in an Olympic swimming pool”
(Upadhyayula et al., 2017). Although the concentrations found in the
environment are (currently and depending on the location) low, they
have a major impact on the “beneficial” ecosystem. Also, this has been
discussed in the latest studies. Strategies should therefore be developed
to identify and minimize this influence, for example, through better
filtering options. To avoid that novel, more effective nanoparticles
might further impact the environment, for each nanoparticle already
during the development-process, effective removal strategies should
also be developed before the product can be used in real applications
(Buchman et al., 2019).

Upadhyayula et al. (2017) reported a life cycle assessment (LCA)
of anticorrosive graphene poly (ether imide) coatings on unalloyed
steel. They investigated global warming potential, acidification
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potential, carcinogenic potential against human health, fossil fuel
depletion potential, etc. It was observed that such impacts are
sensitive to the service life and maintenance of the coating and
further studies are required to fully comprehend the long-term
environmental impact of such coatings. Another thorough
investigation on the LCA of anticorrosive graphene oxide-epoxy
(GOE) liners in biodiesel storage steel tanks (Chilkoor et al., 2017)
revealed great refined environmental performance for the GOE liner
compared to the incumbent system, where the GOE liner showed
91% reduced impacts in ozone depletion potential, 59% reduction in
respiratory effect potential, 62% reduction in acidification potential,
67%–69% reduction in global warming and carcinogenic potential,
72%–76% reduction in eutrophication, smog forming and fossil fuel
depletion potential, etc. Saadi et al. (2022) developed
nanocomposites by dispersing asphaltene-derived flash graphene
(AFG, formed by flash joule heating process) into a polymer
effectively to achieve upgraded mechanical, thermal, and
corrosion-resistant properties compared to the bare polymer. The
life cycle and technoeconomic analysis demonstrated that the flash
joule heating process leads to reduced environmental impact
compared to the traditional processing of asphaltene and lower
production cost compared to other flash joule heating precursors.
Bheemasetti et al. (2023) indicated effective upcycling of municipal
solid waste as precursors for graphene-based nanomaterial synthesis
which might lead to the further viable nano-manufacturing
techniques for upcycling and recycling of low-value wastes into
high-value functional nanomaterials. An extremely insightful read
from Upadhyayula et al. (2018) elucidates how sustainability
framework comprises of four principal steps: 1) screening level
LCA on the outcome of a game changing innovation (e.g., a
novel upcycled product such as wood-derived biofuel, etc.), 2)
comparison of the screening LCA result with a commercially
available product(s) that could be replaced by the newly
fabricated product; 3) LCA results to be fitted into methodologies
to estimate the financial performance of the target fabricated
product; and 4) LCA results to develop parameters that allude at
sustainability aspects of a fabricated product from a
multidisciplinary point of view. A similar approach could be
suggested for MIC-resistant nanocoatings or nano-biocides in
order to effectively bridge the gap between fundamental state-of-
the-art MIC mitigation research and industry-relevant strategies.

5 Conclusion

Use of nanomaterials has the potential to yield more effective
and less toxic compounds compared to conventional biocides. They
can also facilitate the development of more efficient antifouling
coatings for controlling MIC. Nanomaterials can be designed to
target specific microorganisms, exhibit higher microbiocidal effects
at lower concentrations, be synthesized using environmentally
friendly methods, etc. Additionally, designing multifunctional
nanobiocides or coatings is feasible. However, for these designed
nanobiocides and coatings to be used in practice, several steps
should be addressed. They need to demonstrate efficacy in
controlling MIC, be producible on an industrial scale, be
compatible with existing systems, and comply with environmental
regulations for official commercial use in the industry. Throughout

these steps, various considerations should be taken into account,
which it is summarized in three different steps.

5.1 Design

The nanobiocides and coatings should be specifically designed to
address the MICmitigation. MICmitigation is not merely limited tp
killing planktonic bacteria. However, in the literature, many studies
tend to focus more on the biocidal effects of various nanomaterials
against MIC related microorganisms, particularly SRB. These
studies often overlook factors beyond killing planktonic bacteria
in their design considerations; factors such as targeting MIC
microorganisms, biofilm disruption ability, changing the
electrochemistry in the biofilm/metal surface, etc. For example, in
nanobiocide design, EMIC relies on sessile cells, while MMIC is
driven by corrosive metabolites. Thus, eliminating electroactive
microbes in the bottom layer of biofilms (where microorganisms
have direct access to the metal surface) is essential for addressing
EMIC, whereas removing corrosive metabolites is key for managing
MMIC. However, distinguishing between EMIC and MMIC is
challenging, especially in mixed-culture biofilms. MMIC and
EMIC may occur simultaneously on corroding metal surfaces,
but their rates and relative contributions to the overall corrosion
process can differ. Additionally, the type of metal can influence
whether a microbe causes EMIC or MMIC, which should be
considered in the design step (Enning and Garrelfs, 2014).

Another example is bifunctional nanomaterials which can function
simultaneously as a biocide and a corrosion inhibitor owing to their
unique properties. The key factors to consider during design and
fabrication of bifunctional nanomaterials for MIC mitigation include
the adhesion properties and topology of the target surfaces; thermal
andmechanical resistance and hydrophobicity of the nanomaterial and
the biocidal efficiency against several MIC relevant microorganisms;
and most importantly, toxicological and environmental leaching
possibilities. In a more practical context, these types of bifunctional
nanomaterials should also be designed in a user-friendlymanner (like a
spray or deposition coating), have low maintenance cost, be cost
effective as well as hydrodynamically stable enough to maintain
high performance over long periods of time, especially when
deployed against marine biofouling or even in industry (Romeu
and Mergulhão, 2023).

One suggestion for improving the design process is to leverage
artificial intelligence (AI). AI can assist in designing nanobiocides
and coatings by analyzing vast amounts of data from previous
studies to identify optimal characteristics and configurations for
targeting MIC. AI can use studies that show important factors,
which can affect MIC and subsequently the efficiency of
nanomaterial. Additionally, computational simulation studies can
be highly beneficial in assessing the properties of different
nanomaterials before they are produced in the laboratory. These
simulations can provide insights into how nanomaterials interact
with microorganisms and surfaces, helping researchers make
informed decisions about which materials to pursue for further
experimentation (Taghavi Kalajahi et al., 2023). By integrating AI
and computational simulations into the design process, researchers
can potentially reduce the cost of laboratory work, increase the
likelihood of designing effective nanobiocides and coatings, and
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shorten the overall design and testing timeline. This approach holds
great promise for advancing the development of tailored solutions to
combat MIC effectively.

5.2 Laboratory work

The results of corrosion rate assessments in laboratory
experiments for biocide efficiency (even the conventional biocides)
often differ from real-world applications, typically requiring higher
concentrations in industrial settings. One issue is the possibility of
microbial resistance developing over time with frequent exposure to
biocides, which can significantly increase costs. Additionally, excessive
biocide usage can have adverse environmental impacts. The
complexity of real-world conditions significantly contributes to this
difference. Therefore, it is crucial to account for various
environmental factors and conditions during laboratory work to
achieve results (corrosion rates) that align more closely with those
observed in the actual environment (Knisz et al., 2023). However, in
laboratory research on biocides and antifouling coatings, there exists a
significant gap in assessing their actual effectiveness against MIC. This
also applied to investigations on the efficiency of nanobiocides and
coatings as well. Many studies often overlook important factors and
questions critical to understanding the effectiveness of nanomaterials.
For instance, while some studies demonstrate biocidal effects using
well-defined strains, it is essential to test these materials against mixed
microbial cultures representative of real-world environments or
industries to evaluate their efficacy in hindering complex biofilms.
It should also be investigated how effective these materials are once
biofilm has formed. Can they penetrate the biofilm and effectively kill
microorganisms? How does their efficiency change during the time
and different stage of biofilm formation? etc.

Additionally, these materials should undergo testing under
various environmental conditions such as different ranges of
temperature, pH, electrical conductivity (EC), flow rates, etc., to
assess their efficiency across different settings and over extended
exposure periods, beyond the commonly used 14-day timeframe in
lab experiments. Considering the intended application in industry is
also important. Different industrial settings may require tailored
approaches for MIC mitigation.

Furthermore, studying corrosion involves employing diverse
methods such as electrochemistry, surface analyses, biofilm
characterization, etc. Techniques such as EIS allow for non-
destructive monitoring of corrosion development over time.
Corrosion is an electrochemical phenomenon; therefore, to
understand the influence of microorganisms on corrosion, these
methods are highly beneficial. Additionally, Tafel polarization
method is invaluable for investigating pitting corrosion, a significant
concern related to MIC. Recent studies increasingly leverage these
advanced methods to gain deeper insights into the influence of
microorganisms on corrosion and metal surfaces.

5.3 Real-world applications and
environmental regulations

Once a nanomaterial has shown promise in laboratory testing
for commercial use in industries to control MIC, it is crucial to

ensure that it complies with environmental regulations before
moving forward. One approach is to integrate considerations of
environmental regulations into the design process, possibly through
AI design tools. Studies on the toxicology of different nanoparticles
can provide insights into the toxicity of nanomaterials and their
behavior in the environment. Collaboration between research
groups focusing on nanomaterials for MIC mitigation and those
studying nanomaterial toxicology could facilitate comprehensive
assessments.

Regarding real-world applications, products must first pass
environmental regulations, such as those in the EU, before being
tested or used in industries. This regulatory process can take up to
10 years, making it challenging for new nanomaterials to enter the
market quickly. Additionally, not all scientists may be willing to navigate
this process. However, if a nanomaterial has been proven effective against
MIC in the laboratory and is deemed more environmentally friendly, it
may be possible to conduct tests in semi-real-world conditions.
Collaboration with consultant companies or industries willing to
provide support can facilitate this process. Overall, while there are
challenges in transitioning from laboratory to real-world applications,
collaborations and careful consideration of environmental regulations
can help bring promising nanomaterials to market.

In summary, until a nanobiocide or coating has been
thoroughly studied and proven effective under lab conditions,
it cannot progress to environmental assessments, industrial
testing, and usage. While the high cost and energy demand of
nanomaterial production on an industrial scale are significant
considerations (which should be considered in the design phase),
if the benefits of nanomaterials outweigh these costs compared to
conventional methods, there is potential for economic feasibility
and mitigation of environmental pollution expenses. Currently,
nanomaterials are already under use in the oil and gas sector for
different applications such as drilling and hydraulic fracturing
fluids, corrosion inhibitors, etc., suggesting it is possible to scale
up the usage of nanomaterials. Therefore, addressing deeper
questions and aspects of nanomaterial usage to mitigate MIC,
as mentioned earlier, in laboratory investigations can be a
significant step toward advancing them as a more effective
and environmentally friendly solution for MIC.
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